Restriction on Use of Confidential Information Agreement [j;;;fg;'r;(:

SECTION 1 - PARTIES INVOLVED

This Restriction on Use of Confidential Information Agreement (referred to herein as "Agreement”) is made
and entered into by and between:

Learning Ally Inc. {referred to herein as "Independent Contractor”)

Vendor's Name (Print}

and

Alpine School District (referred to herein as "District”)

SECTION 2 — RECITALS

Independent Contractor desires to enter into a business relationship with District to provide services to District that may
require accessing information from the District. The parties desire to enter into the Agreement to allow the Independent
Contractor such access upon the terms and conditions set forth below.
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SECTION 3 — AGREEMENT

The parties agree as follows:

Any and all personally identifiable student or employee infarmation including but not limited to name, scdress, telephone number, teachers, classas, grades,
digital media and any other student or employee information of any kind is deemed confidential and shall not be released or disclosed in any form or manner
unless authorized by District In writing. This restriction against release or disclosure also precludes sharing of data by Independent Contractor with any
affiliate of Independent Contractor unless such sharing is expressly permitted under the cantract or is expressly granted in wariting by District, In addition, all
information the ralease of which s prohibited by state or federal law or reguiation, including but not limited to the protections of the Farnily Educational
Rights and Privacy Act (referred to herein s "FERPA") and the Government Records Management Act (hereafter GRAMA] and the Utah Student Data
Protection Act which is obtained by Independent Contractor from District, ts students, faculty, or staff in the performance of this Agreement constitites
Confidential Information, Independent Contractor agrees to hold the Confidential Information in strictest confidence. Independent Contractor shall nat use o
disclose Confidential Information received fram or on behalf of District or any of s students, faculty, or stalf except as penmitted or required by this
Agreement, or othervise s agreed in writing by District,

Independent Contractor agraos that any personally identifisble student data It obtalns fram the District shall only be used for the purpose of providing the
contracted product or senvice to the District according to the terms of the contract. Independent Contractor may not sell student dato except a5 pennitted
by Utah Code § 53A-1-1410(5) (relating to national assessment providers). (This does not prevent transfer of student data by gairchase or mergar of the
Independent Contractor, so long as the successor entity remains bound by and in compliance with the terms of this agreement.)

Independent Contractor may not use personally identified student data for any secondary purpose including targeted advertising as that is defined in Utah
Code § 534-1-1402 of the Utah Student Data Protection Act, Independent Contractor may (2] use student data for adaptive fearning or customized studert
tearning processes; (b} market an educational application to 2 student’s parent or guardian if Independent Contractor did not use student data shared by os
collected on behall of the District to do go; {¢) use a recommendation engine within Independent Contracter’s internal application to recommend learing or
employmant related content or services to the student, but only if the recommendation Is not motivated by considaration from anather party; (d) respang to
a stuclent request for information or feedback, but only 1f the response is not motivated by consideration from another party; (e) use student data o allow or
improve functionality of Independent Contractors’ internal application; and (f) identify for the student nonprafit institutions of higher education or scholarship
providers that are seeXing students who meet spedific criteria, but only if Independent Contractor obtains, through the District, the varitten consent of the
student’s parent or guardian (or the student if age 18 or older or emancipated), (Wnitten consent may not be required in certain instances for an
Independent Contractor which 16 a national assessment provider,)

Independent Contractar agrees that its ¢collection of student data shall fully comply with District's Data Governance Plan and further acknowdedges that it has
received a copy of that Plan and any questions about that Plan have been answered to its satisfaction.

Independent Contractor agrees that it will protect the Confidential Information it receives according to commergially acceptable standards and no less
rigorously than [t protects its own Confidential Information, Spedifically, Independent Contractor shall implement, maintain, and use appropriate
administrative, technical, and physical security measures to preserve the confidentially, integrity, and availability of all electronically malntained or
transmitted Confidential Information. Any data that is transmitted to/fram District wall be secure. Any electranic data stored by the vendoe must be secure
and backed up with a tested data recovery strategy in place as approved by District.
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SECTION 3 — AGREEMENT CONT.

& Within 30 days of termination, canceliation, expiration, or other conchusion of this Agreement, or within 30 days of a request by District with regard to any
portion of the data, Independent Contractor shall retuin to District o if return Is not feasible, destroy and not retain any coples of any and alt Confidential
Information that is in possession of Independent Contractor and certify In writing that all coples of the confidential information in its possession have been
destroyed.  This requirement shall not apply, and Independent Contractor may retain, personally identifiable student data if Independent Contractor has
obtained written consent of the student’s parent or guardian (or from the student if 18 or lder or emancipated) and provides documentation of that
consent to the District.

7 The obligations of this Agreement shall not apply to sny information which (&) is already In the public domain through no breach of this Agreement,
incuding but not imited to information avallable through schools’ web site(s); (b) was lawfully in Independent Contractor's possession prior to recaipt from
an District school, ils faculty staff or students; or {¢) is recoived by Independent Contractor independently fram a person or entity free to lavdfully disclose
such information other than an District school, its faculty, staff, or students,

8 Indeperdent Contractor warrants and represents that it shall, at all times, comply with the terms of this Agreement and with FERPA GRAMA, and the Utah
Studert Data Protection Act and further agrees not (o disclose or re-gisclose to any person of entity for any purpose whatspever any personally identifiable
stugent information as that term is defined by this agreement, FERPA, GRAMA, or the Utah Student Data Protection Act.

9 Independent Contractor agrees that District or its designee may, upon request, audit Independent Contractor with respect to this Agreement to verify
compiiance with the Agreement and with the applicoble requirements of low,

14 The undersigned reprosentative of Vendeor tepressnts and warrants that he or she Is authorized to sign this Agreement on behalf of Vandor and to bing
Vendor to the covenants of this Agreement.

11 This Agreement may not be miodified except by the written consent of the district.,

SECTION 4 — REQUESTED DATA ELEMENTS BY VENDOR
Vendor shall provide a list of all student data elements requested from District, eg. Student First Name, Student Last Name,
Student Grades, etc..

A manner of student identification, which can be either numeric or alpha based, along with student grade and school, Audiobooks
loaded by teachars or studenis, and read by students. Eligibility qualification for participating students,

SECTION 5 — SIGNATURE

[ declare under criminal penalty of the State of Utah that the foregoing is true and correct and that I
sign this agreement as the duly authorized representative of Vendor.

o b Dl |/1& 119

5ignaturé 7 L/ Executed On (Date)
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