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Background and Instructions 
 

Histor ̀ of Agreement- ThiV agUeePeQW haV beeQ dUafWed b\ Whe Te[aV SWXdeQW PUiYac\ AlliaQce (TXSPA). The 
AlliaQce iV a cRllabRUaWiYe gURXS Rf Te[aV VchRRl diVWUicWV WhaW VhaUe cRPPRQ cRQceUQV aURXQd VWXdeQW aQd daWa 
SUiYac\. The Te[aV K-12 CTO CRXQcil iV Whe RUgaQi]aWiRQ WhaW VSRQVRUV Whe TXSPA aQd Whe TXSPA iV Whe Te[aV 
affiliaWe Rf Whe QaWiRQal SWXdeQW DaWa PUiYac\ CRQVRUWiXP (SDPC). The SDPC ZRUkV ZiWh RWheU VWaWe alliaQceV b\ 
helSiQg eVWabliVh cRPPRQ daWa SUiYac\ agUeePeQWV XQiTXe WR Whe jXUiVdicWiRQ Rf each VWaWe. ThiV Te[aV agUeePeQW 
ZaV dUafWed VSecificall\ fRU K-12 edXcaWiRQ iQVWiWXWiRQV aQd iQclXded bURad VWakehRldeU iQSXW fURP Te[aV VchRRl 
diVWUicWV, VWaWeZide aVVRciaWiRQV VXch aV TASB, TASA, aQd TASBO, aQd Whe Te[aV EdXcaWiRQ AgeQc\. The 
SXUSRVe Rf WhiV agUeePeQW iV WR VeW VWaQdaUdV Rf bRWh SUacWice aQd e[SecWaWiRQV aURXQd daWa SUiYac\ VXch WhaW all 
SaUWieV iQYRlYed haYe a cRPPRQ XQdeUVWaQdiQg Rf e[SecWaWiRQV. ThiV agUeePeQW alVR SURYideV a PechaQiVP 
(E[hibiW E- GeQeUal OffeU Rf TeUPV) WhaW ZRXld allRZ aQ OSeUaWRU WR e[WeQd Whe abiliW\ Rf RWheU Te[aV VchRRl 
diVWUicWV WR be cRYeUed XQdeU Whe WeUPV Rf Whe agUeePeQW VhRXld aQ OSeUaWRU VigQ E[hibiW E. ThiV PechaQiVP iV 
iQWeQded WR cUeaWe efficieQcieV fRU bRWh OSeUaWRUV aQd LEAV aQd geQeUall\ eQhaQce SUiYac\ SUacWiceV aQd 
e[SecWaWiRQV fRU K-12 iQVWiWXWiRQV aQd fRU cRPSaQieV SURYidiQg VeUYiceV WR K-12 iQVWiWXWiRQV. 

 
Instructions for Operators: ThiV agUeePeQW iV iQWeQded WR be SURYided WR aQ OSeUaWRU fURP a LEA. The OSeUaWRU 
VhRXld fXll\ Uead Whe agUeePeQW aQd iV UeTXeVWed WR cRPSleWe Whe belRZ aUeaV Rf Whe agUeePeQW. OQce Whe OSeUaWRU 
acceSWV Whe WeUPV Rf Whe agUeePeQW, Whe OSeUaWRU VhRXld ZeW VigQ Whe agUeePeQW aQd UeWXUQ iW WR Whe LEA. OQce 
Whe LEA VigQV Whe agUeePeQW, Whe LEA VhRXld SURYide a VigQed cRS\ Rf Whe agUeePeQW WR Whe OSeUaWRU. 

 
 

Article/E. hibit Bo[ # Description 

CRYeU Page BR[ # 3 Official NaPe Rf OSeUaWRU 

CRYeU Page BR[ # 4 DaWe SigQed b\ OSeUaWRU 

ReciWalV BR[ #5 CRQWUacW TiWle fRU SeUYice AgUeePeQW 

ReciWalV BR[ #6 DaWe Rf SeUYice AgUeePeQW 

AUWicle 7 BR[eV #7-10 OSeUaWRU¶V deVigQaWed UeSUeVeQWaWiYe 

SigQaWXUe Page BR[eV #15-19 AXWhRUi]ed OSeUaWRU¶V UeSUeVeQWaWiYe VigQaWXUe 

E[hibiW A BR[ #25 DeVcUiSWiRQ Rf VeUYiceV SURYided 

E[hibiW B All ASSlicable 
BR[eV 

 OSeUaWRU QRWaWeV if daWa iV cRllecWed WR SURYide Whe deVcUibed 
VeUYiceV. 

 DefiQeV Whe VchedXle Rf daWa UeTXiUed fRU Whe OSeUaWRU WR 
SURYide Whe VeUYiceV RXWliQed iQ E[hibiW A 

E[hibiW D All ASSlicable 
BR[eV 

(OSWiRQal E[hibiW): DefiQeV deleWiRQ RU UeWXUQ Rf daWa 
e[SecWaWiRQV b\ LEA 



  
 

 

E[hibiW E All ASSlicable 
BR[eV 

(OSWiRQal E[hibiW): OSeUaWRU Pa\, b\ VigQiQg Whe FRUP Rf 
GeQeUal OffeU Rf PUiYac\ TeUPV (GeQeUal OffeU, aWWached aV 
E[hibiW E), be bRXQd b\ Whe WeUPV Rf WhiV DPA WR aQ\ RWheU 
SXbVcUibiQg LEA ZhR VigQV Whe acceSWaQce iQ Vaid E[hibiW. 

E[hibiW F BR[eV # 25-29 A liVW Rf all SXbSURceVVRUV XVed b\ Whe OSeUaWRU WR SeUfRUP 
fXQcWiRQV SXUVXaQW WR Whe SeUYice AgUeePeQW, liVW VecXUiW\ 
SURgUaPV aQd PeaVXUeV, liVW OSeUaWRU¶V VecXUiW\ PeaVXUeV 

E[hibiW G All aSSlicable 
BR[eV 

AddiWiRQal UeTXiUePeQWV fURP LEA iQ RUdeU WR be 
cRPSliaQW ZiWh DiVWUicW SRlicieV. 

 
Instructions for LEA and/or Subscribing LEA: ThiV agUeePeQW iV iQWeQded WR be SURYided WR aQ OSeUaWRU 
fURP a LEA. USRQ UeceiYiQg aQ e[ecXWed agUeePeQW fURP aQ OSeUaWRU, Whe LEA VhRXld fXll\ UeYieZ Whe 
agUeePeQW aQd if agUeeable, VhRXld haYe aQ aXWhRUi]ed LEA cRQWacW ZeW VigQ Whe agUeePeQW. OQce VigQed b\ 
bRWh Whe OSeUaWRU aQd LEA, Whe LEA VhRXld VeQd a cRS\ Rf Whe VigQed agUeePeQW WR Whe OSeUaWRU. 

 
Article/E[hibit Bo[ # Description 

CRYeU Page BR[ # 1 Official NaPe Rf LEA 

CRYeU Page BR[ #2 DaWe SigQed b\ LEA 

AUWicle 7 BR[eV #11-14 LEA¶V deVigQaWed UeSUeVeQWaWiYe 

SigQaWXUe Page BR[eV #20-24 AXWhRUi]ed LEA UeSUeVeQWaWiYe¶V VigQaWXUe 

E[hibiW D All ASSlicable 
BR[eV 

(OSWiRQal E[hibiW): DefiQeV deleWiRQ RU UeWXUQ Rf daWa 
e[SecWaWiRQV b\ LEA 

E[hibiW E All ASSlicable 
BR[eV 

(OSWiRQal E[hibiW) OQl\ WR be cRPSleWed b\ a SXbVcUibiQg LEA 

E[hibiW F All ASSlicable 
BR[eV 

 CRPSleWed b\ OSeUaWRU 

E[hibiW G All ASSlicable 
BR[eV 

 (ReTXiUed) CRPSleWed b\ LEA aQd OSeUaWRU ZiWh VigQaWXUeV 



  
 

RECITALS 

WHEREAS, Whe OSeUaWRU haV agUeed WR SURYide Whe LRcal EdXcaWiRQ AgeQc\ (³LEA´) ZiWh ceUWaiQ digiWal 

edXcaWiRQal VeUYiceV (³SeUYiceV´) accRUdiQg WR a cRQWUacW WiWled ³   ³ 
[BR[ 5] 

aQd daWed                     (Whe ³SeUYice AgUeePeQW´), aQd 
       [BR[ 6] 

 
WHEREAS, iQ RUdeU WR SURYide Whe SeUYiceV deVcUibed iQ Whe SeUYice AgUeePeQW, Whe OSeUaWRU Pa\ UeceiYe RU 
cUeaWe aQd Whe LEA Pa\ SURYide dRcXPeQWV RU daWa WhaW aUe cRYeUed b\ fedeUal VWaWXWeV, aPRQg WheP, Whe FedeUal 
EdXcaWiRQal RighWV aQd PUiYac\ AcW (³FERPA´) aW 20 U.S.C. 1232g (34 CFR PaUW 99), ChildUeQ¶V OQliQe PUiYac\ 
PURWecWiRQ AcW (³COPPA´), 15 U.S.C. 6501-6506, aQd PURWecWiRQ Rf PXSil RighWV APeQdPeQW (³PPRA´) 20 U.S.C. 
1232h; aQd 
 
WHEREAS, Whe dRcXPeQWV aQd daWa WUaQVfeUUed fURP LEAV aQd cUeaWed b\ Whe OSeUaWRU¶V SeUYiceV aUe alVR VXbjecW 
WR VWaWe VWXdeQW SUiYac\ laZV, iQclXdiQg Te[aV EdXcaWiRQ CRde ChaSWeU 32; aQd 
 
WHEREAS, Whe OSeUaWRU Pa\, b\ VigQiQg Whe "GeQeUal OffeU Rf PUiYac\ TeUPV", agUee WR allRZ RWheU LEAV iQ 
Te[aV Whe RSSRUWXQiW\ WR acceSW aQd eQjR\ Whe beQefiWV Rf WhiV DPA fRU Whe SeUYiceV deVcUibed ZiWhiQ, ZiWhRXW Whe 
Qeed WR QegRWiaWe WeUPV iQ a VeSaUaWe DPA. 
 
NOW THEREFORE, fRU gRRd aQd YalXable cRQVideUaWiRQ, Whe SaUWieV agUee aV fRllRZV: 
 

ARTICLE I: PURPOSE AND SCOPE 
 

1. Nature of Services Provided. The OSeUaWRU haV agUeed WR SURYide digiWal edXcaWiRQal VeUYiceV aV RXWliQed 
iQ E[hibiW A aQd Whe AgUeePeQW. 

 
2. Purpose of DPA. FRU OSeUaWRU WR SURYide VeUYiceV WR Whe LEA iW Pa\ becRPe QeceVVaU\ fRU Whe LEA WR 

VhaUe ceUWaiQ LEA DaWa. ThiV DPA deVcUibeV Whe PaUWieV¶ UeVSRQVibiliWieV WR SURWecW DaWa. 
 

3. Data to Be Provided. IQ RUdeU fRU Whe OSeUaWRU WR SeUfRUP Whe SeUYiceV deVcUibed iQ Whe SeUYice AgUeePeQW, 
LEA Vhall SURYide Whe caWegRUieV Rf daWa deVcUibed iQ Whe SchedXle  Rf DaWa, aWWached aV E[hibiW B. 

 
4. DPA Definitions. The defiQiWiRQV Rf WeUPV XVed iQ WhiV DPA aUe fRXQd iQ E[hibiW C. IQ Whe eYeQW Rf a 

cRQflicW, defiQiWiRQV XVed iQ WhiV DPA Vhall SUeYail RYeU WeUPV XVed iQ Whe SeUYice AgUeePeQW. 
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ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 
 

1. OZnership of Data. All DaWa WUaQVPiWWed WR Whe OSeUaWRU SXUVXaQW WR Whe SeUYice AgUeePeQW iV aQd Zill 
cRQWiQXe WR be Whe SURSeUW\ Rf aQd XQdeU Whe cRQWURl Rf Whe LEA. The OSeUaWRU fXUWheU ackQRZledgeV aQd 
agUeeV WhaW all cRSieV Rf VXch DaWa WUaQVPiWWed WR Whe OSeUaWRU, iQclXdiQg aQ\ PRdificaWiRQV RU addiWiRQV RU 
aQ\ SRUWiRQ WheUeRf fURP aQ\ VRXUce, aUe VXbjecW WR Whe SURYiViRQV Rf WhiV DPA iQ Whe VaPe PaQQeU aV Whe 
RUigiQal DaWa. The PaUWieV agUee WhaW aV beWZeeQ WheP, all UighWV, iQclXdiQg all iQWellecWXal SURSeUW\ UighWV 
iQ aQd WR DaWa cRQWePSlaWed SeU Whe SeUYice AgUeePeQW Vhall UePaiQ Whe e[clXViYe SURSeUW\ Rf Whe LEA. 

 
2. Operator Materials. OSeUaWRU UeWaiQV all UighW, WiWle aQd iQWeUeVW iQ aQd WR aQ\ aQd all Rf OSeUaWRU¶V 

VRfWZaUe, PaWeUialV, WRRlV, fRUPV, dRcXPeQWaWiRQ, WUaiQiQg aQd iPSlePeQWaWiRQ PaWeUialV aQd iQWellecWXal 
SURSeUW\ (³OSeUaWRU MaWeUialV´). OSeUaWRU gUaQWV WR Whe LEA a SeUVRQal, QRQe[clXViYe liceQVe WR XVe Whe 
OSeUaWRU MaWeUialV  fRU  iWV  RZQ  QRQ-cRPPeUcial, iQcideQWal  XVe  aV  VeW  fRUWh  iQ  Whe  SeUYice AgUeePeQW.  
OSeUaWRU UeSUeVeQWV WhaW iW haV all iQWellecWXal SURSeUW\ UighWV QeceVVaU\ WR eQWeU iQWR aQd SeUfRUP iWV 
RbligaWiRQV iQ WhiV DPA aQd Whe SeUYice AgUeePeQW, ZaUUaQWV WR Whe DiVWUicW WhaW Whe DiVWUicW Zill haYe XVe 
Rf aQ\ iQWellecWXal SURSeUW\ cRQWePSlaWed b\ Whe SeUYice AgUeePeQW fUee aQd cleaU Rf claiPV Rf aQ\ QaWXUe 
b\ aQ\ WhiUd PaUW\ iQclXdiQg, ZiWhRXW liPiWaWiRQ, cRS\UighW RU SaWeQW iQfUiQgePeQW claiPV, aQd agUeeV WR 
iQdePQif\ Whe DiVWUicW fRU aQ\ UelaWed claiPV. 

 
3. Parent Access. LEA Vhall eVWabliVh UeaVRQable SURcedXUeV b\ Zhich a SaUeQW, legal gXaUdiaQ, RU eligible 

VWXdeQW Pa\ UeYieZ DaWa RQ Whe SXSil¶V UecRUdV, cRUUecW eUURQeRXV iQfRUPaWiRQ, aQd SURcedXUeV fRU Whe 
WUaQVfeU Rf SXSil-geQeUaWedௗcRQWeQW WR a SeUVRQal accRXQW, cRQViVWeQW ZiWh Whe fXQcWiRQaliW\ Rf VeUYiceV. 
OSeUaWRU Vhall UeVSRQd iQ a UeaVRQabl\ WiPel\ PaQQeU (aQd QR laWeU WhaQ 28 da\V fURP Whe daWe Rf Whe 
UeTXeVW) WR Whe LEA¶V UeTXeVW fRU DaWa iQ a SXSil¶V UecRUdV held b\ Whe OSeUaWRU WR YieZ RU cRUUecW aV 
QeceVVaU\. IQ Whe eYeQW WhaW a SaUeQW Rf a SXSil RU RWheU iQdiYidXal cRQWacWV Whe OSeUaWRU WR UeYieZ aQ\ Rf 
Whe DaWa acceVVed SXUVXaQW WR Whe SeUYiceV, Whe OSeUaWRU Vhall UefeU Whe SaUeQW RU iQdiYidXal WR Whe LEA, 
ZhR Zill fRllRZ Whe QeceVVaU\ aQd SURSeU SURcedXUeV UegaUdiQg Whe UeTXeVWed iQfRUPaWiRQ. 

 
4. Data Portabilit\. OSeUaWRU Vhall, aW Whe UeTXeVW Rf Whe LEA, Pake DaWa aYailable iQclXdiQg PXSil GeQeUaWed 

CRQWeQW iQ a Ueadil\ acceVVible fRUPaW. 
 

5. Third Part\ Request. ShRXld a ThiUd PaUW\, iQclXdiQg laZ eQfRUcePeQW RU a gRYeUQPeQW eQWiW\, cRQWacW 
OSeUaWRU ZiWh a UeTXeVW fRU daWa held b\ Whe OSeUaWRU SXUVXaQW WR Whe SeUYiceV, Whe OSeUaWRU Vhall 
iPPediaWel\ (ZiWhiQ 1 bXViQeVV da\), aQd WR Whe e[WeQW legall\ SeUPiWWed, UediUecW Whe ThiUd PaUW\ WR UeTXeVW 
Whe daWa diUecWl\ fURP Whe LEA, QRWif\ Whe LEA Rf Whe UeTXeVW, aQd SURYide a cRS\ Rf Whe UeTXeVW WR Whe LEA. 
FXUWheUPRUe, if legall\ SeUPiVVible, OSeUaWRU Vhall SURPSWl\ QRWif\ Whe LEA Rf a VXbSReQa cRPSelliQg 
diVclRVXUe WR a ThiUd PaUW\ aQd SURYide a cRS\ Rf Whe VXbSReQa ZiWh VXfficieQW WiPe fRU Whe LEA WR UaiVe 
RbjecWiRQV WR Whe VXbSReQa. The OSeUaWRU Zill QRW XVe, diVclRVe, cRPSile, WUaQVfeU, RU Vell Whe DaWa aQd/RU 
aQ\ SRUWiRQ WheUeRf WR aQ\ WhiUd SaUW\ RU RWheU eQWiW\ RU allRZ aQ\ RWheU WhiUd SaUW\ RU RWheU eQWiW\ WR XVe, 
diVclRVe, cRPSile, WUaQVfeU RU Vell Whe DaWa aQd/RU aQ\ SRUWiRQ WheUeRf. NRWZiWhVWaQdiQg aQ\ SURYiViRQ Rf WhiV 
DPA RU SeUYice AgUeePeQW WR Whe cRQWUaU\, OSeUaWRU XQdeUVWaQdV WhaW Whe LEA iV VXbjecW WR aQd Zill cRPSl\ 
ZiWh Whe Te[aV PXblic IQfRUPaWiRQ AcW   (ChaSWeU   552,   Te[aV  GRYeUQPeQW   CRde).   OSeUaWRU   XQdeUVWaQdV   
aQd   agUeeV   WhaW   iQfRUPaWiRQ, dRcXPeQWaWiRQ aQd RWheU PaWeUial iQ cRQQecWiRQ ZiWh Whe DPA aQd SeUYice 
AgUeePeQW Pa\ be VXbjecW WR SXblic diVclRVXUe. 
 

6. No Unauthori]ed Use. OSeUaWRU Vhall XVe DaWa RQl\ fRU Whe SXUSRVe Rf fXlfilliQg iWV dXWieV aQd RbligaWiRQV 
XQdeU Whe SeUYice AgUeePeQW aQd Zill QRW VhaUe DaWa ZiWh RU diVclRVe iW WR aQ\ ThiUd PaUW\ ZiWhRXW Whe SUiRU 
ZUiWWeQ cRQVeQW Rf Whe LEA, e[ceSW aV UeTXiUed b\ laZ RU WR fXlfill iWV dXWieV aQd RbligaWiRQV XQdeU Whe 
SeUYice AgUeePeQW. 
 

7. Subprocessors. All  SXbSURceVVRUV XVed  b\  Whe  OSeUaWRU WR  SeUfRUP fXQcWiRQV SXUVXaQW WR  Whe SeUYice 
AgUeePeQW Vhall be ideQWified iQ E[hibiW F. OSeUaWRU Vhall eiWheU (1) eQWeU iQWR ZUiWWeQ agUeePeQWV ZiWh all 



  
 

SXbSURceVVRUV SeUfRUPiQg fXQcWiRQV SXUVXaQW WR Whe SeUYice AgUeePeQW, VXch WhaW Whe SXbSURceVVRUV agUee 
WR SURWecW DaWa iQ a PaQQeU Whe VaPe aV RU beWWeU WhaQ aV SURYided SXUVXaQW WR Whe WeUPV Rf WhiV DPA, RU (2) 
iQdePQif\ aQd hRld haUPleVV Whe LEA, iWV RfficeUV, ageQWV, aQd ePSlR\eeV fURP aQ\ aQd all claiPV, lRVVeV, 
VXiWV, RU liabiliW\ iQclXdiQg aWWRUQe\V¶ feeV fRU daPageV RU cRVWV UeVXlWiQg fURP Whe acWV RU RPiVViRQV Rf iWV 
SXbSURceVVRUV. OSeUaWRU Vhall SeUiRdicall\ cRQdXcW RU UeYieZ cRPSliaQce PRQiWRUiQg aQd aVVeVVPeQWV Rf 
SXbSURceVVRUV WR deWeUPiQe WheiU cRPSliaQce ZiWh WhiV DPA. SXSbURceVVRUV Vhall agUee WR Whe SURYiViRQV Rf 
Whe DPA UegaUdiQg gRYeUQiQg laZ, YeQXe, aQd jXUiVdicWiRQ. 

 
ARTICLE III: DUTIES OF LEA 

 
1. Provide Data In Compliance With State and Federal LaZ. LEA Vhall SURYide daWa fRU Whe SXUSRVeV 

Rf Whe SeUYice AgUeePeQW iQ cRPSliaQce ZiWh FERPA, COPPA, PPRA, Te[aV EdXcaWiRQ CRde ChaSWeU 
32,    aQd all RWheU Te[aV  SUiYac\ VWaWXWeV    ciWed    iQ    WhiV    DPA    aV    WheVe    laZV    aQd UegXlaWiRQV 
aSSl\ WR Whe cRQWUacWed VeUYiceV. The LEA Vhall QRW be UeTXiUed WR SURYide DaWa iQ YiRlaWiRQ Rf   
aSSlicable   laZV.   OSeUaWRU   Pa\   QRW   UeTXiUe   LEA   RU   XVeUV   WR   ZaiYe   UighWV   XQdeU aSSlicable 
laZV iQ cRQQecWiRQ ZiWh XVe Rf Whe SeUYiceV. 
 

2. Consider Operator as School Official.  The PaUWieV agUee WhaW OSeUaWRU iV a ³VchRRl Rfficial´ XQdeU 
FERPA aQd haV a legiWiPaWe edXcaWiRQal iQWeUeVW iQ SeUVRQall\ ideQWifiable iQfRUPaWiRQ fURP edXcaWiRQ 
UecRUdV.  FRU SXUSRVeV Rf Whe SeUYice AgUeePeQW aQd WhiV DPA, OSeUaWRU: (1) SURYideV a VeUYice RU 
fXQcWiRQ fRU Zhich Whe LEA ZRXld RWheUZiVe XVe ePSlR\eeV;  (2) iV XQdeU Whe diUecW cRQWURl Rf Whe LEA 
ZiWh UeVSecW WR Whe XVe aQd PaiQWeQaQce Rf edXcaWiRQ UecRUdV; aQd (3)  iV  VXbjecW  WR  Whe  UeTXiUePeQWV 
Rf FERPA gRYeUQiQg Whe XVe aQd UediVclRVXUe SeUVRQall\ ideQWifiable iQfRUPaWiRQ fURP edXcaWiRQ  
UecRUdV 
 

3. Reasonable Precautions.   LEA Vhall Wake UeaVRQable SUecaXWiRQV WR VecXUe XVeUQaPeV, SaVVZRUdV, aQd 
aQ\ RWheU PeaQV Rf gaiQiQg acceVV WR Whe VeUYiceV aQd hRVWed daWa. 

 
4. Unauthori]ed Access Notification. LEA Vhall QRWif\ OSeUaWRU SURPSWl\ Rf aQ\ kQRZQ XQaXWhRUi]ed 

acceVV. LEA Zill aVViVW OSeUaWRU iQ aQ\ effRUWV b\ OSeUaWRU WR iQYeVWigaWe aQd UeVSRQd WR aQ\ 
XQaXWhRUi]ed acceVV. 

 
ARTICLE IV: DUTIES OF OPERATOR 

 
 

1. Privac\ Compliance.  OSeUaWRU  Pa\  UeceiYe  PeUVRQall\  IdeQWifiable  IQfRUPaWiRQ  (³PII´)  fURP  Whe 
DiVWUicW  iQ  Whe  cRXUVe  Rf  fXlfilliQg  iWV  dXWieV  aQd  RbligaWiRQV  XQdeU  Whe  SeUYice  AgUeePeQW.  The 
OSeUaWRU Vhall cRPSl\ ZiWh all aSSlicable SWaWe aQd FedeUal laZV aQd UegXlaWiRQV SeUWaiQiQg WR daWa 
SUiYac\ aQd VecXUiW\ iQclXdiQg FERPA, COPPA, PPRA, Te[aV EdXcaWiRQ CRde ChaSWeU 32, aQd all RWheU 
Te[aV SUiYac\ VWaWXWeV ciWed iQ WhiV DPA. 
 

2. Emplo\ee Obligation. OSeUaWRU Vhall UeTXiUe all ePSlR\eeV aQd ageQWV ZhR haYe acceVV WR DaWa WR 
cRPSl\ ZiWh all aSSlicable SURYiViRQV Rf WhiV DPA ZiWh UeVSecW WR Whe daWa VhaUed XQdeU Whe SeUYice 
AgUeePeQW. OSeUaWRU agUeeV WR UeTXiUe aQd PaiQWaiQ aQ aSSURSUiaWe cRQfideQWialiW\ agUeePeQW fURP each 
ePSlR\ee RU ageQW ZiWh acceVV WR DaWa SXUVXaQW WR Whe SeUYice AgUeePeQW. 
 

3. De-identified Information. De-ideQWified IQfRUPaWiRQ Pa\ be XVed b\ Whe OSeUaWRU RQl\ fRU Whe 
SXUSRVeV Rf deYelRSPeQW, SURdXcW iPSURYePeQW, WR dePRQVWUaWe RU PaUkeW SURdXcW effecWiYeQeVV, RU 
UeVeaUch aV aQ\ RWheU PePbeU Rf Whe SXblic RU SaUW\ ZRXld be able WR XVe de-ideQWified daWa SXUVXaQW WR 
34 CFR 99.31(b). OSeUaWRU agUeeV QRW WR aWWePSW WR Ue-ideQWif\ De-ideQWified IQfRUPaWiRQ aQd QRW WR 
WUaQVfeU De-ideQWified IQfRUPaWiRQ WR aQ\ SaUW\ XQleVV (a) WhaW SaUW\ agUeeV iQ ZUiWiQg QRW WR aWWePSW Ue- 
ideQWificaWiRQ, aQd (b) SUiRU ZUiWWeQ QRWice haV beeQ giYeQ WR LEA ZhR haV SURYided SUiRU ZUiWWeQ cRQVeQW 



  
 

fRU VXch WUaQVfeU. OSeUaWRU Vhall QRW cRS\, UeSURdXce RU WUaQVPiW aQ\ De-ideQWified IQfRUPaWiRQ RU RWheU 
DaWa RbWaiQed XQdeU Whe SeUYice AgUeePeQW e[ceSW aV QeceVVaU\ WR fXlfill Whe SeUYice AgUeePeQW. 
 

4. Access To, Return, and Disposition of Data. USRQ ZUiWWeQ UeTXeVW Rf LEA, OSeUaWRU Vhall diVSRVe Rf RU 
deleWe all DaWa RbWaiQed XQdeU Whe SeUYice AgUeePeQW ZheQ iW iV QR lRQgeU Qeeded fRU Whe SXUSRVe fRU Zhich 
iW ZaV RbWaiQed, aQd WUaQVfeU Vaid daWa WR LEA RU LEA¶V deVigQee ZiWhiQ Vi[W\ (60) da\V Rf Whe daWe Rf 
WeUPiQaWiRQ aQd accRUdiQg WR a VchedXle aQd SURcedXUe aV Whe PaUWieV Pa\ UeaVRQabl\ agUee. OSeUaWRU 
ackQRZledgeV LEA¶V RbligaWiRQV UegaUdiQg UeWeQWiRQ Rf gRYeUQPeQWal daWa, aQd Vhall QRW deVWUR\ DaWa 
e[ceSW aV  SeUPiWWed b\ LEA. NRWhiQg iQ Whe SeUYice  AgUeePeQW Vhall aXWhRUi]e OSeUaWRU WR PaiQWaiQ DaWa 
RbWaiQed XQdeU Whe SeUYice AgUeePeQW be\RQd Whe WiPe SeUiRd UeaVRQabl\ Qeeded WR cRPSleWe Whe 
diVSRViWiRQ. DiVSRViWiRQ Vhall iQclXde (1) Whe VhUeddiQg Rf aQ\ haUd cRSieV Rf aQ\ DaWa; (2) DaWa DeVWUXcWiRQ; 
RU (3) OWheUZiVe PRdif\iQg Whe SeUVRQal iQfRUPaWiRQ iQ WhRVe UecRUdV WR Pake iW XQUeadable RU 
iQdeciSheUable. OSeUaWRU Vhall SURYide ZUiWWeQ QRWificaWiRQ WR LEA ZheQ Whe DaWa haV beeQ diVSRVed Rf. 

 
The dXW\ WR diVSRVe Rf DaWa Vhall QRW e[WeQd WR daWa WhaW haV beeQ de-ideQWified RU Slaced iQ a VeSaUaWe 
SWXdeQW accRXQW, SXUVXaQW WR Whe RWheU WeUPV Rf Whe DPA. The LEA Pa\ ePSlR\ a ³ReTXeVW fRU ReWXUQ RU 
DeleWiRQ Rf DaWa´ FORM,  a VaPSle Rf WhiV fRUP iV aWWached RQ E[hibiW ³D´). USRQ UeceiSW Rf a UeTXeVW 
fURP Whe LEA, Whe OSeUaWRU Zill iPPediaWel\ SURYide Whe LEA ZiWh aQ\ VSecified SRUWiRQ Rf Whe DaWa ZiWhiQ 
fiYe (5) bXViQeVV da\V Rf UeceiSW Rf Vaid UeTXeVW. 

 
5. Targeted Advertising Prohibition. OSeUaWRU iV SURhibiWed fURP XViQg RU VelliQg DaWa WR (a) PaUkeW RU 

adYeUWiVe WR VWXdeQWV RU faPilieV/gXaUdiaQV; aQd VWaff (b) iQfRUP, iQflXeQce, RU eQable PaUkeWiQg, adYeUWiViQg, 
RU RWheU cRPPeUcial effRUWV b\ a OSeUaWRU; (c) deYelRS a SURfile Rf a VWXdeQW, faPil\ PePbeU/gXaUdiaQ RU 
gURXS, fRU aQ\ cRPPeUcial SXUSRVe RWheU WhaQ SURYidiQg Whe SeUYice WR LEA; RU (d) XVe Whe DaWa fRU Whe 
deYelRSPeQW Rf cRPPeUcial SURdXcWV RU VeUYiceV, RWheU WhaQ aV QeceVVaU\ WR SURYide Whe SeUYice WR LEA. 
ThiV VecWiRQ dReV QRW SURhibiW OSeUaWRU fURP geQeUaWiQg legiWiPaWe SeUVRQali]ed leaUQiQg UecRPPeQdaWiRQV. 
 

6. Access to Data. OSeUaWRU Vhall Pake DaWa iQ Whe SRVVeVViRQ Rf Whe OSeUaWRU aYailable WR Whe LEA ZiWhiQ 
fiYe (5) bXViQeVV da\V Rf a UeTXeVW b\ Whe LEA. 

 
 

ARTICLE V: DATA PROVISIONS 
 
 

1. Data Securit\. The OSeUaWRU agUeeV WR abide b\ aQd PaiQWaiQ adeTXaWe daWa VecXUiW\ PeaVXUeV, cRQViVWeQW 
ZiWh iQdXVWU\ VWaQdaUdV aQd WechQRlRg\ beVW SUacWiceV, WR SURWecW DaWa fURP XQaXWhRUi]ed diVclRVXUe RU 
acTXiViWiRQ b\ aQ XQaXWhRUi]ed SeUVRQ. The geQeUal VecXUiW\ dXWieV Rf OSeUaWRU aUe VeW fRUWh belRZ. OSeUaWRU 
Vhall fXUWheU deWail iWV VecXUiW\ SURgUaPV aQd PeaVXUeV iQ E[hibiW F. TheVe PeaVXUeV Vhall iQclXde, bXW aUe 
QRW liPiWed WR: 

 
a. PassZords and Emplo\ee Access. OSeUaWRU Vhall VecXUe XVeUQaPeV, SaVVZRUdV, aQd aQ\ RWheU PeaQV 

Rf gaiQiQg acceVV WR Whe SeUYiceV RU WR DaWa, aW a leYel cRQViVWeQW ZiWh aQ iQdXVWU\ VWaQdaUd agUeed XSRQ 
b\ LEA (e.g. VXggeVWed b\ AUWicle 4.3 Rf NIST 800-63-3). OSeUaWRU  Vhall  RQl\  SURYide  acceVV  WR  
DaWa  WR  ePSlR\eeV  RU  VXbSURceVVRUV  WhaW  aUe SeUfRUPiQg Whe SeUYiceV. EPSlR\eeV ZiWh acceVV WR 
DaWa Vhall haYe VigQed cRQfideQWialiW\ agUeePeQWV UegaUdiQg Vaid DaWa. All ePSlR\eeV ZiWh acceVV WR 
DaWa Vhall SaVV cUiPiQal backgURXQd checkV. 

 
b. Securit\ Protocols. BRWh SaUWieV agUee WR PaiQWaiQ VecXUiW\ SURWRcRlV WhaW PeeW iQdXVWU\ beVW SUacWiceV 

iQ Whe WUaQVfeU RU WUaQVPiVViRQ Rf aQ\ daWa, iQclXdiQg eQVXUiQg WhaW daWa Pa\ RQl\ be YieZed RU acceVVed 
b\ SaUWieV legall\ allRZed WR dR VR. OSeUaWRU Vhall PaiQWaiQ all daWa RbWaiQed RU geQeUaWed SXUVXaQW WR 
Whe SeUYice AgUeePeQW iQ a VecXUe cRPSXWeU eQYiURQPeQW. 

 
c. Emplo\ee Training. The OSeUaWRU Vhall SURYide SeUiRdic VecXUiW\ WUaiQiQg WR WhRVe Rf iWV ePSlR\eeV 

ZhR RSeUaWe RU haYe acceVV WR Whe V\VWeP. 



  
 

 
d. Securit\ Technolog\. WheQ Whe SeUYiceV aUe acceVVed XViQg a VXSSRUWed Zeb bURZVeU, SecXUe SRckeW 

La\eU (³SSL´) RU eTXiYaleQW WechQRlRg\ Vhall be ePSlR\ed WR SURWecW daWa fURP XQaXWhRUi]ed acceVV. 
The VeUYice VecXUiW\ PeaVXUeV Vhall iQclXde VeUYeU aXWheQWicaWiRQ aQd daWa eQcU\SWiRQ. OSeUaWRU Vhall 
hRVW daWa SXUVXaQW WR Whe SeUYice AgUeePeQW iQ aQ eQYiURQPeQW XViQg a fiUeZall WhaW iV SeUiRdicall\ 
XSdaWed accRUdiQg WR iQdXVWU\ VWaQdaUdV. 

 
e. Securit\ Contact. OSeUaWRU Vhall SURYide Whe QaPe aQd cRQWacW iQfRUPaWiRQ Rf OSeUaWRU'V SecXUiW\ 

CRQWacW RQ E[hibiW F. The LEA Pa\ diUecW VecXUiW\ cRQceUQV RU TXeVWiRQV WR Whe SecXUiW\ CRQWacW. 
 

f. Periodic Risk Assessment. OSeUaWRU Vhall cRQdXcW SeUiRdic UiVk aVVeVVPeQWV aQd UePediaWe aQ\ 
ideQWified VecXUiW\ aQd SUiYac\ YXlQeUabiliWieV iQ  a WiPel\  PaQQeU.  USRQ  UeTXeVW, OSeUaWRU Zill SURYide 
Whe LEA aQ e[ecXWiYe VXPPaU\ Rf Whe UiVk aVVeVVPeQW RU eTXiYaleQW UeSRUW aQd cRQfiUPaWiRQ Rf 
UePediaWiRQ. 

 
g. Backups. OSeUaWRU agUeeV WR PaiQWaiQ backXS cRSieV, backed XS aW leaVW dail\, Rf DaWa iQ caVe Rf 

OSeUaWRU¶V V\VWeP failXUe RU aQ\ RWheU XQfRUeVeeQ eYeQW UeVXlWiQg iQ lRVV Rf aQ\ SRUWiRQ Rf DaWa. 
 
h. Audits. WiWhiQ 30 da\V Rf UeceiYiQg a UeTXeVW fURP Whe LEA, aQd QRW WR e[ceed RQe UeTXeVW SeU \eaU, 

Whe LEA Pa\ aXdiW Whe PeaVXUeV RXWliQed iQ Whe DPA. The OSeUaWRU Zill cRRSeUaWe fXll\ ZiWh Whe LEA 
aQd aQ\ lRcal, VWaWe, RU fedeUal ageQc\ ZiWh RYeUVighW aXWhRUiW\/jXUiVdicWiRQ iQ cRQQecWiRQ ZiWh aQ\ aXdiW 
RU iQYeVWigaWiRQ Rf Whe OSeUaWRU aQd/RU deliYeU\ Rf SeUYiceV WR VWXdeQWV aQd/RU LEA, aQd Vhall SURYide 
fXll acceVV WR Whe OSeUaWRU¶V faciliWieV, VWaff, ageQWV aQd LEA¶V DaWa aQd all UecRUdV SeUWaiQiQg WR Whe 
OSeUaWRU, LEA aQd deliYeU\ Rf SeUYiceV WR Whe OSeUaWRU. FailXUe WR cRRSeUaWe Vhall be deePed a PaWeUial 
bUeach Rf Whe DPA. The LEA Pa\ UeTXeVW aQ addiWiRQal aXdiW if a PaWeUial cRQceUQ iV ideQWified. 

 
i. Incident Response. OSeUaWRU Vhall haYe a ZUiWWeQ iQcideQW UeVSRQVe SlaQ WhaW UeflecWV beVW SUacWiceV aQd 

iV cRQViVWeQW ZiWh iQdXVWU\ VWaQdaUdV aQd fedeUal aQd VWaWe laZ fRU UeVSRQdiQg WR a daWa bUeach, bUeach 
Rf VecXUiW\, SUiYac\ iQcideQW RU XQaXWhRUi]ed acTXiViWiRQ RU XVe Rf aQ\ SRUWiRQ Rf DaWa, iQclXdiQg PII, 
aQd agUeeV WR SURYide LEA, XSRQ UeTXeVW, aQ e[ecXWiYe VXPPaU\ Rf Whe ZUiWWeQ iQcideQW UeVSRQVe SlaQ. 

 
 

2. Data Breach.  WheQ OSeUaWRU UeaVRQabl\ VXVSecWV aQd/RU  becRPeV aZaUe Rf aQ XQaXWhRUi]ed diVclRVXUe 
RU VecXUiW\ bUeach cRQceUQiQg aQ\ DaWa cRYeUed b\ WhiV AgUeePeQW, OSeUaWRU Vhall QRWif\ Whe DiVWUicW ZiWhiQ 
24 hRXUV. The OSeUaWRU Vhall Wake iPPediaWe VWeSV WR liPiW aQd PiWigaWe Whe daPage Rf VXch VecXUiW\ bUeach 
WR Whe gUeaWeVW e[WeQW SRVVible. If Whe iQcideQW iQYRlYeV cUiPiQal iQWeQW, WheQ Whe OSeUaWRU Zill fRllRZ 
diUecWiRQ fURP Whe LaZ EQfRUcePeQW AgeQcieV iQYRlYed iQ Whe caVe. 
 

a. The VecXUiW\ bUeach QRWificaWiRQ WR Whe LEA Vhall be ZUiWWeQ iQ SlaiQ laQgXage, aQd addUeVV Whe 
fRllRZiQg 

1. A liVW Rf Whe W\SeV Rf SeUVRQal iQfRUPaWiRQ WhaW ZeUe RU aUe UeaVRQabl\ belieYed WR 
haYe beeQ Whe VXbjecW Rf a bUeach. 

2. A deVcUiSWiRQ Rf Whe ciUcXPVWaQceV VXUURXQdiQg Whe diVclRVXUe RU bUeach, iQclXdiQg 
Whe acWXal RU eVWiPaWed, WiPe aQd daWe Rf Whe bUeach, aQd WheWheU Whe QRWificaWiRQ 
ZaV dela\ed aV a UeVXlW Rf a laZ eQfRUcePeQW iQYeVWigaWiRQ. 

 
b. OSeUaWRU agUeeV WR adheUe WR all UeTXiUePeQWV iQ aSSlicable VWaWe aQd fedeUal laZ ZiWh UeVSecW WR a 

DaWa bUeach RU diVclRVXUe, iQclXdiQg aQ\ UeTXiUed UeVSRQVibiliWieV aQd SURcedXUeV fRU QRWificaWiRQ 
RU PiWigaWiRQ 

c. IQ Whe eYeQW Rf a bUeach RU XQaXWhRUi]ed diVclRVXUe, Whe OSeUaWRU Vhall cRRSeUaWe fXll\ ZiWh Whe 
LEA, iQclXdiQg, bXW QRW liPiWed WR SURYidiQg aSSURSUiaWe QRWificaWiRQ WR iQdiYidXalV iPSacWed b\ 
Whe bUeach RU diVclRVXUe. OSeUaWRU Zill UeiPbXUVe Whe LEA iQ fXll fRU all cRVWV iQcXUUed b\ Whe LEA 
iQ iQYeVWigaWiRQ aQd UePediaWiRQ Rf aQ\ SecXUiW\ BUeach caXVed iQ ZhRle RU iQ SaUW b\ OSeUaWRU RU 



  
 

Operator’s subprocessors, including but not limited to costs of providing notification and providing 
one year’s credit monitoring to affected individuals if PII exposed during the breach could be used 
to commit financial identity theft. 

d. The LEA may immediately terminate the Service Agreement if the LEA determines the Operator 
has breached a material term of this DPA. 

e. The Operator’s obligations under Section VII shall survive termination of  this DPA and Service 
Agreement until all Data has been returned and/or Securely Destroyed. 

 
ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS 

 
1. General Offer of Privacy Terms. Operator may, by signing the attached Form of General Offer of 

Privacy Terms (General Offer, attached as Exhibit E), be bound by the terms of this DPA to any other 
LEA who signs the acceptance in said Exhibit. 

 
 

ARTICLE VII: MISCELLANEOUS 
 

1. Term. The Operator shall be bound by this DPA for the duration of the Service Agreement or so long as 
the Operator maintains any Data. Notwithstanding the foregoing, Operator agrees to be bound by the terms 
and obligations of this DPA for no less than three (3) years. 

 
2. Termination. In the event that either party seeks to terminate this DPA, they may do so by mutual written 

consent so long as the Service Agreement has lapsed or has been terminated. 
 

3. Effect of Termination Survival. If the Service Agreement is terminated, the Operator shall dispose of all 
of LEA’s Data pursuant to Article IV, section 5. 

 
4. Priority of Agreements. This DPA shall govern the treatment of Data in order to comply with the privacy 

protections, including those found in FERPA and all applicable privacy statutes cited in this DPA. In the 
event there is conflict between the terms of the DPA and the Service Agreement, or with any other bid/RFP, 
license agreement, terms of service, privacy policy, or other writing, the terms of this DPA shall apply and 
take precedence. Except as described in this paragraph, all other provisions of the Service Agreement shall 
remain in effect. 

 
5. Notice. All notices or other communication required or permitted to be given hereunder must be in writing 

and given by personal delivery, facsimile or e-mail transmission (if contact information is provided for the 
specific mode of delivery), or first-class mail, postage prepaid, sent to the designated representatives before: 
The designated representative for the Operator for this Agreement is: 

 
 

First Name: ___________________________________[Box 7] 

Last Name:   ___________________________________[Box 8] 

Operator’s Company Name: ___________________________________[Box 9] 

Title of Representative: ___________________________________[Box 10] 

 

  



  
 

The deVigQaWed UeSUeVeQWaWiYe fRU Whe LEA fRU WhiV AgUeePeQW iV: FiUVW NaPe: 

FiUVW NaPe: ___________________________________[BR[ 11] 

LaVW NaPe:   ___________________________________[BR[ 12] 

LEA¶V CRPSaQ\ NaPe: ___________________________________[BR[ 13] 

TiWle Rf ReSUeVeQWaWiYe: ___________________________________[BR[ 14] 

 
6. Entire Agreement. ThiV DPA cRQVWiWXWeV Whe eQWiUe agUeePeQW Rf Whe SaUWieV UelaWiQg WR Whe VXbjecW PaWWeU 

aQd VXSeUVedeV all SUiRU cRPPXQicaWiRQV, UeSUeVeQWaWiRQV, RU agUeePeQWV, RUal RU ZUiWWeQ, b\ Whe PaUWieV. 
ThiV DPA Pa\ be aPeQded aQd Whe RbVeUYaQce Rf aQ\ SURYiViRQ Rf WhiV DPA Pa\ be ZaiYed (eiWheU 
geQeUall\ RU iQ aQ\ SaUWicXlaU iQVWaQce aQd eiWheU UeWURacWiYel\ RU SURVSecWiYel\) RQl\ ZiWh Whe VigQed ZUiWWeQ 
cRQVeQW Rf bRWh SaUWieV. NeiWheU failXUe QRU dela\ RQ Whe SaUW Rf aQ\ SaUW\ iQ e[eUciViQg aQ\ UighW, SRZeU, RU 
SUiYilege heUeXQdeU Vhall RSeUaWe aV a ZaiYeU Rf VXch UighW, QRU Vhall aQ\ ViQgle RU SaUWial e[eUciVe Rf aQ\ 
VXch UighW, SRZeU, RU SUiYilege SUeclXde aQ\ fXUWheU e[eUciVe WheUeRf RU Whe e[eUciVe Rf aQ\ RWheU UighW, 
SRZeU, RU SUiYilege. 
 

7. Severabilit\. AQ\ SURYiViRQ Rf WhiV DPA WhaW iV SURhibiWed RU XQeQfRUceable iQ aQ\ jXUiVdicWiRQ Vhall, aV WR 
VXch jXUiVdicWiRQ, be iQeffecWiYe WR Whe e[WeQW Rf VXch SURhibiWiRQ RU XQeQfRUceabiliW\ ZiWhRXW iQYalidaWiQg 
Whe UePaiQiQg SURYiViRQV Rf WhiV DPA, aQd aQ\ VXch SURhibiWiRQ RU XQeQfRUceabiliW\ iQ aQ\ jXUiVdicWiRQ Vhall 
QRW iQYalidaWe RU UeQdeU XQeQfRUceable VXch SURYiViRQ iQ aQ\ RWheU jXUiVdicWiRQ. NRWZiWhVWaQdiQg Whe 
fRUegRiQg, if VXch  SURYiViRQ  cRXld  be  PRUe  QaUURZl\  dUaZQ  VR  aV  QRW  WR be  SURhibiWed  RU  XQeQfRUceable 
iQ  VXch jXUiVdicWiRQ Zhile, aW Whe VaPe WiPe, PaiQWaiQiQg Whe iQWeQW Rf Whe SaUWieV, iW Vhall, aV WR VXch 
jXUiVdicWiRQ, be VR QaUURZl\ dUaZQ ZiWhRXW iQYalidaWiQg Whe UePaiQiQg SURYiViRQV Rf WhiV DPA RU affecWiQg 
Whe YalidiW\ RU eQfRUceabiliW\ Rf VXch SURYiViRQ iQ aQ\ RWheU jXUiVdicWiRQ. 
 

8. Governing LaZ; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED 
IN ACCORDANCE WITH THE LAWS OF THE STATE OF TEXAS, WITHOUT REGARD TO 
CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE 
AND EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE COUNTY 
IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING OUT OF OR RELATING 
TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS CONTEMPLATED HEREBY. 
 

9. Authorit\.  OSeUaWRU UeSUeVeQWV WhaW iW iV aXWhRUi]ed WR biQd WR Whe WeUPV Rf WhiV DPA, iQclXdiQg 
cRQfideQWialiW\ aQd deVWUXcWiRQ Rf DaWa aQd aQ\ SRUWiRQ WheUeRf cRQWaiQed WheUeiQ, all UelaWed RU aVVRciaWed 
iQVWiWXWiRQV, iQdiYidXalV, ePSlR\eeV RU cRQWUacWRUV ZhR Pa\ haYe acceVV WR Whe DaWa aQd/RU aQ\ SRUWiRQ 
WheUeRf, RU Pa\ RZQ, leaVe RU cRQWURl eTXiSPeQW RU faciliWieV Rf aQ\ kiQd ZheUe Whe DaWa aQd SRUWiRQ WheUeRf 
iV VWRUed, PaiQWaiQed RU XVed iQ aQ\ Za\. 
 

10. Waiver. WaiYeU b\ aQ\ SaUW\ WR WhiV DPA Rf aQ\ bUeach Rf aQ\ SURYiViRQ Rf WhiV DPA RU ZaUUaQW\  Rf 
UeSUeVeQWaWiRQ VeW fRUWh heUeiQ Vhall QRW be cRQVWUXed aV a ZaiYeU Rf aQ\ VXbVeTXeQW bUeach Rf Whe VaPe RU 
aQ\ RWheU SURYiViRQ. The failXUe WR e[eUciVe aQ\ UighW XQdeU WhiV DPA Vhall QRW RSeUaWe aV a ZaiYeU Rf VXch 
UighW. All UighWV aQd UePedieV SURYided fRU iQ WhiV DPA aUe cXPXlaWiYe. NRWhiQg iQ WhiV  DPA Vhall be 
cRQVWUXed aV a ZaiYeU RU UeliQTXiVhPeQW Rf aQ\ gRYeUQPeQWal iPPXQiWieV RU defeQVeV RQ behalf Rf Whe  LEA,  
iWV  WUXVWeeV,  RfficeUV,  ePSlR\eeV,  aQd  ageQWV  aV  a  UeVXlW  Rf  Whe e[ecXWiRQ Rf WhiV DPA RU SeUfRUPaQce 
Rf Whe fXQcWiRQV RU RbligaWiRQV deVcUibed heUeiQ. 
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11. Assignment. The PaUWieV Pa\ QRW aVVigQ WheiU UighWV, dXWieV, RU RbligaWiRQV XQdeU WhiV DPA, eiWheU iQ ZhRle 
RU iQ SaUW, ZiWhRXW Whe SUiRU ZUiWWeQ cRQVeQW Rf Whe RWheU PaUW\ e[ceSW WhaW eiWheU SaUW\ Pa\ aVVigQ aQ\ Rf iWV 
UighWV aQd RbligaWiRQV XQdeU WhiV DPA ZiWhRXW cRQVeQW iQ cRQQecWiRQ ZiWh aQ\ PeUgeU (iQclXdiQg ZiWhRXW 
liPiWaWiRQ b\ RSeUaWiRQ Rf laZ), cRQVRlidaWiRQ, UeRUgaQi]aWiRQ, RU Vale Rf all RU VXbVWaQWiall\ all Rf iWV UelaWed 
aVVeWV RU ViPilaU WUaQVacWiRQ. ThiV DPA iQXUeV WR Whe beQefiW Rf aQd Vhall be biQdiQg RQ Whe PaUWieV¶ SeUPiWWed 
aVVigQeeV, WUaQVfeUeeV aQd VXcceVVRUV. 

 
 

[Signature Page Follows] 





  
 

EXHIBIT ³A´ 
 

DESCRIPTION OF SERVICES 
 

DeVcUiSWiRQ : [BR[ 25] 



  
 

EXHIBIT “ B” 
 

SCHEDULE OF DATA 
 
Instructions: Operator should identify if LEA data is collected to provide the described services. If LEA data is 
collected to provide the described services, check the boxes indicating the data type collected. If there is data 
collected that is not listed, use the “Other” category to list the data collected. 
 
 
 

We do not collect LEA Data to provide the described services. 

We do collect LEA Data to provide the described services. 

 
SCHEDULE OF DATA 

 
 

Category of Data Elements 
Check if 
used by 

your system 

Application Technology 
Meta Data 

IP Addresses of users, Use of cookies, etc.  

Other application technology meta data-Please specify: 
 

 

Application Use Statistics 

Meta data on user interaction with application-Please 
specify:  

 

 

Assessment 

Standardized test scores  

Observation data  

Other assessment data-Please specify: 
 

 

Attendance 
Student school (daily) attendance data  

Student class attendance data  

 

Communications Online communications that are captured (emails, blog 
entries) 

 

 
Conduct Conduct or behavioral data  

 



  
 

Demographics 

Data of Birth  

Place of Birth  

Gender  

Ethnicity or race  

Language information (native, preferred or primary 
language spoken by student)  

Other demographic information-Please specify: 
 

 

Enrollment 

Student school enrollment  

Student grade level  

Homeroom  

Guidance counselor  

Specific curriculum programs  

Year of graduation  

Other enrollment information-Please specify: 
 

 

Parent/Guardian Contact 
Information 

Address  

Email  

Phone  

 

Parent/Guardian ID Parent ID number (created to link parents to students)  

 

Parent/Guardian Name First and/or Last  

 

Schedule 
Student scheduled courses  

Teacher names  

 

Special Indicator 

English language learner information  

Low income status  

Medical alerts/health data  

Student disability information  

Specialized education services (IEP or 504)  

Living situations (homeless/foster care)  

Other indicator information-Please specify: 
 



  
 

 

Student Contact Information 
Address  

Email  

Phone  

 

Student Identifiers 

Local (School district) ID number  

State ID Number  

Vendor/App assigned student ID number  

Student app username  

Student app passwords  

 

Student Name First and/or Last  

 

Student In App Performance 
Program/application performance (typing program-
student types 60 wpm, reading program-student reads 
below grade level) 

 

 
Student Program 
Membership 

Academic or extracurricular activities a student may 
belong to or participate in  

 

Student Survey Responses Student responses to surveys or questionnaires  

 

Student work 

Student generated content; writing, pictures, etc.  

Other student work data-Please specify: 
 

 

Transcript 

Student course grades  

Student course data  

Student course grades/performance scores  

Other transcript data-Please specify: 
 

 

Transportation 

Student bus assignment  

Student pick up and/or drop off location  

Student bus card ID number  

Other transportation data-Please specify: 
 
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Other 

Please list additional data element used, stored or 
collected through the services defined in Exhibit A 

 
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EXHIBIT ³C´ 
 

DEFINITIONS 
HB 2087: The VWaWXWRU\ deVigQaWiRQ fRU ZhaW iV QRZ Te[aV EdXcaWiRQ CRde ChaSWeU 32 UelaWiQg WR SXSil UecRUdV. 
 
Data: DaWa Vhall iQclXde, bXW iV QRW liPiWed WR, Whe fRllRZiQg: VWXdeQW daWa, edXcaWiRQal UecRUdV, ePSlR\ee daWa, PeWadaWa, 
XVeU cRQWeQW, cRXUVe cRQWeQW, PaWeUialV, aQd aQ\ aQd all daWa aQd iQfRUPaWiRQ WhaW Whe DiVWUicW (RU aQ\ aXWhRUi]ed eQd 
XVeU(V)) XSlRadV RU eQWeUV WhURXgh WheiU XVe Rf Whe SURdXcW. DaWa alVR VSecificall\ iQclXdeV all SeUVRQall\ ideQWifiable 
iQfRUPaWiRQ iQ edXcaWiRQ UecRUdV, diUecWRU\ daWa, aQd RWheU QRQ-SXblic iQfRUPaWiRQ fRU Whe SXUSRVeV Rf Te[aV aQd FedeUal 
laZV aQd UegXlaWiRQV. DaWa aV VSecified iQ E[hibiW B iV cRQfiUPed WR be cRllecWed RU SURceVVed b\ Whe OSeUaWRU SXUVXaQW 
WR Whe SeUYiceV. DaWa Vhall QRW cRQVWiWXWe WhaW iQfRUPaWiRQ WhaW haV beeQ aQRQ\Pi]ed RU de-ideQWified, RU aQRQ\PRXV XVage 
daWa UegaUdiQg a VWXdeQW¶V XVe Rf OSeUaWRU¶V VeUYiceV. 
 
De-Identified Information (DII): De-IdeQWified IQfRUPaWiRQ iV DaWa VXbjecWed WR a SURceVV b\ Zhich aQ\ PeUVRQall\ 
IdeQWifiable IQfRUPaWiRQ (³PII´) iV UePRYed RU RbVcXUed iQ a Za\ WhaW eliPiQaWeV Whe UiVk Rf diVclRVXUe Rf Whe ideQWiW\ Rf 
Whe iQdiYidXal RU iQfRUPaWiRQ abRXW WheP, aQd caQQRW be UeaVRQabl\ Ue-ideQWified. 
 
Data Destruction: PURYideU Vhall ceUWif\ WR Whe DiVWUicW iQ ZUiWiQg WhaW all cRSieV Rf Whe DaWa VWRUed iQ aQ\ PaQQeU b\ 
PURYideU haYe beeQ UeWXUQed WR Whe DiVWUicW aQd SeUPaQeQWl\ eUaVed RU deVWUR\ed XViQg iQdXVWU\ beVW SUacWiceV WR aVVXUe 
cRPSleWe aQd SeUPaQeQW eUaVXUe RU deVWUXcWiRQ. TheVe iQdXVWU\ beVW SUacWiceV iQclXde, bXW aUe QRW liPiWed WR, eQVXUiQg WhaW 
all fileV aUe cRPSleWel\ RYeUZUiWWeQ aQd aUe XQUecRYeUable. IQdXVWU\ beVW SUacWiceV dR QRW iQclXde ViPSle file deleWiRQV RU 
Pedia high leYel fRUPaWWiQg RSeUaWiRQV. 
 
NIST 800-63-3: DUafW NaWiRQal IQVWiWXWe Rf SWaQdaUdV aQd TechQRlRg\ (³NIST´) SSecial PXblicaWiRQ 800-63-3 DigiWal 
AXWheQWicaWiRQ GXideliQe. 
 
Personall\ Identifiable Information (PII): The WeUPV ³PeUVRQall\ IdeQWifiable IQfRUPaWiRQ´ RU ³PII´ Vhall iQclXde, bXW 
aUe QRW liPiWed WR, DaWa, PeWadaWa, aQd XVeU RU SXSil-geQeUaWed cRQWeQW RbWaiQed b\ UeaVRQ Rf Whe XVe Rf OSeUaWRU¶V 
VRfWZaUe, ZebViWe, VeUYice, RU aSS, iQclXdiQg PRbile aSSV, ZheWheU gaWheUed b\ OSeUaWRU RU SURYided b\ LEA RU iWV XVeUV, 
VWXdeQWV, RU VWXdeQWV¶ SaUeQWV/gXaUdiaQV. PII iQclXdeV IQdiUecW IdeQWifieUV, Zhich iV aQ\ iQfRUPaWiRQ WhaW, eiWheU alRQe RU 
iQ aggUegaWe, ZRXld allRZ a UeaVRQable SeUVRQ WR be able WR ideQWif\ a VWXdeQW WR a UeaVRQable ceUWaiQW\. FRU SXUSRVeV Rf 
WhiV DPA, PeUVRQall\ IdeQWifiable IQfRUPaWiRQ Vhall iQclXde Whe caWegRUieV Rf iQfRUPaWiRQ liVWed iQ Whe defiQiWiRQ Rf DaWa. 
 
Pupil-Generated Content: The WeUP ³SXSil-geQeUaWed cRQWeQW´ PeaQV PaWeUialV RU cRQWeQW cUeaWed b\ a SXSil dXUiQg aQd 
fRU Whe SXUSRVe Rf edXcaWiRQ iQclXdiQg, bXW QRW liPiWed WR, eVVa\V, UeVeaUch UeSRUWV, SRUWfRliRV, cUeaWiYe ZUiWiQg, PXVic RU 
RWheU aXdiR fileV, ShRWRgUaShV, YideRV, aQd accRXQW iQfRUPaWiRQ WhaW eQableV RQgRiQg RZQeUVhiS Rf SXSil cRQWeQW. 
 
Subscribing LEA: A LEA WhaW ZaV QRW SaUW\ WR Whe RUigiQal SeUYiceV AgUeePeQW aQd ZhR acceSWV Whe OSeUaWRU¶V 
GeQeUal OffeU Rf PUiYac\ TeUPV. 
 
Subprocessor: FRU  Whe SXUSRVeV Rf WhiV AgUeePeQW, Whe WeUP ³SXbSURceVVRU´ (VRPeWiPeV UefeUUed WR a Whe 
³SXbcRQWUacWRU´)  PeaQV  a SaUW\ RWheU  WhaQ LEA RU OSeUaWRU,  ZhR  OSeUaWRU  XVeV  fRU  daWa  cRllecWiRQ, aQal\WicV, 
VWRUage, RU RWheU VeUYice WR RSeUaWe aQd/RU iPSURYe iWV VRfWZaUe, aQd ZhR haV acceVV WR PII. 
 
Targeted Advertising: TaUgeWed adYeUWiViQg PeaQV SUeVeQWiQg aQ adYeUWiVePeQW WR a VWXdeQW ZheUe Whe VelecWiRQ Rf Whe 
adYeUWiVePeQW iV baVed RQ VWXdeQW iQfRUPaWiRQ, VWXdeQW UecRUdV RU VWXdeQW geQeUaWed cRQWeQW RU iQfeUUed RYeU WiPe fURP 
Whe XVage Rf Whe OSeUaWRU¶V ZebViWe, RQliQe VeUYice RU PRbile aSSlicaWiRQ b\ VXch VWXdeQW RU Whe UeWeQWiRQ Rf VXch VWXdeQW¶V 
RQliQe acWiYiWieV RU UeTXeVWV RYeU WiPe. 
 
Te[as Student Privac\ Alliance: The Te[aV SWXdeQW PUiYac\ AlliaQce (TXSPA) iV a cRllabRUaWiYe gURXS Rf Te[aV VchRRl 
diVWUicWV WhaW VhaUe cRPPRQ cRQceUQV aURXQd VWXdeQW SUiYac\. The gRal Rf Whe TXSPA iV WR VeW VWaQdaUdV Rf bRWh SUacWice 
aQd e[SecWaWiRQV aURXQd VWXdeQW SUiYac\ VXch WhaW all SaUWieV iQYRlYed haYe a cRPPRQ XQdeUVWaQdiQg Rf e[SecWaWiRQV. 
The Te[aV K-12 CTO CRXQcil iV Whe RUgaQi]aWiRQ WhaW VSRQVRUV TXSPA aQd Whe TXSPA iV Whe Te[aV affiliaWe Rf Whe 
NaWiRQal SWXdeQW PUiYac\ CRQVRUWiXP. 



  
 

EXHIBIT ³D´ 
 

SAMPLE REQUEST FOR RETURN OR DELETION OF DATA 
 
Instructions: ThiV E[hibiW iV RSWiRQal aQd SURYided aV a VaPSle ONLY. IW iV iQWeQded WR SURYide a LEA aQ 
e[aPSle Rf ZhaW cRXld be XVed WR UeTXeVW a UeWXUQ RU deleWiRQ Rf daWa. 

 
    diUecWV    WR 

LEA OPERATOR  
 

diVSRVe Rf UeWXUQ daWa RbWaiQed b\ OSeUaWRU SXUVXaQW WR Whe WeUPV Rf Whe SeUYice AgUeePeQW  beWZeeQ LEA aQd 
OSeUaWRU. The WeUPV Rf Whe DiVSRViWiRQ aUe VeW fRUWh belRZ: 

 
 
 

1. E[tent of Return or Disposition 
 

ReWXUQ RU DiVSRViWiRQ iV SaUWial. The caWegRUieV Rf daWa WR be diVSRVed Rf aUe VeW fRUWh 
belRZ RU aUe fRXQd iQ aQ aWWachPeQW WR WhiV DiUecWiYe: 
 
 
ReWXUQ RU DiVSRViWiRQ iV CRPSleWe. DiVSRViWiRQ e[WeQdV WR all caWegRUieV Rf daWa. 

 
 
 
2. Nature of Return or Disposition 
 

DiVSRViWiRQ Vhall be b\ deVWUXcWiRQ RU deleWiRQ Rf daWa. 
 
 
ReWXUQ Vhall be b\ a WUaQVfeU Rf daWa. The daWa Vhall be WUaQVfeUUed WR Whe fRllRZiQg 
ViWe aV fRllRZV: 



 

3. Timing of Return or Disposition 
 
 

DaWa Vhall be UeWXUQed RU diVSRVed Rf b\ Whe fRllRZiQg daWe:  

AV VRRQ aV cRPPeUciall\ SUacWicable 

B\ Whe fRllRZiQg agUeed XSRQ daWe: 
 
 
 
 

4. Signatures 
 
 
 
AXWhRUi]ed ReSUeVeQWaWiYe Rf LEA DaWe: 

 
 
5. Verification of Disposition of Data 

 
 
 

AXWhRUi]ed ReSUeVeQWaWiYe Rf OSeUaWRU DaWe: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

EXHIBIT ³ E´ 
 

GENERAL OFFER OF PRIVACY TERMS 
 
Instructions: ThiV iV aQ RSWiRQal E[hibiW iQ Zhich Whe OSeUaWRU Pa\, b\ VigQiQg WhiV E[hibiW, be bRXQd b\ Whe WeUPV 
Rf WhiV DPA WR aQ\ RWheU SXbVcUibiQg LEAV ZhR VigQ Whe acceSWaQce iQ Vaid E[hibiW.    The RUigiQaWiQg LEA 
SHOULD NOT VigQ WhiV E[hibiW, bXW VhRXld Pake E[hibiW E, if VigQed b\ aQ OSeUaWRU, Ueadil\ aYailable WR RWheU 
Te[aV K-12 iQVWiWXWiRQV WhURXgh Whe TXSPA Zeb SRUWal. ShRXld a SXbVcUibiQg LEA, afWeU VigQiQg a VeSaUaWe SeUYice 
AgUeePeQW ZiWh OSeUaWRU, ZaQW WR acceSW Whe GeQeUal OffeU Rf TeUPV, Whe SXbVcUibiQg LEA VhRXld cRXQWeU-VigQ Whe 
E[hibiW E aQd QRWif\ Whe OSeUaWRU WhaW Whe GeQeUal OffeU Rf TeUPV haYe beeQ acceSWed b\ a SXbVcUibiQg LEA. 
 
1. Offer of Terms 
OSeUaWRU RffeUV Whe VaPe SUiYac\ SURWecWiRQV fRXQd iQ WhiV DPA beWZeeQ iW aQd ____________________Zhich iV 
daWed [______________] WR aQ\ RWheU LEA (³SXbVcUibiQg LEA´) ZhR acceSWV WhiV GeQeUal OffeU WhURXgh iWV 
VigQaWXUe belRZ. ThiV GeQeUal OffeU Vhall e[WeQd RQl\ WR SUiYac\ SURWecWiRQV aQd OSeUaWRU¶V VigQaWXUe Vhall QRW 
QeceVVaUil\ biQd OSeUaWRU WR RWheU WeUPV, VXch aV SUice, WeUP, RU VchedXle Rf VeUYiceV, RU WR aQ\ RWheU SURYiViRQ QRW 
addUeVVed iQ WhiV DPA. The OSeUaWRU aQd Whe RWheU LEA Pa\ alVR agUee WR chaQge Whe daWa SURYided b\ LEA WR Whe 
OSeUaWRU WR VXiW Whe XQiTXe QeedV Rf Whe LEA. The OSeUaWRU Pa\ ZiWhdUaZ Whe GeQeUal OffeU iQ Whe eYeQW Rf: 
 
(1) a PaWeUial chaQge iQ Whe aSSlicable SUiYac\ VWaWXWeV; 
(2) a PaWeUial chaQge iQ Whe VeUYiceV aQd SURdXcWV liVWed iQ Whe OUigiQaWiQg SeUYice AgUeePeQW; 
(3) Whe e[SiUaWiRQ Rf WhUee \eaUV afWeU Whe daWe Rf OSeUaWRU¶V VigQaWXUe WR WhiV FRUP. 
 
OSeUaWRU Vhall QRWif\ Whe Te[aV SWXdeQW PUiYac\ AlliaQce (TXSPA) iQ Whe eYeQW Rf aQ\ ZiWhdUaZal VR WhaW WhiV 
iQfRUPaWiRQ Pa\ be Pa\ be WUaQVPiWWed WR Whe AlliaQce¶V XVeUV. 
 
Operator¶s Representative: 
 
BY:     DaWe:    

PUiQWed NaPe:       TiWle/PRViWiRQ:     

2. Subscribing LEA 
 
A SXbVcUibiQg LEA, b\ VigQiQg a VeSaUaWe SeUYice AgUeePeQW ZiWh OSeUaWRU, aQd b\ iWV VigQaWXUe belRZ, acceSWV 
Whe GeQeUal OffeU Rf PUiYac\ TeUPV. The SXbVcUibiQg LEA aQd OSeUaWRU Vhall WheUefRUe be bRXQd b\ Whe VaPe WeUPV 
Rf WhiV DPA. The SXbVcUibiQg LEA, alVR b\ iWV VigQaWXUe belRZ, agUeeV WR QRWif\ OSeUaWRU WhaW iW haV acceSWed WhiV 
GeQeUal OffeU, aQd WhaW VXch GeQeUal OffeU iV QRW effecWiYe XQWil OSeUaWRU haV UeceiYed Vaid QRWificaWiRQ. 
 
Subscribing LEA¶s Representative: 
 
BY:                                                                                         DaWe:                                                                 
 
 
PUiQWed NaPe:    TiWle/PRViWiRQ:    
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EXHIBIT “F” 
 

DATA SECURITY 
 

 
 
 

1. Operator’s Security Contact Information: 
 
 

  [Box 26] 
Named Security Contact 
 
 
  [Box 27] 
Email of Security Contact 
 
 
  [Box 28]  
Phone Number of Security Contact 
 
 

 
2. List of Operator’s Subprocessors: 

 
 [Box 29] 

 

 
3. Additional Data Security Measures: 

 
 

 [Box 30] 
  



 
 

EXHIBIT . G´ 
 

LEA SPECIFIC TERMS AND CONDITIONS 
 

1.  IQVXUaQce. Operator shall take out and maintain, at its expense, until termination of the Service Agreement, at 
least the following insurance with an appropriately licensed insurance company in the state of Texas: 

 
Insurance Type Amount Required 
Commercial General Liability   $1,000,000 
BI & PD - each occurrence    $   100,000 
BI & PD .  aggregate    $   300,000 
Medical Expenses ±  any one person   $     10,000 
Personal & Adv Injury ±  each occurrence  $1,000,000 

 
Errors & Omissions Coverage   $3,000,000 

 
Cyber Liability Coverage     $1,000,000 

 
Operator shall have the LEA named as additional insured under the above insurance policy obtained by 
Operator. Such additional insured status shall be procured and evidenced by an additional insured endorsement 
on the policy and certificate of insurance. 

 
Operator represents that it is not an employee of the LEA and that it has or will follow Texas statutory guidelines 
regarding workers compensation. Operator shall require all subcontractors performing any work to maintain 
coverage as specified herein. 

 
2. AXWhRUi]ed UVe. The data shared pursuant to the Service Agreement, including persistent unique identifiers, 

shall be used for no purpose other than the Services stated in the Service Agreement and/or otherwise authorized 
under the statutes referred to in subsection (1), above. Operator also acknowledges and agrees that it shall not 
make any re-disclosure of any Data or any portion thereof, including without limitation, meta data, user content 
or other non-public information and/or personally identifiable information contained in the Data, without the 
express written consent of the LEA. 

 
3. DaWa TUaQVfeU. Operator agrees that all data will be transferred using secure FTP and/or physical delivery, at 

the LEA¶s discretion.   
 

4. DaWa SWRUage. Operator acknowledges and agrees that all electronic data and records will not be shipped, stored, 
transferred, or exported outside the United States, including any backups or copies, without prior written 
consent from an authorized representative of the LEA.  

 
5. NRWificaWiRQ Rf CUiPiQal HiVWRU\.  A person or business entity that enters into a contract with a Texas public 

school district, such as the LEA, must give advance notice to the LEA if the person or an owner or operator of 
the business entity has been convicted of a felony. Pursuant to the Texas Education Code §22.0834 and the 
Texas Government Code §411.082, Operator will, at least annually, obtain criminal history record information 
that relates to an employee, applicant, or agent of Operator, if the person has or will have continuing duties 
related to the LEA, and the duties are or will be performed on the LEA¶s property or at another location where 
students are regularly present. Operator shall assume all expenses associated with the background checks, and 
shall immediately remove any employee or agent who was convicted of a felony or a misdemeanor involving 
moral turpitude from the LEA¶s property or other location where students are regularly present. Licensee shall 
determine what constitutes ³moral turpitude´ or ³a location where students are regularly present.´ Operator 
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