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This California Student Data Privacy Agreement (“DPA™) is entered into by and between the
Irvine Unified School Dlstrict

(hereinafter referred to as “LEA”)and 1Tz ABOUT TIME

(hereinafter referred to as “Provider”) on March 10. 2019 . The Parties agree to
the terms as stated herein. ’

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency (“LEA™) with certain
digital educational services (“Services™) pursuant to a contract dated March 10. 2019
(“Service Agreement”); and ’

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider
may receive or create and the LEA may provide documents or data that are covered by several
federal statutes, among them, the Family Educational Rights and Privacy Act (“FERPA™) at 20
US.C. 1232g (34 CFR Part 99), Children’s Online Privacy Protection Act (“COPPA™), 15
U.S.C. 6501-6506; Protection of Pupil Rights Amendment (“PPRA™) 20 U.S.C. 1232h; and

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are
also subject to California state student privacy laws, including AB 1584, found at California
Education Code Section 49073.1 and the Student Online Personal Information Protection Act
(“SOPIPA”) found at California Business and Professions Code section 22584; and

WHEREAS, for the purposes of this DPA, Provider is a school official with legitimate educational
interests in accessing educational records pursuant to the Service Agreement; and

WHEREAS, the Parties wish to enter into this DPA to ensure that the Service Agreement conforms
to the requirements of the privacy laws referred to above and to establish implementing procedures
and duties; and

WHEREAS, the Provider may, by signing the “General Offer of Privacy Terms™ (Exhibit “E™), agree to
allow other LEAs in California the opportunity to accept and enjoy the benefits of this DPA for
the Services described herein, without the need to negotiate terms in a separate DPA.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to
ARTICLE I: PURPOSE AND SCOPE

protect student data transmitted to Provider from the LEA pursuant to the Service Agreement,
including compliance with all applicable statutes, including the FERPA, PPRA. COPPA,
SOPIPA, AB 1584, and other applicable California State laws, all as may be amended from time
to time. In performing these services, the Provider shall be considered a School Official with a
legitimate educational interest, and performing services otherwise provided by the LEA. With
respect to the use and maintenance of Student Data. Provider shall be under the direct control
and supervision of the LEA.
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2.

3.

Nature of Services Provided. The Provider has agreed to provide the following digital
educational products and services described below and as may be further outlined in Exhibit “A”
hereto:

See Exhibit A

Student Data to Be Provided. The Parties shall indicate the categories of student data to be
provided in the Schedule of Data, attached hereto as Exhibit “B”.

DPA Definitions. The definition of terms used in this DPA is found in Exhibit “C”. In the event
of a conflict, definitions used in this DPA shall prevail over term used in the Service Agreement.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

1.

3.

Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the
Service Agreement is and will continue to be the property of and under the control of the LEA.
The Provider further acknowledges and agrees that all copies of such Student Data transmitted to
the Provider, including any modifications or additions or any portion thereof from any source,
are subject to the provisions of this Agreement in the same manner as the original Student Data.
The Parties agree that as between them, all rights, including all intellectual property rights in and
to Student Data contemplated per the Service Agreement shall remain the exclusive property of
the LEA. For the purposes of FERPA, the Provider shall be considered a School Official, under
the control and direction of the LEAs as it pertains to the use of Student Data notwithstanding
the above. Provider may transfer pupil-generated content to a separate account, according to the
procedures set forth below.

Parent Access. LEA shall establish reasonable procedures by which a parent, legal guardian, or
eligible student may review Student Data in the pupil’s records, correct erroneous information,
and procedures for the transfer of pupil-generated content to a personal account, consistent with
the functionality of services. Provider shall respond in a timely manner (and no later than 45
days from the date of the request) to the LEA’s request for Student Data in a pupil’s records held
by the Provider to view or correct as necessary. In the event that a parent of a pupil or other
individual contacts the Provider to review any of the Student Data accessed pursuant to the
Services, the Provider shall refer the parent or individual to the LEA, who will follow the
necessary and proper procedures regarding the requested information.

Separate Account. If pupil generated content is stored or maintained by the Provider as part of
the Services described in Exhibit “A”, Provider shall, at the request of the LEA, transfer said
pupil generated content to a separate student account upon termination of the Service
Agreement; provided, however, such transfer shall only apply to pupil generated content that is
severable from the Service.

Third Party Request. Should a Third Party, including law enforcement and government
entities, contact Provider with a request for data held by the Provider pursuant to the Services.
the Provider shall redirect the Third Party to request the data directly from the LEA. Provider
shall notify the LEA in advance of a compelled disclosure to a Third Party.




5. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing

functions pursuant to the Service Agreement, whereby the Subprocessors agree to protect
Student Data in manner consistent with the terms of this DPA.

ARTICLE III: DUTIES OF LEA

1.

Privacy Compliance. LEA shall provide data for the purposes of the Service Agreement
in compliance with FERPA, COPPA, PPRA, SOPIPA, AB 1584 and all other California
privacy statutes.

Annual Notification of Rights. If the LEA has a policy of disclosing education records under
FERPA (4 CFR § 99.31 (a) (1)), LEA shall include a specification of criteria for determining
who constitutes a school official and what constitutes a legitimate educational interest in its
Annual notification of rights.

Reasonable Precautions. LEA shall take reasonable precautions to secure usernames,
passwords, and any other means of gaining access to the services and hosted data.

Unauthorized Access Notification. LEA shall notify Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

ARTICLE 1V: DUTIES OF PROVIDER

1.

Privacy Compliance. The Provider shall comply with all applicable state and federal laws and

regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA, SOPIPA,
AB 1584 and all other California privacy statutes.

Authorized Use. The data shared pursuant to the Service Agreement, including persistent unique

identifiers, shall be used for no purpose other than the Services stated in the Service Agreement
and/or otherwise authorized under the statutes referred to in subsection (1), above. Provider also
acknowledges and agrees that it shall not make any re-disclosure of any Student Data or any
portion thereof, including without limitation, meta data, user content or other non-public
information and/or personally identifiable information contained in the Student Data, without the
express written consent of the LEA.

Employee Obligation. Provider shall require all employees and agents who have access to
Student Data to comply with all applicable provisions of this DPA with respect to the data shared
under the Service Agreement.

No Disclosure. De-identified information may be used by the Provider for the purposes of
development, research, and improvement of educational sites. services, or applications, as any
other member of the public or party would be able to use de-identified data pursuant to 34 CFR
99.31(b). Provider agrees not to attempt to re-identify de-identified Student Data and not to
transfer de-identified Student Data to any party unless (a) that party agrees in writing not to
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attempt re-identification, and (b) prior written notice has been given to LEA who has provided
prior written consent for such transfer. Provider shall not copy, reproduce or transmit any data
obtained under the Service Agreement and/or any portion thereof, except as necessary to fulfill
the Service Agreement.

5. Disposition_of Data. Upon written request and in accordance with the applicable terms in
subsection a or b, below, Provider shall dispose or delete all Student Data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obtained.
Disposition shall include (1) the shredding of any hard copies of any Student Data; (2) Erasing;
or (3) Otherwise modifying the personal information in those records to make it unreadable or
indecipherable by human or digital means. Nothing in the Service Agreement authorizes
Provider to maintain Student Data obtained under the Service Agreement beyond the time period
reasonably needed to complete the disposition. Provider shall provide written notification to
LEA when the Student Data has been disposed. The duty to dispose of Student Data shall not
extend to data that has been de-identified or placed in a separate Student account, pursuant to the
other terms of the DPA. The LEA may employ a “Request for Return or Deletion of Student
Data™ form, a copy of which is attached hereto as Exhibit “D”. Upon receipt of a request from
the LEA, the Provider will immediately provide the LEA with any specified portion of the
Student Data within ten (10) calendar days of receipt of said request.

a. Partial Disposal During Term of Service Agreement. Throughout the Term of the
Service Agreement, LEA may request partial disposal of Student Data obtained under
the Service Agreement that is no longer needed. Partial disposal of data shall be
subject to LEA’s request to transfer data to a separate account, pursuant to Article I1,
section 3, above.

b. Complete Disposal Upon Termination of Service Agreement. Upon Termination of
the Service Agreement Provider shall dispose or delete all Student Data obtained
under the Service Agreement. Prior to disposition of the data, Provider shall notify
LEA in writing of its option to transfer data to a separate account, pursuant to Article
I, section 3, above. In no event shall Provider dispose of data pursuant to this
provision unless and until Provider has received affirmative written confirmation
from LEA that data will not be transferred to a separate account.

6. Advertising Prohibition. Provider is prohibited from using or selling Student Data to (a) market
or advertise to students or families/guardians: (b) inform, influence, or enable marketing,
advertising, or other commercial efforts by a Provider; (¢) develop a profile of a student, family
member/guardian or group, for any commercial purpose other than providing the Service to
LEA; or (d) use the Student Data for the development ot commercial products or services, other
than as necessary to provide the Service to LEA. This section does not prohibit Provider from
using Student Data for adaptive learning or customized student learning purposes.

ARTICLE V: DATA PROVISIONS

1. Data Security. The Provider agrees to abide by and maintain adequate data security measures.
consistent with industry standards and technology best practices, to protect Student Data from
unauthorized disclosure or acquisition by an unauthorized person. The general security duties of
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Provider are set forth below. Provider may further detail its security programs and measures in
Exhibit “F” hereto. These measures shall include, but are not limited to:

Passwords and Employee Access. Provider shall secure usernames, passwords, and
any other means of gaining access to the Services or to Student Data, at a level
suggested by the applicable standards, as set forth in Article 4.3 of NIST 800-63-3.
Provider shall only provide access to Student Data to employees or contractors that
are performing the Services. Employees with access to Student Data shall have
signed confidentiality agreements regarding said Student Data. All employees with
access to Student Records shall be subject to criminal background checks in
compliance with state and local ordinances.

Destruction of Data. Provider shall destroy or delete all Student Data obtained
under the Service Agreement when it is no longer needed for the purpose for which
it was obtained or transfer said data to LEA or LEA’s designee. according to the
procedure identified in Article [V, section 5, above. Nothing in the Service
Agreement authorizes Provider to maintain Student Data beyond the time period

reasonably needed to complete the disposition.

¢. Security Protocols. Both parties agree to maintain security protocols that meet

industry standards in the transfer or transmission of any data, including ensuring that
data may only be viewed or accessed by parties legally allowed to do so. Provider
shall maintain all data obtained or generated pursuant to the Service Agreement in a
secure digital environment and not copy, reproduce, or transmit data obtained
pursuant to the Service Agreement, except as necessary to fulfill the purpose of data
requests by LEA.

Employee Training. The Provider shall provide periodic security training to those
of its employees who operate or have access to the system. Further, Provider shall
provide LEA with contact information of an employee who LEA may contact if
there are any security concerns or questions.

Security Technology. When the service is accessed using a supported web browser.
Provider shall employ industry standard measures to protect data from unauthorized
access. The service security measures shall include server authentication and data
encryption. Provider shall host data pursuant to the Service Agreement in an
environment using a firewall that is updated according to industry standards.

Security Coordinator. If different from the designated representative identified in
Article VI, section 5, Provider shall provide the name and contact information of
Provider’s Security Coordinator for the Student Data received pursuant to the
Service Agreement.

Subprocessors Bound. Provider shall enter into written agreements whereby
Subprocessors agree to secure and protect Student Data in a manner consistent with
the terms of this Article V. Provider shall periodically conduct or review compliance



monitoring and assessments of Subprocessors to determine their compliance with
this Article.

h. Periodic Risk Assessment. Provider further acknowledges and agrees to conduct
digital and physical periodic (no less than semi-annual) risk assessments and
remediate any identified security and privacy vulnerabilities in a timely manner.

2. Data Breach. In the event that Student Data is accessed or obtained by an unauthorized
individual, Provider shall provide notification to LEA within a reasonable amount of time of the
incident, and not exceeding forty eight (48) hours. Provider shall follow the following process:

a. The security breach notification shall be written in plain language, shall be titled
“Notice of Data Breach,” and shall present the information described herein under
the following headings: “What Happened,” “What Information Was Involved.”
“What We Are Doing,” “What You Can Do,” and “For More Information.”
Additional information may be provided as a supplement to the notice.

b. The security breach notification described above in section 2(a) shall include, at a
minimum, the following information:

i. The name and contact information of the reporting LEA subject to this section.

ii. A list of the types of personal information that were or are reasonably believed to
have been the subject of a breach.

iii. [f the information is possible to determine at the time the notice is provided, then
either (1) the date of the breach, (2) the estimated date of the breach, or (3) the
date range within which the breach occurred. The notification shall also include
the date of the notice.

iv. Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice is
provided.

v. A general description of the breach incident, if that information is possible to
determine at the time the notice is provided.

c. At LEA’s discretion, the security breach notification may also include any of the
following:

i. Information about what the agency has done to protect individuals whose
information has been breached.

ii. Advice on steps that the person whose information has been breached may take to
protect himself or herself.

d. Provider agrees to adhere to all requirements in applicable State and in federal law
with respect to a data breach related to the Student Data, including, when appropriate
or required, the required responsibilities and procedures for notification and
mitigation of any such data breach.



e. Provider further acknowledges and agrees to have a written incident response plan
that reflects best practices and is consistent with industry standards and federal and
state law for responding to a data breach, breach of security, privacy incident or
unauthorized acquisition or use of Student Data or any portion thercof, including
personally identifiable information and agrees to provide LEA, upon request, with a
copy of said written incident response plan.

f. Provider is prohibited from directly contacting parent, legal guardian or eligible
pupil unless expressly requested by LEA. If LEA requests Provider’s assistance
providing notice of unauthorized access, and such assistance is not unduly
burdensome to Provider, Provider shall notify the affected parent, legal guardian or
cligible pupil of the unauthorized access. which shall include the information listed
in subsections (b) and (c), above. If requested by LEA. Provider shall reimburse
LEA for costs incurred to notify parents/tamilies of a breach not originating from
LEA's use of the Service.

g. In the event of a breach originating from LEA’s use of the Service, Provider shall
cooperate with LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may, by signing the attached Form of General Offer of Privacy Terms (General Offer, attached
hereto as Exhibit “E™), be bound by the terms of this DPA to any other LEA who signs the acceptance
on in said Exhibit. The Form is limited by the terms and conditions described therein.

ARTICLE VII: MISCELLANEOUS

L

Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so
long as the Provider maintains any Student Data. Notwithstanding the foregoing, Provider
agrees to be bound by the terms and obligations of this DPA for no less than three (3) years .

Termination. In the event that either party sceks to terminate this DPA, they may do so by
mutual written consent so long as the Service Agreement has lapsed or has been terminated. LEA
shall have the right to terminate the DPA and Service Agrecment in the event of a material
breach of the terms of this DPA.

Effect of Termination Survival. If the Service Agreement is terminated. the Provider shall
destroy all of LEA’s data pursuant to Article V, section I(b), and Article Il, section 3, above.

Priority of Agreements. This DPA shall govern the treatment of student data in order to comply
with privacy protections, including those found in FERPA and all applicable privacy statutes
identified in this DPA. In the event there is conflict between the DPA and the Service
Agreement, the DPA shall apply and take precedence. Except as described in this paragraph
herein, all other provisions of the Service Agreement shall remain in effect.

Notice. All notices or other communication required or permitted to be given hereunder must be
in writing and given by personal delivery. or e-mail transmission (if contact information is
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provided for the specific mode of delivery), or first class mail, postage prepaid, sent to the
designated representatives before:

a. Designated Representatives

The designated representative for the LEA for this Agreement is:

Name: Michelle Bennett
Title: Specialist - IT Contracts

Contact Information:
5050 Barranca Parkway

Irvine, CA 92602
MichelleBennett@iusd.org

The designated representative for the Provider for this Agreement is:

Name: Caren Ware
Title: Owner

Contact Information:
carenfasttrack@aol.com

3334 PCH #195
Corona Del Mar, CA 92625

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit E,
General Offer of Terms, Subscribing LEA shall provide notice of such acceptance in writing
and given by personal delivery, or e-mail transmission (if contact information is provided for

the specific mode of delivery), or first class mail, postage prepaid. to the designated
representative below.

The designated representative for the notice of acceptance of the General Offer of Privacy Terms is:

Name:
Title:

Contact [nformation:

6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and



7.

10.

11.

either retroactively or prospectively) only with the signed written consent of both parties. Neither
failure nor delay on the part of any party in exercising any right, power, or privilege hereunder
shall operate as a waiver of such right, nor shall any single or partial exercise of any such right,
power, or privilege preclude any further exercise thereof or the exercise of any other right,
power, or privilege.

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shall not invalidate or render unenforceable such provision in
any other jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same time,
maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn
without invalidating the remaining provisions of this DPA or affecting the validity or
enforceability of such provision in any other jurisdiction.

Governing Law: Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF ORANGE COUNTY,
CALIFORNIA, WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH
PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE
JURISDICTION TO THE STATE AND FEDERAL COURTS FOR ORANGE
COUNTY, CALIFORNIA FOR ANY DISPUTE ARISING OUT OF OR RELATING TO
THIS SERVICE AGREEMENT OR THE TRANSACTIONS CONTEMPLATED HEREBY.

Authority. Provider represents that it is authorized to bind to the terms of this Agreement,
including confidentiality and destruction of Student Data and any portion thereof contained
therein, all related or associated institutions, individuals, employees or contractors who may have
access to the Student Data and/or any portion thereof, or may own, lease or control equipment or
facilities of any kind where the Student Data and portion thereof stored, maintained or used in
any way. Provider agrees that any purchaser of the Provider shall also be bound to the
Agreement.

Waiver. No delay or omission of the LEA to exercise any right hereunder shall be construed as a
waiver of any such right and the LEA reserves the right to exercise any such right from time to
time, as often as may be deemed expedient.

Successors Bound. This DPA is and shall be binding upon the respective successors in interest

to Provider in the event of a merger, acquisition, consolidation or other business reorganization
or sale of all or substantially all of the assets of such business.

[Signature Page Follows)



IN WITNESS WHEREOF, the parties have executed this California Student Data Privacy Agreement
as of'the last day noted below.

VENDOR

I .
BY: . /f@%ﬂ ,/k/l)x'\_,Q Date: :)/// O{/{ C?

Y —
=g

Printed Name: (‘-"~/c’ A lx\)m/qTitle/Position: Sl adA — I‘f’z, f\fgo JT 1wl

Irvine Unified School D

Date: A?Y\.\ 7—"1'. 10\6'

n Fogarty

. . Asst Supt Business Services
Title/Position: P

Wsd Boavd  Approved  H28[2019

Note: Electronic signature not permitted.



EXHIBIT “A”
DESCRIPTION OF SERVICES

[INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE THAN
ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT HERE]

ITZ ABOUT TIME provides registration signage and the training of your registration
volunteers, plus a packet pick up set up.

ITz ABOUT TIME provides the most accurate CONVENTIONAL or CHIP ON BIB/ RFID
RESULTS for your event. Use us for your running races, marathons, triathlons, cycling
events, adventure races, obstacle courses, and Nordic ski races. We also like destination
locations and have equipment that travels.

We come with a fully equipped timing station. We use RFID readers and the highest quality
reader mats or technical antennas. We set up a results board station. Our staffs are your
race day computer result and data experts. We work directly with your committee, ensuring
that registration, the race start, and the finish line flow smoothly. We make your event a
success.



EXHIBIT “B”

SCHEDULE OF DATA

Conduct

Conduct or
behavioral
data

Assessment

test scores

Category of Check if used
Data Elements by your
system
[P Addresses
of users, Use l:l
S of cookies etc.
Application
Other
Technology cat
Meta Data application I:I
technology
meta data-
Please specify:
Meta data on
Cont user D
Application . )
- interaction
Use Statistics .
with
application
Standardized

Observation
data

Demographics

Date of Birth

Place of Birth

Gender

Ethnicity or
race

Language
information
(native,
preferred or
primary
language
spoken by
student)

[ ]

Other
demographic
information-

Please specify:

Other
assessment
data-Please

specify:

|

Attendance

Student school
(daily)
attendance
data

Student class
attendance
data

Communications

Online
communications
that are
captured
(emails, blog
entries)

Enroilment

Student school
enrollment

Student grade
level

=L O

Homeroom

<

Guidance
counselor

Specific
curriculum
programs

Year of
graduation

Other
enrollment
mnformation-
Please specify:

mpEjupn

Parent/Guardian
Contact

[nformation

Address

Email

Phone




Parent [D number
number State ID
g?;;rl::lti/an D (created to l:l number D
link parents to Vendor/App
students) assigned [:l
student ID
Parent/ First and/or I:l ’ number
Guardian Name Last Student app D
username
Student Student app
scheduled D passwords |:|
Schedule courses
Teacher Student N First and/or
names tdent ame Last
English Program/appli-
language cation
learner D performance
information (typing
Low income program-student
status D itudent fn types 60 wpm, D
Medical alerts [:I P:r?ormance reading
/health data program-student
Student reads below
disability D grade level)
. information
Special Specialized
[ndicator eliiucation D
services (IEP Academic or
or 504) extracurricular
Living [S)?:)zf::n activities a D
situations I:I Membershi student may
P
(homeless/ belon_g to or
foster care) participate in
Other
indicator D Student
information- gaurc\ilzrvlt responses to I:I
Please specity: Resp(;nses surveys or
questionnaires
Student Address
Contact Email [ Studetntd
Information Phone generate
content; l:l
Student work o
Student Local (School l:l 'v:rltmg,t
Identifiers district) [D pietures cte. |
Other student




work data -

Please specify: Other
transportation D
Student course I:] data -Please
grades specify:
Student course l:l
data Please list D
Student course each
Transcript grades/perfor- additional data
mance scores D element used,
Other Other stored or
transcript data D collected by
-Please your
specify: application
Student bus I:l
assignment
Student pick No Student Data Collected at this time .
T . up and/or drop |:| *Provider shall immediately notify LEA if this
ransportation off location designation is no longer applicable.
Student bus
card ID |:|
number

()




EXHIBIT “C”
DEFINITIONS

AB 1584, Buchanan: The statutory designation for what is now California Education Code § 49073.1,
relating to pupil records.

De-ldentifiable Information (DII): De-Identification refers to the process by which the Vendor
removes or obscures any Personally Identifiable Information (“PII™) from student records in a way that
removes or minimizes the risk of disclosure of the identity of the individual and information about them.

Educational Records: Educational Records are official records, files and data directly related to a
student and maintained by the school or local education agency, including but not limited to, records
encompassing all the material kept in the student’s cumulative folder, such as general identifying data,
records of attendance and of academic work completed, records of achievement, and results of
evaluative tests, health data, disciplinary status, test protocols and individualized education programs.
For purposes of this DPA, Educational Records are referred to as Student Data.

NIST: Draft National Institute of Standards and Technology (“NIST™) Special Publication Digital
Authentication Guideline.

Operator: The term “Operator” means the operator of an Internet Website, online service, online
application, or mobile application with actual knowledge that the site, service, or application is used
primarily for K—12 school purposes and was designed and marketed for K—12 school purposes. For the
purpose of the Service Agreement, the term “Operator” is replaced by the term “Provider.” This term
shall encompass the term “Third Party,” as it is found in applicable state statutes.

Personally Identifiable Information (PII): The terms “Personally Identifiable Information” or “PII”
shall include, but are not limited to, student data, metadata, and user or pupil-generated content obtained
by reason of the use of Provider’s software, website, service, or app, including mobile apps, whether
gathered by Provider or provided by LEA or its users, students, or students’ parents/guardians. PII
includes Indirect Identifiers, which is any information that, either alone or in aggregate, would allow a
reasonable person to be able to identify a student to a reasonable certainty. For purposes of this DPA,
Personally Identifiable Information shall include the categories of information listed in the definition of
Student Data.

Provider: For purposes of the Service Agreement, the term “Provider” means provider of digital
educational software or services, including cloud-based services, for the digital storage, management,
and retrieval of pupil records. Within the DPA the term “Provider™ includes the term “Third Party”™ and
the term “Operator” as used in applicable state statutes.

Pupil Generated Content: The term “pupil-generated content” means materials or content created by a
pupil during and for the purpose of education including, but not limited to, essays, research reports,
portfolios, creative writing, music or other audio files, photographs. videos. and account information that
enables ongoing ownership of pupil content.



Pupil Records: Means both of the following: (1) Any information that directly relates to a pupil that is
maintained by LEA and (2) any information acquired directly from the pupil through the use of
instructional software or applications assigned to the pupil by a teacher or other LEA employee. For the
purposes of this Agreement, Pupil Records shall be the same as Educational Records, Student Personal
[nformation and Covered Information, all of which are deemed Student Data for the purposes ot this
Agreement.

Service Agreement: Refers to the Contract or Purchase Order to which this DPA supplements and
modifies.

School Official: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School
Official is a contractor that: (1) Performs an institutional service or function for which the agency or
institution would otherwise use employees; (2) Is under the direct control of the agency or institution
with respect to the use and maintenance of education records; and (3) Is subject to 34 CFR 99.33(a)
governing the use and re-disclosure of personally identifiable information from student records.

SOPIPA: Once passed, the requirements of SOPIPA were added to Chapter 22.2 (commencing with
Section 22584) to Division 8 of the Business and Professions Code relating to privacy.

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its
users, students, or students’ parents/guardians, that is descriptive of the student including, but not limited
to, information in the student’s educational record or email, first and last name, home address, telephone
number, email address, or other information allowing online contact, discipline records, videos, test
results, special education data, juvenile dependency records, grades, evaluations, criminal records,
medical records, health records, social security numbers, biometric information, disabilities.
socioeconomic information, food purchases, political affiliations, religious information text messages,
documents, student identifies, search activity, photos, voice recordings or geolocation information.
Student Data shall constitute Pupil Records for the purposes of this Agreement. and for the purposes of
California and federal laws and regulations. Student Data as specified in Exhibit “B” is confirmed to be
collected or processed by the Provider pursuant to the Services. Student Data shall not constitute that
information that has been anonymized or de-identified, or anonymous usage data regarding a student’s
use of Provider’s services.

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools,
districts, regional, territories and state agencies, policy makers, trade organizations and marketplace

providers addressing real-world, adaptable, and implementable solutions to growing data privacy
concerns.

Student Personal Information: “Student Personal Information™ means information collected through a
school service that personally identifies an individual student or other information collected and
maintained about an individual student that is linked to information that identifies an individual student.
as identified by Washington Compact Provision 28A.604.010. For purposes of this DPA, Student
Personal Information is referred to as Student Data.



Subscribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider’s General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to as
the “Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, or other service to operate and/or improve its software, and who has access to PIL.

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the
selection of the advertisement is based on student information, student records or student generated
content or inferred over time from the usage of the Provider's website, online service or mobile
application by such student or the retention of such student’s online activities or requests over time.

Third Party: The term “Third Party” means a provider of digital educational software or services,
including cloud-based services, for the digital storage, management, and retrieval of pupil records.
However, for the purpose of this Agreement, the term “Third Party” when used to indicate the provider
of digital educational software or services is replaced by the term “Provider.”



EXHIBIT “D”

DIRECTIVE FOR DISPOSITION OF DATA

Irvine Unified School Dlstrict

directs to

dispose of data obtained by Company pursuant to the terms of the Service Agreement
between LEA and Company. The terms of the Disposition are set forth below:

Extent of Disposition

Disposition shall be:

Nature of Disposition

Disposition shall be by:

Timing of Disposition

Data shall be disposed of by the
following date:

Partial. The categories of data to be disposed of are as
follows:

Complete. Disposition extends to all categories of data.

] | Destruction or deletion of data.

g Transfer of data. The data shall be transterred as set forth
in an attachment to this Directive. Following confirmation from
LEA that data was successfully transferred, Provider shall
destroy or delete all applicable data.

As soon as commercially practicable

D By (Insert Date)

Authorized Representative of LEA

Date

Verification of Disposition of Data

Date

by Authorized Representative of Provider



EXHIBIT “E”

GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms .
Provider offers the same privacy protections found in this DPA between it and Irvine Unified School Distrig
and which is dated to any other LEA (“Subscribing LEA”) who accepts this
General Offer though its signature below. This General Offer shall extend only to privacy protections

and Provider’s signature shall not necessarily bind Provider to other terms, such as price, term, or
schedule of services, or to any other provision not addressed in this DPA. The Provider and the other

LEA may also agree to change the data provided by LEA to the Provider in Exhibit "B" to suit the

unique needs of the LEA. The Provider may withdraw the General Offer in the event of: (1) a
material change in the applicable privacy statues; (2) a material change in the services and products
subject listed in the Originating Service Agreement; or three (3) years after the date of Provider’s
signature to this Form. Provider shall notify CETPA in the event of any withdrawal so that this
information may be transmitted to the Alliance’s users.

VENDOR
y o ,
BY: Cloce_ ‘/L\/«(f Date: 3/ v / 19
Printed Name: ( svvn L. Uidicc Title/Position: Ovwaev = 1 Fo A Lo Cvkk,

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

BY: Date:

Printed Name: Title/Position:

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW

A7y

Name: (v @y L ey ©

Title: I‘T 7 £ by T Tiand — Ot vnsn

Email Address: ( Se e ’ ~nS F trecle & Al Conh

20



EXHIBIT “F” DATA SECURITY REQUIREMENTS

[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE]

00618-00001/4274378 1



Irvine Unified School District
r Risk Management & Insurance

CONTRACTOR’S REQUEST FOR WAIVER/REDUCTION OF
INSURANCE REQUIREMENTS

Contractor requests waiver or reduction of the following insurance requirements for the Agreement,
Contract, or Memorandum of Understanding with the Irvine Unified School District (“District™), for the
reasons stated:

1. General Liability Insurance. Contractor certifies the products and/or services provided under the
current Agreement, Contract, or Memorandum of Understanding would not create a foreseeable liability
exposure for the District due to the following reason(s):

e

2. '3/ Excess Liability Insurance. Contractor certifies the products and/or services provided under the
current Agreement, Contract, or Memorandum of Understanding would not create a foreseeable liability
exposure for the District due to the following reason(s):

3. \/Abuse and Molestation Insurance (if not included in GL/Excess liability insurance). Contractor
certifies they will not have one-on-one contact with students or be left alone on District premises during
normal school hours in the performance of the Agreement, Contract, or Memorandum of Understanding,

4. Automobile Liability Insurance. Contractor certifies it will not be using a motor vehicle in the
performance of the Agreement, Contract, or Memorandum of Understanding. If a vehicle is used,
Contractor certifies it will only be used for personal transportation to and from meetings or service calls on
District sites; that it will not be transporting District students or employees; that it will not be driven off
paved parking areas on sites; and that Contractor maintains the mandatory minimum California liability
coverage on the vehicle.

-\

S. Workers Compensation/Employer’s Liability. Contractor certifies it has no employees.

6. Professional Liability Insurance. Contractor certifies it will not be providing professional
services, including accounting, auditing, architectural, engineering, legal, surveying,
financial, or construction management.

7. Other Insurance. (Explain for waiver or reduction of required level of coverage in detail.)

Whether or not a waiver is granted, Contractor understands and agrees to defend, indemnify, and hold
harmless the lrvine Unified School District, its Board of Trustees, officers, agents, employees, and
volunteers from and against any and all liability, claims, debts, damages, demands, suits, actions, or causes
of action of whatsoever kind or nature arising out of or in any manner connected with the performance by

Contractor of any of the services hereunder. (\ﬁ W
Signature of District Administrator (Requestor): \MN\ = \;%/ Date: 1’\ \ M‘

Print Name of District Administrator (Requestm) \m il h}f e D\wm -

Signature of Contractor: (1. e A (/\)WQ Date: 2}&%[ 19

Print Name of Contractor: Covon L. \dee

Type/Location of Service: J%/{ Aa S D7 7 7; } (OVV\A'JG\/\ \\Q:) G W\Qi‘/\ - :Y\\ v

Date(s) of Service: = /021] £] I O Werl 22 2415 7 ihh

i \F T i

Rev. 09/18

-



Irvine Unified School District

CONTRACTOR’S REQUEST FOR
WAIVER/REDUCTION OF INSURANCE REQUIREMENTS

Contractor’s Name: Caren Ware
Type of Service: Portola Springs Elementary School — Jog-a-Thon Chip Timing

FOR DISTRICT USE ONLY

Waiver requested is:

1. General Liability Ap}<oved %ied

2. Excess Liability £ App_roved A ~ hied
D

3. Abuse and Molestation //mﬁ;s\' nied
S
4. Automobile Liability Ag}éoved D}ﬁied
5. Workers’ Compensation ‘/A/x;;rf)ved“ \) D%ed
1
6. Professional Liability Approved D/><ied
7. Other: Appfoved D&ﬁed

District Representative Name (Print): Stephen B. Bayne, Ed.D. Director, Risk Management
District Representative Signature: W Date: L/ /3/ ‘{}
/'/ i / / /

Comments:

Whether or not a waiver is granted, the Contractor understands that any insurance requirements that
may be waived by the Irvine Unified School District (District} does not limit the individual or
company’s responsibility and/or insurance provider’s responsibility (if applicable in the insurance
policy to extend coverage) to defend, indemnify, and hold harmiess the District, its Board of Trustees,
officers, agents, employees, and volunteers from and against any and all liability, claims, debts,
damages, demands, suits, actions, or causes of action of whatsoever kind or nature arising out of or in
any manner connected with the performance by Contractor of any of the services hereunder.

Revised: February 2019
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MMIDDAYYY) |
(2/26/2019

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE GCOVERAGE AFFORDED BY THE POLICIES

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATICN ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS '

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

" IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(les) must be endorsed. !f SUBROGATION [S WAIVED, subject to
the terms and condiltions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the

certificate hoider in lieu of such endorsement(s).

PRODUCER ﬁ?llvl“lE'ACT a
i Barrios Insurance Agercy PHONE 4 (908) B20-7373 X oy (909 820-4238 |
P.O. Box 845 Eb"{ﬁléss: B [ - - I
Rialto, CA 62377 INSURER(S) AFFORDING COVERAGE NaicE
L . isurgra: Scoltsdale Insurance Company -, 41297
INSURED nsurer g - United States Liability Insurance Company 25895 l
Caren Ware \NSURERC‘.‘ N o L T
DBA: Caren Were Events / Itz Aoout Tims NSURERD: T
3334 PCH#195 U T oo
Corona Del Mar, CA. 92625 INSURER F : ) o o
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TC CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICAT=ED. NOTWITHSTANDING ANY REQUIREMENT TERM OR CONDITICN CF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN iS SUBJECT TO ALL THE TERMS
EXCLUS;ONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOVWN MAY HAVE BEEN REDUCED BY PAID CLAIMS

INSR ABDLSUBR| FOLICY EFF | POLICY EXP
LTR TYPE OF INSURANCE NSD! M'D} POLICY NUMHER (|u_w%rwwv) | MMIDDYYYY) LIMITS
> | COMMERCIAL GENERAL LIABILITY ' . . =ACH OCCURIENCE s 3.000,00C
A ’ CAMAGE TORENTS T A -
;,,A_]“ CLARVIS-MADE BJ occLR ﬁ_{mg_ﬁ_l&a Seourence} $ 100-090
. VIED EXF {Any ane persen} $ 5.000 »
AL 7 X 1 CPs2032338 {11/06:2018 11/06/2019 " pErsonaL & ADY ARy | 5 3.000.500
| GENL AGGREGATE LIMIT AP2LES PER: l ‘ ' | cenEva. AGGREGATE | s 5,0CC,000 5
X soLey ] RO 15G N ! prooucTs - coMpioPAGe | g 3,5C0,000 |
OTHER: : ) S
CCMBINED SINGLE LA
{ AUTOVIOBILELIABILITY | (4 scudent) | 3
ANY ALTO BOD:LY INJURY {er pereor; . §
i L_ ArGa-LE  BODILY INIURY (Paraciceny 5 |
. NON-OWNET PROPER Y DAMAGE s
HIRED AJTCS ! AUTCS }_{Pgr sccident) - .
: ' l i3
LIMBRELLA LIAB _ OCCUR | SACKHCUCURRENCE 1§
EXCESSLIAB CLAMS-MALCE AGSREGATE 1
| DED | RETENTONS
'"WORKERS GOMPENSATION aER [
AND EMPLOYERS' LABILITY viN STATJIE ER L -
ANYPROPRIETORFARTNEREXECUTIVE |7} E... EACH ACCIDENT $
OF “ICER/MEMBER EXCLUDED? i jN7A - = —
‘(Mandatory in NH] — E... DISEASE - EA EMALCYZE| §
1 [ yas, deacribe under - .
| SESCRIPTION OF OPERATICNS below E£.i. DISEASE - POLICY LIMIT | §
;
Professional Liability
B "X SP1569564 11/06/2018 11/06/2019 | Each Qccurrence $1.00C.000
: Generaj Aggregate $2,000 0QC
DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 104, Additional Remarks Sct may be If more 8pace s required)
RE: Aprii 14, 2019 - Rabblt Run
Irvine Urified Schoal District is named as Additiona! Insured as per the attached endersement.

CANCELLATION

CERTIFICATE HOLDER
f

frvine Unffied School District
550 Barranca Parkway
Irvine, CA, 92618

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

Wi

AUTHOREZED REPRESENTATHV)

Lot
[

ACORD 25 {2014/01)

L)
The ACORD name and !ago are registerj marks of ACORD

D CORPORATION. All rights reserved.




FOLICY NUMBER: €282932333

COMMERCIAL GENERAL LIABILITY
©GE20100413

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

ADDITIONAL INSURED <« OWNERS, LESSEES OR
CONTRACTORS - SCHEDULED PERSON OR
ORGANIZATION

This andorsemant modifies. insurance pravided under the following:

COMMERGI AL GENERAL LIABIL. TY COVERAGE PART

L

550 Barranca Parkway
Irvine, CA. 92518

SCHEDULE
Nathé Of Additionsl Insured Persan{y) -
Or Organkzatian(s) Locatlon(s) Of Covared Qperativhs
Irvine Unified Schoal District californiz

Informatios retjusired to complete this Schedule, If not shown akove, wili be shown i tha Dec Jarations.

A

CG 20 100413

Sectiot | « Wha (8 An Insured |s amended jo In
clude as an addltional Insured tne person(s) o7 or-
ganlzation(e) shown In the Scheddie, but orily with
respactio llabiity for "hodlly injury”. "property dam-
age* or ‘personal and advertising njury” caused, in
whoie ot in part, by

1. Youragis or omissions; or

2. The acts of amissions of those acting o yaur
bebalf;

i the parformance of your ongaing cperations for

the addilional insured(s) at the location(s} desig-

nated above,

Fowever

1, Tha imsurance affordec to such addhonal In-
surec only appiles to the extent permitied by
law: and

2. 1t coverage providad to tre addtional st ed
la requ:ired by & contract or agresment, the Ir-
surance afforded to such additional insured
will net be broader than that which you are re-
gulted by the contract or agreemuet to provida
for such additional insured,

Copyright, Instiranice Services Office, inc., 2012

WRITVAT) SO TINTT

B, With respect to tha irsurance afforded to these

additlonal nsureds, the follawing additional exciu-

sions apply:

This Insuranze does not apply to "hodly injury® or

"wroperty damage” cecurring ater:

1. Al work, Including materisls, parts or squin-
ment furnished in cannection with such work,
on the project (otner than serdce, manie-
narca ot renairs) to be performed by or on
behatt of the addltional insured(s) at the joca-
tlen of the covered operatlons has been com-
pletad; or

2. Thal portion of Yyour work® out of which the
injury or damage arises hzas been pu; to its
Intendad use by any persoy or otgenlzaticn
other then anather coitractor or subcontractot
engaged n performing operatlons for a prinek
nal as & ourt of the same profect.

Page 1 of2
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C. With respect to the Insurance afforded to these
additional Irsureds, the following is adced ‘0 See-
tlon (I « Limits Of Insurance:
if caverage provided to the additional insured ia re-
quired by a contract or agreemens, the most we
will pay on behalf of the additionai insured is the
amount of nsurance:

1. Required by the contract or agreerrent; or

2. Available under the agpplicable Limits of Irsur-
ance shown in the Declarations;

whichever ia less.

This endorsement shall not Increase the agplicaple
Limits of Insurance shown n the Declaraticns.

Page 2 of 2 Copyright, Insurance Services Offica, Inc., 2012 CG 20100413



