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This Student Data Privacy Agreement ("DPA") is entered into on the date of full execution (the "Effective Date") 
and is entered into by and between:

Ventura County Office of Education , located at 5189 Verdugo Way Camarillo CA 93012
(the "Local Education Agency" or "LEA") and
Instructional Access, Inc, - located at 231 Alessandro Blvd SteASOS Riverside

(the "Provider").
WHEREAS, the Provider is providing educational or digital services to LEA,
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information
and other regulated data exchanged between them as required by applicable laws and regulations, such as the
Family Educational Rights and Privacy Art ("FERPA") at 20 Li.S.C. § 1232g {34 CFR Part: 99),
the Children's Online Privacy Protection Act ("COPPA") at 15 U.S.C. § 6S01-6506 (16 CFR Part 312), applicable
state privacy laws and regulation;,
and
WHEREAS, the Provider and LEA desire to enter into this OPA lor the purpose of establishing their respective 
obligations and duties in order to comply with applicable laws and regulations,
NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows;

1. A description of the Services to be provided, the categories of Student: Data that may be provided by LEA 
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions. Check if Required
>2 If checked, the Supplemental State Terms and attached hereto as Exhibit "G” are hereby 

incorporated by reference into this DPA m their entirety.

I I if Checked, the Provider, has signed Exhibit "£" to the Standard Clauses, otherwise known as 
^—’ General Offer of Privacy Terms

3. In the event of a conflict between the SDPC Standard Clauses, the State* or Special Provision*, will control. 
In the event there is conflict between the terms of the OPA and any other writing, including, but not 
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA 
shall control.

4. This DPA shall stay in effect for three years, Exhibit E will expire 3 years, from the date the original DPA 
was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit "A" (the 
"Services").

6. Notices. All notices or other communication required or permitted to be given hereunder may be given 
via e-mail transmission, or first-class mail, sent to the designated representatives below.



The designated representative- for the LEA for this DPA is:
. . j^.r fztecu\>vfi Director, Internal Businessusa Ciine

Name:_____ ______ . . _______ Title: ________ _______________ _

Address:

Phone:

5189 Verdugo Way

805-38:5-1942
Email:

ldine@vcoe.org

The designated representative for the Provider for this DPA is: 

Steve Martin
Name: Title:

Co-President

Address:

Phone:

231 Alessandro Blvd SteA305 Riverside CA 92508

951-341-8982
Email:

stevem@instructionalaccess.com

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA- Ventura County Office of Education

By: _________ Date:

Printed Name:
Lisa Cline

DATE

Title/Position:
Exec Director IBS

PROVIDER: Instructional Access. Inc. 

By: _« __;_____  ____ - T.- Date- 4/29/2021

Printed Name:
Steve Martin

Title/Position:
Co-President

mailto:ldine@vcoe.org
mailto:stevem@instructionalaccess.com


STANDARD CLAUSES
Version 3,0

ARTICLE »: PURPOSE AND SCOPE

1. Purpose of PPA The purpose of this DPA is to describe the duties and responsibilities to protect Student 
Data including compliance? with all applicable federal, state, and local privacy laws, rules, and regulations,
all as may be amended from time to time. In performing these services, the Provider shall be considered
a School Official with a legitimate educational interest, and performing services otherwise provided by 
the LEA. Provider shall be under the direct control and supervision of the LEA, with respect to its use of 
Student Data

2. Student Data to Be Provided. In order to perform the Services described above, LEA shall provide 
Student Data as identified in the Schedule of Data, attached hereto as Exhibit "8".

3. DPA Definitions. The definition of terms used in this DPA is found in Exhibit "C". In the event of a conflict, 
definitions used in this DPA shall prevail over terms used in any other writing, including, but not limited
to the Service Agreement, Terms of Service, Privacy Policies etc,

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

t. Student Data Property of LEA, Alt Student Data transmitted to the Provider pursuant to the Service 
Agreement is and will continue to be the property of and under the control of the LEA, The Provider 
further acknowledges and agrees that ail copies of such Student Data transmitted to the Provider, 
including any modifications or additions or any portion thereof from any source, are subject to the 
provisions of this DPA in the same manner as the original Student Data. The Parties agree that as between 
them, all rights, including al! intellectual property rights in and to Student Data contemplated per the 
Service Agreement, shall remain the exclusive property of the LEA, For the purposes of FERPA, the 
Provider shall be considered a School Official, under the control and direction of the LEA as if: pertains to 
the use of Student Data, notwithstanding the above

2- Parent Access. To the extent required by law the LEA shall establish reasonable procedures by which a 
parent, legal guardian, or eligible student may review Education Records and/or Student Data correct 
erroneous information, and procedures for the transfer of student-generated content to a personal 
account, consistent with the functionality of services. Provider shall respond in a reasonably timely 
manner (and no later than forty five (45} days from the date of the request or pursuant to the time frame 
required under state law for an LEA to respond to a parent or student, whichever is sooner) to the LEA's 
request for Student Data in a student's records held by the Provider to view or correct as necessary. In 
the event that a parent of a student or other individual contacts the Provider to review any of the Student 
Data accessed pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who 
will follow the necessary and proper procedures regarding the requested information.

3. Separate Account. If Student-Generated Content is stored or maintained by the Provider, Provider shall, 
at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student- 
Generated Content to a separate account created by the student.



4, Law Enforcement Requests, Should law enforcement or other government entities {"Requesting 
Partyltes)"} contact Provider with a request for Student Data held by the Provider pursuant to the Services, 
the Provider shall notify the LEA in advance of a compelled disclosure to the Requesting Party, unless 
lawfully directed by the Requesting Party not to inform the LEA of the request.

5. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing functions 
for the Provider in order for the Provider to provide the Services pursuant to the Service Agreement,
whereby the Subprocessors agree to protect Student Data in a manner no less stringent than the terms 
of this DPA.

ARTICLE III: DUTIES OF LEA

1. Provide Data in Compliance with Applicable laws. LEA shall provide Student Data for the purposes of 
obtaining the Services in compliance with all applicable federal, state, and local privacy laws, rules, and 
regulations, all as may be amended from time to time.

2. Annual Notification of Rights. If the LEA has a policy of disclosing Education Rrecords and/or Student 
Data under FERPA {34 CFR § 99.31{a)|l)), LEA shall include a specification of criteria for determining who 
constitutes a school official and what: constitutes a legitimate educational interest in its annual
notification of rights,

3. Reasonable Precautions LEA shall take reasonable precautions to secure usernames, passwords, and
any other means of gaining access to the services and hosted Student Data.

4. Unauthorized Access Notification. LEA shall notify Provider promplfy of any known unauthorized access, 
LEA will assist Provider in any efforts by Provider to investigate and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable federal, state, and local laws, rules, and
regulations pertaining to Student Data privacy and security, all as may be amended from time to time.

2. Authorized Use. The Student Data shared pursuant to the Service Agreement, including persistent unique
identifiers, shall be used for no purpose other than the Services outlined in Exhibit A or stated in the 
Service Agreement and/or otherwise authorized under the statutes referred to herein this DPA,

3. Provider Employee Obligation. Provider shall require all of Provider's employees and agents who have 
access to Student Data to comply with all applicable provisions of this DPA with respect to the Student 
Data shared under the Service Agreement. Provider agrees to require and maintain an appropriate 
confidentiality agreement from each employee or agent with access to Student Data pursuant to the 
Service Agreement. 4

4- No Disclosure. Provider acknowledges and agrees that it shall not make any re-disdosure of any Student 
Data -or any portion thereof, including without limitation, user content or other non-public information 
and/or personally identifiable information contained in the Student Data other than as directed or



permitted by the LEA or this ORA. This prohibition against disclosure shall not apply to aggregate 
summaries of De-ldentified informatfon, Student Data disclosed pursuant to a lawfully issued subpoena 
or other legal process, or to subprocessors performing services on behalf of the Provider pursuant to this 
DPA, Provider will not Sell Student Data to any third party.
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6. Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide a mechanism 
for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the 
date of said request and according to a schedule and procedure as the Parties may reasonably agree. 
Upon termination of this DPA, if no written request from the LEA is received. Provider shall dispose of all 
Student Data after providing the LEA with reasonable prior notice. The duty to dispose of Student Data 
shall not extend to Student Data that had been De-ldentified or placed in a separate student account 
pursuant to section II 3. The LEA may employ a "Directive for Disposition of Data" form, a copy of which 
is attached hereto as Exhibit "D" If the LEA and Provider employ Exhibit "Q," no further written request 
or notice is required on the part of either party prior to the disposition of Student Data described in Exhibit 
"D.

7. Advertising Limitations. Provider is prohibited from using, disclosing, or selling Student Data to (a) inform, 
influence, or enable Targeted Advertising; or (b) develop a profile of a student, family member/guardian 
or group, for any purpose other than providing the Service to LEA. This section does not prohibit Provider 
from using Student Data (i) for acfaptive learning or customized student learning (Including generating 
personalized learning recommendations]; or {iij to make product recommendations to teachers or LEA 
employees; or (in) to notify account holders about new education product updates, features, or services 
or from otherwise using Student Data as permitted in this DPA and its accompanying exhibits

ARTICLE V: DATA PROVISIONS

1- Data Storage Where required by applicable law, Student Data shall be stored within the United States. 
Upon request of the LEA, Provider will provide a list of the locations where Student: Data is. stored. 2

2- Audits. No more than once a year, or following unauthorized access, upon receipt of a written request 
from the LEA with at least ten (10) business days' notice and upon the execution of an appropriate 
confidentiality agreement, the Provider will allow the LEA to audit the security and privacy measures that 
are in place to ensure protection of Student Data or any portion thereof as it pertains to the delivery of 
services to the LEA . The Provider will cooperate reasonably with the LEA and any local, state, or federal



agency with oversight authority or jurisdiction >n connection with any audit or investigation of the- Provider 
and/or delivery of Services to students and/or LEA, and shall provide reasonable access to the Provider's 
facilities, staff, agents and LEA's Student Data and all records pertaining to the Provider, If A and delivery 
of Services to the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DPA.

3- Data Security. The Provider agrees to utilize administrative, physical, and technical safeguards designed 
to protect Student Data from unauthorized access, disclosure, acquisition, destruction, use, or 
modification. The Provider shall adhere to arty applicable law relating to data security. The provider shall 
implement an adequate Cybersecurity Frame-work based on one of the nationally recognized standards 
set forth set forth in Exhibit "F", Exclusions, variations, or crxemptions to the identified Cybersecurity 
Framework must be detailed in an attachment to Exhibit "H“. Additionally, Provider may choose to 
further detail its security programs and measures that augment or are in addition to the Cybersecurity 
Framework in Exhibit Provider shall provide, in the Standard Schedule to the DPA, contact 
information of an employee who LEA may contact if there are any data security concerns or questions,

4. Data Breach. In the event of an unauthorized release, disclosure or acquisition of Student Data that 
compromises the security, confidentiality or integrity of the Student Data maintained by the Provider the
Provider shall provide notification to LEA within seventy-two (72) hours of confirmation of the incident,
unless notification within this time limit would disrupt investigation of the incident by law enforcement.
in such an event, notification shall be made within a reasonable time after the incident. Provider shall 
follow the following process:

(1) The security breach notification described above shall include, at a minimum, the following 
information to the extent known by the Provider and as it becomes available:

i. The name and contact information of the reporting LEA subject to this section.
ii. A list of the types of personal information that were or are reasonably believed to have 

been the subject of a breach.
iii. If the information is possible to determine at the time the notice is provided, then either 

(2) the date of the breach, (2) the estimated date of the breach, or (3) the date range 
within which the breach occurred. The? notification shall also include the date of the 
notice.

tv. Whether the notification was delayed as a result of a law enforcement investigation, if 
that information is possible to determine at the time the notice is provided; and 

v. A general description of the breach incident, if that information is possible to determine 
at the time the notice is provided.

(2) Provider agrees to adhere to all federal and state requirements with respect to a data breach 
related to the Student Data, including, when appropriate or required, the required responsibilities 
and procedures for notification and mitigation of any such data breach.

(3! Provider further acknowledges and agrees to have a written incident response plan that reflects 
best practices and is consistent with industry standards and federal and state law for responding 
to a data breach, breach of security, privacy incident or unauthorized acquisition or use of Student 
Data or any portion thereof, including personally identifiable information and agrees to provide 
LEA, upon request, with a summary of said written incident response plan.



(4) LEA shall provide notice and facts surrounding the breach to the affected students, parents or 
guardians.

(5) In the event of a breach originating from LEA's use of the Service, Provider shall cooperate with 
LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of "General Offer of Ptivacy Terms" (General Offer, attached hereto'
as Exhibit "E"). be bound by the terms of Exhibit “E" to any other LEA who signs the acceptance on said Exhibit, 
The form is limited by the terms and conditions described therein.

ARTICLE VII: MISCELLANEOUS

1. Termination, In the event that either Party seeks to terminate this DPA, they may do so by mutual written
consent so long as the Service Agreement has lapsed or has been terminated. Either party may terminate 
this DPA and any service agreement or contract if the other party breaches any terms at this DPA.

2. Effect of Termination Survival. If the Service Agreement is terminated, the Provider shall destroy all of 
LEA's Student Data pursuant to Article IV, section 6.

3. Priority of Agreements This DPA shall govern the treatment of Student Data in order to comply with the 
privacy protections, including those found in FERPA and ali applicable privacy statutes identified tn this 
DPA. In the event there is conflict between the terms of the DPA and the Service Agreement, Terms of 
Service, Privacy Policies, or with any other hid/RFP, license agreement, or writing, the terms of this DPA 
shall apply and take precedence, in the event of a conflict between Exhibit H, the SO PC Standard Clauses, 
and/or the Supplemental State Terms, Exhibit H will control, followed by the Supplemental State Terms. 
Except as described in this paragraph herein, ail other provisions of the Service Agreement shall remain 
in effect. 4

4. Entire Agreement This DPA and the Service Agreement constitute the entire agreement of the Parties 
relating to the subject matter hereof and supersedes ail prior communications, representations, or 
agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the 
observance of any provision of this DPA may be waived (either generally or in any particular instance and 
either retroactively or prospectively) only with the signed written consent of both Parties. Neither failure 
nor delay on the part of any Party in exercising any right, power, or privilege hereunder shall operate as a 
waiver of such right, nor shall any single or partial exercise of any such right, power, or privilege preclude 
any further exercise thereof or the exercise of any other right, power, or privilege.
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6. Governing Law; Venue and Jurisdiction THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN 
ACCORDANCE WITH THE LAWS Of THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW 
PRINCIPLES, EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE 
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF Oft 
RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY

7. Successors Bound: This DPA is and shall be binding upon the respective successors in interest to Provider 
in the event of a merger, acquisition, consolidation or other business reorganization or sale of all or 
substantially all of the assets of such business In the event that the Provider sells, merges, or otherwise 
disposes of its business to a successor during the term of this DPA, the Provider shall provide written 
notice to the LEA no later than sixty {60S days after the dosing date of sale, merger, or disposal, Such 
notice shall include a written, signed assurance that the successor will assume the obligations of the DPA 
and any obligations with respect to Student Data within the Service Agreement. The LEA has the authority 
to terminate the DPA if it disapproves of the successor to whom the Provider is selling, merging, or 
otherwise disposing of its business,

8. Authority. Each party represents that it is authorized to bind to the terms of this DPA, including 
confidentiality and destruction of Student Data and any portion thereof contained therein, all related or 
associated institutions, individuals, employees or contractors who may have access to the Student Data 
and/or any portion thereof. 9

9. Waiver, No delay or omission by either party to exercise any right hereunder shall be construed as a 
waiver of any such right and both parties reserve the right to exercise any such right from time to time, 
as often as may be deemed expedient.



EXHIBIT "A"
DESCRIPTION OF SERVICES

PROGRAM OVERVIEW:
Digital Pathways - Laptop, Printer, and Online Independent Living Skills program is a 

comprehensive online learning opportunity for students in the Independent Living 
Program. Popular name brand laptop computers, printers, Microsoft Office software, 
combined with thematic online IIP skills lessons, align with the training framework 

escribed by the John H, Chafee Act; “...activities and programs include, but are not 
limited to, help with education, employment, financial management, housing, emotional 

support and assured connections to caring adults for older youth in foster care," The 
online IIP Skills program also supports the Ansei-Gasey assessment tool, and the 

National Youth in Transition Database tool.

IIP YOUTH EXPERIENCE:
laptop Computer/Printer - participating students each receive;

Hands-On (synchronous) One-Day or the Virtual "Touch-Free" (asynchronous) 
Computer Camp - New Name Brand Laptop (i.e., Dell©, HP®, Acer®, IBM Lenovo®)

Color Ink-Jet printer
MICROSOFT OFFICE 365-A3® SOFTWARE (Word®, Excel®, PowerPoint®, 

Outlook®, OneNote®, Publisher®, Access®)
The Digital Pathways - Online Independent Living Skills lessons are interactive and 

nclude voice over technology. Each lesson is easy to use with content relevant to young
idults advancing toward independence. ‘Engaging’', “interactive’’, “self-paced", and “easy 

to use" are some of the comment's students noted when questioned about their 
experience with the Independent Living Skills Online courses.

The online learning format aligns with 21st Century Learning principles and the Smarter 
Balanced Assessment online testing format,

Digital Pathways - Online Independent Living Skills STUDENT LEARNING consists of:
* One-year online subscriptions for each participant

• A customized catalog of up to FORTY online Independent Living Skills lessons
organized in FIVE thematic catalogs:

• Relationships
• Life Skills

* Career and School
* Health and Leisure 

Financial Management
* Each student’s online learning portfolio will include 40 lessons representing the

FIVE thematic catalogs.
* Each lesson includes a cumulative assessment to measure participants’ 

comprehension of the lesson content. Certificates are awarded to students who earn a
70% or greater assessment score



EXHIBIT "B"
SCHEDULE Of- DATA

Category of Data Elements
Check if Used 

by Your System ;

j Application Technology IP Addis i.ses .'it iisf-'s, i isr* ot ruokies, ere. [✓
; Me-t.i Data Other appiif-.Hioti H-chnology met a ilaia-Pii-tiMa •..j..-cily:

—

i
j

Application Use Statistics Meta data on user interaction with application i

Assessment
I Standardized test scores i

Oh’-^tv.itmn darn

Other rissc'isumnj Pu ePIc- .e ijt, » ify. i

Attendance Student sr houl (daily' aiicintaur"

Student lias-, attendance data j
Communications Online mrnnHtnir.itinn:, < aiiiuiee’ (email' hlog entries/ I
Conduct f.onduct O’ hetHtfluf ill data j

Demographics Date or Birth

Place of Birth

Gender

Ethnicity or race

Language information (native, or pnmaty language spoken by 
student) □ l

Other demographic information-Plea-.e spei ity
f

Enrollment Student school enrollment
—

Student grade level

Homeroom

Guidance counselor

Specific curriculum urograms

Year oi graduation

Othei enrollment mfrjrmation-Please specify;

Parent/Guardian Contact 
Information

Address ✓

Email ✓

Mione j



Categoiy D'ii',-: Efemwtis.
Chet

byYo
;kifUmd 
ur Sptent ■

. i’arent/Guardian ID Parent ID number (created to link parents to students)

i Parent/Guardian Name first and/or Last ✓

Schedule 'ihiJntl scheduled *

|
--fodi mci nr5mt!L

J Special Indicator Inplr.li language learner inlumi. ii"it
j
1 1 nw im omi-

Medical aleits/health date
"

suiiicnt •li-.abdily inlutm «»'(.

Specialized education aervues (l£P or 504)

1 ivmg 'lUirtiion:. (S'lcmHess/fostm ’are)

; Othor indit'd or infurmation-f'leasr specify:

Student Contact Address ✓
Information

Email ! ✓

Phone ✓

Student Identifiers Local (School district) ID numbi i

State ID number .

Provider/App assigned student ID number ............_J

Student ,ipp username

Student app passwords

Student Name First and/or Last [✓

Student In App 
Performance

Program/application performance (typing program-student 
types 60 wpm, reading program-student reads below grade 
level)

□ i

__i
Student Program
Membership

Academic or extracurricular activities a student may belong to 
or participate in □ 1

i

_____
Student Survey
Responses

Student responses to surveys or questionnaires
□

Student work Student geneialed content, writing, pit l ues, Hr ....... ... J
Other student work data Pleasr specify

' i1
Transcript Student course grades j

Student course data

Student course grades/ performance scores I ;



None No Student Data collected at this time. Provider will □immediately notify LEA if this designation is no longer
| applicable.



EXHIBIT "C"

DEFINITIONS

De-Wentified Data and De-Identification: Records and information are considered to be de-identified when all 
personally identifiable information has been removed or obscured, such that the remaining information does not 
reasonably identify a specific individual, including, but not limited to, any information that, alone or in
combination is linkable to a specific student and provided that the educational agency, or other party, has made 
a reasonable determination that a student's, identity is not personally identifiable, taking into account reasonable 
available information.

Educational Records LduraUt) i<il Ret “iih >&?< eiiT,, rilu,, iforenieni' and uiht-v rtiumrijR, tinp< by mlateii tc a 
student and mniritained by the .< Isoui or loc.d .muh . */ ot by puison acting tor stiih .thou! ui lor.il
education agency, nv iurlrng but uuf ImuteU to, rotords em omprissinr all fim rnarerMi k<-pt in rhe stiide/it's 
cumulalive folder, su* h as gHiuMl id.-tifitym ■, ‘i.rrero'dr ut aTir-ndunr c and ui .n adp.-nu, work ■ amplntf->i, 
records or achievement, and iviult. m rwaliuUvt- lest', in iSih data, disciplinary status, teri prntnrols anri 
individualized education programs.

Metadata: means informal inn rnai pmuidp; nmnnini? und cntu-i to rntmi dma being collerted. mrloding. Ini) not 
limited to: dale rind time teojnfs and purpose *>i crt-jM.is, Metudute that have been nnpped of all direct and 
indirect identifiers are nol Cfinsiderod npisooulW njenriliablo Inmnnution

Operator: means the operator ot an internet website, online service, online application, or mobile application with 
actual knowledge that the site, service, or application is used for K.-12 school purposes. Any entity that operates 
an internet website, online service, online application, or mobile application that has entered into a signed, written 
agreement with an LEA to provide a service to that LEA shall be considered an “operator" for the purposes of this 
section.

Originating LEA: An LEA who originally executes the DPA in its entirety with the Provider.

Provider: For purposes of the DPA, the term “Provider" means provider of digital educational software or services, 
including cloud-based services, for the digital storage, management, and retrieval of Student Data. Within the DPA
the term "Provider" includes the term "Third Party" and the term "Operator" as used in applicable state statutes.

Student Generated Content: The term "student-generated content" means materials or content created by a 
student in the services including, but not limited to, essays, research reports, portfolios, creative writing, music or 
other audio files, photographs, videos, and account information that enables ongoing ownership of student 
content.

School Official: For the purposes of this DPA and pursuant to 34 CFR 5 99.31(b), a School Official is a contractor 
that: (1) Performs an institutional service or function for which the agency or institution would otherwise use 
employees; (2) Is under the direct control of the agency or institution with respect to the use and maintenance of 
Student Data including Education Records; and (3) Is subject to 34 CFR § 99.33(a) governing the use and re- 
disclosure of personally identifiable information from Education Records.

Service Agreement. Refers to the Contract, Purchase Order or Terms of Service or Terms of Use.

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its users.
students, or students' parents/guardians, that is descriptive of the student including, but not limited to, 1

1 IWO.vA!



information in the student's educational record or email, first and last name, birthdate, home or other physical 
address, telephone number, email address, or other Information allowing physical or online contact, discipline 
records, videos, test results, special education data, juvenile dependency records, grades, evaluations, criminal 
records, medical records, health records, social security numbers, biometric information, disabilities, 
socioeconomic information, individual purchasing behavior or preferences, food purchases, political affiliations, 
religious information, text messages, documents, student identifiers, search activity, photos, voice recordings, 
geolocation information, parents' names, or any other information or identification number that would provide 
information about a specific student. Student Data includes Meta Data. Student Data further includes “personally 
identifiable information (Ml),," as defined in 34 C.F.R, § 99.3 and as defined under any applicable state law. Student 
Data shall constitute Education Records for the purposes of this DPA, and for the purposes of federal, state, and 
local laws and regulations. Student Data as specified in Exhibit "S" is confirmed to be collected or processed by 
the Provider pursuant to the Services Student Data shall not constitute that information that has been 
anonymized or deddentifled, or anonymous usage data regarding a student's use of Provider's services.

Subprocessor: For the purposes of this DPA, the term "Subprocessor" (sometimes referred to as the 
"Subcontractor") means a party other than LEA or Provider, who Provider uses for data collection, analytics, 
storage, or other service to operate and/or improve its service, and who has access to Student Data,

Subscribing LEA: An LEA that was not party to the original Service Agreement and who accepts the Provider's 
General Offer of Privacy Terms.

Targeted Advertising: means presenting an advertisement to a student where the selection of the advertisement 
is based on Student Data or inferred overtime from the usage of the operator's Internet web site, online service 
or mobile application by such student or the retention of such student's online activities or requests over time for 
the purpose of targeting subsequent advertisements, “Targeted advertising’' does not include any advertising to 
a student on an Internet web site based on the content of the web page or in response to a student's response or 
request for information or feedback

Third Party: The term "Third Party" means a provider of digital educational software or services, including cloud- 
based services, for the digital storage, management, and retrieval of Education Records and/or Student Data, as 
that term is used in some state statutes. However, for the purpose of this DPA, the term "Third Party" when used
to indicate the provider of digital educational software or services is replaced by the term "Provider."
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EXHIBIT "D"
DIRECTIVE FOR DISPOSITION OF DATA

Ventura County Office of Education Provider to dispose of data obtained by Provider 
pursuant to the terms of the Service Agreement between LEA and Provider. The terms of the Disposition are 
set forth below:
1. Extent of Disposition
JH Disposition is partial. The categories of data to be disposed of are set forth below or are found in 

an attachment to this Directive:
I——j [Insert categories of data here]
LJ Disposition is Complete. Disposition extends to all categories of data

2. Nature of Disposition
Disposition shall be by destruction or deletion of data.
Disposition shall be by a transfer of data. The data shall be transferred to the following site as

follows:
(Insert or attach special instructions]

3. Schedule of Disposition 
Data shapie-disposed of by the following date:

^| As soon as commercially practicable 

By

4, Sienature

Authorized Representative of LEA Date

S. Verification of Disposition of Data

Authorized Representative of Company Date
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EXHIBIT "E"
GENERAL OFFER OF PRIVACY TERMS

1, Offer of Terms
Provider offers the same privacy protections found m this DPA between it and

Ventura County Office of Education
("Onginatirip I FA*’! wh/' h is rl.ifpn Apn1 i.’ .’"V| ti i any nlhei ltA( Stitt'»t ibiio I F.A' j whu jtLtpis this 
General Offf'r of Pri'M, y T^ofi ("Gcmril niter'; ifuiai-ih iij stpn.niiii hoiiiy-' It.is Gjn>‘ruS Olf:i ‘.hal* 
extend only ro priva'y Mitff-t p.isis iitd ' m.'ii.imii0 <,l,uli imt n.-*. .'.anH, imal PimuiI'-i iu> otiip,
terms, such r piiu, i*sini. O' srhcdule ul ■-i.m hi U' any Hlmi pmaaci! noi audi •'“-.sc d in thr UPA fht- 
Provider and ihe Schs-uibiiif, t LA m.-y <iho ji ten m Lhalier. Urn uin pi.^i.lcrl ny ‘iiily.f ril'iht' LEA tn the i'isividc r 
to suit thr unique need, <-,j ih*. ci tiM.iihii-y i CA fhe hovidpi i<i,iy vvithdraw rn. Gr lima! Offer in tlm of
{1} a matemi dianfrt m hit aopliLdbls pi ivorc .tniun (1| .■ '1^1,11 iai th-mpe tu rlK- servuns ,mrJ piodurli. 
listed in the originating Seivice AgicHneqir i,i -uiioe ft) yLur. tttu the dav uf HiuvSuer'1 • igimture tu this 
Form. Subscribing LEAs should .end Sh‘ * irned Exhibit "E" to Pfn.nfir-r ui die followinp '-m iil uidrrs,

stevem@instructionalaccess.com
PROVIDER: Instructional Anf:ofjS. Inc ....

BY: -"■*r______ . ' -________
4/29/2021

Date: ______________ _

Steve Martin 
Printed Name:______________

Co-President
Titfe/Position:_____ _________

2, Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts the 
General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same 
terms of this DPA for the term of the DPA between the Ventura County Office of Education

and the Provider. ♦■"PRIOR TO ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE 
TO PROVIDER PURSUANT TO ARTICLE VII, SECTION 5. **
LEA: l/ 6 _____________________________________________

BV: ^ Pc
___kMi........L_ _________ .____________ mte

SUMS'WIBIMi-Lt*- AiLM'iJKI/nW* 'Gl.ei KUIlai I lASit
Printed Name. uv^.A__C l\ft^_____  ______ ritle/Pnuttun

iNS-S' -ue^i Riiiim. '( it mi iji“ ii- . h.mi r. it). !• i
SCHOOL DISTRICT NAME: _ ______________________ ____ _

.IIHSI r iVit-.t-li f. SINi'AtC
____ !j__t^--3 1................................

.UB ..'HIBIfit. LEA .,U|Ht I urn ‘Ui.hll-R Till E

f |j|fc t Fr *« _
-N ACsbML,r

DESIGNATED REPRESENTATIVE OF LEA:
DESIGNATED REPRESENTATIVE OF SUBSCRIBING LEA NAME

Name:

Title:

Address;

Telephone Number; 

Email:

DESIGNATED REPRESENTATIVE OF SUBSCRIBING LEA TITLE 

DESIGNATED REPRESENTATIVE OF SUBSCRIBING LEA ADDRESS
QESIGMA reo RRPR6SENTATIVE OF SUBSCRIBING I.BA f-HONIi NUMBER

DESIGNATED REPRESENTATIVE OF SUBSCRIBING LEA EMAIL

1 imvtvi
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EXHIBIT “F"
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks 
2/24/2020

The Edumtuni S.'( utity j.id lji i‘'Dlv f-'-chinr.e !" •' p>’-"S work- in oTh.'-t.hsf with riK Studi >t< r rtv, t y 
Consortium and mclii.iiy leader1 i i Miimt m << ir-i ol known .m*' fn-mt'l'- nvuei euiiity rninewu'kt wnirh tan 
protect digital itdinmi’ etosysmm. < h> •'.en in .< .ri ol i.aniiiic ri/h, iso.uiiiy pfin. ' ("Cybenwt tn it>,*
Frameworks") that may be utilued by Provider .

Cybersecurity Frameworks ______________________ ___________

MAINTAINING ORGANIZATION/GROUP FRAMEWORKS)

□ National Institute of Standards ana
Technology

NIST Cybersecurity Framework Version 1.1

□ National Institute of Standards and
Technology

NIST SP 800-53, Cybersecurity Framework for 
Improving Critical Infrastructure Cybersecurity 
ICSF), Special Publication 800-171

□ International Standards Organisation Information technology — Security techniques 
— Information security management systems 
(ISO 27000 series)

□ Secure Controls Framework Council, LIC Security Controls Framework (5CF)

□ Center for Internet Security CIS CriUeal Security Controls (CSC, CIS Top 20)

□ Office of the Under Secretary of Defense foi 
Acquisition and Sustainment (OUSD(AStS))

Cybersecurity Maturity Model Certification
(CMMC, -FAR/DFAR)

Please visit http://www.ecfspex.orci for further details about the noted frameworks.
’Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here

Il9fl353vi
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EXHIBIT V'G”

Supplemental SDPC' State Terms for California 

Version 1.0

nil-* Amcmimenl ioi SPP« Si-ik r.'ipi1- i>» * alHuiiiu C KmenrtmtnTT i- .•nt»T.-tl into on ihe 
dale uiTiill e\ei inimi f tJte 'I ffeciis e Dale T .nid k inefnin-in)"!1 into and m i<ti‘ a pan uf the 
Student Data Privaev Am.-etueaii ( i)!' \’s In and kineen 

Vnntura County Ok,., oi Eourak,, Vetcluno Wnv Vainarillu CA 93012
, lueaicu ai ^

i the “'Local Education Ayencs ’ .>: i.E \ ' I and
InstructioriHl Access, I nr. I<v.iietl .*t 931 Alessaisd!.;.) Blvri HteA3u5 Riverside

(the “Provider”).
All capitalized temis not otherwise defined herein shall have the me.iimie sri lonli in Uic DP A.

WHEREAS, the Prmddci pn>v.ding educatnni.'d m diuii il '.cruees to L h.A, 'vluch 
service'- tin lude' la j eloud-hineii soa ive% (nr Itse digital Htnraee, nsnnayement. and retries a) of 
pupil record..; and/or (fit diea.il e.ljvejitiiml •otn\ ue lh,i’ -lull), in 'c Po aici to a. cess simv. and 
use pupil records; and

WHEREAS, tilt (Tinidei and LI A lecuem/e the need to pioleet pe?:-,on;dfi iueitlifiahlc 
stiideni mfhrmation and oiher regulated il.ua esetunged ti''o,veen dteni .w required by applicable 
luw.i and regulations, such as ihc Funuiy ! ducaticmal Riehi.. and Pi n ac\ Act i ‘ FEKI* A" i at _’U 
1 J.S C >1 12f2g (34 T.L R Part dd). Hie I'mtccuou ul Pupil Riglas .ymcudnicnt (' PI’RLL") at 2U 
U.S.C. tjl232h; and the Children'- <inline Ptivacy I'tntcciHHi \cl r’<'OPI*.V‘) at 15 I .'.S.C -I 
(■>5(ll-n50h (16 t J-.R. Pail 312). actordiualv, ihc Provider and LEA have eyccuted the DPA. 
which establishes ihcir respective ohiiualtou?. and duties in o-dcr to euniplv with -.uch applicable 
laws; and

WHEREAS l he Provide will pi ovule the sciviecs In 1 LA u illun file Stale ofTahlorma 
and the Parlies recognize- the nc-nl to pioieci peisnnalK idcntiiiahk st-kkiii iiitoniiatton and other 
lepulaied data exchanued between diem a- reuiifieu b\ applicable Culdomiu law- and ivgulations. 
such as the Stuclem ( hilim Pei so/iaI Intonnaiion Pn itection \C-1' SOPIP V') at t 'ahioniia Hu- A 
Prof, Code 225X4; Caldunii.i \ssuiibb. Bill 1 5X4 (' AB I5S4") at Calilomia Eoucatiuii ( otic 
section 4lK)73 L and <>thci applicable ■.mie pi'o acv laws and ivtiulutiuns, ami

WHEREAS the I’nnulei and 1 1 A drstii to unci tnio ilu- 'unendment for the purpose of 
c lari lying tl icir respect o e oldigations and dime*., in unkr to ronijilv wiiii applicable Calilontta state 
laws and regulations.

NOW, THEREFORE, fm good and valuable loiiMderntu«t. L |. ,\ and Provider agree as follows:

1. Term. I he term of this .\memlnieui shall expin an ill. same dale as the DPA. unless 
otherwise terminated k the Panics 2

2. Modification Co Article 8 V. Section 7 of tlu- DPA. Anaie 1\ . SeUioii 7 ol'ihe DPA 
(Advertising L imitations! i, amesukd b\ deleium ihc sin. k n n \i a- lolhwvs



Provider is pioliihiled Ironi lotite. i.li'-eloMiie. <t .ellirm SHidinit Dur.i tit oU mlonn. 
mlluence. or enable Tar-acted 'Uhcrtismg ui (h) develop a pod'-le ol a eitident lamilv 
mentbti'uuarilian u* proup. id; an» ptiifMi;e otbe; ilian pi'i>'*,idm>; rlie Seta,ire 10 I PA lids 
aertion doe., iioi piohibil Piovi-ics tr-mi iiMiie ' iiiuuii i fala M fur .nlapti’, e lr innna ut 
eut»loHii/ed Htudenl leaimuj.11 tiiclmltim vcir-i lime pei-.ouali/ed leiijaiiie 
iviommcmi.itiifii ive<sr+ii,av-mrlwi*^1 -1-4-\
«HTlf4<-*vee«T-or- f irn i ~+-h< • |41 v-ra -< n <h ih 440-i tier «ow-ho-H 1 boh -e> ttetn+fv Hoiifos ktoM+p*

u! Itom otheiN'.'o.e u-e-nu Sluderit l>aia a- oenmlied m 'In-'. I )i‘A and U; 
accompanying exhibits.

[SIGNATURES BELOW)

IN WITNESS WHEREOF. LEA and Pun uler execute ihis Amendment its of the Effective Date. 

LEA: Ventura County Office of Education ^ |

Da1:e; LEA SIGN DATEBy:__< /" .. -mo-__1 ( - - t

Primed Name:
Lisa Cline

Tille/Position:
Exec Director IBS

Provider: Instruclinna! Access, Inc.

Bv:__

Pruned Name.
Steve Martin

Dale: 4/29/2021

Title-'Posiiion:
Co-President


