i - This Cahforma Studem Data Prlvacy Agreement {"DPA“) is entered into by and bg-tween the

. 'The Pames agree to the termsasstaied herem R

RECITALS

Lodi Unified School District -~ (hereinafier referred to as "LEA") and -
llluminate Educationinc (hereinafier refemd to as "Provzdcr"} on 07]01;‘2017

WHEREAS, the Prov:der has agreed to prowde the Local Educatzon Agency ("LEA") thh certain A
- digital educational .,serwces ("Semccs") pursuant to _a comrac: datod 05/13;2017 . ("Semce e
o Agreemem"), and B L : 1 T

o WHEREAS in order to provade the Semccs descnbed in the Serv:ce Agreement, the Provider may

~receive and the LEA. may provide documents or data that are covered by several federal and statutes,
among them, the Family Educational Rights and Privacy Act ("FERPA"} at 20 U.S.C. 1232g, Children's

Online Privacy Protection  Act ("COPPA"), 15 US.C. 6501-6562 Prosect;on ef Pup:i_ nghts o :. :]_
Amendment("PPRA") ZOUSC 1232h and - - SRR

WHEREAS, thc documems and data transt‘erred from;Cal;fomm LEAs are also subject to several Lo
California_student privacy laws, including AB 1584, found at California Education Code Section

Sy 49073.1 and the Student Online Personal Information Protection Act (sometimes referred to as etther - S

A "SB 177" or "SOPiPA") found at Calecm:a Business and Professxons Code sectson 22584, and

S duties; and -

e WHEREAS, the Parties wxsh to enter into this DPA to ensure that the Service Agreement conforms to o

" the reqmrements of the pnvacy Iaws referred to above and to estabhsh implementmg procedurcs and e

i, WHEREAS bthe Provider may, by sigmng the “Genera! Offer of anacy Terms”, agrees to allow other

'::: ‘_1 g NOWTHEREFORE, for good and vaiuablebbcégsidgration the pames agrée as follows: -

B : LEAs in California the opportunity to accept and enjoy the benefits of this DPA for the Semccs o
i descnbedherem, R I

thout the need 10 negot:ate terms ina sepamte DPA

‘ ‘i:AR'I'lCLE I: PURPOSE AND SCOPE

E_m:mg_g[___& 'I'he purpose of thts DPA is 1o descrnbe thc duties and responssb:lsttes to

- protect student data transmitted to Provider from the LEA pursuant to the Service Agreement,

including compliance with all applicable privacy statutes, including the FERPA, PPRA, COPPA,

© SB_ 1177 (SOPIPA), and AB 1584. In performing these services, the Provider shall be

- considered a School Official with a legitimate educational interest, and performmg services

| otherwise provided by the LEA. Provider shall he undervthe d:rect control and supervss:on of the _ | g

'LEA Control d t'esareset {orth beiow :

2 ,Ngggre of §grwcg Prog_g . The Prowder has agreed to provxde the followmg dxgatal_
w:educatronal semccs descnbed below. and asmay be ﬁ:rtherouthned in §bxbst “5" hereto ARSI

lliumlnate Data _vand Assessment Management Sys&em S




3.

~ The System and District date wil be hosted on lluminale's servers; see Extibi B

4.

v §gud>_e_ggx Data to Be fmﬁided. lnorder to perform the ‘Servi'ces desbribed in the Service .
Agreement, LEA shall provide the categories of data described below or as indicated in the =~ = -
- Schedule of Data, attached hereto as Exhibit "B": o R T e

DPA Definitions. The definition of terms used in this DPA is found in Exhibit "C*. In the event

 of a conflict, definitions used in this DPA shall prevail over term used in the Service Agreement,

. -Student Data Property of LEA. All Student Data or any other Pupil Records transmitted to the
- Provider pursuant to the Service Agreement is and will continue 1o be the property of and under
_the control of the LEA.  The Parties agree that as between them all rights, including all
_intellectual property rights in and to Student Data or any other Pupil Records contemplated per -
“the Service Agreement shall remain the exclusive property of the LEA. For the purposes of -

- FERPA, the Provider shall be considered a School Official, under the control and direction of the

-LEAs as it pertains to the use of student data notwithstanding the above. Provider may transfer - '

N :

4.

_pupil-generated content to a separate account, a

: I:’balv'ggb Hv1' E Access.

follow th

. &2 \ aﬁife Account.

~to a separate student account,

ding

the procedures set forth below.

- timely manner to the LEA's request for personally identifiable information in a pupil's records . -
~ held by the Provider to view or correct as necessary. In the event that a pareat of a pupi! or other
individual contacts the Provider to review any of the Pupil Records of Student Data accessed S
~ pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who will
ry and proper procedures regarding the requested information, -

) T F:g ird Pagx Reg uest Should 2 ThlrdParty, idélﬁdiﬁg law enforcement and government

 entities, contact Provider with a request for data held by the Provider pursuant to the Services, =~ S
 the Provider shall redirect the Third Party to request the data directly from the LEA. Provider =~
~shall notify the LEA in advance of a compelled disclosure to a Third Party unless legally
 prohibited, TR TR A0 R Sk Snia Bt

ss. LEA shall establish reasonable procedures by which a parent, legal guardian, or .~ -
eligible student may review personally identifiable information on the pupil's records, correct
erroneous information, and procedures for the transfer of pupil-generated content to a personal -
~account, consistent with the functionality of services. . Provider shall respond in a reasonably

-Prévidcr_shati, avtv the}vife:ciuest of the LEA,transfer Studeni geixﬁ;é@d;:@ﬁtgg; E _‘ B



. ygauthogj_z_e_g se. Provider shai! noi use Student Data or mf‘onnatlon ina Pup:l Record for'
, vg any purpose other shan as exphcstly specxﬁed Vm the Semce Agrecmenn g ' S

. _§nbnroc ;g va;der shall enter mto wnitcn agreemems wnth all Subprocessors performmg .
. functions pursuant to the Service Agreement, whereiay the Subpfocessors agree pmtect Studem EERER
L Data in manner consrstent w;th the tems of this DPA R o CLh Co

AR’I'ICLE HP DUTIES OF LEA

:»bv,Provide gata In Comghggce With FERPA. LEA shail provsde data for the purposes of the

. ‘Service Agreement .in compliance with the Family Educational Rights and Privacy Act

2.

l ,Er_i__g_(m The Provxder shall compiy wzth ail Ca!sfomta and Fedcrai iaws and o ‘31'_ . f
o i tainin i cludmg FERPA COPPA ?PRA AB 1584

3 E

- CFERPA®), 20 USC. section 1232 g, AB 1584 and the other privacy statues quoed in this o
- D - L IR o

ggsong!gle ngc_,gutigg LEA shal! takc reasonab!c precautsons io secure‘ usemames, - '; R ‘:‘ .
ipasswords, and any other means of gainmg access to the semces and hostcd data ' AR

. :Un ut rized Access Nouﬁcatum LEA sha!l notlfy va:der promptly of any known or
: . suspccted unauthonzed access, LEA wnll assast Provxd
:and respou to any unauthonzed access.

, Dx#inét Renféséﬁ'faﬁv At rcquest of Prowder LEA shall desxgnate an empioyee ot agent of‘ S R
- the Dastnct as the Dtstnct represemauve for me coordmatson and fulf‘ iiment of the duttcs of th;s DR

ARTICLE IV. DUTIES OF PROVIDER

ABIM.!L_ The data shared pursuant to the Servsce Agreement mciudmg pcrsnstent
. ‘unique identifiers, “shall be used for no purpose other than the Services stated in the Semce AT
ii;‘:,Asreem nd/ N

otherw;sc au:honzed under, e statutes refemd to m subsectxon (1), above,

_mn!gm.gb_ium‘ Prowder shaii reqmre all employees and agents who have access to

- “Student Data to comply with all applicable provisions of FERPA laws with respect to the data

 shared under the Service Agreement. Provider agrees o require and maintain an appropriate

. confidentiality agreemeat from each cmployee or agent w:th aceess (o Studenx Data pnrsuant !0

; I‘:the Servnce Agreement.

in any efforts by Provider to jnvestigate . - 2



4. &Mﬂm .;‘éPrlblvider s!iall notvdisclose anydata obtained under the Service Agreénient ina
 manner that could identify an individual student to any other entity in published results of studies

..as authorized by the Service Agreement. . Deidentified information may be used by the vendor . o

of development and improvem

-~ for the of educational sites, services, or applications,

5. Mﬁ_ﬁ_at_g 'f-’:o;'i‘d‘cr shall ‘“SPOS@ of all per,sonaiiy identifiable data oblainedv underthe o
- Service Agreement when it is no longer needed for the purpose for which it was obtained and
 transfer said data to LEA or LEA's designee within 60 days of the date of termination and

. according 10 a schedule and procedure as the Parties may reasonably agree. Nothing in the

~Service Agreement authorizes Provider to maintain personally identifiable data obtained under

- the Service Agreement beyond the time period reasonably needed to complete the disposition,
- Disposition shall include (1) the shredding of any hard copies of any Pupil Records; (2) Erasing;
- or (3) Otherwise modifying the personal information in those records to make it unrcadable or

indecipherable. Provider shall provide written notification to LEA when the Data has been
 disposed. The duty to dispose of Student Data shall not extend to data that has been de-identified
- or placed in a separate Student account, pursuant to the other terms of the DPA. Nothing in the

 Service Agreement authorizes Provider to maintain personally identifiable data béyon;l, the time e

 period reasonably needed to complete the disposition.

6. Advertising Prohibition. . Provider is prohibited from using Student Data to conduct or assist
 targeted advertising directed at students or their families/guardians. This prohibition includes the
- development of a profile of a student, or their families/guardians or group, for any commercial - -
- purpose other than providing the service to client. This shall not prohibit Providers from using

- data to make product or service recommendations to LEA.

1. v:D_vl_l_!_a__S_gﬂr_i_t_'x. The Prd_vider _agreesv,tvob’a:bide by and ,ijt#iﬁiain,adequate data s:curity,m,e,asutcs to - S
~protect Student Data from unauthorized disclosure or acquisition by an unauthorized person, - -

- The general security duties of Provider are set forth below. " Provider may further detail its SR

 security programs and measures in in Exhibit "D"

‘hereto. ;Thgsq ,:mgeasures ,shvgl} i."“?lﬂffe but are. ?

- & Passwords and Employee Access. Provider shall make best efforts practices to secure
©.. . usemames, passwords, and any other means of gaining access to the Services or to
. Student Data, at a level suggested by Article 4.3 of NIST 800-63-3. Provider shall only
- provide access to Student Data to employees or contractors that are performing the
~ . Services. -As stated elsewhere in this DPA, employees with access to Student Data shall L
- have signed confidentiality agreements regarding said Student Data. All employees with -
- access to Student Records shall pass criminal background checks. oo

5 b Destrm:tmn of D_a‘tx'a'. Provider shall destroy all personally identifiable data obtained AR
©- . under the Service Agreement when it is no lon er needed for the purpose for which itwas -




,.obtamed or transfer said data to LEA or LBA des:gnee, accordmg to a scheduie and
. procedure as the parties may reasonable agree. Nothing in the Service Agreement
. authorizes Provider to maintain personally identifi able data beyond the tlme perlod

) ,v . Jreasonably needed to complete the dxspomton i

2 Data Breacﬁ in the event that Studem Data is accessed or obtamed by an unauthortzed .
- individual, Provider shall provide notification toLEA withln a rcasonable amouni of tlme of thc N

fmctdent vaader shail follow the foiiowmg process. L

‘A, The securlty breach nonﬁcatmn shali be written in plam langaage, shati be tlﬂCd "Nouce L

”;of Data Breach,” and shall present the information described herein under the following -~
‘headings: “What Happened,” "What lnformntlon Was Involved," "What We Are Doing,” - :
"What You Can Do,” and "For More informaison . Addmonal mformanon may be N

5 .

- Provider's ,Secunty Coordmator for the

,Secnnty !‘rotocols ‘Both parnes agree to mamtam secunty protocois that meet mdustry SRR
“best practices in the transfer or transmission of any data, including ensuring that datamay
“only be viewed or accessed by parties. legally allowed to do so. Provider shall maintain =

~all data obtamed or generated pursuant to the Service Agreement in a secure computer .
- environment and not copy, reproduce, or transmit data obtained pursuant to the Service R
o Agreement ‘excepi as necessary to fulfill the purpose of data requests by LEA. ' '

. vEmponec Traiawg The Prowder shall prov:dc penod:c security trammg to those of its
employees who operate or have access to the system. - Further, Provider shall provide
. LEA with contact information of an employee who LEA may conmct tf ihere are any S
ﬁsccumy concems or quesuons R SR . o

,Secunty chbnology When the semce is accessed usmg a supported web bmwscr, RARS
- ‘Secure Socket Layer {"SSL™), or equavalent technology protects information, using both .~ R
S server Aauthentication and data encryption to help ensure that data are safe secure only to
2o ,]authortzed users. Provider shall host data pursuant 1o the Service Agreement in an
envamnment usmg a firewall that is pcnodncally npdated accntﬂmg o mdustry standards. - o

_»Sccurity Coordanator Prowdcr shal} pmvnde the name and contact mf‘orma(ron of R
,Student Data received pu:suant to the Semce RO

[Subpromsors Bound ?ro\uder shal! -enter mto wntten agreemems whereby ST

~* . Subprocessors agree to secure and protect Smdent Data in a manner consistent with the -~
O {Tierms of this Article V. Provider shall periodically conduct or review . comphance R
“ - monitoring and‘ asscssmems of Subproccssors to determme their compimnce with this -~
- Article. NN i S

provided asa suppiement to the noucc

The security breach notification descrtbed above“m sectxon 2(a) shail mctude at ,a,
; mummum, the fo!iowmg mformatton . A 3




c. At LEAs "dlscretton, the secunty bre

f the mformat:on is possxbie 1o detcrmme at tbe tune the notice is prov:ded then

tbe»date of thc nouce

letermine at the time the notice is provided.

mmatlon has been breached

_rotect himself or herself. -

o Any agency that is requ:red to issue a secunty breach not;f cation pursuant to th:s sectaon R
7 to more than 500 California res:dents as a result of a single breach of the security system
. shall electronically submit a single sample copy of that security breach notifi ication, -

. excluding any personally :dentnt‘ able information,
FE assist LEA in these efforts. . ’

e At the request and w;th ihe ass:stance of the Dastru:t, Prowdef shali notlf) the afféctedv : _:‘:.:i:
RO ;patent !egal guardaan or eligible pupil of the unauthorazed access, whlch shall mc!ude the R

AR’I’ICLE VI: GENERAL OFFER OF PRIVACY TERMS

?rovnder may, vbyys'!gmng 1he a:tachcd Form of Gcncral Offer of anacy Terms {"Generai

1 5

}‘grmmatjon ln the event that etther pany seeks,to ,:errnmate thls DPA they may dc so byv
mutual written consent 50 lcng as the Semce Agreement has lapsed or has been termmated, e

3. Bt f*" Termination 5‘#’*’“‘"- i V»*v"’“? Sei'?': e Agreement is tﬂﬁ"inatf-'d, .thﬁ;*’m‘.’i@ﬂ, hall

,."‘._‘foer"), {attached hereto as Exhibit "E"), be bound by the terms of this DPA to any other LEA who KR
SRR s;gns the Acceptance on said Exhablt Tbe Form is limited by the terms and condatlons descrsbed‘ SRR

| ART!CLE I mscsmmx«:ons

’I‘erm The Prov:der shail be bound by thls DPA for the duration of the Scmce Agrcement or sov = ‘3 ; ;' -
~long as the Provider maintains any Student Data. “Notwithstanding the foregoing, Provnder SRR
agrees to be bound,by the terms and obiagatlons of this DPA ‘far no less than three (3) years SN

ither (1) the date of the breach, (2) the estimated date of the breach, or (3) the ':' jf s
Jate range within which the breach occurrcd The notaficatnon shali also mc]ude_ S

A geaeral descnptson of thc breachbmcldcm, x‘f tha: snformauon is possable to S
notlﬁcanon may aiso mciude any of thc . L
’»!nformanon abouz what the ag‘ cy has done to prmect mdmduais whose_ L

] .'Advme on steps that the perscn wl v‘se mf rmauon has been breached may take to g }‘

to‘the Attomey Generai Provuier shall _v L ,




desitrgy‘all of LEA's di‘lﬂ_ pugsuant to Abrti:cv!e Vv section i,(b), _

4. P

W&M 'I‘h:s DPA shal[ govern the treatment of student records in order 10 B
- comply with the privacy protections, including those found in FERPA and AB 1584. In the

" event there is conflict between the terms of the DPA and the Service Agreement, or with any

other bid/RFP, license agreemem, or writing, the terms of this DPA shall apply and take =
- precedence. Except as described in thls paragraph hetem, all other provns:ons of the Semcc DRI
'F'Agreement-shall remam m effect T S 5 AR

5. Notice

6.

A ﬁn!j‘ggﬁgn of A_greem_c_gt to 0thgr Agenc!g.g -
- Offer of Privacy Terms be bound by the terms of this. DPA for the semces descnbed therem for‘ SRR
. iany Smessor gency who sngns a Jomdef to this DPA. - e R

Nohce ‘All notices or othcr commumcanon rcqu:rcd or pcr:mtted to be gzven hereunder must be SR
- in writing and given by personal delivery, facsimile or e-mail transmission (if contact RET
_information is pmwded for the specific mode of dehvery?, or frs! class mas! postage prcpand, o
ﬁsenttotheaddres sseiforthhcrem o RIS DT e

'i“gi_nhre Agmmeat ’l‘has DPA consntmes the enttre agreement of the parnes relatmg to the R
- subject matter hereof and supersedes all prior communications, representations, or agreements,
- oral or wntten, by the parties relating thereto. ‘This DPA may be amended and the observance of
~any provision of this DPA ‘may be waived (either. generally or in any particular instance and
. either retmacnveiy or. prospectwe}y) only with the signed written consent of both parties.

- ‘Neither failure nor delay on the part of any party in exercising any right, power, or privilege

:hcreunder shall opemte as a waiver of such right, nor shall any single or partial exercise of any

such right, power, or pr:vdege preciude nny furth

8. §gx__l:g__1xg : vny prcwtszon of th:s DPA that i xs pr hrbned or unenforceablc m any _;unsd:cuon L i

~ shall, as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
~without mvahdatmg the remaining ptovzsmns of thss DPA, and any such prohibition or

5 unenforceabthty in any jurisdiction shall not invalidate or render unenforceable such provisionin -~
- any other Jurisdiction, - Notwithstanding the foregomg if such provision could be more narrowly

- drawn so as not to be prohibited or unenforceable in such Jurisdiction while, at the same time, =
~-maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn T
- without inval:datmg the a'emammg provisions of this DPA or affectmg the vahd:ty or, il

f .:enforceabahty of such provnsnon in any other ju i dtctson SR

%

rov:der may agree by sngnmg thc General LR

ise thereof or the exercise of any other

o Voo i sm‘a»;.'.'..emrsm.w:u. BE GOVERNED BY AND
IN'ACCORDANCE WITH THE LAWS OF THE STATE OF CALIFORNIA,



L iwrmour REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS
 AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATEAND
- FEDERAL COURTS LOCATED IN San Joaquin ~COUNTY, CALIFORNIA -
- FOR ANY DISPUTE ARISING OUT OF OR RELATING TO TH]S SERVICE AGREEMENT

ST OR THE TRANSACTIONS CONTEMPLATED HEREBY.

{Slgﬂdtu ’Page Foflaws]



- IN WITNESS WHEREOF, the partes have executed this Californa Student Data Privacy Agreement

Title/Position; ____ CEO

Date:_07/12/2017

itle/Position:_Chief Business Officer =



EXHIBIT"A"

DESCRIPTION OF SERVICES -
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S relating to pupil records. .

De-Identifiable lnformation (DH) De-identaﬁcation refers to the process by whxch the Vendor
h i removes or obscures any Personally Identifiable Information ("PN") from student records in a way that =~ .
" removes or minimizes the risk of disclosure of the xdentxty of thc individual and mfo:maﬁon about them. = -

e l'r "C" ;
NG |  DEFINITIONS
AB 1584 Buchanan* The statumry deszgmtnon for"what

,w Cai:forma E&ucation C‘ode § 49073 1 Rt

L NIST 800-63-3 Dmﬁ Nat:onal Institute of S!andards and echnoiogy ("NIST") Specsal Pubhcauon, : A
o 800-63-3 Digital Authcntncat;on Guiée}me

Operator: For the purposes of SB 1177 SOPEPA the term operator means ihe operator of an
. Internet Webs:tc, online service, online application, or mobile application with actual knowledge that the

" site, service, or appizcatxon is used primarily for K~12 school purposes and was designed and marketed ‘
~ - for K~12 school purposes.  For the purpose of the Service Agreement, the term "Operator” is replaced R

A by the term "Provider.” This term shall encompass the term “Third Party," as it is found in AB 1584

: Personally Idenhﬁableinfomaﬁon (Pll) The. terms "Personally idemzﬁable Information” or "Pi!"- TWAY
. shall include, but are not limited to, student data, mctadata, and user or pupil-generated content obtained

" Firstand Last Name
" Telephone Number -
" Discipline Records -
~ " Special Education Data _
o R Grades  : R
- Criminal Records
- Health Records
" Biometric Informatton
. Socioeconomic Information
. Political Affiliations

. - Photos .
CE theos

T :_‘_;“3'(3enera§ Categoﬂes« :

by reason of the use of Provider's software, website, service, or app, including mobile apps, whether

~ gathered by Provider or provided by LEA or its users, students, or studcnts parenislguard:aus‘ PII

i mcludes, w:thout hmltataon, at lcast the folicwmg: L

lf!cme Addness
Email Address
Test Results -
Juvenile Dependency Records
Evaluations -
Medical Recor;fs
Social Security Number
Disabilxtces AORES
“Food Purchases_; .

_Text Messages.
" Student Idennfiers

Voice Recordmgs S

. Indirect Identifiers: Any mformanon that, e;ther aione or
tobe able to sdenttfy a siudent foa reasonnhie certamty

i !nfonnatlon in the Student s Educauonal Recm’d

in aggregate weuld ailow a reasonable person : f p



Fi Information in ‘he tSEm““ %

: Provxder. For putposesvof thc Serwce Agreement the term "Prov:der“ means prowder of dlgnta! SN
S educational software or services, including cloud-based services, for the digital storage, management,
© . and retrieval of pupil records. Within the Service Agreement the term "Provider” replaces the term

* - "Third Party as defined in California Education Code § 49073.1 (AB 1534 Buchzman), and repxaces thc _ R

R term as noperator" as defi ned in SB 1177, SOPIPA.

i Pupil Generstcd Couteat '{‘he term “pupal-genemtcd content” vmeans matertais or coment created by a
. pupil during and for the purpose of education including, but not limited to, essays, research reports,

- empioyee

‘;' ~ porifolios, creative writing, music or other audao ﬁles, photo phs, vndeos, and accmmt mformatmn that L "
.+ enables ongomg owncrshnp of pupil content. - : : TR :

- .:‘ A Pupil Records: Means both of the followmg (i) Any mformatxon thnt dsrectly relaics to a pup:l that :s‘ aE L
o maintained by LEA and (2) any information acquired directly from the pupil through the use of =~

:;1 mstruct:onai soﬁware or apphcanons asszgned to the pupil by»a tcachcr or other local educauonal LEA R

o sBuT, SOPIPA: Once passed the fecuirements s of SB 1177, SOPIPA were added to Chapter 22 '. S
SRR (commencmg wnh Secuon 22584} o stnsmn 8 of the Busmess and_Professmns Code relatmg to
. : Semee Agreement Refers to the Contract or Purchase Order 10 wh:ch this DPA suppiements and R RO
- modifies e SN 0 e

' School Ofﬁcia! For the purposes of this Agreemem and pursuant to CFR 99 31 (B), a Schooi Offﬂa* s

a contractor that: (1) Performs an institutional service or function for which the agency or. institution .-

" would otherwise use cmployees, (2) Is under the direct control of the agency or institution with respect AR

- :, R 1o the use and maintenance of education records; and (3) Is subject to CFR 99, 33(a) govemmg the use . .f o
o and re-dtsclosure of personally ;dcntaﬁable mfarmatmn from student records R :

R : users, studénié or students' parents/guardaans, that is descrnptwe of the student including, but not limited

to, information in the smdent s educational record or email, first and last name, home address, telephone

b number. email address, or other information allowing online contact, discipline records, videos, test L

2 resuks, speclal edncatxon data, juvemle dependemy records, grades, cvatnatlons, cnmmal records

" socioeconomic mfomatmn, food purchases, ‘political aﬁilmt:ons rehgxous information text messages,

: Student Data 1miudes any data, whcther gathcred by vaader or prov:ded by LEA orits

- documents, student identifies, search activity, photos, voice recordings or geolocation information.

= - Student Data shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of -

| ‘i California and Federal laws and regulations. Student Data as specxﬁed in Exhibit B is confirmed to be
*collected or processed by the Provider pursuant to the Services. Student Data shall not consuwte that

S useof Provrder’s services.

Subscnbmg LEA ‘An LEA that was not paﬂy to the
~- Provider’s General Offer of Privacy Terms. .

L information that has been anoaymlzed or dc-;denuf'ed

- Subproccssor. For the purposes of this Agfeement, the term "Subproccssor" (somet:mes referred toas

5 the "Subcontractor") means a party other than LEA or Prov;der, who Prowder uses for data collecuon, . ) i




mlyucs, storage, or other service to opemte andf’or ;mprove us soﬁware, and who has access to Pll ‘
- This term shall also include in it -‘meaning the term "Service va:der," as it is f‘ound in SOPIPA..

L "ETargetcd Adverttsmg

i apphcat:on by such smdent or the retention of such studcnt‘s onlme activities or ‘requests over time.

":'_-'Buchanan) means a provider of digital educational software or services, including cloud-based services,
for the digital storage, management, and retrieval of pupil records. However, for the purpose of this

__‘.“-_"-scrv:ces ls repiac by the term_ "Provnder '

: : ,argeted advemsmg means presentmg an advemsemem toa student where the . ; _' el
- selection of the advertisement is based on student information, student records or student generated . -0
content or inferred -Over. mne from the usage of the Provider's website, online service or. mobalex EERCR AR

é. rm "Third Party" a5 appears in Cal:fom:a Educauon Code § 49073.1 (AB 1584 o SRS

;;.._Agreemem, the term "Third Party" when used to indicate the ovuier of dlgttal educattona! software or






Ui 1 ()ffer of Te:s

g EXHIBIT" " ‘ .
GENERAL OFFER OF PR!VACY TERMS R

" Provider offers the same p i vacy proiectlons found in this DPA benveen it and LOdi Unrﬁed School D:smct
-~ and which is dated 0710112017 toany other LEA ("Subsctibing LEA") to anywho accepts this = o
BN - ‘General Offer though its sxgnaturc beiow ‘This General Offer shall extend only to pr:vacy protections o
" ‘and Provider’s sngnature shall not necessanly bind vasder to other terms, such as price, term, or

R ‘schedule of services, or to any other provision not addressed in this DPA. The Provider and the other =~ o

: : - ',"”LEA may also agree :o change the data provuded by LEA to the Provider to suit the unique needs ofthe .~ - .
" 'LEA. The Provider may withdraw the General Offer in the event of: (1) a material change in the

R ) sg;,s,mbiia LEA

' applicable privacy statutes; (2) a material change in the services and products listed in the Originating
“. .. Service Agreement; or three (3) years after the date of Prowders signature to this Form. Provider shall -~
- notify the California Student Privacy Aihance in the
SRR ma) be transmltted to the Alltances users. -

ent of any w:thdrawal so tiaat this mformatlon_,_ 5 33': ey gAR

Comant

. 'umc Rankin

) ';.: A Subscrtbmg LEA, by sngnmg a separate Serv:ce Agreement with Prowder and by its. szgnamre'below, . :__f.‘ A
Lo 5 accepts the General Offergof Privacy Terms 'I‘he Subscnbmg LEA and the Provnder shail therefore bex R

 PedNeme 00N DORCEY

 Signatre:

TiiefPosition DIRECTO? OF [T



