




















Houghton Mifflin Harcourt™ (HMH®): ThinkCentral Student Data Usage 

 

Math Expression 
ThinkCentral Student Data Usage Specifications 

Category of Data Elements Check if used by your system 

Application Technology 
Metadata 

IP Addresses of users; Use of 
cookies; etc. X 

Other application technology 
metadata  

 

Application Use Statistics Metadata on user interaction with 
application X 

 

Assessment 

Standardized test scores  
Observation data  

Other assessment data – Please 
specify: 

Performance-based Assessment 
Scores; Universal Screener and 
Progress Monitoring Scores; 
Curriculum-embedded Assessment 
Scores 

 

Attendance 
Student school (daily) attendance 
data  
Student class attendance 

 

Communications Online communications that are 
captured (emails, blog entries)  

 
Conduct Conduct or behavioral data  

 

Demographics 

Date of Birth  
Place of Birth  
Gender X 
Ethnicity or race X 
Language Information (native, 
preferred, or primary language 
spoken by student) 

X 

Other demographics – Please 
specify:  

 

Enrollment 

Student school enrollment X 
Student grade level X 
Homeroom  
Guidance counselor  
Specific curriculum  
Year of graduation  
Other enrollment information – 
Please specify: Class enrollment 

 



ThinkCentral Student Data Usage Specifications 

Category of Data Elements Check if used by your system 

Parent/Guardian Contact 
Information 

Address  

Email  

Phone  
 

Parent/Guardian ID Parent ID number (created to link 
parents to students)  

 
Parent/Guardian Name First and/or Last  

 

Schedule 
Student scheduled courses X 

Teacher names X 
 

Special Indicator 

English language learner 
information X 

Low income status X 

Medical alerts  

Student disability information X 

Specialized education services (IEP 
or 504) X 

Living situations (homeless/foster 
care)  

Other indicator – Please specify:  
 

Student Contact Information 

Address  

Email  

Phone  
 

Student Identifiers 

Local (School district) ID number X 

State ID number  

Vendor/App assigned student ID 
number X 

Student app username X 

Student app passwords X 
 

Student Name First and/or Last X 
 

Student in App Performance 
Program/application performance 
(typing program-student types 60 
wpm; reading program-student 
reads below grade-level) 

X 

 
Student Program Academic or extracurricular  



ThinkCentral Student Data Usage Specifications 

Category of Data Elements Check if used by your system 

Membership activities a student may belong to or 
participate in 

 

Student Survey Responses Student responses to surveys or 
questionnaires  

 

Student Work 

Student generated content; writing, 
pictures; etc. X 

Other student work data – Please 
specify: Notes / Annotations / Highlights 

 

Transcript 

Student course grades  

Student course data X 

Student course grades/performance 
scores 

Student Course Grades / Performance 
Scores per Assignment Only 

Other transcript data – Please 
specify:  

 

Transportation 

Student bus assignment  

Student pick-up and/or drop-off 
location  

Student bus card ID number  

Other transportation data – Please 
specify:  

 

Other 
Please list each additional data 
element used, stored, or collected 
by your application. 

Please refer to the following 
ThinkCentral Online Help link for 
additional information: 
http://downloads.hmlt. 
hmco.com/Help/ThinkCentral 
/Administrator/index.htm. 

 

 

http://downloads.hmlt/
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Houghton Mifflin Harcourt™ (HMH®): Ed: Your Friend in Learning Student Data Usage 

Ed: Your Friend in Learning Student Data Usage Specifications 

Category of Data Elements Check if used by your system 

Application Technology 
Metadata 

IP Addresses of users; Use of 
cookies; etc. 

X 

Other application technology 
metadata 

Application Use Statistics 
Metadata on user interaction with 
application 

X 

Assessment 

Standardized test scores X 

Observation data On Roadmap 

Other assessment data – Please 
specify: 

Attendance 

Student school (daily) attendance 
data 

Student class attendance 

Communications 
Online communications that are 
captured (emails, blog entries) 

Conduct Conduct or behavioral data 

Demographics 

Date of Birth 

Place of Birth 

Gender 

Ethnicity or race 

Language Information (native, 
preferred, or primary language 
spoken by student) 

Other demographics – Please 
specify: 

Enrollment 

Student school enrollment X 

Student grade level X 

Homeroom 

Guidance counselor 

Specific curriculum 

Year of graduation 

Other enrollment information – 
Please specify: 

Class Enrollment 

Parent/Guardian Contact Address 

HMH Social Studies and Into Algebra



 
 
 

Updated 07.15.2020 

 

Ed: Your Friend in Learning Student Data Usage Specifications 

Category of Data Elements Check if used by your system 

Information Email  

Phone  

 

Parent/Guardian ID 
Parent ID number (created to link 
parents to students) 

 

 

Parent/Guardian Name First and/or Last  

 

Schedule 
Student scheduled courses X 

Teacher names X 

 

Special Indicator 

English language learner 
information 

 

Low income status  

Medical alerts  

Student disability information  

Specialized education services (IEP 
or 504) 

 

Living situations (homeless/foster 
care) 

 

Other indicator – Please specify:  

 

Student Contact Information 

Address  

Email X 

Phone  

 

Student Identifiers 

Local (School district) ID number X 

State ID number  

Vendor/App assigned student ID 
number 

X 

Student app username X 

Student app passwords X 

 

Student Name First and/or Last X 

 

Student in App Performance 

Program/application performance 
(typing program-student types 60 
wpm; reading program-student 
reads below grade-level) 

X 

 

Student Program 
Membership 

Academic or extracurricular 
activities a student may belong to or 
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Ed: Your Friend in Learning Student Data Usage Specifications 

Category of Data Elements Check if used by your system 

participate in 

 

Student Survey Responses 
Student responses to surveys or 
questionnaires 

 

 

Student Work 

Student generated content; writing, 
pictures; etc. 

X (Writable) 

Other student work data – Please 
specify: 

 

 

Transcript 

Student course grades  

Student course data  

Student course grades/performance 
scores 

 

Other transcript data – Please 
specify: 

 

 

Transportation 

Student bus assignment  

Student pick-up and/or drop-off 
location 

 

Student bus card ID number  

Other transportation data – Please 
specify: 

 

 

Other 
Please list each additional data 
element used, stored, or collected 
by your application. 

 

 



Houghton Mifflin Harcourt™ (HMH®): Holt McDougal Online (HMOF / my.hrw.com) Student Data Usage 

Integrated Math 1 AGA
HMOF / my.hrw.com Student Data Usage Specifications 

Category of Data Elements Check if used by your system 

Application Technology 
Metadata 

IP Addresses of users; Use of 
cookies; etc. X (Login page to remember settings) 

Other application technology 
metadata  

 

Application Use Statistics Metadata on user interaction with 
application X 

 

Assessment 

Standardized test scores  
Observation data  

Other assessment data – Please 
specify: 

Performance-based Assessment 
Scores; Universal Screener and 
Progress Monitoring Scores; 
Curriculum-embedded Assessment 
Scores 

 

Attendance 
Student school (daily) attendance 
data  
Student class attendance 

 

Communications Online communications that are 
captured (emails, blog entries)  

 
Conduct Conduct or behavioral data  

 

Demographics 

Date of Birth  
Place of Birth  
Gender X 
Ethnicity or race X 
Language Information (native, 
preferred, or primary language 
spoken by student) 

X 

Other demographics – Please 
specify: 

Please refer to the following Holt 
McDougal Online Help link for 
additional information: 
http://downloads.hmlt. 
hmco.com/Help/DASAHelp 
/index.htm. 

 

Enrollment 

Student school enrollment X 
Student grade level X 
Homeroom  
Guidance counselor  
Specific curriculum  
Year of graduation  
Other enrollment information – Class enrollment; please refer to the 

http://downloads.hmlt/


HMOF / my.hrw.com Student Data Usage Specifications 

Category of Data Elements Check if used by your system 

Please specify: following link for additional 
information on HMH’s data import file 
templates: 
http://downloads.hmlt.hmco.com/ 
Help/ImportMngmt/ 
Administrator/ 
About_Template_Formats.htm. 

 

Parent/Guardian Contact 
Information 

Address  

Email  

Phone  
 

Parent/Guardian ID Parent ID number (created to link 
parents to students)  

 
Parent/Guardian Name First and/or Last  

 

Schedule 
Student scheduled courses X 

Teacher names X 
 

Special Indicator 

English language learner 
information X 

Low income status X 

Medical alerts  

Student disability information X 

Specialized education services (IEP 
or 504) X 

Living situations (homeless/foster 
care)  

Other indicator – Please specify: 

Please refer to the following Holt 
McDougal Online Help link for 
additional information: 
http://downloads.hmlt. 
hmco.com/Help/DASAHelp 
/index.htm. 

 

Student Contact Information 

Address  

Email  

Phone  
 

Student Identifiers 

Local (School district) ID number X 

State ID number  

Vendor/App assigned student ID 
number X 

http://downloads.hmlt.hmco.com/
http://downloads.hmlt/


HMOF / my.hrw.com Student Data Usage Specifications 

Category of Data Elements Check if used by your system 

Student app username X 

Student app passwords X 
 

Student Name First and/or Last X 
 

Student in App Performance 
Program/application performance 
(typing program-student types 60 
wpm; reading program-student 
reads below grade-level) 

X 

 

Student Program 
Membership 

Academic or extracurricular 
activities a student may belong to or 
participate in 

 

 

Student Survey Responses Student responses to surveys or 
questionnaires  

 

Student Work 

Student generated content; writing, 
pictures; etc. X 

Other student work data – Please 
specify: Notes / Annotations / Highlights 

 

Transcript 

Student course grades  

Student course data X 

Student course grades/performance 
scores 

Student Course Grades / Performance 
Scores per Assignment Only 

Other transcript data – Please 
specify:  

 

Transportation 

Student bus assignment  

Student pick-up and/or drop-off 
location  

Student bus card ID number  

Other transportation data – Please 
specify:  

 

Other 
Please list each additional data 
element used, stored, or collected 
by your application. 

Please refer to the following Holt 
McDougal Online Help link for 
additional information: 
http://downloads.hmlt. 
hmco.com/Help/DASAHelp 
/index.htm. 

 

 

http://downloads.hmlt/








EXHIBIT 
"
E

11 

GENERAL OFFER OF PRIVACY TERMS 

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and [ M,.-. Md=••�-•�..,, .. ""'"'""'"']("Originating 
LEA") which is dated [ ], to any other LEA ("Subscribing LEA") who accepts this General Offer of 
Privacy Terms ("General Offer") through its signature below. This General Offer shall extend only to privacy 
protections, and Provider's signature shall not necessarily bind Provider to other terms, such as price, term, 
or schedule of services, or to any other provision not addressed in this DPA. The Provider and the Subscribing 
LEA may also agree to change the data provided by Subscribing LEA to the Provider to suit the unique needs of 
the Subscribing LEA. The Provider may withdraw the General Offer in the event of: {1) a material change in the 
applicable privacy statues; (2) a material change in the services and products listed in the originating Service 
Agreement; or three (3) years after the date of Provider's signature to this Form. Subscribing LEAs should send 
the signed Exhibit "E" to Provider at the following email address: 

Houghton Mifflin Han;aurt Publishing Company 

BY: ________________________ Date: ___________ _ 

Printed Name: _______________ Title/Position: _____________ _ 

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts the 
General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same 
terms of this DPA for the term of the DPA between the [ Maywood, Melrose F) and the Provider. **PRIOR TO 
ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER PURSUANT TO 
ARTICLE VII, SECTION 5. ** 
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Exhibit H 
 

The Parties would like to make the following changes to the Agreement: 
 
From 6. Notices delete ‘e-mail transmission, or’ 
 
Article I: Purpose and Scope 

 
1. Purpose of DPA: Replace ‘Provider shall be under the direct control and supervision of the LEA, 

with respect to its use of Student Data.’ with ‘Provider shall be under the direct control and 
supervision of the LEA, with respect to the use and maintenance of Student Data’ 
 

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS  
 

1. Student Data Property of LEA: Replace ‘All Student Data transmitted’ with ‘All Student Data 
provided by the LEA.’ 
 
At the end of the clause, add the following: ‘Notwithstanding the foregoing, Provider retains all 
right, title and interest in and to any and all of Provider’s software, materials, tools, forms, 
documentation, training and implementation materials and intellectual property (collectively, 
“Provider Materials”.) Provider grants to LEA a personal, nonexclusive license to use the Provider 
materials for its own non-commercial, incidental use as set forth in the end user license 
agreement accompanying such Provider Materials and as contemplated herein.’ 
 

2. Parent Access: Delete ‘, and procedures for the transfer of student-generated content to a 
personal account, consistent with the functionality of services. 
 
 In addition, add the word ‘written’ in front of ‘request’. 
 

3. Separate Account: Delete this entire clause. 
 
ARTICLE IV: DUTIES OF PROVIDER 
 

4. No Disclosure: Delete ‘aggregate summaries of’ 
 

5. De-identified Data:  Delete ‘, and (b) prior written notice has been given to the LEA who has 
provided prior written consent for such transfer.’ 

 
Delete ‘or indirectly’ and delete ‘of the manner in which de-identified data is presented’ 

 
Replace “De-Identified Data may be used by the Provider for those purposes allowed under 
FERPA and the following purposes” with “De-Identified Data, defined as aggregate data from 
which no student can be individually identified, may be used by the Provider for those purposes 
allowed under FERPA and the following purposes” 

 
6. Disposition of Data: Delete ‘Upon termination of this DPA, if no written request from the LEA is 

received, Provider shall dispose of all Student Data after providing the LEA with reasonable prior 
notice.’ 



 
Delete ‘or placed in a separate student account pursuant to section II 3’. 

 
Replace ‘If the LEA and Provider employ Exhibit “D,” no further written request or notice is 
required on the part of either party prior to the disposition of Student Data described in Exhibit 
“D”’ with the following ‘Upon receipt of a written request from the LEA, Provider will promptly 
employ Exhibit “D”. ‘ 

 
7. Advertising Limitations: Replace ‘(i) for adaptive learning or customized student learning 

(including generating personalized learning recommendations); or (ii) to make product 
recommendations to teachers or LEA employees; or (iii) to notify account holders about new 
education product updates, features, or services or from otherwise using Student Data as 
permitted in this DPA and its accompanying exhibits’ with ‘(i) for adaptive learning or customized 
student learning purposes (including generating personalized learning recommendations); or (ii) 
to develop or improve Provider’s Internet web sites, online services or mobile applications owned 
by the Provider; or (iii) to make product recommendations to teachers or LEA employees; or (iv) 
to notify account holders about new education product updates, features, or services or from 
otherwise using Student Data as permitted in this DPA and its accompanying exhibits.’   
 

ARTICLE V: DATA PROVISIONS  
 

2. Audits: Replace ‘No more than once a year, or following unauthorized access, upon receipt of a 
written request from the LEA with at least ten (10) business days’ notice and upon the execution 
of an appropriate confidentiality agreement, the Provider will allow the LEA to audit the security 
and privacy measures that are in place to ensure protection of Student Data or any portion 
thereof as it pertains to the delivery of services to the LEA.’ with ‘No more than once a year, or 
following unauthorized access, upon receipt of a written request from the LEA with at least 
thirty (30) days’ notice and upon the execution of an appropriate confidentiality agreement, the 
Provider will allow the LEA to audit the security and privacy measures that are in place to ensure 
protection of Student Data or any portion thereof as it pertains to the delivery of services to the 
LEA.  Such audits shall be made during normal business hours, and not take longer than one (1) 
business day. Such audits shall be subject to scheduling according to the mutual convenience of 
the parties.’ 
 

3. Data Security: Replace ‘The provider shall implement an adequate’ with ‘The provider shall 
implement a commercially reasonable.’ 
 

4. Data Breach: Replace ‘In the event of an unauthorized release’ with ‘In the event of an actual 
unauthorized release’ 
 
Delete from 1. ii. ‘or are reasonably believed to have been’ 
 
Add in (2) ‘assisting with the LEA’s’ in front of notification. 
 
Delete from (3) ‘best practices and’ and replace with ‘commercially reasonable practices and’. 
 



Delete from (3) ‘upon request, with a summary of said written incident response plan’ and 
replace with ‘upon written request, with a summary of said written incident response plan 
containing non-proprietary information.’ 
 
Delete from (4) ‘LEA shall provide notice and facts surrounding the breach to the affected 
students, parents or guardians.’ and replace with ‘Only the LEA shall provide notice and facts 
surrounding the breach to the affected students, parents or guardians. Provider is prohibited from 
directly contacting affected students, parents or guardians.’ 
  
Delete from (5) ‘In the event of a breach originating from LEA’s use of the Service, Provider shall 
cooperate with LEA to the extent necessary to expeditiously secure Student Data.’ and replace 
with ‘In the event of a breach originating from LEA’s use of the Service that is not attributable to 
the Provider, Provider shall reasonably cooperate with LEA to the extent necessary to 
expeditiously secure Student Data, but shall not bear any financial responsibility in doing so.’   
 

ARTICLE VII: MISCELLANEOUS  
 

1. Termination. Delete ‘Either party may terminate this DPA and any service agreement or contract 
if the other party breaches any terms of this DPA.’ and replace with ‘Either party may terminate 
this DPA and any Service Agreement or contract while in effect if the other party materially 
breaches any terms of this DPA, provided that the other party has been given notice of such 
breach, in writing, and has had a reasonable period of time, but in no event less than forty-five 
(45) days, to remedy such breach prior to termination.’   

 
2. Effect of Termination Survival. After ‘terminated’, add ‘then upon written request by LEA,’ 
 
3. Priority of Agreements.  Add ‘data protection’ in front of ‘terms of this DPA’. 

 
7. Successors Bound. Delete clause and replace with the following ‘This DPA is and shall be binding 

upon the respective successors in interest to Provider in the event of a merger, acquisition, 
consolidation or other business reorganization or sale of all or substantially all of the assets of 
such business. In the event that the Provider sells, merges, or otherwise disposes of its business 
to a successor during the term of this DPA, any such successor will assume the obligations of this 
DPA and any obligations with respect to Student Data within the Service Agreement. The LEA has 
the authority to terminate the DPA if it has a material objection to the successor to whom the 
Provider is selling, merging, or otherwise disposing of its business, provided that all payments that 
are owed or due, in part or in full, under any Service Agreement or otherwise between the LEA 
and Provider in existence at the time of such succession, are paid prior to termination.’   
  

The Parties also agree to Amend the Exhibit G with the following: 
 

10. Reimbursement of Expenses Associated with Security Breach: 
 

Add ‘solely’ in front of ‘attributable’ 
 

Add ‘actual’ in front of ‘costs’. 
 
Add in b. ‘One year of’ in front of ‘credit monitoring’ 



 
Add in c. ‘Reasonable’ in front of ‘legal fees’ 

 
11. Transfer or Deletion of Student Data: 

 
Delete ‘to the LEA within thirty (30) calendar days of the operator becoming aware that the 
Student Data is no longer needed for purposes of the DPA.’ and replace with ‘to the LEA within 
thirty (30) calendar days of written notice from the LEA to the operator.’ 

 
13. Subcontractors. 
 

Delete ‘This list shall, at a minimum, be updated and provided to the LEA by the beginning of each 
fiscal year (July 1) and at the beginning of each calendar year (January 1) and replace with ‘This 
list shall, at a minimum, be updated and provided to the LEA by the beginning of each fiscal year 
(July 1) and at the beginning of each calendar year (January 1) as long as Student Data is 
maintained by the Provider. 

 
 
List of Subcontractors 

Houghton Mifflin Harcourt  
Service Providers Processing Student, School, and District Data  

 

ENTITY   TYPE OF SERVICE 
PROVIDED  

COUNTRY 
LOCATION  

  
Amazon Web Services  
410 Terry Ave North   
Seattle, WA 98109 -5210   

Hosting for  
Products /  

Services and 
associated data   

USA  

Navisite   
200 Minuteman Road  
Andover, MA 01810  

Hosting for  
Products /  

Services and 
associated data  

USA  

  
Microsoft  
One Microsoft Way  
Redmond, Washington 98052-6399  
  

Email and other 
office 

productivity  
USA  

  
Salesforce  
One Market Street  
San Francisco, CA 94105, USA     

Client  
management  USA  

  
Mimecast  
191 Spring Street  
Lexington, MA 02421  
  

Email support  USA  



  
Alorica  
5 Park Plaza  
Irving, CA 92614  
  

Customer 
support  USA  

  
Boston Soft Design  
233 Needham Street  
Newton Upper Falls, MA 02464-1605   
  

Database 
Management  USA  
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