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This Massachusetts Snrdent Data Privacy Agreement (*DPA") is cntered into by and benveen the school

disrict, Framingham Public Schools (hereinaftcr referred to as "LEA") and Happy Numbers Inc.

(hereinafter referred to as "Provider") on Febnrary 15, 2019. The Parties agree to the terms as stated

herein.

RTCITALS

WHEREAS, the Provider has agreed or will agree to provide the Local Education Agency ("LEA")
with certain digital educational services ("Services") as described in Article I and Bh:ibiL..lLI; and

WHEPJAS, the Provider, by signing this Agreement, agrees to allorv the LEA to offer school districts

in Massachusetts the opporfunity to accept and enjoy the benefits of the DPA for the Services described,

without the need to negotiate terms in a separate DPA; and

WHEREAS, in order to provide the Services described in Arlicle I and Appendix A, the Provider may

receive or create and the LEA may provide documents or dala that are covered by several federal

statutes, among them, the Federal Educational Rights and Privacy Act ("FERPA") at 20 U.S.C. 12329

and 34 CFR Part 99, Children's Online Privacy Protection Act ("COPPA"), l5 U.S.C. 6501-6502;

Prorecrionof Pupit Rights Amendment ('?PR6"i ?0 U.S.C. 1232h; thc Individuals with Disatrilities

Education Act ("IDEA"), 20 U.S.C. $$ 1400 et, seq'; and

WHEREAS, the documents and data transferred from Massachusetts LEAs and created by the

Provider's Scrvices are also subject to scveral Massachusetts student privacy laws, including

Massachusetts student record regulations, 603 C.M.R. 23.00, Massachusetts General Larv, Chapter 71,

Sections 34D to 34H and 603 CMR 28.00; and

WHf,REAS, the Parties wish to enter into this DPA to ensure that the Services provided conform to the

requirements of the privacy laws referred to above and to establish implementing procedures and duties.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PtIRPOStr AND SCOPE

t. Pur?ose of rrPA. The purpose of this DPA is to describe the duties and responsibilities to

protect Student Data (as defined in Fxhibit "C",) transmitted to Provider from the LEA pursuant

to Exhibit "A", including compliance with all applicable state privacy statutes, including the

FERPA, PPRA, COPPA,IDEA,603 C.M.R. 23,00,603 CMR 28,00, and Massachusctts Gcnsral

Law, Chapter 71, Sections 34D to 34H. In performing these services, to the extent Personally

Identifiable Information (as defined in Exhibit "C") from Pupil Records (as defined in Exhibit

:g) are transmitted to Provider from LEA, thc Provider shall be considcred a School Oflicial
with a legitimate educational interest, and perfbrming services othenvise provided by the LEA.
Provider shall be under the direct control and supervision of the LEA. Control duties are set

forth below.
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2. Nature of Services Provided. The Provider has agleed to provide thc tbllowing digital

educational sqrvices described in Exhibit "A"'

Student Data to Re Provided. In order to perfonn the Services described in this Article and

Exhibit "A,, LEA shall provide the categories of data described in the Schedule of Data,

attached hereto as Exhibit "8".

DpA Delinitions. The defrnition of terms used in this DPA is found in Exhibit "C". In the

event of a conflict, definitions used in this DPA shall prevail over terms used in all other

writings, including, bur not limited to, a service agreemert, privacy policies or any tenns of
servicc.

ARTICLEII:DATAOlvll-ERSHIPANDAUTHORIZEDACCESS

student Data property of LEA. All student Data or any other Pupil Records transmitted to the

p*rid" pr io this a$eement is and will continue to be the ProPerty of and under the

control of the LEA , or to the party who provided such data (such as the student or parent.). The

provider furtlrer acknorvledgel and agrees that all copies of such Student Data or any other Pupil

Records transmitted to thE Provider, including any modifications or additions or any portion

thereof from any source, are also subject ro the provisions of this Agreement in the same manner

as the original Student Data or Pupil Records. The Partics agrec that as between them, all rights'

including all intellectual propeffy rights in and to Srudent Data or any other Pupil Records

contempiated per this Agreement shall remain the exclusive property of the LEA. For the

purpor", of FERPA and state law, the Provider shall be considered a School Official, under the

congol and direction of 1}re LEAs as it pe(ains to the use of student data notwithstanding the

above. The Provider will cooperate and provide Student Data within ten (10) days at the LEA's

request. provider may transfer pupil-generated content to a separate accounl, according to thc

procedures set forth belorv.

parent Access. LEA shall establish reasonable procedures by which a parent, legal guardian, or

eligible student may review personally identifiable information on the pupil's records, co.rect

.rroo.our information, and procedures for thc transfer ofpupil-generated content to a personal

account, consistent with the functionality of services. Provider shall cooperate and respond

within ten (10) days to the LEA's request for personally identifiable information in a pupil's
records held by the Provider to view or correct as necessary. In the event that a parent of a pupil

or other individual contacts the Provider to revierv any of the Pupil Records of Sfudent Data

accessed pursuant to the Services, the Provider shall refer thc parent or individual to the LEA.
who rvill follow the necessary and proper proccdures rcgarding thc requested information.

Senarate Account. Provider shall, at the request of the LEA, traosfcr Student Generated

Content to a separate student account.

3.

4.

l.

3.
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5.

6.

l.

2.

3.

Thlrd Party Request. Should a Third Party, inctuding, but not limited to law enforcement'

1b""", 
"*pbyees 

of &e LEA, current employees of the LEA, and government entities, contact

providcr with a request for data held by the Provider pursuant to the Services, the Provider shall

redirect the Third party to request the data directly from the LEA and shall cooperate with the

LEA to collect the required information. Provider shall notiff the LEA in advance of a

compelled disclosure to a Third Parry, unless legally prohibited' The Provider will not use'

disciose, compile, transfer, sell the Student Data andlor any portion thereof to any third party oI

other entity oi allow any other third parry or other entity to use, disclose, compile, transfer or sell

the Studcnt Data and/oi any portion thcreo{, without the cxprcss written consent of the LEA or

without a court order or lawfutly issued subpoena. student Data shall not constitute that

information that has been anonlrmized or de.identified, or anonymous usage data regarding a

student's use of Provider's scrvices.

No Unauthorized lise. Provider shall not use Student Data or information in a Pupil Rccord for

any purpose other thar as explicitly specified in this DPA'

SubBrocessors. Provider shall enter into rvriUen agreements with all Subprocessors performing

furrtit* p*t ant to this DPA, whereby the Subprocessors agree to protect Student Data in

manner consistent wittr thc terms of this DPA.

.A.RTICLE III: DIITIES Otr LEA

provide Data In Compliance With Laws. LEA shall provide data for the purposes of the DPA

in compliance with the FERPA, PPRA, [DEA, 603 C.M.R. 23.00, 603 CMR 28.00' and

Massachusetts General Law, Chapter ?1. Sections 34D to 34H, and the other privacy statutes

quoted in this DpA. LEA shall ensure that its annual notice under FERPA includes vendors,

such as the Providcr. as "school Oflicials."

Reasonable precautions. LEA shall take reasonable precautions to secure usernames'

passwords, and any other means of gaining acccss to the services and hostcd data'

llnauthnrlzed Access Notilication. LEA shall notiff Providcr promprly of any known or

rurpr.rca oouuthorized access. LEA will assist Providgr in aty efforts by Provider to investigate

and respond to any unauthorized access.
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l. priva cr- c o mp ri a n c e TI:::::1, ffi fi :1iI,:110,..,,, and F ederar I aws and

regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA, , 603

C.M.R. 23,00 and Massachusetts Gcncral Law, Chapter 71, Sections 34D to 34H.

Authorized LJse. Student Data shared pursuant to this DPA, including persistcnt unique

identiliers, shall be used for no purpose other than the Scrvices stated in this DPA and as

authorized under the statutes referred to in subsection (l), above. Provider also acknowledges

and agrees that it shall not make any redisclosure of any Student l)ata or any portion thereof,

including rvithout limitation, any student data, meta data, user content or othcr non'public

information and/or personally identifiable information contained in the Srudcnt Data, without the

cxpress rwittEn conscnt of the LEA, unless it fits into the dc-identified information exception in

Article IV, Section 4, or there is a court order or larvfully issued subpocna for the information.

Employee Obligation. Provider shall reguire all employees and agents who have access to

Student Data to comply tvith all applicable provisions of this DPA with respect to the data shared

under this DPA. Provider agrees to require and maintain an appropriate confidentiality
agreement from each employcc or agent with acccss to Student Data pursuant to the DPA.

No Disclosure. De-identifiEd information, as defined in Exhibit "C", may be used by the

Provider for the purposes of development, research, and improvement of educational sites,

services, or applications, as any other member of the public or party would be able to use

de-identified data pursuant to 34 CFR 99.31(b). The Provider and LEA agree that the Provider

cannot successfully de-identify information if there are fewer than twenty (20) students in the

samples of a particular field or catcgory of informatiou collected, i.e,, t\Yeaty students in a
particular grade, twenty students of a particular race, or twenty students with a particular

disability. Provider agrees not to attempt to re-identiS de'identified Student Data and not to

transfer de-identified Student Data to any party unless (a) that party agrees in writing not to

attempt re-identification, and O) prior written notice has been given to the LEA who has

provided prior written consent for such transfer. Provider shall not copy, reproduce 0r transmit

any data obtained under this DPA and/or any portioo thereof, excopt as oecessary to fulfill the

DPA.

Disposition of Data. Provider shall dispose or delete all personally identiliable data obtained
under the DPA when it is no longer needed for the purpose for rvhich it was obtained and transfer
said data to LEA or LEA's designee within sixty (60) days of the date of tennination and

according to a schedule and procedwe as the Parties may reasonably agree. Nothing in the DPA
authorizes Provider to maintain persoually identifiable data obrained under any other writing
beyond the time period reasonably needcd to complcte the disposition. Disposition shall include
(l) the shredding of any hard copies of any Pupil Records; (2) Erasing; or (3) Othenryise
modi$ing the personal information in those records to make it unreadable or indecipherable.

3.

4.

5.
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6.

provider shall provide rvritten notification to LEA rvhen the Data has been disposed' The dury to

dispose of Student Data shall not extend 1o data that has been de-identified or placed in a

s€parate student account, punsuiult to the other tenns of the DPA. The LEA may employ a

..dequest for Return or Deletion of Student Data" FORM, A Copy of which is attached hereto as

Exhibit..D,,). Upon receipt of a request from thc LEA, ths Provider will immediately provide

tfr. ffA *itf, any specifiea portion-of the Student Data rvithin three (3) calendar days of receipt

of said request.

Advertising Prohibition. Provider is prohibited from using Student Data to (a) market or

advertise to students or familieslguardians; (b) inform, inlluencc, or enable marketing or

advertising efforts by a Provider; 1c1 devetop a profile of a student' family member/guardian or

group, fbr any commercial purposi other than providing the Service to Client; or (d) use the

Itua"nt Datafor the developmint of commercial products or services, other than as necessary to

provide the Service to Client.

ARTICLE V: DATA PROVISIONS

Data Security. The Provider agrecs to abidc by ;mrt maintain adcquate data sccurity measures'

consistenr with industry standarls and technology best practices, to protect Student Data from

unauthorized disclosure or acquisition by an unauthorized person' The general security duties of

Provider are set forth below. irovider may further detail its security programs and measures in

Exhibit "F'1 hereto. These measures shall include, but are not limited to:

a. Ptsswords and f,mployee Access. Provider shall secure usernamBs, passwords' and any

other means olgaining u.."r, to the Services or to Student Data, at a level suggested by

Article +.: of NlSf g0O-ef -f . Provider shall only provide accBSS to Student Data to

employees or contractors that are performing the Serviccs. Employees with access to

Snrdent Data shall have signed confidentiality agreements regarding said Student Data'

All cmployees with access to Student Records shall pass criminal background checks'

b. Destruction of Data. Provider shall destroy or delete all Personally ldentifiable Data

contained in Srudent Data and obtained under the DPA when il is no longer needed for

the purpose for which it was obtained or transfer said data to LEA or I-EA's dcsignee,

according lo a schedule and procedure as the parties may reasonable agree' Nothing in

the DpAluthorizes Providsi to maintain personally itlenti{iablp data beyond the timE

period reasonably needed to complete the disposition'

c. Sccurlty protocols. Both parties agree to maintain security protocols that meet industry

best prattices in thc transfbr or transmission of any data, including ensuring that data may

only be viewcd or accesscd by partics lcgally allowed to do so' Provider shall maintain

all data obtained or generated pursuant to the DPA in a securc computer environment and

ilot copy, reproduce, or transmit data obtained pursuant to the DPA' oxccpt as neccssary

to fulhll the purpose of data requests by LEA. The foregoing does not limit the ability of

the provider to allow any flecessary service providers to view or access data as set forth

in Article IV, section 4.

l.
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Employee Training. The Provider shall provide periodic security training to those of its

"*pioyt"r 
who opeiate or have access to lhe system. Further, ProvidEr shall provide

LEA with contact information of an curployec who LEA may contact if thEre are any

security concems or questiotrs.

Security Technology. When the ssrvice is accessed using a supported rveb browser'

Secure Socket Layer ("SSL"), or equivalent technology shall be employed to protect data

from unauthorized access. The service security measures Shall include server

authentication and dara encryption. Provider shall host data pursuant to tbe DPA in an

environment using a firewall that is periodically updated according to industry standards.

Security Coordinator. Provider shall provide the name and contact information of
providci's Security Coordinator for the Studsnt Data received pursuant to the DPA.

Subpr-ocessors Bound. Provider shall enter into written agreements whcreby

Subprocessors agree to secure and protcct Studcnt Data in a manner consislent rvith the

rcrms of this Arricl€ V. Provider shall periodically conduct or review compliance

monitoring and asssssmsnts of Subproccssors to determine their compliance with this

Article.

Per.iodic Risk Assessment. Provider further acknowledges and agrees to conduct

periodic risk assessmcnts and remediatc any idcntificd security and privacy

rulnerabilities in a timely manner.

Backups. Provider agrees to maintain backup copies, backed up at least daily, of Student

Data in case of Provider's system failure or any other unf,oreseen event resulting in loss

of Student Data or any portion lhereof.

Audits. Upon receipt of a request from the LEA, the Provider will allolv the LEA to

audit the security and privacy measures that are in place to ensure protection ofthe

Student Record or any portion thereof. The Provider will cooperate fully with the LEA

and any local, state, or federal agercy with oversight authority/jurisdiction in connection

with any audit or investigation of the Provider and/or delivery of Services to students

and/or LEA, and shatl provide full access to the Provider's facilities, staff, agents and

LEA's Student Data and all records pertaining to thc Providcr, LEA and delivery of
Services to the Provider. Failure to cooperate shall be deeued a material breach of the

Agrecrncnt.

Data Breach. In the event that Student Data is accessed or obtained by an unauthorized

individual, Provider shall provide notification to LEA within ten (10) days of the incident.

Provider shall follow the fo[owing process:

a. The security breach notihcation shall be wrinen in plain language, shall be titled'Notics
of Data Breach," and shall prcscnt the inforrration described herein under the following

headings: "What Happened," "What Information Was Involved" *What We Are Doing,"

"What You Can Do," and "For More Information." Additional information may be

provided as a supplemEnt to the notice.

e.

h.

t.
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The security breach notification described above in section 2(a) shall include, at a

minimum, the following information:

l. The narne and cootact information of the reporting LEA subject to this section.

ii. A list of the types of personal information that were or are reasonably believed to

have been the subject ofa brsach.

lii. If the information is possible to determinc at the time the notice is provided, then

eirher (l) ihe date of the breach, (2) the estimated date of the breach, or (3) the

date range within which the breach occurred. The notification shall also includc

the date of the notice'

iv. Whether the notification was delayed as a result of a law enforcement

investigation, if that information is possible to determine at the time the notice is

providsd.

v. A general description of the breach incident, if that infonnation is possible to

determine at the time the notice is provided.

At LEA's discretion, the security breach notification may also include any of the

following:

i. Ilformation about what the agency has done to protect individuals whose

information bas besn breached'

il. Advice on steps that the person whose inforrration has been breached may take to

protect himself or hsrsclf.

d. provider agrees to adhere to all requirements in the Massachusetts Dala Breach larv and

in federal iaw with respect to a data breach related to the Student Data, including, when

appropriate or required, the required responsibilities and procedures for notification and

rnitigation of any such data breach.

e. provider further acknowledges and agrees to have a written incident response plan that

reflects bcst practices and is consistent rvith industry standards and fedcral and stats law

for rssponding to a data breach, breach ofsecurity, privacy incidcnt or unauthorized

acquisition or use of Student Data or any portion thereof, including personally

identifiablc information and agrecs to providc LEA, upon request, with a copy of said

written incident resPonse Plan'

f. At the request and with the assistanqe of the District, Provider shall notiff the affected

parent, legal guardian or eligible pupil of the unauthorized access, which shall include the

ioformation listed in subscctions (b) and (c), above.

ARTICLE VI: MISCELLANTOUS

1. Term. The Provider shall be bound by this DPA for so long as the Provider maintains any

Student Data. Notwithstanding the foregoing, Provider agees to be bound by the terms and

obligations of this DPA for three (3) years-

b.
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) Terminution. In the event that either party seeks to terminate this DPA, they may do so by

mutMl written consent and as long as any service agreement or terms of service, to the extent

one exists, has lapsed or has been terminated.

The LEA may terminate this DPA and any service agreement or contract rvith the Provider if the

Provider breaches any terms of this DPA.

Etlect of Termination Survival. If the DPA is terminated, the Provider shall destroy all of

LEA's data pursuant to Articls V, section l(b)'

priorig of Aqreements. This DPA shall govem the treatment of srudent records in order to

comply rvith thc privacy protections, including those found in FERPA' IDEA' COPPA, PPRA'

603 CMR 2g.00, 603 C.M.R. 23.00, and Massachusetts General Law, Chapter 71, Sections 34D

to 34H. ln the event there is conflict between the ternrs of the DPA and any other writing, such

as service agreement or rvith any other bid/RFP, terms of seryice, privacy policy, license

agreement, or writing, the tcrms of this DPA shall apply and take precedence' Except as

described in this paragfaph herein, all other provisions of aoy other agreement shall remain in

effect.

5. Notice. All notices or other communication required or pemritted to be given hereundsr must bc

in writing and given by personal delivery, facsimile or e-mail transmission (if contact

information is provided for the specific modE of dElivcry), or first class mail, postage prepaid'

sent to the designated representatives below'

The designated representative for the Provider for this Agreement is:

4.

Name

Title
Address
Telephone Number
Email

Name
l'itle
Addrcss
Telephone Number

The designated represcntative for the LEA for this Agreement is:

Evgcny Milyutin
CEO
2345 Yale Street, lst Floor, Palo Alto, CA 94305

l-800-815-1574
em@happynumberq.com

Framingham Public Schools

Director of Technology
73 Mt. Wayte Avenue, Framingham, MA 01702

508-626-91 l7

6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the

subject matter hereof and supersedes all prior communications, representations, or agreements,

oral or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waivcd (either generally or in any particular instance and
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either retroactively or prospectively; only rvith the signed rwitten consent of both partics.

Neither failure nor delay on the parl of any party in exercising any right, power, or privilege

hereunder shall operate as a waiver of sucb right, nor shall any single or partial exercise of any

such right, power, or privilege preclude any further exercise thereofor the exercise ofany other

right, power, or privilege.

7. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction

shall, as to suchjurisdiction, be ineffective to the extent ofsuch prohibition or uncnforccability

without invalidating the remaining provisions of this DPA, and any such prohibilion or

unenforceability in anyjurisdiction shall not invalidate or render unenforceable such provision in

any other jurisdiction. Notwithstanding the foregoing, if such provision could be more narrorvly

drawn so as not to be prohibited or unenforceable in such jurisdiction rvhile, at the samc time,

maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn

without invalidating the remaidng provisions of this DPA or affecting the validity or

enforceability of such provision in any other jurisdiction.

8. Governing Law: Venue and Jur{sdlction. THIS DPA WILL BE GO\aERNED BY AND

CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF

MAESACHUSETTS, WIT}IOUT REGARD TO CONFL1CTS OF LAW PRINCIPLES, EACH

PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICI]ON
TO THE STATE AND T'I]DERAL COURTS OF MIDDT-ESTX COI-INTY I'OR ANY

DISPUTE ARISING OUT OF OR RELATING TO THIS DPA OR THE TRANSACTIONS

CONTEMPLATED HEREBY.

9. Authoritl. Provider represents that il is authorized to bind to the terms of this Agreement,

including confidentiality and destruction of Student Data and any portion thereof contained

thercin, all related or associated instifutions, individuals, employees or contractors who may have

accsss to &e Student Data and/or any portion thereof, or tnay own, lease or control equipment or

facilities of any kind where the Student Data and portion thereof stored, maintained or used in

any way.

10. Waiver. No dclay or omission of the LEA to exercisc any right hereunder shall be construed as

a waiver of any such right and the LEA reselves the right to exercise any such right &om time to

time, as often as may be deemcd expedient.

I 1. Electronic Sisnature: The parties understand and agree that they have the rig[t to execule this

Agrecment through paper or through electronic signature technology, which is in compliance

with Massachusetts and Federal law governing elcctronic signatures. The parties agree that to

the extent they sigr electronically, their electronic signature is the legally binding equivalent to

their handwritten signature. Whenever they execute an electronic signature, it has the same

validiry and meaning as their handrwitten signature. they will not, at any time in the future,
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repudiate the meaning of my electronic signature or claim that their clectronic signature is not

legally binding. They agree not to object to thc admissibility of ftis Agreement as an electronic

record., or a paper copy ofan electronic document, or a psper copy ofa document bearing ao

electronic signature, on the grounds that it is an electronic record or electronic signature or that it

is not in its original form or is nol an original.

Each party rvill immediately request that their electronic signature be revoked in writing if they

discover or suspect that it has been or is in dangcr of bcing lost. discloscd, compromised or

subjccrc6 to unauthorizcd usc in any way, They understand thar they may also rcqucst

revocation at any time of their electronic signature for arry other reason in rvriting.

If either party would likc a paper copy of this Agre cmcnl, they may rcquest a copy from the

other parry.

12. MultiBle Counter?arts: Ihis Agreement may be execuled in any number of identieal

count;rparts. If so cxecuted, each of such counterparts shall constitute this Agreement, In

proving this Agreemort, it shall not be necessary to protluce or accoult fbr more than one such

counterpart. Eyecution and delivery of this Agreement by .pdf or other electronic lbrmat shall

constitutc valid exccurion and dclivery and shall bc effective for all purposcs (it being agreed

that PDF email shall have the same force and effect as an original signature for all purposes).

ARTICLE VII. GENERAL OTT'ER OT TERMS

Provider may, by signing the atlached Form of General Offer of Privacy Terms (General Offer'

afiached hereto as Exhibit "8"), be bound by the tenns of this to any other school district rvho signs the

acccplance in said Exhibil.

lsignat ure Page Fol low s)
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IN LTNESS WHERf,OFo the panies have executed this Massachusens Smderlr Data Privacy

Agreemmt as of the last day noted below.

o*",&7rl"rq
Printcrl Namc: George Carpenter Title: Director of Technology

Date: 15.02.2019

Tille:CEO
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EXHIBIT'4"
DESCRIPTION OF SERVICES

Happy Numbers, wcb.based mathematics instruction. HappyNumbeni.com hclps PK-5 teachers

diflsrentiate instruction and deepen students' conceptual understandiog of math. Driven by pedagogy

and supported by technology (not vice versa), it's not a set ofelectronic worksheets or another "all

dancing, all singing" resource. lnstead, we teach sludents to "lhink math": students explore the meaning

behind the math, building upon simple concepts to create connections and develop dcep understanding.
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NXIIIBIT *8" SCHEDULE OF DATA

Crtcaory olllrtr Elcocutr
ClrcLlf $.d

byyo*
sytlaE

Application
T€chnology lvt6ta

Data

IP Addrctses of usets, Urc of
cmkies ctc.

Gher application technology
met! dat&-Plcar. speciry:

Application Uee

Starisrics

Mcta &t! on lffi intmtioa
uith apoliotim

A3*srmcat

Sandardked rst scores

Obren'rtion data

Olhs a$camat data'Plcu
specify:

Ancodme
Srudlni rch@l (daily)
ancodmcc &u
Studcnt clos rnadryc data

Comuicatio
Onlinc comuigatiom ttat
m capnred (mailr, blog

catricr)

Cooduct Couduct or behn'ioral dau

Doot 8phict

Datc o[Birth

Placc of Birth

Gender

Ethtricity or Bcc
Luguagc iafomatioa
(rauvc. prefened or primary

luguagc spoka by itudmt)

Otba dcmographic
infomation-Plwe qxify :

Erollmmr

Studcnt school enrollrnent

Strdcnt crade lerel

Homeroom
Guidmce counselor

SDsifrc cmicule prcgrmr

Ycar ofgaduation

Otha cmllmat
iafomatioo-Pleu speci$ :

Pamy'Gucdiu
CoDtact lofmtion

Addrss

Email /
Pbouc

PmtrGudiuID Parc[t ID number (creeted lo
lint parents to studmts)

Prrcat/Guardira

Namc

Fint mdlor L6l

Schedulc
Studmt shcdul€d cous
Teachq uucs

Special lndicator

Eaglirh lugugc lcma
infomtioo
Low income status

Medical olcns

Shrdcot disbility infomation

Speialized education

smicc flEP or 504)

Liring situtiou
(homrlcadfGid cste)

Odra indicator
infomarioo-Plcase spcci! ;

Crtcgory ofD.tr Eloeatrtr
CbxkUwd

bt your
rrnam

Studctrt Contact
hfomrtion

Address
Eral
Phone

Student ldeoti6en

Locrl (school di3trict) ID
number
Statc ID nmber
!'ar<h,r/App assig:red s$deot
ID nuobcr
Shrdot 8F! u.ffi!

Studeot app pEss$ords

Snrdent Nmc Fist md/or L6t

s$dcnt L App
Perfommcc

Pro8rar/application
pcrformance (typin8
pm$m-!nrd6l typci 60
wprn, readiag
progran-snrdmt nadr bclow
radc lccl)

SMcat Prograo
Membahip

Acrdcmic or dBrcuicuLr
*tiviria a crrrlar my
belmc to or D8rticiDatc io

Student Surley Sfudeot responscs to sun'cys
gr qu.stiomoift

Shrdot work

Stud@t tmsated contat;
uriting, pictrres etc.

Othsr stud€ot work da6
-Pl*espei&:

Trarucript

Studat cout Frades

Studenr course dala

Studcat cours€
gra&y'pcfmocc rcoo
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06- rarscripr dalE'Plersc
spei$:

Traasportatim

Shrdmtbs$sigmetrl
Sludcnt pick up and/or droP

off localiou

Sru&nt bus card ID number

Other tre$podation data

-Pleue sorci&;

Other

Plem lirt xb additionrl
&ta clement u*d. storcd or

collected by your aPPlication

EXHIBIT *C'

DEFINITIONS

De-Identiliable Information @II): De-Identification refers io &e process by which the Vendor

rsmoves or obscures any personally Identifiable Information ("PI") from student records in a way that

removes or minimizes tle risk of disclosure of the identity of the individual and infonnation about them'

The provider,s specific steps to de-identify the data will depend on the circumstances, but should be

appropriate to protect students. Some potential disclosure limitation methods are blufring, masking, and

pe*urbation. ie-identification should ensure that any information rvhen put together cannot indirectly
'identiff 

the student, not only from the viewpoint of the public, but also from the vantage of those who

ars f;iliar wirh the individual. Information cannot be de-identified if there are fewer than tiventy (20)

studsnts in the samplcs of a particular ficld or category, i.e., twcnty studcnts in a particular grade or less

than twenty students with a particular disability.

NIST g00-63-3: Draft National lnstinrte of Standards and Technology ("NIST") Special Publication

800-63-3 Digital Authentication Guideline.

personally Identiliable Information (PII): The terms "Personally Identifiable Information" or "PII"

shall include, but are not limited to, studenl data, metadata, and user or pupil-generatcd contsnt obtained

by reason of the use of provider's software, website, service, or app, including mobile apps, whether

gathered by provider or provided by LEA or its users, students, or students' parents/guardians' PII

includes, without limitation, at least the follorving:

First Name

Last Name

Telephone Number
Discipline Records

Special Education Data

Grades

Criminal Records

Health Records

Biometric Information

S ocioeconomic Information

Political Affrliations
Text Messages

Student Identifiers

Home Address

Subject

Email Address

Test Results

Juvenile DependencY Records

Evaluations
Medical Records

Social Secur, ity Number

Disabilities
Food Purchases

Religious Information

Documents

Search Activity
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Photos
Videos
Grade

General Categories:

Voice Recordings
Date of Birth
Classes

Indirect ldentifiers: Any information that, either alone or in aggregate, would allow a reasonable Person

ts be able to identi$ a student to a reasonable certainty

Information in the Student's Educational Record

Information in the Student's Email

Provider: For purposes of the DPA, the term "Provider" means provider of digital educational software

or services, including cloud-based services, for the digital storage, management, and retrieval of pupil

records.

Pupil Generated Content: 'Ihe term "pupil-gcncrated content" means materials or co[tcnt created by a

pupil during and for the purpose of education including, but not limited to, essays, research reports,

portfolios, creative rvriting, music or other audio files, photographs, videos, and account information that

enables ongoing ownership ofpupil content.

pupll Records: Means both of the follorving: (l) Any information that directly relates to a pupil that is

maintained by LEA and (2) any information acquired directly from the pupil through the use of
insrructional software or applications assigned to the pupil by a teacher or other local educational LEA
employee.

School Oflicial: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School

Official is a contractor that: ( I ) Performs an institutional service or fimction for which the agency or

institution would otherwise use Employees; (2) Is under the direct control of the agency or institution
with respect to the use and maintenance of education recordsl and (3) Is subject to 34 CFR 99.33(a)

goveming the use and re-disclosure of personally identifiable information from student records. The

definition of"school official" encompasses the definition of"authorized school personnel" under 603

cMR 23.02.

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its

users, students, or students' parentsiguardians, that is descriptive of the shrdent including, but not limited
to, information in the student's educational record or email, first and last name, home address, telephone

numbcr, cmail address, or othcr information allowing onlinc contact, discipline records, videos, test

results, special education data,juvenile dependency records, grades, evaluations, criminal records,
medical records, health records, social security numbers, biometric information, disabilities,
socioeconomic information, food purchases, political atliliations, religious inlbrmation text messages,

documents, student identities, search activity, photos, voice recordings or geolocation information.
Studert Data shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of
Massachusetts and Federal laws and regulations. Srudcnt Dala as specified in Exhibit B is confirmed to
be collected or processed by the Provider pursuant to the Services. Student Data shall not constitute that
information that has been anonymized or de-identified, or anonymous usage daa regarding a student's
use of Provider's seryiccs.
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Subscribing LEA: An LEA that rvas not party to the original Services Agreement and rvho accepts the

ProvidEr's Gcneral Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term "Subprocessor" (sometimes referred to as

the "Subcontractor") means a party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, or other service to operate and/or improve its software, and who has access to PII.

Targetcd Advertising: Targeted adverrising means presenting an advertisement to a student where the

selection of the advertiscrncnt is based on studcnt information, student records or student generated

content or inferred over time from the usage of the Provider's wcbsite , online service or mobilc
application by such srudent or the retention of such student's online activities or requesls over time.

Third Party: The term "Third Party" means an entity that is not thc provider or LEA.
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NXHIBIT "D"
DIRECTIVE tr'OR DISPOSITION OF DATA

[Name or District or LEA] directs [Name of Company] to dispose of data obtained by Company

iurr-nt to the terms of the DPA between LEA aud Provider. The tenns of the Disposition are set forth

below;

l. Extent of Disposition

_ Disposition is partial. The categories of data to be disposed of are set forth below or are found in

an attachment to this Directive:

[Insert categories ofdata here]

-- 
Dispositior is Complete. Disposition extends to all categories of data.

2. Nature of Disposition

- 
Disposition shall be by destnrction or deletion of data.

_ Disposition shall be by a transfer of data. The data shall be transferred to the following site as

follows:

[Insert or attach special instructions.]

3. Timing of Disposition

Data shall be disposed of by the following date:

- 
As soon as commercially practicable

_By (Insert Datel

4. Sisnature

(Authorized Representative of LEA

Date

5. Verification of Disposition of Data
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Authorized Representative of Company Date
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OPTIONAL: EXHIBIT,F,,

DAT.A. SECI,'RITY REQUIREMENTS

Having robust data security policies and controls in place are the best ways to ensure data privacy'

please answer the following questions regarding the security measures in place in your organization:

L Does your organization have a data security policy? o Yes o No

Ifyes, please providc it.

2. Has your organization adopted a cybersecurity framework to minimizc thc risk of a data breach?

If so which one(s):

_ ISO 27001/27002

CIS Critical SecuritY Controls

NIST Framework for Improving Critical Infrastructure Sccurity

Other:

3. Does your organization store any customer data outside thc United States? o Yes o No

4. Does your organization encrypt customer data both in transit and al rest? o Yes n No

S. Please providc the name and contact info of your Chief Information Sccuriry Officer (CISO) or

the person responsible for data security should we have follow-up questions.

Name:

Contact information:

6. Please provide aay additional information that you desire.
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