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CALIFORNIA STUDENT DATA PRIVACY AGREEMENT 

VeUVion 2.0 (SepWembeU 7, 2018) 

 

School DiVWUicW/Local EdXcaWion Agenc\: 

MoXnWain VieZ LoV AlWoV Union High School DiVWricW 

 

AND 

PUoYideU: 

HAERT Program 

 

 

DaWe: 

09/10/2020 

 



 

ThiV CalifoUnia SWXdenW DaWa PUiYac\ AgUeemenW (³DPA´) iV enWeUed inWo b\ and beWZeen Whe ​MoXnWain               
VieZ LoV AlWoV Union High School DiVWricW (heUeinafWeU UefeUUed Wo aV ³LEA´) and ​HAERT Program               
(heUeinafWeU UefeUUed Wo aV ³PUoYideU´) on ​09/10/2020 ​. The PaUWieV agUee Wo Whe WeUmV aV VWaWed heUein. 

RECITALS 

WHEREAS ​, Whe PUoYideU haV agUeed Wo pUoYide Whe Local EdXcaWion Agenc\ (³LEA´) ZiWh ceUWain              
digiWal edXcaWional VeUYiceV (³SeUYiceV´) pXUVXanW Wo a conWUacW daWed ​09/10/2020 (³SeUYice AgUeemenW´);            
and 

WHEREAS ​, in oUdeU Wo pUoYide Whe SeUYiceV deVcUibed in Whe SeUYice AgUeemenW, Whe PUoYideU ma\               
UeceiYe oU cUeaWe, and Whe LEA ma\ pUoYide docXmenWV oU daWa WhaW aUe coYeUed b\ VeYeUal fedeUal                 
VWaWXWeV, among Whem, Whe Famil\ EdXcaWional RighWV and PUiYac\ AcW (³FERPA´) aW 20 U.S.C. 1232g               
(34 CFR PaUW 99), ChildUen¶V Online PUiYac\ PUoWecWion AcW (³COPPA´), 15 U.S.C. 6501-6506;             
PUoWecWion of PXpil RighWV AmendmenW (³PPRA´) 20 U.S.C. 1232h; and 

WHEREAS ​, Whe docXmenWV and daWa WUanVfeUUed fUom LEAV and cUeaWed b\ Whe PUoYideU¶V SeUYiceV aUe               
alVo VXbjecW Wo CalifoUnia VWaWe VWXdenW pUiYac\ laZV, inclXding AB 1584, foXnd aW CalifoUnia EdXcaWion               
Code SecWion 49073.1 and Whe SWXdenW Online PeUVonal InfoUmaWion PUoWecWion AcW (³SOPIPA´) foXnd aW              
CalifoUnia BXVineVV and PUofeVVionV Code VecWion 22584; and 

WHEREAS ​, foU Whe pXUpoVeV of WhiV DPA, PUoYideU iV a Vchool official ZiWh legiWimaWe edXcaWional               
inWeUeVWV in acceVVing edXcaWional UecoUdV pXUVXanW Wo Whe SeUYice AgUeemenW; and 

WHEREAS ​, Whe PaUWieV ZiVh Wo enWeU inWo WhiV DPA Wo enVXUe WhaW Whe SeUYice AgUeemenW confoUmV Wo                 
Whe UeqXiUemenWV of Whe pUiYac\ laZV UefeUUed Wo aboYe and Wo eVWabliVh implemenWing pUocedXUeV and               
dXWieV; and 

WHEREAS ​, Whe PUoYideU ma\, b\ Vigning Whe ³GeneUal OffeU of PUiYac\ TeUmV´ (E[hibiW ³E´), agUee Wo                
alloZ oWheU LEAV in CalifoUnia Whe oppoUWXniW\ Wo accepW and enjo\ Whe benefiWV of WhiV DPA foU Whe                  
SeUYiceV deVcUibed heUein, ZiWhoXW Whe need Wo negoWiaWe WeUmV in a VepaUaWe DPA. 

NOW THEREFORE ​, foU good and YalXable conVideUaWion, Whe paUWieV agUee aV folloZV: 

ARTICLE I: PURPOSE AND SCOPE 

1. PXrpoVe of DPA​. The pXUpoVe of WhiV DPA iV Wo deVcUibe Whe dXWieV and UeVponVibiliWieV Wo                
pUoWecW VWXdenW daWa WUanVmiWWed Wo PUoYideU fUom LEA pXUVXanW Wo Whe SeUYice AgUeemenW,             
inclXding compliance ZiWh all applicable VWaWXWeV, inclXding Whe FERPA, PPRA, COPPA,           
SOPIPA, AB 1584, and oWheU applicable CalifoUnia SWaWe laZV, all aV ma\ be amended fUom Wime                
Wo Wime. In peUfoUming WheVe VeUYiceV, Whe PUoYideU Vhall be conVideUed a School Official ZiWh a                
legiWimaWe edXcaWional inWeUeVW, and peUfoUming VeUYiceV oWheUZiVe pUoYided b\ Whe LEA. WiWh            
UeVpecW Wo Whe XVe and mainWenance of SWXdenW DaWa, PUoYideU Vhall be XndeU Whe diUecW conWUol                
and VXpeUYiVion of Whe LEA. 

2. NaWXre of SerYiceV ProYided ​. The PUoYideU haV agUeed Wo pUoYide Whe folloZing digiWal             
edXcaWional pUodXcWV and VeUYiceV deVcUibed beloZ and aV ma\ be fXUWheU oXWlined in ​E[hibiW ³A´               
heUeWo: 
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PUeYenWaWiYe menWal ZellneVV and Vocial emoWional edXcaWion 

3. SWXdenW DaWa Wo Be ProYided ​. The PaUWieV Vhall indicaWe Whe caWegoUieV of VWXdenW daWa Wo be                
pUoYided in Whe SchedXle of DaWa, aWWached heUeWo aV ​E[hibiW ³B´ ​. 

4. DPA DefiniWionV ​. The definiWion of WeUmV XVed in WhiV DPA iV foXnd in ​E[hibiW ³C ​́. In Whe eYenW                  
of a conflicW, definiWionV XVed in WhiV DPA Vhall pUeYail oYeU WeUm XVed in Whe SeUYice AgUeemenW. 

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. SWXdenW DaWa ProperW\ of LEA ​. All SWXdenW DaWa WUanVmiWWed Wo Whe PUoYideU pXUVXanW Wo Whe               
SeUYice AgUeemenW iV and Zill conWinXe Wo be Whe pUopeUW\ of and XndeU Whe conWUol of Whe LEA.                  
The PUoYideU fXUWheU acknoZledgeV and agUeeV WhaW all copieV of VXch SWXdenW DaWa WUanVmiWWed Wo               
Whe PUoYideU, inclXding an\ modificaWionV oU addiWionV oU an\ poUWion WheUeof fUom an\ VoXUce,              
aUe VXbjecW Wo Whe pUoYiVionV of WhiV AgUeemenW in Whe Vame manneU aV Whe oUiginal SWXdenW DaWa.                 
The PaUWieV agUee WhaW aV beWZeen Whem, all UighWV, inclXding all inWellecWXal pUopeUW\ UighWV in and                
Wo SWXdenW DaWa conWemplaWed peU Whe SeUYice AgUeemenW Vhall Uemain Whe e[clXViYe pUopeUW\ of              
Whe LEA. FoU Whe pXUpoVeV of FERPA, Whe PUoYideU Vhall be conVideUed a School Official, XndeU                
Whe conWUol and diUecWion of Whe LEAV aV iW peUWainV Wo Whe XVe of SWXdenW DaWa noWZiWhVWanding                 
Whe aboYe. PUoYideU ma\ WUanVfeU pXpil-geneUaWed conWenW Wo a VepaUaWe accoXnW, accoUding Wo Whe              
pUocedXUeV VeW foUWh beloZ. 

2. ParenW AcceVV​. LEA Vhall eVWabliVh UeaVonable pUocedXUeV b\ Zhich a paUenW, legal gXaUdian, oU              
eligible VWXdenW ma\ UeYieZ SWXdenW DaWa in Whe pXpil¶V UecoUdV, coUUecW eUUoneoXV infoUmaWion,             
and pUocedXUeV foU Whe WUanVfeU of pXpil-geneUaWed conWenW Wo a peUVonal accoXnW, conViVWenW ZiWh              
Whe fXncWionaliW\ of VeUYiceV. PUoYideU Vhall UeVpond in a Wimel\ manneU (and no laWeU Whan 45                
da\V fUom Whe daWe of Whe UeqXeVW) Wo Whe LEA¶V UeqXeVW foU SWXdenW DaWa in a pXpil¶V UecoUdV held                   
b\ Whe PUoYideU Wo YieZ oU coUUecW aV neceVVaU\. In Whe eYenW WhaW a paUenW of a pXpil oU oWheU                    
indiYidXal conWacWV Whe PUoYideU Wo UeYieZ an\ of Whe SWXdenW DaWa acceVVed pXUVXanW Wo Whe               
SeUYiceV, Whe PUoYideU Vhall UefeU Whe paUenW oU indiYidXal Wo Whe LEA, Zho Zill folloZ Whe                
neceVVaU\ and pUopeU pUocedXUeV UegaUding Whe UeqXeVWed infoUmaWion. 

3. SeparaWe AccoXnW​. If pXpil geneUaWed conWenW iV VWoUed oU mainWained b\ Whe PUoYideU aV paUW of                
Whe SeUYiceV deVcUibed in E[hibiW ³A´, PUoYideU Vhall, aW Whe UeqXeVW of Whe LEA, WUanVfeU Vaid                
pXpil geneUaWed conWenW Wo a VepaUaWe VWXdenW accoXnW Xpon WeUminaWion of Whe SeUYice             
AgUeemenW; pUoYided, hoZeYeU, VXch WUanVfeU Vhall onl\ appl\ Wo pXpil geneUaWed conWenW WhaW iV              
VeYeUable fUom Whe SeUYice. 

4. Third ParW\ ReqXeVW​. ShoXld a ThiUd PaUW\, inclXding laZ enfoUcemenW and goYeUnmenW            
enWiWieV, conWacW PUoYideU ZiWh a UeqXeVW foU daWa held b\ Whe PUoYideU pXUVXanW Wo Whe SeUYiceV,                
Whe PUoYideU Vhall UediUecW Whe ThiUd PaUW\ Wo UeqXeVW Whe daWa diUecWl\ fUom Whe LEA. PUoYideU                
Vhall noWif\ Whe LEA in adYance of a compelled diVcloVXUe Wo a ThiUd PaUW\. 

5. SXbproceVVorV ​. PUoYideU Vhall enWeU inWo ZUiWWen agUeemenWV ZiWh all SXbpUoceVVoUV peUfoUming           
fXncWionV pXUVXanW Wo Whe SeUYice AgUeemenW, ZheUeb\ Whe SXbpUoceVVoUV agUee Wo pUoWecW            
SWXdenW DaWa in manneU conViVWenW ZiWh Whe WeUmV of WhiV DPA. 
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ARTICLE III: DUTIES OF LEA 

1. PriYac\ Compliance ​. LEA Vhall pUoYide daWa foU Whe pXUpoVeV of Whe SeUYice AgUeemenW in 
compliance ZiWh FERPA, COPPA, PPRA, SOPIPA, AB 1584 and all oWheU CalifoUnia pUiYac\ 
VWaWXWeV. 

2. AnnXal NoWificaWion of RighWV ​. If Whe LEA haV a polic\ of diVcloVing edXcaWion UecoUdV XndeU 
FERPA (4 CFR � 99.31 (a) (1)), LEA Vhall inclXde a VpecificaWion of cUiWeUia foU deWeUmining 
Zho conVWiWXWeV a Vchool official and ZhaW conVWiWXWeV a legiWimaWe edXcaWional inWeUeVW in iWV 
AnnXal noWificaWion of UighWV. 

3. ReaVonable PrecaXWionV ​. LEA Vhall Wake UeaVonable pUecaXWionV Wo VecXUe XVeUnameV, 
paVVZoUdV, and an\ oWheU meanV of gaining acceVV Wo Whe VeUYiceV and hoVWed daWa. 

4. UnaXWhori]ed AcceVV NoWificaWion ​. LEA Vhall noWif\ PUoYideU pUompWl\ of an\ knoZn oU 
VXVpecWed XnaXWhoUi]ed acceVV. LEA Zill aVViVW PUoYideU in an\ effoUWV b\ PUoYideU Wo inYeVWigaWe 
and UeVpond Wo an\ XnaXWhoUi]ed acceVV. 

ARTICLE IV: DUTIES OF PROVIDER 

1. PriYac\ Compliance​. The PUoYideU Vhall compl\ ZiWh all applicable VWaWe and fedeUal laZV and              
UegXlaWionV peUWaining Wo daWa pUiYac\ and VecXUiW\, inclXding FERPA, COPPA, PPRA, SOPIPA,            
AB 1584 and all oWheU CalifoUnia pUiYac\ VWaWXWeV. 

2. AXWhori]ed UVe​. The daWa VhaUed pXUVXanW Wo Whe SeUYice AgUeemenW, inclXding peUViVWenW XniqXe             
idenWifieUV, Vhall be XVed foU no pXUpoVe oWheU Whan Whe SeUYiceV VWaWed in Whe SeUYice AgUeemenW                
and/oU oWheUZiVe aXWhoUi]ed XndeU Whe VWaWXWeV UefeUUed Wo in VXbVecWion (1), aboYe. PUoYideU alVo              
acknoZledgeV and agUeeV WhaW iW Vhall noW make an\ Ue-diVcloVXUe of an\ SWXdenW DaWa oU an\                
poUWion WheUeof, inclXding ZiWhoXW limiWaWion, meWa daWa, XVeU conWenW oU oWheU non-pXblic            
infoUmaWion and/oU peUVonall\ idenWifiable infoUmaWion conWained in Whe SWXdenW DaWa, ZiWhoXW Whe            
e[pUeVV ZUiWWen conVenW of Whe LEA. 

3. Emplo\ee ObligaWion ​. PUoYideU Vhall UeqXiUe all emplo\eeV and agenWV Zho haYe acceVV Wo             
SWXdenW DaWa Wo compl\ ZiWh all applicable pUoYiVionV of WhiV DPA ZiWh UeVpecW Wo Whe daWa VhaUed                 
XndeU Whe SeUYice AgUeemenW. 

4. No DiVcloVXre​. De-idenWified infoUmaWion ma\ be XVed b\ Whe PUoYideU foU Whe pXUpoVeV of              
deYelopmenW, UeVeaUch, and impUoYemenW of edXcaWional ViWeV, VeUYiceV, oU applicaWionV, aV an\            
oWheU membeU of Whe pXblic oU paUW\ ZoXld be able Wo XVe de-idenWified daWa pXUVXanW Wo 34 CFR                  
99.31(b). PUoYideU agUeeV noW Wo aWWempW Wo Ue-idenWif\ de-idenWified SWXdenW DaWa and noW Wo              
WUanVfeU de-idenWified SWXdenW DaWa Wo an\ paUW\ XnleVV (a) WhaW paUW\ agUeeV in ZUiWing noW Wo                
aWWempW Ue-idenWificaWion, and (b) pUioU ZUiWWen noWice haV been giYen Wo LEA Zho haV pUoYided               
pUioU ZUiWWen conVenW foU VXch WUanVfeU. PUoYideU Vhall noW cop\, UepUodXce oU WUanVmiW an\ daWa               
obWained XndeU Whe SeUYice AgUeemenW and/oU an\ poUWion WheUeof, e[cepW aV neceVVaU\ Wo fXlfill              
Whe SeUYice AgUeemenW. 

5. DiVpoViWion of DaWa​. Upon ZUiWWen UeqXeVW and in accoUdance ZiWh Whe applicable WeUmV in              
VXbVecWion a oU b, beloZ, PUoYideU Vhall diVpoVe oU deleWe all SWXdenW DaWa obWained XndeU Whe                
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SeUYice AgUeemenW Zhen iW iV no longeU needed foU Whe pXUpoVe foU Zhich iW ZaV obWained.                
DiVpoViWion Vhall inclXde (1) Whe VhUedding of an\ haUd copieV of an\ SWXdenW DaWa; (2) EUaVing;                
oU (3) OWheUZiVe modif\ing Whe peUVonal infoUmaWion in WhoVe UecoUdV Wo make iW XnUeadable oU               
indecipheUable b\ hXman oU digiWal meanV. NoWhing in Whe SeUYice AgUeemenW aXWhoUi]eV            
PUoYideU Wo mainWain SWXdenW DaWa obWained XndeU Whe SeUYice AgUeemenW be\ond Whe Wime peUiod              
UeaVonabl\ needed Wo compleWe Whe diVpoViWion. PUoYideU Vhall pUoYide ZUiWWen noWificaWion Wo            
LEA Zhen Whe SWXdenW DaWa haV been diVpoVed. The dXW\ Wo diVpoVe of SWXdenW DaWa Vhall noW                 
e[Wend Wo daWa WhaW haV been de-idenWified oU placed in a VepaUaWe SWXdenW accoXnW, pXUVXanW Wo Whe                 
oWheU WeUmV of Whe DPA. The LEA ma\ emplo\ a ³ReqXeVW foU ReWXUn oU DeleWion of SWXdenW                 
DaWa´ foUm, a cop\ of Zhich iV aWWached heUeWo aV E[hibiW ³D´. Upon UeceipW of a UeqXeVW fUom                  
Whe LEA, Whe PUoYideU Zill immediaWel\ pUoYide Whe LEA ZiWh an\ Vpecified poUWion of Whe               
SWXdenW DaWa ZiWhin Wen (10) calendaU da\V of UeceipW of Vaid UeqXeVW. 

a. ParWial DiVpoVal DXring Term of SerYice AgreemenW ​. ThUoXghoXW Whe TeUm of Whe            
SeUYice AgUeemenW, LEA ma\ UeqXeVW paUWial diVpoVal of SWXdenW DaWa obWained XndeU Whe             
SeUYice AgUeemenW WhaW iV no longeU needed. PaUWial diVpoVal of daWa Vhall be VXbjecW Wo               
LEA¶V UeqXeVW Wo WUanVfeU daWa Wo a VepaUaWe accoXnW, pXUVXanW Wo AUWicle II, VecWion 3,               
aboYe. 

b. CompleWe DiVpoVal Upon TerminaWion of SerYice AgreemenW ​. Upon TeUminaWion of          
Whe SeUYice AgUeemenW PUoYideU Vhall diVpoVe oU deleWe all SWXdenW DaWa obWained XndeU             
Whe SeUYice AgUeemenW. PUioU Wo diVpoViWion of Whe daWa, PUoYideU Vhall noWif\ LEA in              
ZUiWing of iWV opWion Wo WUanVfeU daWa Wo a VepaUaWe accoXnW, pXUVXanW Wo AUWicle II, VecWion                
3, aboYe. In no eYenW Vhall PUoYideU diVpoVe of daWa pXUVXanW Wo WhiV pUoYiVion XnleVV and                
XnWil PUoYideU haV UeceiYed affiUmaWiYe ZUiWWen confiUmaWion fUom LEA WhaW daWa Zill noW             
be WUanVfeUUed Wo a VepaUaWe accoXnW. 

6. AdYerWiVing ProhibiWion ​. PUoYideU iV pUohibiWed fUom XVing oU Velling SWXdenW DaWa Wo (a) maUkeW              
oU adYeUWiVe Wo VWXdenWV oU familieV/gXaUdianV; (b) infoUm, inflXence, oU enable maUkeWing,            
adYeUWiVing, oU oWheU commeUcial effoUWV b\ a PUoYideU; (c) deYelop a pUofile of a VWXdenW, famil\                
membeU/gXaUdian oU gUoXp, foU an\ commeUcial pXUpoVe oWheU Whan pUoYiding Whe SeUYice Wo             
LEA; oU (d) XVe Whe SWXdenW DaWa foU Whe deYelopmenW of commeUcial pUodXcWV oU VeUYiceV, oWheU                
Whan aV neceVVaU\ Wo pUoYide Whe SeUYice Wo LEA. ThiV VecWion doeV noW pUohibiW PUoYideU fUom                
XVing SWXdenW DaWa foU adapWiYe leaUning oU cXVWomi]ed VWXdenW leaUning pXUpoVeV. 

ARTICLE V: DATA PROVISIONS 

1. DaWa SecXriW\ ​. The PUoYideU agUeeV Wo abide b\ and mainWain adeqXaWe daWa VecXUiW\ meaVXUeV,              
conViVWenW ZiWh indXVWU\ VWandaUdV and Wechnolog\ beVW pUacWiceV, Wo pUoWecW SWXdenW DaWa fUom             
XnaXWhoUi]ed diVcloVXUe oU acqXiViWion b\ an XnaXWhoUi]ed peUVon. The geneUal VecXUiW\ dXWieV of             
PUoYideU aUe VeW foUWh beloZ. PUoYideU ma\ fXUWheU deWail iWV VecXUiW\ pUogUamV and meaVXUeV in               
E[hibiW ³F ​́ heUeWo. TheVe meaVXUeV Vhall inclXde, bXW aUe noW limiWed Wo: 

a. PaVVZordV and Emplo\ee AcceVV​. PUoYideU Vhall VecXUe XVeUnameV, paVVZoUdV, and an\           
oWheU meanV of gaining acceVV Wo Whe SeUYiceV oU Wo SWXdenW DaWa, aW a leYel VXggeVWed b\                 
Whe applicable VWandaUdV, aV VeW foUWh in AUWicle 4.3 of NIST 800-63-3. PUoYideU Vhall onl\               
pUoYide acceVV Wo SWXdenW DaWa Wo emplo\eeV oU conWUacWoUV WhaW aUe peUfoUming Whe             
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SeUYiceV. Emplo\eeV ZiWh acceVV Wo SWXdenW DaWa Vhall haYe Vigned confidenWialiW\           
agUeemenWV UegaUding Vaid SWXdenW DaWa. All emplo\eeV ZiWh acceVV Wo SWXdenW RecoUdV            
Vhall be VXbjecW Wo cUiminal backgUoXnd checkV in compliance ZiWh VWaWe and local             
oUdinanceV. 

b. DeVWrXcWion of DaWa​. PUoYideU Vhall deVWUo\ oU deleWe all SWXdenW DaWa obWained XndeU Whe              
SeUYice AgUeemenW Zhen iW iV no longeU needed foU Whe pXUpoVe foU Zhich iW ZaV obWained,                
oU WUanVfeU Vaid daWa Wo LEA oU LEA¶V deVignee, accoUding Wo Whe pUocedXUe idenWified in               
AUWicle IV, VecWion 5, aboYe. NoWhing in Whe SeUYice AgUeemenW aXWhoUi]eV PUoYideU Wo             
mainWain SWXdenW DaWa be\ond Whe Wime peUiod UeaVonabl\ needed Wo compleWe Whe            
diVpoViWion. 

c. SecXriW\ ProWocolV ​. BoWh paUWieV agUee Wo mainWain VecXUiW\ pUoWocolV WhaW meeW indXVWU\            
VWandaUdV in Whe WUanVfeU oU WUanVmiVVion of an\ daWa, inclXding enVXUing WhaW daWa ma\              
onl\ be YieZed oU acceVVed b\ paUWieV legall\ alloZed Wo do Vo. PUoYideU Vhall mainWain all                
daWa obWained oU geneUaWed pXUVXanW Wo Whe SeUYice AgUeemenW in a VecXUe digiWal             
enYiUonmenW and noW cop\, UepUodXce, oU WUanVmiW daWa obWained pXUVXanW Wo Whe SeUYice             
AgUeemenW, e[cepW aV neceVVaU\ Wo fXlfill Whe pXUpoVe of daWa UeqXeVWV b\ LEA. 

d. Emplo\ee Training ​. The PUoYideU Vhall pUoYide peUiodic VecXUiW\ WUaining Wo WhoVe of iWV             
emplo\eeV Zho opeUaWe oU haYe acceVV Wo Whe V\VWem. FXUWheU, PUoYideU Vhall pUoYide             
LEA ZiWh conWacW infoUmaWion of an emplo\ee Zho LEA ma\ conWacW if WheUe aUe an\               
VecXUiW\ conceUnV oU qXeVWionV. 

e. SecXriW\ Technolog\ ​. When Whe VeUYice iV acceVVed XVing a VXppoUWed Zeb bUoZVeU,            
PUoYideU Vhall emplo\ indXVWU\ VWandaUd meaVXUeV Wo pUoWecW daWa fUom XnaXWhoUi]ed           
acceVV. The VeUYice VecXUiW\ meaVXUeV Vhall inclXde VeUYeU aXWhenWicaWion and daWa           
encU\pWion. PUoYideU Vhall hoVW daWa pXUVXanW Wo Whe SeUYice AgUeemenW in an enYiUonmenW             
XVing a fiUeZall WhaW iV XpdaWed accoUding Wo indXVWU\ VWandaUdV. 

f. SecXriW\ CoordinaWor​. If diffeUenW fUom Whe deVignaWed UepUeVenWaWiYe idenWified in          
AUWicle VII, VecWion 5, PUoYideU Vhall pUoYide Whe name and conWacW infoUmaWion of             
PUoYideU¶V SecXUiW\ CooUdinaWoU foU Whe SWXdenW DaWa UeceiYed pXUVXanW Wo Whe SeUYice            
AgUeemenW. 

g. SXbproceVVorV BoXnd ​. PUoYideU Vhall enWeU inWo ZUiWWen agUeemenWV ZheUeb\         
SXbpUoceVVoUV agUee Wo VecXUe and pUoWecW SWXdenW DaWa in a manneU conViVWenW ZiWh Whe              
WeUmV of WhiV AUWicle V. PUoYideU Vhall peUiodicall\ condXcW oU UeYieZ compliance            
moniWoUing and aVVeVVmenWV of SXbpUoceVVoUV Wo deWeUmine WheiU compliance ZiWh WhiV           
AUWicle. 

h. Periodic RiVk AVVeVVmenW​. PUoYideU fXUWheU acknoZledgeV and agUeeV Wo condXcW digiWal           
and ph\Vical peUiodic (no leVV Whan Vemi-annXal) UiVk aVVeVVmenWV and UemediaWe an\            
idenWified VecXUiW\ and pUiYac\ YXlneUabiliWieV in a Wimel\ manneU. 

2. DaWa Breach ​. In Whe eYenW WhaW SWXdenW DaWa iV acceVVed oU obWained b\ an XnaXWhoUi]ed               
indiYidXal, PUoYideU Vhall pUoYide noWificaWion Wo LEA ZiWhin a UeaVonable amoXnW of Wime of Whe               
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incidenW, and noW e[ceeding foUW\-eighW (48) hoXUV. PUoYideU Vhall folloZ Whe folloZing pUoceVV: 

a. The VecXUiW\ bUeach noWificaWion Vhall be ZUiWWen in plain langXage, Vhall be WiWled ³NoWice              
of DaWa BUeach,´ and Vhall pUeVenW Whe infoUmaWion deVcUibed heUein XndeU Whe folloZing             
headingV: ³WhaW Happened,´ ³WhaW InfoUmaWion WaV InYolYed,´ ³WhaW We AUe Doing,´           
³WhaW YoX Can Do,´ and ³FoU MoUe InfoUmaWion.´ AddiWional infoUmaWion ma\ be            
pUoYided aV a VXpplemenW Wo Whe noWice. 

b. The VecXUiW\ bUeach noWificaWion deVcUibed aboYe in VecWion 2(a) Vhall inclXde, aW a             
minimXm, Whe folloZing infoUmaWion: 

i. The name and conWacW infoUmaWion of Whe UepoUWing LEA VXbjecW Wo WhiV VecWion. 

ii. A liVW of Whe W\peV of peUVonal infoUmaWion WhaW ZeUe oU aUe UeaVonabl\ belieYed Wo               
haYe been Whe VXbjecW of a bUeach. 

iii. If Whe infoUmaWion iV poVVible Wo deWeUmine aW Whe Wime Whe noWice iV pUoYided, When               
eiWheU (1) Whe daWe of Whe bUeach, (2) Whe eVWimaWed daWe of Whe bUeach, oU (3) Whe                 
daWe Uange ZiWhin Zhich Whe bUeach occXUUed. The noWificaWion Vhall alVo inclXde            
Whe daWe of Whe noWice. 

iY. WheWheU Whe noWificaWion ZaV dela\ed aV a UeVXlW of a laZ enfoUcemenW            
inYeVWigaWion, if WhaW infoUmaWion iV poVVible Wo deWeUmine aW Whe Wime Whe noWice iV              
pUoYided. 

Y. A geneUal deVcUipWion of Whe bUeach incidenW, if WhaW infoUmaWion iV poVVible Wo             
deWeUmine aW Whe Wime Whe noWice iV pUoYided. 

c. AW LEA¶V diVcUeWion, Whe VecXUiW\ bUeach noWificaWion ma\ alVo inclXde an\ of Whe             
folloZing: 

i. InfoUmaWion aboXW ZhaW Whe agenc\ haV done Wo pUoWecW indiYidXalV ZhoVe           
infoUmaWion haV been bUeached. 

ii. AdYice on VWepV WhaW Whe peUVon ZhoVe infoUmaWion haV been bUeached ma\ Wake Wo              
pUoWecW himVelf oU heUVelf. 

d. PUoYideU agUeeV Wo adheUe Wo all UeqXiUemenWV in applicable SWaWe and in fedeUal laZ ZiWh               
UeVpecW Wo a daWa bUeach UelaWed Wo Whe SWXdenW DaWa, inclXding, Zhen appUopUiaWe oU              
UeqXiUed, Whe UeqXiUed UeVponVibiliWieV and pUocedXUeV foU noWificaWion and miWigaWion of           
an\ VXch daWa bUeach. 

e. PUoYideU fXUWheU acknoZledgeV and agUeeV Wo haYe a ZUiWWen incidenW UeVponVe plan WhaW             
UeflecWV beVW pUacWiceV and iV conViVWenW ZiWh indXVWU\ VWandaUdV and fedeUal and VWaWe laZ              
foU UeVponding Wo a daWa bUeach, bUeach of VecXUiW\, pUiYac\ incidenW oU XnaXWhoUi]ed             
acqXiViWion oU XVe of SWXdenW DaWa oU an\ poUWion WheUeof, inclXding peUVonall\            
idenWifiable infoUmaWion and agUeeV Wo pUoYide LEA, Xpon UeqXeVW, ZiWh a cop\ of Vaid              
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ZUiWWen incidenW UeVponVe plan. 

f. PUoYideU iV pUohibiWed fUom diUecWl\ conWacWing paUenW, legal gXaUdian oU eligible pXpil            
XnleVV e[pUeVVl\ UeqXeVWed b\ LEA. If LEA UeqXeVWV PUoYideU¶V aVViVWance pUoYiding           
noWice of XnaXWhoUi]ed acceVV, and VXch aVViVWance iV noW XndXl\ bXUdenVome Wo PUoYideU,             
PUoYideU Vhall noWif\ Whe affecWed paUenW, legal gXaUdian oU eligible pXpil of Whe             
XnaXWhoUi]ed acceVV, Zhich Vhall inclXde Whe infoUmaWion liVWed in VXbVecWionV (b) and (c),             
aboYe. If UeqXeVWed b\ LEA, PUoYideU Vhall UeimbXUVe LEA foU coVWV incXUUed Wo noWif\              
paUenWV/familieV of a bUeach noW oUiginaWing fUom LEA'V XVe of Whe SeUYice. 

g. In Whe eYenW of a bUeach oUiginaWing fUom LEA¶V XVe of Whe SeUYice, PUoYideU Vhall               
coopeUaWe ZiWh LEA Wo Whe e[WenW neceVVaU\ Wo e[pediWioXVl\ VecXUe SWXdenW DaWa. 

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS 

PUoYideU ma\, b\ Vigning Whe aWWached FoUm of GeneUal OffeU of PUiYac\ TeUmV (GeneUal OffeU, aWWached                
heUeWo aV E[hibiW ³E´), be boXnd b\ Whe WeUmV of WhiV DPA Wo an\ oWheU LEA Zho VignV Whe accepWance                    
on in Vaid E[hibiW. The FoUm iV limiWed b\ Whe WeUmV and condiWionV deVcUibed WheUein. 

ARTICLE VII: MISCELLANEOUS 

1. Term ​. The PUoYideU Vhall be boXnd b\ WhiV DPA foU Whe dXUaWion of Whe SeUYice AgUeemenW oU Vo                  
long aV Whe PUoYideU mainWainV an\ SWXdenW DaWa. 

2. TerminaWion ​. In Whe eYenW WhaW eiWheU paUW\ VeekV Wo WeUminaWe WhiV DPA, Whe\ ma\ do Vo b\                 
mXWXal ZUiWWen conVenW Vo long aV Whe SeUYice AgUeemenW haV lapVed oU haV been WeUminaWed. LEA                
Vhall haYe Whe UighW Wo WeUminaWe Whe DPA and SeUYice AgUeemenW in Whe eYenW of a maWeUial                 
bUeach of Whe WeUmV of WhiV DPA. 

3. EffecW of TerminaWion SXrYiYal​. If Whe SeUYice AgUeemenW iV WeUminaWed, Whe PUoYideU Vhall             
deVWUo\ all of LEA¶V daWa pXUVXanW Wo AUWicle V, VecWion 1(b), and AUWicle II, VecWion 3, aboYe. 

4. PrioriW\ of AgreemenWV ​. ThiV DPA Vhall goYeUn Whe WUeaWmenW of VWXdenW daWa in oUdeU Wo compl\                
ZiWh pUiYac\ pUoWecWionV, inclXding WhoVe foXnd in FERPA and all applicable pUiYac\ VWaWXWeV             
idenWified in WhiV DPA. In Whe eYenW WheUe iV conflicW beWZeen Whe DPA and Whe SeUYice                
AgUeemenW, Whe DPA Vhall appl\ and Wake pUecedence. E[cepW aV deVcUibed in WhiV paUagUaph              
heUein, all oWheU pUoYiVionV of Whe SeUYice AgUeemenW Vhall Uemain in effecW. 

5. NoWice​. All noWiceV oU oWheU commXnicaWion UeqXiUed oU peUmiWWed Wo be giYen heUeXndeU mXVW be               
in ZUiWing and giYen b\ peUVonal deliYeU\, oU e-mail WUanVmiVVion (if conWacW infoUmaWion iV              
pUoYided foU Whe Vpecific mode of deliYeU\), oU fiUVW-claVV mail, poVWage pUepaid, VenW Wo Whe               
deVignaWed UepUeVenWaWiYeV befoUe: 

a. DeVignaWed RepreVenWaWiYeV 
The deVignaWed UepUeVenWaWiYe foU Whe LEA foU WhiV AgUeemenW iV: 
Name: ​Mike MaWhieVen 
TiWle: ​AVVociaWe SXperinWendenW, BXVineVV SerYiceV 
ConWacW InfoUmaWion: 
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1299 Br\anW AYe. 
MoXnWain VieZ, CA 94040 
(650) 940-4673 

The deVignaWed UepUeVenWaWiYe foU Whe PUoYideU foU WhiV AgUeemenW iV: 
Name: ​Bill Lennan 
TiWle: ​COO 
ConWacW InfoUmaWion: 

15732 LoV GaWoV BlYd #416 
LoV GaWoV, CA 95032 
408-309-0875 

b. NoWificaWion of AccepWance of General Offer of TermV ​. Upon e[ecXWion of E[hibiW E,             
GeneUal OffeU of TeUmV, SXbVcUibing LEA Vhall pUoYide noWice of VXch accepWance in             
ZUiWing and giYen b\ peUVonal deliYeU\, oU e-mail WUanVmiVVion (if conWacW infoUmaWion iV             
pUoYided foU Whe Vpecific mode of deliYeU\), oU fiUVW-claVV mail, poVWage pUepaid, Wo Whe              
deVignaWed UepUeVenWaWiYe beloZ. 
The deVignaWed UepUeVenWaWiYe foU Whe noWice of accepWance of Whe GeneUal OffeU of             
PUiYac\ TeUmV iV: 
Name: ​Bill Lennan 
TiWle: ​COO 
ConWacW InfoUmaWion: 
15732 LoV GaWoV BlYd #416 
LoV GaWoV, CA 95032 
408-309-0875 

6. EnWire AgreemenW ​. ThiV DPA conVWiWXWeV Whe enWiUe agUeemenW of Whe paUWieV UelaWing Wo Whe              
VXbjecW maWWeU heUeof and VXpeUVedeV all pUioU commXnicaWionV, UepUeVenWaWionV, oU agUeemenWV,           
oUal oU ZUiWWen, b\ Whe paUWieV UelaWing WheUeWo. ThiV DPA ma\ be amended and Whe obVeUYance of                 
an\ pUoYiVion of WhiV DPA ma\ be ZaiYed (eiWheU geneUall\ oU in an\ paUWicXlaU inVWance and                
eiWheU UeWUoacWiYel\ oU pUoVpecWiYel\) onl\ ZiWh Whe Vigned ZUiWWen conVenW of boWh paUWieV. NeiWheU              
failXUe noU dela\ on Whe paUW of an\ paUW\ in e[eUciVing an\ UighW, poZeU, oU pUiYilege heUeXndeU                 
Vhall opeUaWe aV a ZaiYeU of VXch UighW, noU Vhall an\ Vingle oU paUWial e[eUciVe of an\ VXch UighW,                   
poZeU, oU pUiYilege pUeclXde an\ fXUWheU e[eUciVe WheUeof oU Whe e[eUciVe of an\ oWheU UighW,               
poZeU, oU pUiYilege. 

7. SeYerabiliW\ ​. An\ pUoYiVion of WhiV DPA WhaW iV pUohibiWed oU XnenfoUceable in an\ jXUiVdicWion              
Vhall, aV Wo VXch jXUiVdicWion, be ineffecWiYe Wo Whe e[WenW of VXch pUohibiWion oU XnenfoUceabiliW\               
ZiWhoXW inYalidaWing Whe Uemaining pUoYiVionV of WhiV DPA, and an\ VXch pUohibiWion oU             
XnenfoUceabiliW\ in an\ jXUiVdicWion Vhall noW inYalidaWe oU UendeU XnenfoUceable VXch pUoYiVion in             
an\ oWheU jXUiVdicWion. NoWZiWhVWanding Whe foUegoing, if VXch pUoYiVion coXld be moUe naUUoZl\             
dUaZn Vo aV noW Wo be pUohibiWed oU XnenfoUceable in VXch jXUiVdicWion Zhile, aW Whe Vame Wime,                 
mainWaining Whe inWenW of Whe paUWieV, iW Vhall, aV Wo VXch jXUiVdicWion, be Vo naUUoZl\ dUaZn                
ZiWhoXW inYalidaWing Whe Uemaining pUoYiVionV of WhiV DPA oU affecWing Whe YalidiW\ oU             
enfoUceabiliW\ of VXch pUoYiVion in an\ oWheU jXUiVdicWion. 

8. GoYerning LaZ; VenXe and JXriVdicWion ​. THIS DPA WILL BE GOVERNED BY AND            
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CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS            
AGREEMENT IS EXECUTED, WITHOUT REGARD TO CONFLICTS OF LAW         
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND          
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE          
COUNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING           
OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS           
CONTEMPLATED HEREBY. 

9. AXWhoriW\​. PUoYideU UepUeVenWV WhaW iW iV aXWhoUi]ed Wo bind Wo Whe WeUmV of WhiV AgUeemenW,               
inclXding confidenWialiW\ and deVWUXcWion of SWXdenW DaWa and an\ poUWion WheUeof conWained            
WheUein, all UelaWed oU aVVociaWed inVWiWXWionV, indiYidXalV, emplo\eeV oU conWUacWoUV Zho ma\ haYe             
acceVV Wo Whe SWXdenW DaWa and/oU an\ poUWion WheUeof, oU ma\ oZn, leaVe oU conWUol eqXipmenW oU                 
faciliWieV of an\ kind ZheUe Whe SWXdenW DaWa and poUWion WheUeof VWoUed, mainWained oU XVed in                
an\ Za\. PUoYideU agUeeV WhaW an\ pXUchaVeU of Whe PUoYideU Vhall alVo be boXnd Wo Whe                
AgUeemenW. 

10. WaiYer​. No dela\ oU omiVVion of Whe LEA Wo e[eUciVe an\ UighW heUeXndeU Vhall be conVWUXed aV a                  
ZaiYeU of an\ VXch UighW and Whe LEA UeVeUYeV Whe UighW Wo e[eUciVe an\ VXch UighW fUom Wime Wo                   
Wime, aV ofWen aV ma\ be deemed e[pedienW. 

11. SXcceVVorV BoXnd ​. ThiV DPA iV and Vhall be binding Xpon Whe UeVpecWiYe VXcceVVoUV in inWeUeVW               
Wo PUoYideU in Whe eYenW of a meUgeU, acqXiViWion, conVolidaWion oU oWheU bXVineVV UeoUgani]aWion              
oU Vale of all oU VXbVWanWiall\ all of Whe aVVeWV of VXch bXVineVV. 

 

[SignatXre Page FolloZs]  
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IN WITNESS WHEREOF, Whe SaUWLeV haYe e[ecXWed WhLV CaOLfRUQLa SWXdeQW DaWa PULYac\ AgUeePeQW aV              
Rf Whe OaVW da\ QRWed beORZ. 

PURYLdeU: ​HAERT PURJUDP 

BY: __________________________________ DaWe: ​09/10/2020 

PULQWed NaPe: ​BLOO LHQQDQ TLWOe/PRVLWLRQ: ​COO 

 

LRcaO EdXcaWLRQ AgeQc\: 

BY: ________________________________ DaWe: ​09/10/2020 

PULQWed NaPe: MLNe MaWhLeVeQ TLWOe/PRVLWLRQ: AVVRcLaWe SXSeULQWeQdeQW, BXVLQeVV  
SeUYLceV 

 

 

NoWe: ElecWUonic VignaWXUe noW peUmiWWed. 
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EXHIBIT ³A´ 

DESCRIPTION OF SERVICES 

HAERT iV an online edXcaWion foU high Vchool VWXdenWV. SWXdenWV UeceiYe a VeUieV of modXleV Weaching 
Whem VkillV foU Velf aZaUeneVV and emoWional UegXlaWion. ThiV cXUUicXlXm iV eYidence baVed ZiWh 30 \eaUV 
of UeVeaUch.  
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EXHIBIT ³B´ 

SCHEDULE OF DATA 

 

CaWegor\ of 
DaWa 

ElemenWV 

Check 
if XVed 

b\ \oXr 
V\VWem 

ApplicaWion 
Technolog\ MeWa 

DaWa 

IP AddUeVVeV of XVeUV, UVe of 
cookieV eWc.  

  

OWheU applicaWion Wechnolog\ 
meWa daWa-PleaVe Vpecif\: 

  

ApplicaWion UVe 
SWaWiVWicV 

MeWa daWa on XVeU inWeUacWion 
ZiWh applicaWion 

  

AVVeVVmenW 

SWandaUdi]ed WeVW VcoUeV   
ObVeUYaWion daWa   

OWheU aVVeVVmenW daWa-PleaVe 
Vpecif\:  

  

AWWendance 
SWXdenW Vchool (dail\) aWWendance 
daWa 

  

SWXdenW claVV aWWendance daWa   

CommXnicaWionV Online commXnicaWionV WhaW aUe 
capWXUed (emailV, blog enWUieV) 

  

CondXcW CondXcW oU behaYioUal daWa   

DemogUaphicV 

DaWe of BiUWh   
Place of BiUWh   
GendeU   
EWhniciW\ oU Uace   
LangXage infoUmaWion (naWiYe, 
pUefeUUed oU pUimaU\ langXage 
Vpoken b\ VWXdenW) 

  

OWheU demogUaphic 
infoUmaWion-PleaVe Vpecif\: 

  

EnUollmenW 

SWXdenW Vchool enUollmenW   
SWXdenW gUade leYel   
HomeUoom   
GXidance coXnVeloU   
Specific cXUUicXlXm pUogUam   
YeaU of gUadXaWion   
OWheU enUollmenW 
infoUmaWion-PleaVe Vpecif\: 

 

PaUenW/GXaUdian 
ConWacW 

InfoUmaWion 

AddUeVV  
Email  
Phone  

PaUenW/GXaUdian 
ID 

PaUenW ID nXmbeU (cUeaWed Wo 
link paUenWV Wo VWXdenWV) 

  

PaUenW/GXaUdian 
Name 

FiUVW and/oU LaVW  

SchedXle 
SWXdenW VchedXled coXUVeV   
TeacheU nameV   

Special IndicaWoU 

EngliVh langXage leaUneU 
infoUmaWion 

 

LoZ income VWaWXV  
Medical aleUWV/healWh daWa  

SWXdenW diVabiliW\ infoUmaWion  
Speciali]ed edXcaWion VeUYiceV 
(IEP oU 504) 

  

LiYing ViWXaWionV 
(homeleVV/foVWeU caUe) 

  

OWheU indicaWoU 
infoUmaWion-PleaVe Vpecif\: 

 

SWXdenW ConWacW 
InfoUmaWion 

AddUeVV   
Email   
Phone   

SWXdenW 
IdenWifieUV 

Local (School diVWUicW) ID 
nXmbeU 

  

SWaWe ID nXmbeU   
PUoYideU/App aVVigned VWXdenW 
ID nXmbeU 

 

SWXdenW app XVeUname  
SWXdenW app paVVZoUdV  

SWXdenW Name  FiUVW and/oU LaVW  

SWXdenW In App 
PeUfoUmance 

PUogUam/applicaWion 
peUfoUmance (W\ping 
pUogUam-VWXdenW W\peV 60 Zpm, 
Ueading pUogUam-VWXdenW UeadV 
beloZ gUade leYel) 

  

SWXdenW PUogUam 
MembeUVhip 

Academic oU e[WUacXUUicXlaU 
acWiYiWieV a VWXdenW ma\ belong Wo 
oU paUWicipaWe in 

 

SWXdenW SXUYe\ 
ReVponVeV 

SWXdenW UeVponVeV Wo VXUYe\V oU 
qXeVWionnaiUeV 

 

SWXdenW ZoUk 

SWXdenW geneUaWed conWenW; 
ZUiWing, picWXUeV eWc. 

 

OWheU VWXdenW ZoUk daWa -PleaVe 
Vpecif\: 

 

TUanVcUipW 

SWXdenW coXUVe gUadeV  
SWXdenW coXUVe daWa  
SWXdenW coXUVe 
gUadeV/peUfoUmance VcoUeV 

 

OWheU WUanVcUipW daWa -PleaVe 
Vpecif\: 

 

TUanVpoUWaWion 

SWXdenW bXV aVVignmenW  
SWXdenW pick Xp and/oU dUop off 
locaWion 

 

SWXdenW bXV caUd ID nXmbeU  
OWheU WUanVpoUWaWion daWa -PleaVe 
Vpecif\: 

 

OWheU 

PleaVe liVW on Whe ne[W page each 
addiWional daWa elemenW XVed, 
VWoUed oU collecWed b\ \oXU 
applicaWion 

 

 

No SWXdenW DaWa CollecWed aW WhiV Wime ______. 
* PUoYideU Vhall immediaWel\ noWif\ LEA if WhiV 
deVignaWion iV no longeU applicable ​. 
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school email

x

multiple choice quiz scores



 

OWheU: UVe WhiV bo[, if moUe Vpace iV needed. 
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We use the school email as a user login and for reporting back to the schools. Students take quizzes after lessons and a final assessment at the end of a module.



 

EXHIBIT ³C´ 

DEFINITIONS 

AB 1584, BXchanan ​: The VWaWXWoU\ deVignaWion foU ZhaW iV noZ CalifoUnia EdXcaWion Code � 49073.1, 
UelaWing Wo pXpil UecoUdV. 

De-IdenWifiable InformaWion (DII)​: De-IdenWificaWion UefeUV Wo Whe pUoceVV b\ Zhich Whe PUoYideU            
UemoYeV oU obVcXUeV an\ PeUVonall\ IdenWifiable InfoUmaWion (³PII´) fUom VWXdenW UecoUdV in a Za\ WhaW               
UemoYeV oU minimi]eV Whe UiVk of diVcloVXUe of Whe idenWiW\ of Whe indiYidXal and infoUmaWion aboXW Whem. 

EdXcaWional RecordV ​: EdXcaWional RecoUdV aUe official UecoUdV, fileV and daWa diUecWl\ UelaWed Wo a              
VWXdenW and mainWained b\ Whe Vchool oU local edXcaWion agenc\, inclXding bXW noW limiWed Wo, UecoUdV                
encompaVVing all Whe maWeUial kepW in Whe VWXdenW¶V cXmXlaWiYe foldeU, VXch aV geneUal idenWif\ing daWa,               
UecoUdV of aWWendance and of academic ZoUk compleWed, UecoUdV of achieYemenW, and UeVXlWV of              
eYalXaWiYe WeVWV, healWh daWa, diVciplinaU\ VWaWXV, WeVW pUoWocolV and indiYidXali]ed edXcaWion pUogUamV.            
FoU pXUpoVeV of WhiV DPA, EdXcaWional RecoUdV aUe UefeUUed Wo aV SWXdenW DaWa. 

NIST​: DUafW NaWional InVWiWXWe of SWandaUdV and Technolog\ (³NIST´) Special PXblicaWion DigiWal 
AXWhenWicaWion GXideline. 

OperaWor​: The WeUm ³OpeUaWoU´ meanV Whe opeUaWoU of an InWeUneW WebViWe, online VeUYice, online              
applicaWion, oU mobile applicaWion ZiWh acWXal knoZledge WhaW Whe ViWe, VeUYice, oU applicaWion iV XVed               
pUimaUil\ foU K±12 Vchool pXUpoVeV and ZaV deVigned and maUkeWed foU K±12 Vchool pXUpoVeV. FoU Whe                
pXUpoVe of Whe SeUYice AgUeemenW, Whe WeUm ³OpeUaWoU´ iV Ueplaced b\ Whe WeUm ³PUoYideU.´ ThiV WeUm                
Vhall encompaVV Whe WeUm ³ThiUd PaUW\,´ aV iW iV foXnd in applicable VWaWe VWaWXWeV. 

PerVonall\ IdenWifiable InformaWion (PII)​: The WeUmV ³PeUVonall\ IdenWifiable InfoUmaWion´ oU ³PII´           
Vhall inclXde, bXW aUe noW limiWed Wo, VWXdenW daWa, meWadaWa, and XVeU oU pXpil-geneUaWed conWenW obWained                
b\ UeaVon of Whe XVe of PUoYideU¶V VofWZaUe, ZebViWe, VeUYice, oU app, inclXding mobile appV, ZheWheU                
gaWheUed b\ PUoYideU oU pUoYided b\ LEA oU iWV XVeUV, VWXdenWV, oU VWXdenWV¶ paUenWV/gXaUdianV. PII               
inclXdeV IndiUecW IdenWifieUV, Zhich iV an\ infoUmaWion WhaW, eiWheU alone oU in aggUegaWe, ZoXld alloZ a                
UeaVonable peUVon Wo be able Wo idenWif\ a VWXdenW Wo a UeaVonable ceUWainW\. FoU pXUpoVeV of WhiV DPA,                  
PeUVonall\ IdenWifiable InfoUmaWion Vhall inclXde Whe caWegoUieV of infoUmaWion liVWed in Whe definiWion of              
SWXdenW DaWa. 

ProYider​: FoU pXUpoVeV of Whe SeUYice AgUeemenW, Whe WeUm ³PUoYideU´ meanV pUoYideU of digiWal              
edXcaWional VofWZaUe oU VeUYiceV, inclXding cloXd-baVed VeUYiceV, foU Whe digiWal VWoUage, managemenW,            
and UeWUieYal of pXpil UecoUdV. WiWhin Whe DPA Whe WeUm ³PUoYideU´ inclXdeV Whe WeUm ³ThiUd PaUW\´ and                 
Whe WeUm ³OpeUaWoU´ aV XVed in applicable VWaWe VWaWXWeV. 

PXpil GeneraWed ConWenW​: The WeUm ³pXpil-geneUaWed conWenW´ meanV maWeUialV oU conWenW cUeaWed b\ a              
pXpil dXUing and foU Whe pXUpoVe of edXcaWion inclXding, bXW noW limiWed Wo, eVVa\V, UeVeaUch UepoUWV,                
poUWfolioV, cUeaWiYe ZUiWing, mXVic oU oWheU aXdio fileV, phoWogUaphV, YideoV, and accoXnW infoUmaWion WhaW              
enableV ongoing oZneUVhip of pXpil conWenW. 

PXpil RecordV ​: MeanV boWh of Whe folloZing: (1) An\ infoUmaWion WhaW diUecWl\ UelaWeV Wo a pXpil WhaW iV                  
mainWained b\ LEA and (2) an\ infoUmaWion acqXiUed diUecWl\ fUom Whe pXpil WhUoXgh Whe XVe of                
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inVWUXcWional VofWZaUe oU applicaWionV aVVigned Wo Whe pXpil b\ a WeacheU oU oWheU LEA emplo\ee. FoU Whe                 
pXUpoVeV of WhiV AgUeemenW, PXpil RecoUdV Vhall be Whe Vame aV EdXcaWional RecoUdV, SWXdenW PeUVonal               
InfoUmaWion and CoYeUed InfoUmaWion, all of Zhich aUe deemed SWXdenW DaWa foU Whe pXUpoVeV of WhiV                
AgUeemenW. 

SerYice AgreemenW ​: RefeUV Wo Whe ConWUacW oU PXUchaVe OUdeU Wo Zhich WhiV DPA VXpplemenWV and 
modifieV. 

School Official​: FoU Whe pXUpoVeV of WhiV AgUeemenW and pXUVXanW Wo 34 CFR 99.31 (B), a School                 
Official iV a conWUacWoU WhaW: (1) PeUfoUmV an inVWiWXWional VeUYice oU fXncWion foU Zhich Whe agenc\ oU                 
inVWiWXWion ZoXld oWheUZiVe XVe emplo\eeV; (2) IV XndeU Whe diUecW conWUol of Whe agenc\ oU inVWiWXWion                
ZiWh UeVpecW Wo Whe XVe and mainWenance of edXcaWion UecoUdV; and (3) IV VXbjecW Wo 34 CFR 99.33(a)                  
goYeUning Whe XVe and Ue-diVcloVXUe of peUVonall\ idenWifiable infoUmaWion fUom VWXdenW UecoUdV. 

SOPIPA​: Once paVVed, Whe UeqXiUemenWV of SOPIPA ZeUe added Wo ChapWeU 22.2 (commencing ZiWh              
SecWion 22584) Wo DiYiVion 8 of Whe BXVineVV and PUofeVVionV Code UelaWing Wo pUiYac\. 

SWXdenW DaWa​: SWXdenW DaWa inclXdeV an\ daWa, ZheWheU gaWheUed b\ PUoYideU oU pUoYided b\ LEA oU iWV                 
XVeUV, VWXdenWV, oU VWXdenWV¶ paUenWV/gXaUdianV, WhaW iV deVcUipWiYe of Whe VWXdenW inclXding, bXW noW limiWed               
Wo, infoUmaWion in Whe VWXdenW¶V edXcaWional UecoUd oU email, fiUVW and laVW name, home addUeVV, Welephone                
nXmbeU, email addUeVV, oU oWheU infoUmaWion alloZing online conWacW, diVcipline UecoUdV, YideoV, WeVW             
UeVXlWV, Vpecial edXcaWion daWa, jXYenile dependenc\ UecoUdV, gUadeV, eYalXaWionV, cUiminal UecoUdV,           
medical UecoUdV, healWh UecoUdV, Vocial VecXUiW\ nXmbeUV, biomeWUic infoUmaWion, diVabiliWieV,          
Vocioeconomic infoUmaWion, food pXUchaVeV, poliWical affiliaWionV, UeligioXV infoUmaWion We[W meVVageV,          
docXmenWV, VWXdenW idenWifieV, VeaUch acWiYiW\, phoWoV, Yoice UecoUdingV oU geolocaWion infoUmaWion.           
SWXdenW DaWa Vhall conVWiWXWe PXpil RecoUdV foU Whe pXUpoVeV of WhiV AgUeemenW, and foU Whe pXUpoVeV of                 
CalifoUnia and fedeUal laZV and UegXlaWionV. SWXdenW DaWa aV Vpecified in E[hibiW ³B´ iV confiUmed Wo be                 
collecWed oU pUoceVVed b\ Whe PUoYideU pXUVXanW Wo Whe SeUYiceV. SWXdenW DaWa Vhall noW conVWiWXWe WhaW                
infoUmaWion WhaW haV been anon\mi]ed oU de-idenWified, oU anon\moXV XVage daWa UegaUding a VWXdenW¶V              
XVe of PUoYideU¶V VeUYiceV. 

SDPC (The SWXdenW DaWa PriYac\ ConVorWiXm)​: RefeUV Wo Whe naWional collaboUaWiYe of VchoolV,             
diVWUicWV, Uegional, WeUUiWoUieV and VWaWe agencieV, polic\ makeUV, WUade oUgani]aWionV and maUkeWplace            
pUoYideUV addUeVVing Ueal-ZoUld, adapWable, and implemenWable VolXWionV Wo gUoZing daWa pUiYac\           
conceUnV. 

SWXdenW PerVonal InformaWion ​: ³SWXdenW PeUVonal InfoUmaWion´ meanV infoUmaWion collecWed WhUoXgh a           
Vchool VeUYice WhaW peUVonall\ idenWifieV an indiYidXal VWXdenW oU oWheU infoUmaWion collecWed and             
mainWained aboXW an indiYidXal VWXdenW WhaW iV linked Wo infoUmaWion WhaW idenWifieV an indiYidXal VWXdenW,               
aV idenWified b\ WaVhingWon CompacW PUoYiVion 28A.604.010. FoU pXUpoVeV of WhiV DPA, SWXdenW             
PeUVonal InfoUmaWion iV UefeUUed Wo aV SWXdenW DaWa. 

SXbVcribing LEA ​: An LEA WhaW ZaV noW paUW\ Wo Whe oUiginal SeUYiceV AgUeemenW and Zho accepWV Whe                 
PUoYideU¶V GeneUal OffeU of PUiYac\ TeUmV. 

SXbproceVVor​: FoU Whe pXUpoVeV of WhiV AgUeemenW, Whe WeUm ³SXbpUoceVVoU´ (VomeWimeV UefeUUed Wo aV              
Whe ³SXbconWUacWoU´) meanV a paUW\ oWheU Whan LEA oU PUoYideU, Zho PUoYideU XVeV foU daWa collecWion,                
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anal\WicV, VWoUage, oU oWheU VeUYice Wo opeUaWe and/oU impUoYe iWV VofWZaUe, and Zho haV acceVV Wo PII. 

TargeWed AdYerWiVing​: TaUgeWed adYeUWiVing meanV pUeVenWing an adYeUWiVemenW Wo a VWXdenW ZheUe Whe             
VelecWion of Whe adYeUWiVemenW iV baVed on VWXdenW infoUmaWion, VWXdenW UecoUdV oU VWXdenW geneUaWed              
conWenW oU infeUUed oYeU Wime fUom Whe XVage of Whe PUoYideU¶V ZebViWe, online VeUYice oU mobile                
applicaWion b\ VXch VWXdenW oU Whe UeWenWion of VXch VWXdenW¶V online acWiYiWieV oU UeqXeVWV oYeU Wime. 

Third ParW\ ​: The WeUm ³ThiUd PaUW\´ meanV a pUoYideU of digiWal edXcaWional VofWZaUe oU VeUYiceV,               
inclXding cloXd-baVed VeUYiceV, foU Whe digiWal VWoUage, managemenW, and UeWUieYal of pXpil UecoUdV.             
HoZeYeU, foU Whe pXUpoVe of WhiV AgUeemenW, Whe WeUm ³ThiUd PaUW\´ Zhen XVed Wo indicaWe Whe pUoYideU                 
of digiWal edXcaWional VofWZaUe oU VeUYiceV iV Ueplaced b\ Whe WeUm ³PUoYideU.´  
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EXHIBIT ³D´ 

DIRECTIVE FOR DISPOSITION OF DATA 

__________________________________​ diUecWV ​HAERT Program ​ Wo diVpoVe of daWa obWained b\ 
PUoYideU pXUVXanW Wo Whe WeUmV of Whe SeUYice AgUeemenW beWZeen LEA and PUoYideU. The WeUmV of Whe 
DiVpoViWion aUe VeW foUWh beloZ: 

 

E[WenW of DiVpoViWion 

DiVpoViWion Vhall be: 

____ PaUWial. The caWegoUieV of daWa Wo be 
diVpoVed of aUe aV folloZV: 

 

 

____ CompleWe. DiVpoViWion e[WendV Wo all 
caWegoUieV of daWa. 

NaWXre of DiVpoViWion 

DiVpoViWion Vhall be b\: 

____ DeVWUXcWion oU deleWion of daWa. 

____ TUanVfeU of daWa. The daWa Vhall be 
WUanVfeUUed aV VeW foUWh in an aWWachmenW Wo WhiV 
DiUecWiYe. FolloZing confiUmaWion fUom LEA WhaW 
daWa ZaV VXcceVVfXll\ WUanVfeUUed, PUoYideU Vhall 
deVWUo\ oU deleWe all applicable daWa. 

Timing of DiVpoViWion 

DaWa Vhall be diVpoVed of b\ Whe folloZing daWe: 

____ AV Voon aV commeUciall\ pUacWicable 

_____B\ (InVeUW DaWe) ________________ 

 

____________________________________ _______ 
AXWhoUi]ed RepUeVenWaWiYe of LEA DaWe 

____________________________________ _______ 
VeUificaWion of DiVpoViWion of DaWa DaWe 
b\ AXWhoUi]ed RepUeVenWaWiYe of PUoYideU 
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EXHIBIT ³E´ 

GENERAL OFFER OF PRIVACY TERMS 

1. Offer of TermV 
PUoYideU offeUV Whe Vame pUiYac\ pUoWecWionV foXnd in WhiV DPA beWZeen iW and ​MoXnWain VieZ LoV 
AlWoV Union High School DiVWricW​ and Zhich iV daWed 09/10/2020 Wo an\ oWheU LEA (³SXbVcUibing 
LEA´) Zho accepWV WhiV GeneUal OffeU WhoXgh iWV VignaWXUe beloZ. ThiV GeneUal OffeU Vhall e[Wend 
onl\ Wo pUiYac\ pUoWecWionV and PUoYideU¶V VignaWXUe Vhall noW neceVVaUil\ bind PUoYideU Wo oWheU 
WeUmV, VXch aV pUice, WeUm, oU VchedXle of VeUYiceV, oU Wo an\ oWheU pUoYiVion noW addUeVVed in WhiV 
DPA. The PUoYideU and Whe oWheU LEA ma\ alVo agUee Wo change Whe daWa pUoYided b\ LEA Wo Whe 
PUoYideU in E[hibiW "B" Wo VXiW Whe XniqXe needV of Whe LEA. The PUoYideU ma\ ZiWhdUaZ Whe GeneUal 
OffeU in Whe eYenW of: (1) a maWeUial change in Whe applicable pUiYac\ VWaWXWeV; (2) a maWeUial change 
in Whe VeUYiceV and pUodXcWV VXbjecW liVWed in Whe OUiginaWing SeUYice AgUeemenW; oU WhUee (3) \eaUV 
afWeU Whe daWe of PUoYideU¶V VignaWXUe Wo WhiV FoUm. PUoYideU Vhall noWif\ CETPA in Whe eYenW of an\ 
ZiWhdUaZal Vo WhaW WhiV infoUmaWion ma\ be WUanVmiWWed Wo Whe Alliance¶V XVeUV. 

PUoYideU: ​HAERT Program 

BY: _________________________________ DaWe: ​09/10/2020 

PUinWed Name: ​Bill Lennan TiWle/PoViWion: ​COO 

2. SXbVcribing LEA 

A SXbVcUibing LEA, b\ Vigning a VepaUaWe SeUYice AgUeemenW ZiWh PUoYideU, and b\ iWV VignaWXUe beloZ,                
accepWV Whe GeneUal OffeU of PUiYac\ TeUmV. The SXbVcUibing LEA and Whe PUoYideU Vhall WheUefoUe be                
boXnd b\ Whe Vame WeUmV of WhiV DPA. 

SXbVcUibing LEA: 

BY: _________________________________ DaWe: _____________________________ 

PUinWed Name:_________________________ TiWle/PoViWion:________________________ 

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS 
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW 

Name: ​Bill Lennan 

TiWle: ​COO 

Email AddreVV: ​bill@haerWprogram.com 
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EXHIBIT ³F´ DATA SECURITY REQUIREMENTS 

 

 

00618-00001/4274378.1 
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