WISCONSIN STUDENT DATA PRIVACY AGREEMENT
School District/Local Education Agency:

Steven Pomt Area Pablic School district

AND
Provider:

(Guided Readers, Inc.

Date:

Augrust 28, 2020



This Wisconsin Student Dala Privacy Agreement (“DPA”) is entered into by and between the
fInsert Name] (hereinafter referred to as “LEA™) and [Guided Readers, Inc.] (hereinafter
referred to as “Provider”) an August 28, 2020, The Parfics agree to the terms as stated herein.

RECTTALS

WHEREAS, the Provider has agreed to provide the Local Education Agency ("LEA™) with certain
digital educational services (“Services™) pursuant io a contract dated August 28, 2020 (“Service
Agreemen(™): and

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider
may receive or create, and the LLEA may provide documents or daea that are covered by several
federal statutes, among them, the Family Educational Rights and Privacy Act (“FERPA") at 20
11.8.C. 1232g and 34 CFR Part 99, Children's Online Privacy Protection Act (“COPPA”). 15
U.5.C. 6501-6506: Prolection of Pupil Rights Amendment ("PPRA™) 20 U.8.C, 1232h; and

WIIEREAS, the documents and data transferred from LEAs and created by the Provider’s
Services are also subject to Wisconsin stare student privacy laws, including pupii records law under
Wis. Stat § 118.125 and notice requirements lor the unauthorized acquisition of personal
information under Wis. Stat. § 134.98; and

WHEREAS, [or the purposes ol this DPA, the Provider is a school district official with legitimaie
educational interasts in accessing educational records pursuant to the Service Agreement; and

WIEREAS. the Parties wish (o enter into this DPA to ensure that the Service Agreement
conforms to the requirements of the privacy laws referred to above and Lo establish implementing
procedures and duties; and

WHEREAS. the Provider may, by signing the “Guneral Offer of Privacy Termy™ (Exhibit “E7),
agree o allow other LEAs in Wisconsin the opportunity to accept and enjoy the benefits of this
DPA for the Services described herein, without the need o negotiate terms in a separate DI’A.

NOW THEREFORE. for good and valuable consideration, the partics agree as follows:
ARTICLE I: PURFOSE AND SCOPE

L Purpose of DPA. 'The purpose of this DPA is to describe the duties and responsibilities to
protect student data transmilled 10 the Provider from LEA pursuant to the Service Agreemeni,
including compliance with all applicable statutes, including the FERPA, PPRA, COPPA, and
applicablc Wisconsin law, all as may be amended from time 10 time. In performing (hese services.
the Provider shall be considered a School District Official with a lesitimate educational interest,
and performing services otherwise provided by the LEA. With respect to the use and maintenance
of Student Data, the Provider shall be under the direct control and supervision of the LEA.



2 Nature of Services Provided, The Provider has asread to provide the following digital
educational products and services described below and as may be further outlined in Exhibit “A”
hereto.

Guided Readers is an online guided reading program lor schools/leachers, Guided Readers
provides a reading program in printable and digital formar. Qur program includes leveled
rcaders, lesson plans, digital achvities within Google Slides™ digital interactive
activities within the web-hased software as well, and instructional taols for the purpase of
instructing differentiated leveled guided reading groups. Guided Readers also provides an
Interactive Digital Reader. Our Intcractive Digital Reader allows classroom teachers to
creale a class list of their siudents and a 2-picture password for ease of use for our
youngest learners [o access Lhe platform independently. Teachers have the ability wo
“assign” digital books to studenls so that students can access these hooks at any time on
any device. The students have the ability to read the books independently, listen to the
books being read-aloud while the words are highlighted on the books, record themselves
Teading the books and listen back to their recordings as they look at the words and
llysirations on the page, and take a G-question mulaple choice comprehension quiz.
All of the students’ work will be saved and provided o the teacher within the Teacher
IPortal. The teacher has the abilitv to listen to the students oral reading recordings, check
their quizzes, and check the digital activities that they students can complete as well.

3. nt Data {0 Be Provided. The Parties shall indicate the categories of student data to
be provided in the Schedule of Data, attached hereto as Exhibi "1™

Teachers will provide the students’ frst name and lasl name. However, this is completely up to
the discretion of the teacher, The teacher can add the students first name and fast initial and/or
give the students “fictitious” names if need be. The teacher then assigns the students & 2-picture
password. AT NOT TIME is a student permitied or asked to provide any persanal information
about themsclves within Guided Readers

4. DPA Definitions. The delinition of ierms used in this DPA is found in Exhibit *C". In
the evenl ol 2 eoaflict, delinitions used in this DI’A shall prevail over term used in the Service
Agreernent.

ARTICLE 1I: DATA OWNERSHIP AND AUTHORLZED ACCESS

1. Student Data Property of LEA. All Student Data transmiited to the Provider pursuant
o the Service Agreement is and will continue 10 be the property of and under the control of the
LEA  The Provider further acknowledges and agrecs that all copics of such Student Data
transmitted 10 the Provider, including 2ny modifications or addifions or any portion thereof from
any source, are subject to the provisions of this Agreement in the same manner as the original
Student Data. The Parties agree that as between them, all nghts, including all intellectual property
rights in and to Swudent Data contemplated per the Service Agreement shall remain the exclusive
properly of the LEA. For the purposes of FERPA, (he Provider shall be considered 2 School
Dismict Official, under the control and direction of the LEAs as it pertains to the use of Student



Data notwithstanding the shove. The Provider may |ransfer pupil-generated content to g separate
account, accerding to the procedures set forih below.

2, Parent Access I.EA shall establish reascnable procedures by which & parent, legal
guarchan, or cligible smdent may review Student Data in the pupil's records, correct erroneous
imformation, and procedures lor the fransfer of pupil-generated content {o 3 personal account,
consisteni with the functionality of services, The Provider shall respond in a [imely manner (and
no later than 30 days frem |he date of the request) to the LEA"s reguest for Stdent Data in 2
pupil’s records held by the Provider to view or correct as nesessary. In the event that a parent of
a pupil or other individual contacls the Provider to review any of the Sludent Data accessed
pursuant to the Seryices, the Provider shall refer the parent or individual to the LEA, who will
follow the necessary and proper procedures regarding the requested information.

3 Separatc Acgount If pupil generarad content is siored or maintained by the Provider as
part of the Services described in Exhibit “A”, the Provider shall. at the request of the LEA, trynsfor
said pupil generated content to0 a separale sludent sceount upon termination of the Service
Agreement, provided. however, such transfer shall only apply to pupil gencrated content that 1s
severable from the Service.

4. Third Pariv Request. Should a Third Pamy, including law enforcement and government
entitics, contact the Provider wilh a request for data held by the Provider pursuant 1o the Servages,
the Provider shall redirect the Third Party to request the data directly from the LEA. The Provider
shall notify the LEA as soon as possible in advance of a compelled disclosure to a Third Pary.

5. Sebprocessors. The Provider shall enter into writlen agreements with all Subprocessors
performing functions pursuant to the Service Agreement, whercby the Subprocessars agree 1o
protect Studen( Data in manner consistent with the terms of this DPA, as well as state and federal
law.

ARTICLE III: DUTTES OF LEA

1. Privacy Compliance. LEA shall provide data for the purposes of the Service Agreement
in compliznce with FERPA, COPPA, PPRA, and applicable Wisconsin law.

T Annual Notili f Rights. The LEA shall include a specification of crtenia under
FERPA for determining who constitutes a school official and what consimtes a legitimate
educational inlerest in its Annual notification of rights,

i Reasongble Precautions. LEA shall wake reasonable precautions to secure usemames,
passwords. and any other means of saiming access to the services and hosted data,

4, Unauthorized Acerss Notification. LEA shall notity the Provider promptly of any known
or suspected unauthorized access. LEA will assisl the Provider in any efforts by the Provider to
investigate and respond to any unaulhorized access

ARTICLE IV: DUTIES OF THE PROVIDER




1. Privacy Complignee, The Provider shall comply with all applicable slate and federal laws
and regulations perfaining {o dafa privacy and secunty, including FERPA, COPPA, PPRA, and
applicable Wisconsin law.

j 5 Authgrized Use. The data shared pursuant to the Service Agrecement, including persisient
unique identifiers, shall be vsed lor mo purpose other than the Services sialed in the Service
Agrepment and/or otherwise authorized under the slatules referred to in subsection (1), above. The
Provider also acknowledges and agrees that it shall not make any re-disclosure of any Student Data
or any portion thereof, including without limitation, meia data, user content or other non=public
informalion and/or personally identifiable information contained in the Student Data, withoul Ihe
express written consent of the LEA

- Emplovee Obligation. The Provider shall require all employees and agents who have
access 1o Student Data lo comply with all applicable provisions of this DPA wilh respest to the
data shared under the Service Agreement.

4. No Disglosure. The Provider shall not copy, reproduce or transmiz any dala obtained under
the Scrvice Agreement and/or any portion thereof, except as necessary to fulfill the Service
Agresment.

5. Disposition of Data. Upon written request and in accordance wilh he applicable terms in
subscation & or b, below, the Pravider shall dispose or delete a1l Student Data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obtained.
Disposilion shall inglude (1) the shredding of any hard copies of any smdent dala: (2} erasing; or
{(3) otherwise modifying the personal information in those records to make it upreadable or
indecipherable by human or digital means. Nothing in the Service Agreement authorizes the
Provider to maintain Student Data obtaincd under the Service Agreement beyond the time period
reasonably needed to complete the dispesition. The Provider shall provide written notification to
LEA when the Student Data has been disposed. The duty to dispose of Student Data shall nol
gxtend to data that has been de-idenlilied or placed in 4 separate Student account, pursuani (¢ the
other lerms of the DPA. The LEA may employ 2 “Request for Return or Deletion of Student Data™
form., 8 copy of which is antached hereto as Exhibit *D7. Upon receipt of a request from the LEA,
the Provider will immediately provide the LEA with any specified portion of the Student Dala
within ten (10) calendar davs of reccipt of said request.

a Partial Disposal During Term of Service Agrecment. Throughout the Term of
the Service Agreement, LEA may request parfial dispasal of Student Data obtained
under the Servi¢e Agreement (hatis no longer needed. Partial disposal of data shall
be subject to LEA’s reguest to transfer data to 2 separate account, pursuant Lo
Article IT, section 3, abowve.

I Complete Disposal Upon Termination ol Service Agreement.  Upen
Termingtion of the Service Agreement the Provider shall dispose or delete all
Student Data obtained under the Service Agreemeni. Prier to dispasition of the
data, the Provider shall notify LEA in wnting of its option 1o transfir data to a



separate accouni, pursuani {o Article II, section 3, above. In no event shall the
Provider dispose of data pursuant o this provision unless and until the Provider has
received aflirmalive written confirmation from LEA that data will not be
transferred to & separate account.

6. Advertiging Prohibition. The Provider is prohibited from using or selling Student Data
to (a) market or advertise lo students or familics/guardians, (b) inform, influence, or cnable
marketing, advertising, or other commereial efforis by a Provider; (c) develop a profile of a student,
family member/guardian or group, for any commercial purpose other than providing the Service
L LEA: or (d) use the Student Data for the development of commercial products or services, other
than as necessary (o provide the Service to LEA. The Provider is also prohibited from mining data
tor any purpose other than those agreed to by the parties. Data mining or scanning of user content
for the purpose of advertising or marketing 1o students or their parents is prohibited. This section
does not prohibit the Provider from using Student Data for adaptive learning or customized student
leaming purposes.



ARTICLE V: DATA PROVISIONS

1 Data Securily  The Provider agrees to abide by and maintain adcquate data security
measures, consistent with industry standards and technol osy best practices, to protect Student Data
from unauthorized disclosure or acquisition by an unauthorized person.  The general security
duties of the Provider are set forth helow. The Provider may further detail its security programs
and measures in Exhibit “T” hereto. These measures shall inchude, bul are not limited to-

il

Passwords and Employee Access. The Prowvider shall segure usernames,
passwords, and any other means of gaining aceess to the Services or to Student
Drata, at a fevel suggested by the applicable standards, as set forlh in Article 4.5 of
NIST 800-63-3 The Provider shall only provide access to Student Data to
employees or contractors that are perfarming the Services, Emplovess with access
to Student Daia shall have signed confidentiality sgrecments regarding said Student
Data. All employees with access to Swudent Records shall be subject |0 oriminal
backaoround checks in compliance with state and loeal ordinances.

Destruction of Data. The Provider shall destroy or delete all Swdent Data
vbiwined under the Service Agreement when il i no longer needed for the purposs
for which it was obtained, or transfer said daia fo LEA or LEA's designee,
aceording to the procedure identified in Article [V, section 3, above., Nothing in
the Service Agreement authonzes the Provider to maintain Siudent Data beyond
the time period reasonably needed to complete the disposition.

Securily Protocols. Both partics agrec to maintain security protocols that meet
indusiry standards in the transfer or wansmission of any data, including ¢nsuring
that daia may only be viewed or accessed by parlics legally allowed to do so. The
Provider shall maimiain #ll data obtained or generared pursuan! ¢ the Service
Agreement in a sceure digital environment and nol eopy, reproduce, or mansmit
data obtained pursuant to the Service Agareenicnl ¢xcept as necessary to fulfill the
purpose of data reguests by LEA

Employee Traming. The Provider shall provide periodic securily {raiming to those
of its employees who operate or have access 10 the sysiem. Further, the Provider
shall provide LEA wath contact information of an employes whe LEA may contact
if there are any scourity concerns or questions.

Security Technology, When the service is accessed using a supperted web
browser, the Provider shall employ indusiry standard measures to protect daig from
unanthorized ac¢ess. The service security measures shall include server
authentication and data encrvption. The Provigder shall host data pursuant 1o 1he
Service Agrecment in an environment using a Grewall that iz updated according to
industry standards



Securily Coordinator. If different from the designated representative identified
in. Article VII, section 5, the Provider shall provide the name and conlact
mlormation of the Provider's Security Coordinator for the Student Data received
pursuant to the Service Agreement.

Subprocessors Bound. The Provider shall enter into written agreemenls wherchy
Subprocessors agree to secure and protect Student Dala in & munner consistent with
the terms of this Anicle V. The Provider shall periodically conduct or review
comnpliance monitoring and assessments of Subprocessors to determine their
compliance with this Article. The Provider shall provide a list of all Subprocessors
or subconiraciors used by the Provider when requesied by the LEA,

Periodic Risk Assessment The Provider further acknowledges and agrees o
conduct digital #nd physical periodic (no less than semi-annual) risk assessments
and remedizée any idenufied secunty and privacy vulnerabilitics in a tamely
manmner.

Z Daiz Breach, In Ihe event that Student Data is accessed or obtaiped by an unauthorized
indhvidual, the Provider shall provide notification to LIEA within a regsonsble amount of time of
the incident, and not excesding forty-cight (48) hours. The Provider shall follow the following

process;

The security breach notification shall be written n plain language, shall be titled
“Notice of Data Breach.™ and shall present the information described herein under
the following headings: “What Happened,” “What Information Was Involved,”
“What We Are Doing,” “What You Can Do and “Far More Information ™
Additional information may be provided as a supplement to the notice,

The security breach nofilication described above in section 2(a) shall inchude, a1 a
minimum, the [Dliowing informaton:

i. The name and contact information of the reporting LEA subject to this
section

i A list of the lypes of personal information that were or are reasonably
believed to have been the subject of a breach.

iii.  Iftheinformation is possible to determine at the time the notice is provided,
then either (1) the date of the breach, (2) the estimated date of the breach,
or (3) the date range within which the breach occurred. The notification
shall also include the date of the nonce.

iv. Whether the notification was delayed because of a law enforcement
investigation, if that information is possible to determine al the Gme the
fiotice 15 provided.

v. A peneral description of the breach ingident, if that information is possible
o determiine at the Eme the notice is provided.



. At LEA’s discretion. the seourity breach nohiligation may also include any of the
following,;

L Information about whal the agency has done 1o protect individuals whose
information has been breached.
fi. Advice on steps |hat the person whose informalion has been breached may

lake to protect himself or hersell.

d. The Provider agrees to adhere 1 all Tequirements in applicable state and (edergl
law with respeet te a data breach related to the Student Dats, including, when
appropriate or required, the required respansibilities end procedures for notification
and mitigation ol any such dara breach.

N The Provider further ackaiowledges and agrees to have a written 1ncident response
plan thal reflects best practices and is consistent with industry standards and federal
and state law for responding Lo a data breach, breach of security, povacy incident
or unaulborized acquisition or use of Student Data or any portion thereol, including
personally identifiable information and agrees |o provide LEA, npon request, with
a copy of said written incident respunse plan.

E The Provider is prohibited from directly comtaching parent, legal guardizm or
eligihle pupil unless expressly requesied by LEA. If LEA requests the Provider's
assistance praviding notice of unauthorized aceess, and such assistance is not
unduly burdensome to the Provider, the Provider shall notify the affected parent,
fewal guardian or eligible pupil of the unauthorized access, which shall include the
information listed in subscctions (b) and (c). above, If requested by LEA, the
Provider shall reimburse LEA for costs incwrred to notify parents/families of a
breach nol oniginating from LEA's use of the Service.

3 In the event of a breach orginating from LEA’s use of the Service, the Provider
shall cooperate with LEA 10 1he exient necessary 1o expeditiously seoure Smdent
Data.

ARTICLE VIi: GENERAL OFFER OF PRIVACY TERMS

‘I'ne Provider may, by signing the atlached From of General (OiTer of Privacy Terms (General OfFer,
attached hereto as Exhibit “I2"), be bound by the terms of this DPA to any other LIZA who signs
the acceptance on in suid Exhibit. The Form is limited by the terms and conditions described
therein. |

ARTICLE VII: MISCELLANEOUS

Term, The Provider shall be bound by this DPA for the duration of the Service Agreement
or 5o long as the Provider maintains any Smdent Daa,



Termingtion. In the event thal either party sceks to terminate this DPA, they may do so
by mutual written consent so long as the Service Agrecment has lapsed or has becn
terminaled. LEA shall have the righl lo lerminate the DPA and Scrvice Agreement in the
cvent of a material breach of the terms of this DPA |

Effect of Termingtion Survival. Tf the Service Agresment is terminated, the Provider
shall destroy all of LEA’s data pursuant to Article V, section 1(b), and Article IL section
3, ahove,

Priority of Agreementy, This DPA shall govern the ireatment of student data in order to
comply with privacy protections, including those found in FERPA and all applicable
privacy statutes identilied in this DPA. In the event there is conflict betwveen the DPA and
the Service Agreement, {he DPA shall apply and take precedence. Except as described in
this paragraph herein, all other provisions of the Servige Agreement shall remain in effect.

Notice. All notices or other communication required or permitted to be given hercunder
must be in wntng and given by personal delivery, or e-mail transmission (if contact
information is provided for (he specific mode of delivery), or frst-class mail, postage
prepaid, senl to the designated representatives belore:
A Designated Representatives
The designated representative for the LEA lor (his Agrecment 1s:
Name: ; ,.,w. O'
Title:
Contact Informancn
FS 24573132
s &%@M&Aﬂlf- net




The designated representative Tor the Provider for this Agreement is

Mame: Anna Ditnlio
Title: President

Contac] Informalion:

62 Dogwoond Lane
Pleasantville, WY 10570
014-772-1017

b. Notification of Acceptance of General Offer of Privacy Terms. Upon execution
of Exhibit "I, General Offer of Privacy Terms, Subssribing LEA shall provide
notice of such acceptance in wridng and given by personal delivery, or c-mail
transmission (i’ conlact information is provided for the specific mode of delivery),
or first-class mail, postage prepaid, to the designated representative below.

The designated representative for notice of acceptance of the General Offer of
Privacy Terms is;

Name: Anna DiGilio
Title; President

Coniact Informanon:

62 Dogwood Lane
Pleasantville, NY 10570
914721017

Entire Agreement. This DPA constitules Lhe entire agreement of the partics relating to
the subject matter hercol” and supersedes all pior communicalions, representations, of
agreements, oral of writlen, by the parties relating thereto. This DPA may be amended and
the observance of any proviston of this DPA may be waived (gither generally or in any
particular instance and either retroactively or prospectively) only with the signed writien
consent of both partivs. Neither failure nor delay on the part of any party in exercising any
right, powes, or privileze hereunder shall operate as & waiver of such right, nor shall any
single or partial exercise of any such nighs, power, or privilege preclude any further exercise
thereof or the exercise of any other ight, power, or privilege.

Severability. Any provision of this DPA {hat is prohibited or unenfor¢esble in any
jurisdiction shall, as to such jurisdicton, be Ineffective (o the extent of such probibition ar
unenforeaability without invalidating the remaining provisions of this DPA, and any such
prohibition or unenlorceability in any jurisdiction shall not invalidate or render
unenforcenble such provision in any other jurisdiction. Norwithstanding the foregoing, it
such provision could be more narrowly drawn 50 as not to be prohibiled or unenforceable
in such jurisdiction while, at (he same time, maintalning the intent of the partes, it shall,
a3 to such jurisdiction, be so narrowly drawn without invalidating the remaining provisions
ol this DPA or sffecting the validily or enforgesbility of such provision in sny other
jurisdiction.



10.  Governing Law; Venpg and Jurisdiction. THIS DPA WILL BEGOVERNEDR BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF
WISCONSIN, WITHOUT REGARD TO CONFLICTS OF LLAW PRINCIPLES. EACH
PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE
JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE COUNTY IN
WHICH THIS AGREEMENT 18 FORMED FOR ANY DISPUTE ARISING OUT OF
OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HERERY.

11.  Auwthgrity, The Provider represenis that it is awthorized to bind to the terms of this
Agrecment, including confidentiality and destruction of Student Data and any portion
thereof” contained therein, all related or associated institutions, individuals, employees or
contraciors who may have access to the Smdent Data and/or any portion thereol, o may
owi, lease or control equipment or facilities of any kind where the Student Data and portion
thereof stored, maintgined or used in any way. The Provider agrees that any purchaser of
the Provider shall also be bound to the Agreemenl.

12.  Whaiver. No delay or omission of the LEA to exercise any tighl hercunder shall be
construed as a waiver of any such right and the LEA reserves the right 1o exercise any such
right from time to time, as often as may be deemed expedicnt.

13,  Successors Bound This DPA is and shall be binding upon the respective sucotssors in
interest to the Provider in the event of a merges, acquisition, consolidation or other business
rearganization or sale of all or substantially all of the assets of such business.

IN WITNESS WHEREOF, the parties have executed this Wiscomsin Student Data Privacy
Agreement as of the last day noied below.
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EXHIBIT “A™
DESCRIPTION OF SERVICES

Guided Readers is an online guided reading program [or schoolsfteachers. Guided Readers
provides a reading program in printable and digital format. Our program includes leveled
readers, lesson plans, digital activities within Google Slides™, digiial interactive
activities within the web-based software as well, and instructional tools for the purpose of
instruching differentated leveled auided reading groups. Guided Readers glso provides an
Interactive Digital Reader. Our Interactive Digital Reader allows classroom teachers to
create a class list of thelr students and a 2-picture password for ease of use for our
youngest learners 1o access the platform independently. Teachers have the ability to
“assign” digital books to students so that sludents can access these books al any time on
any device. The students have the alility to read the books independenily, listen to the
books being read-aloud while the words are highlighted on the books, recard themselves
reading the books and listen back 10 their recordings as they [ook at the words and
illustrations on the page, and take a 6-question multiple ¢hoice comprehension quiz.
All of the students” work will be saved and provided to the teacher within the Teacher
Portal. The teacher has the ability to listen o the smdents aral reading recordings, check
their quizzes, and c¢heck the digital activities that they smdentis can complete as well.



EXHIB IT “B”

SCHEDULE OF DATA

‘ | Check if used
Category of Data | Elements | by your syslem
IP Addresses of users, Use ol cookies ele, Vaney on |
Apphication SALES LAEl
Technalngy Other application technology metadata - Please
Metadata speafy:

o aa e

Application Use
Stati slics

Mela dala on user interaction with application

Assessment

Standardized test scores

Observation data

Aeachei
ﬁ’%f"(%‘;

Other assessment data - Please specifly:

Guirze <

Attendance

| Student school {daily) attendance dala

‘Student class altendance dala

Commumcat ons

Online communications that are captured {emails,
blog entries)

Tear has”
£.m {.ft.g LN

Conduct

Conduct or behavioral data

Demographics

Daie of Birth

Place of Birth

Grender

Ethnieity or race

Language imformation (native, preferred or primary
language spoken by student)

Other demographic information - Please specify:




i Student school gmollmenl

| Student grade level

Homeroom

| Guidange coumselor

Enrollment . -
Spexific cumculum proprams
| Year of graduaion __
Other enrollment inlormation - Please specify:
Address
Parent/Guardian
Contact | Email
Information _ L
Phone
Parent/Guardian | Parent ID number {created to link parents (o students)
[D R
| Parent’Guardian | Firsi andfor Last
Name
7 “Snchaﬁujé Stdent scheduled courses

Teacher NAMes

- Special Indicator

English language learner information

Low ingome stalus

‘Medical aleris/health data

Student disability information

Specialized education services (1EP or 304)

Livine siluations (homeless/foster care)

Other indicator information - Please specify;

Student Conuac|
Inlormation

Address

Email

| Phone

I.ocal (School dismict) ID number




State TD numbcr

]

|

Student -
Identifiers Vendor/App assigned studeni ID aumber
| Student app username
3 Sludeat app passwords _ 3 ip'E[MF
~ Student Name | First and/or Last = V ONCY PZA/DEL
—_— oy TEACH E
Student Tn App | Program/application perlormance (typing program- B
Perfurmance | student types 60 wpm, reading program-student reads g i <
below grade level) <t e Re
Student Program | Academic or extracurricular activities a student may
Membership belong to or participate in

Student Survey

Student responses (o SUTyeys or questionnaires

Responses |
Student work | Student generated conient; writing, pictures ele e lall werd L
Orther student work data - Please specify: W ’3-#7_ y
Quisions, sightand
T —= b f;_g Aw W‘Wl?
Student course grades ) - o %
Transcript Student course data
Swudent course grades/performance scores B
Other transcript data - Please specily!
i Student bus assigmﬁef;l ]
Transportation | Student pick up and/or drop off location
Student bus card ID number )
Please list each additional data element used, stored or B
Other collected by your application




EXHIBIT “{™
DEFINITIONS

De-1dentifiable Information (DTT): De-Identification refers 1o the process by which the Provider
removes o obscures any Personally lenliliable Information (“PII") from student records in 3 way
that removes or minimizes the risk of disclosure of ihe identity ol the individual and informatign
about them

Educational Records: Fducalional Records are official records, files and data directly related to
a stuclen| and maintained by the school or local education agency, including but not limited to,
records cncompassing all the material kept in the student’s cumulatve folder, such as general
identifying data, records of stigndance and of academic work completed, recards of achievement,
and resulls of eviluglive tests, health data, disciplinary status, test protocols and individualized
eilucation programs. For purposes of this DPA, Dducational Records are referred to as Smadent
Data.

NIST: Drati National Institute of Standards and Technology (“NIST™) Spegial Publication Digital
Authantication Guideline.

Operator: The term “Operator” means the operator ol an Internet Website, online service, online
application, or mobile application with actual knowledste that the site, service, or application is
used primarily for K=12 school purposes and was designed and markeled for K=12 school
purposes. Tor the purpose of the Scrvice Agreement, the term “Operator” is replaced by the ferm
“Provider.” This term shall encompass the term “Third Party,” as i 1s found in applicable stare
statutes.

Personally Identifiable Information (PH): The terms “Pergonally Identifiable Information™ or
“PH” shall mglude, but are not limited to, sudent dara, metadata, and user or pupil-gencrated
content obtained by reason of the use of the Provider’s software, website, service, or app, including
mobile apps, whether gathered by the Provider or provided by LEA or its users, students, or
students’ parem-:fguardjzm P11 includes Indirect Identificrs, which is any Information that, either
alone or in asgresale, would allow a reasonable person to be able to identify a student to a
reasonable certainty, For purposcs of this DPA, Personally Identifiable Information shall inglude
1he categories of information listed in the definition of Student Data.

Provider: Tor purposes of the Service Agreement, the term “Provider™ means provider of digital
cducational software or services, including cloud-based services, for the digital storase,
management, and retrieval of pupil records. Within the DPA he wrm “Provider” includes the
term “Third Party” and the term “Operaior” as used in applicable state statutes.

Pupil Cenerated Content: The term “pupil-generated content”™ means malenals or content
created by a pupil during and for the purpose of education including, but not limited to, essays,
research reports, portfolios, creative writing, music or other audio files, photographs, videos, and
account information that enables ongoing ownership of pupil content.



Pupil Records: Means all of the following: (1) Any information thal directly relates to a pupil
that is maintzined by LEA(2) any information sequited directly from the pupil through the use of
instructional software or applicalions assigned (o the pupil by a teacher or other LEA employee;
and gny information that meets the definition of a “pupil record™ under Wis. Stat. § 118.123(1)(d).
For the purposes of this Agreement. Pupil Records shall be the same as Educational Records,
Sludent Personal Information and Covered Information, all of which are deemed Student Data for
the purposes of 1his Agresmeni.

Service Agreement: Refers to the Conrract or Purchase Order 10 which this DPA supplements
and modifies.

School District Official: For the purposes of this Agreement and pursuant to 34 CFR 9931 (B)
and Wis. Stat. § T18.125(3)d), a School District Official is 8 contrector that: (1)} Performs an
institutional service or funcion for which the agency or institution would otherwise use
employees, (2} Is ynder the direet control of the agency or institution with respect to the use and
maintenanee of education records: and (3) Is subject to 34 CER 99.33(a) and Wis. Stat. §
| 18.125(2) governing the use and re-disclosure of personally identifiable information from student
records.

Student Data: Student Data includes any data, whether gathered by the Provider or provided by
LEA or its users, studenls, or studenls™ parenls/guardians. that 1s descniptive of the student
imcluding, but not limited to, information in the stedent’s educational record or email, first and last
name, home address, telephone number, emanl address, or other information allowing online
contact, discipline records, videos, test results, special education data, juvenile dependency
records, grades, evaluabions, ¢rimingl records, medical records, health records, social scourty
numbers, biometric information, disabilities, sociceconomic information, food purchases. political
affiliations, religious information text messages. documents, student idenafies, search activity,
phiotos, voice recordings or geolocation informaton. Stdent Data shall constitule Pupil Records
for the purposes of this Agreement, and lor the purposes of Wisconsin and federal laws and
regulations, Siudent Data as specified in Exhibil “B” is confirmed to be collected or processed by
the Provider pursuant to the Services. Swudent Data shall ned constitute 1hal infurmation that has
been anonvmized or de- identified, or anonymous usage data rezarding a student’s use of the
Provider's services,

SDPC (The Student Data Privacy Consortium): Refers Lo the national collaborative of schools,
districts, regional, territories and state agencies, policy makers, rade orggnizstions and
marketplace providers addressing real-world, adaptable, and implementable solutions to growing
data privacy concerms.

Student Personal Information: ~“Smdent Perzenzl Information™ means information collected
through a school service that personally identifics an individual student or other information
collected and maintained about an individual smdent that is linked to information that identifigs
an individual student as identified by Washington Compact Provision 28A.604.010. For purposes
of this DPA Smdent Personal Information is referred 1o as Student Data,



Subscribing LEA: An LEA that was nol parly to the original Services Agreement and who
accepts the Provider’s General Offer of Privacy Terms.

Subpracessor: For the purposes of this Agreement, the lerm “Subprocessor” (sometimes referred
to as the “Subcontractor™ means a party other than LEA or the Provider, who the Provider uses
for data collection, analytics, storage, or other service 10 operate and/or improve its software, and
who has access (o PIT.

Targeted Advertising: Targeted adverfising means presenting an advertisement 1o & student
where the selection of the advertiscment is based on student information, student records or student
aeneraled content or inferred over time from the usage of the Provider's website, onfine service or
muabile application by such smdent or the retention of such student’s online activities of requests
over time.

Third Party: Theterm “Third Party™ means a provider of digital educational software or services,
including cloud-based services, for the digitel storage, management, and retrieval of pupil records.
However, for the purpose of this Agreement, the term “Third Party™ when used to indicate the
provider of digilal educational software or services is replaced by the term “Pravider.”



EXHIBIT “D™

DIRECTIVE FOR DISPOSITION OF DATA
GUIED READIRS TV -
[Name or Distnel or LEA] directs [ Name-of Provider] to disposc of dala vbtained by the Pravider
pursuant to the terms of the Service Agreement between LEA and the Provider. The terms of the
Disposition arc sct fordh below;

Extent of Disposition ___ Partial. The categories of data to be
disposed of arc as lollows:
Disposition shall be:

\/(hmplcte. Disposition extends to all |

categories of data.
Nafure of Disposition { v/ Desiruction or deletion of data.
| Disposition shall be by:
Transfer of data. The date shall be
franslerred as set forth in an attachment to this
| Directive. Following confirmation from LEA
w that data was sucvessfully translerred, Lhe
Provider shall destroy or delete all applicable
data.
Timing of Disposition \/As soon as commerdially practicable
| Data shall be disposed of by he {ollowing By{Insert Datc) —
dale
| [Inserl or attach special insiructions]
Aulhnﬁ?zd Representative of LEA Dalte

CX L &3¢/ 2000
Dhale

{Wérilication of Disposition of Data
by Authorized Representative of the Provider






EXHIBIT “E”

GENERAL OFFER OF PRIVACY TERMS
[INSERT ORIGINATION LLEA NAME]

Offer of Terms

The Provider offers the same privacy protcetions found in this DPA between it and [Name
of LEA] and which is dated fo any other LEA (“Subscribing LEA™) who accepts this
General Offer though its signaturc bedow. This General OlTer shall extend only to privacy
proteclions and the Provider's signature shall not necessarily bind the Provider 1o other
terms, such as price, lerm, or schedule of services, or to anv other provision not addressed
in this DPA. The Provider and tho other LEA may also agree to change the data provided
by LEA to the Provider in Exhibit “B” {0 suil the unique needs of the LEA. The Provider
may withdraw the General Offer in the event of: (1) a material change in the applicable
privacy stahites; (2) a material change in the services and products subject listed in the
Onginating Service Agreement; or three (3) vears after the date of the Provider™s signalure
to this Form.

pate:_£/2 E"/ 2020

Printed Name: ﬁw/v/i Dielet TitePosition: [ £E8 { DEAT

Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with the Provider, and by its
signalure below, accepts the General Offer of Privacy Terms. The Subscribing LEA and
the Provider shall therefore be bound by the same terms of this DPA.

Subscribing LEA:

BY: _ Date:

Printed Name; Title/Position:




PT THE GENERAL OFFER. TIE SUBSCRIEING LEA MUST DELIVER
THIS SIGNED FXHIBIT TO TIIE PERS AND EMATL ADDRESS LISTED BEEOY

Mame:

Title:

Izl Address:




EXHIBIT “F”
DATA SECURITY REQUIREMENTS

[INSERT ADDITIONAL DATA SECURITY REQUIRIEMENT]



