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“Personal Data Breach” means the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access
to, Customer Data.

“Process” and “Processing” mean any operation or set of operations performed on Personal Data or on sets of
Personal Data, whether or not by automated means, such as collection, recording, organization, creating, structuring,
storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making such data available, alignment or combination, restriction, erasure or destruction.

“Sub-processor” means any party engaged by Front for the Processing of Customer Data in connection with the Service.

2. Relationship of the Parties
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2.2

Front as Processor. Customer is the “Controller”, and Front is the “Processor”, as such terms (or the equivalent
thereof) are defined in Applicable Data Protection Law, with respect to the Customer Data Processed under the
Agreement.

Front as Controller. Customer and Front are each “Controllers”, as such term (or the equivalent thereof) is

defined in Applicable Data Protection Law, with respect to Account Administration Data, and Front will Process
such data in accordance with the Agreement, Front’s Privacy Policy available at https://front.com/privacy-policy
as may be updated from time to time, and Applicable Data Protection Laws.

3. Customer’s Instructions to Front
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Purpose Limitation. Front will not sell Customer Data or otherwise Process Customer Data for any
purpose other than for the specific purposes set forth in this DPA or the Agreement, unless obligated to
do otherwise by Applicable Data Protection Law. in such case, Front will inform Customer of that legal
requirement before the Processing unless legally prohibited from doing so. Further details regarding
Front’s Processing operations are set forth in Schedule 1 - Subject Matter & Details of Processing. For
purposes of this paragraph, “sell” shall have the meaning set forth in the CCPA.

Lawful Instructions. Customer will not instruct Front to Process Customer Data in violation of Applicable
Data Protection Law. Front has no obligation to monitor the compliance of Customer’s use of the Service
with Applicable Data Protection Law. Front will immediately inform Customer if, in Front’s opinion, an
instruction from Customer infringes Applicable Data Protection Law. The Agreement, Customer’s
configuration of the Service, and this DPA constitute Customer’s instructions to Front regarding the
Processing of Customer Data. Customer instructs Front to process Customer Data to provide the Services

and authorizes Front to Process such data to (a) perform its obligations and exercise its rights under the
Agreement, and (b) to perform its legal obligations and to establish, exercise or defend legal claims in

respect of the Agreement.

4. Sub-processing

4.1

42

Appointment of Sub-processors. Customer acknowledges and agrees that (a) Front’s Affiliates may be
retained as Sub-processors; and (b Front and Front’s Affiliates respectively may engage third-party
Sub-processors in connection with the provision of the Services. Front or an Front Affiliate has entered into a
written agreement with each Sub-processor containing, in substance, data protection obligations no less
protective than those in the Agreement with respect to the protection of Customer Data to the extent
applicable to the nature of the Services provided by such Sub-processor.

List of Current Sub-processors and Notification of New Sub-processors. The current list of Sub-processors
engaged in Processing Personal Data for the performance of each applicable Service, including a description
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of their processing activities and countries of location can be found on Front's webpage at:
https://frontapp.com/list-of-subprocessors. Customer hereby consents to these Sub-processors, their
locations and processing activities as it pertains to their Personal Data. The webpage contains a mechanism
to subscribe to notifications of new Sub-processors; and, if Customer subscribes, Front shall provide
notification of a new Sub-processor(s) before authorizing any new Sub-processor(s) to Process Personal

Data in connection with the provisionof the applicable Services.

Objection Right for New Sub-processors. Customer may object to Front’s use of a new Sub-processor by
notifying Front promptly in writing within thirty (30) days of receipt of Front’s notice in accordance with
the mechanism set out insection 4.2. If Customer objects to a new Sub-processor as permitted in the
preceding sentence, Front will use reasonable efforts to make available to Customer a change in the
Services or recommend a commercially reasonable change to Customer’s configuration or use of the
Services to avoid Processing of Personal Data by the objected-to new Sub-processor without
unreasonably burdening Customer. If Front is unable to make available such change within a reasonable
period of time, which shall not exceed sixty (60) days, Customer may terminate the applicable Order
Form(s) with respect only to those Services which cannot be provided by Front without the use of the
objected-to new Sub-processor by providing written notice to Front. Front will refund Customer any
prepaid fees covering the remainder of the term of such Order Form(s) following the effective date of
termination with respect to such terminated Services, without imposing a penalty for such termination
on Customer

Liability. Front shall be liable for the acts and omissions of its Sub-processors to the same extent Front
would be liable ifperforming the services of each Sub-processor directly under the terms of this DPA,
unless otherwise set forth in the Agreement.

5. Assistance & Cooperation

51

5.2

Security. Front will provide reasonable assistance to Customer regarding Customer’s compliance with its
security obligations under Applicable Data Protection Law relevant to Front’s role in Processing the
Customer Data, taking into account the nature of Processing and the information available to Front, by
implementing technical and organizational measures set forth in Schedule 2 - Technical and
Organizational Security Measures, without prejudice to Front’s right to make future replacements or
updates to the measures that do not lower the level of protection of Customer Data. Front will ensure
that its personnel authorized to Process the Customer Data are subject to written confidentiality
agreements or are under an appropriate statutory obligation of confidentiality no less protective than
the confidentiality obligations set forth in the Agreement.

Personal Data Breach Notification & Response. Front will comply with the Personal Data Breach-related
obligations directly applicable to it under Applicable Data Protection Law. Taking into account the nature
of Processing and the information available to Front, Front will assist Customer by informing it of a
confirmed Personal Data Breach without undue delay or within the time period required under Applicable
Data Protection Law unless prohibited by applicable law. Front will notify Customer at the email address
provided in the signature block of this DPA for purposes of Personal Data Breach notifications. Any such
notification is not an acknowledgement of fault or responsibility. To the extent available, this notification
will include Front’s then-current assessment of the following, which may be based on incomplete
information:

(a) the nature of the Personal Data Breach, including, where possible, the categories and approximate
number of data subjects concerned;

(b) the likely consequences of the Personal Data Breach; and
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Glenbrook HSD 225

@.j. Erand,
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Associate Superintendent
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