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This Massachusetts Sgq"nt Data Privacy Agreement ("DPA") is entered into by and between the school
district, Framinghaln Public Schools (hereinifter refened to ai "LEA") and Reader to Reader,Inc.
(hereinafter referred to as '?rovider") on February 6,2A20. The Parties agree to the terms as itated
herein.

RECITALS
WEBREAS, the Providerhas agreed or will agree to provide the Local Education Agency ("LEA,)
with certain digital educational services ("Services") as described in Article I and Exhibitl'A,,; and

WIIEREAS, the Provider, by signing this Agreement, agrees to allow the LEA to offer school districts
in Massachusetts the opporhrnity to accept and enjoy the benefits of the DPA for the Services described,
without the need to negotiate terms in a separate DpA; and

WHEREAS, in order to provide the Services described in Article 1 and Appendix A, the Provider may
receive or create and the LEA may provide documents or data that are covered by several federal
statutes, among them, the Federal Educational Rights and Privacy Act ("FEMA") at 20 U.S.C. I232g
and34 CFR Part 99, Children's Online Privacy Protection Act ("COPPA"), 15 U.S.C. 6501-6502;
Protection of Pupil Rights Amendment ("PPRA') 20 U.S.C. 1232h the Individuals with Disabilities
Education Act ("IDEA"), 20 U.S.C. $$ 1400 et. ggq.; and

WHEREAS, the documents and data hansferred from Massachusetts LEAs and created by the
Provider's Services are also subject to several Massachusetts student privacy laws, including
Massachusetts student record regulations, 603 C.M.R, 23.00, Massachusetts General Law, Chapter 71,
Sections 34D to 34H and 603 CMR 28.00; and

WHEREAS, the Parties wish to enter into this DPA to ensure that the Services provided conform to the
requirements of the privacy laws referred to above and to establish implementing procedures and duties.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PURIOSE AND SCOPE

Purposg of DPA. The purpose of this DPA is to describe the duties and responsibilities to
protect Student Data (as defined in Bxhibit "C") hansmitted to Provider from the LEApursuant
to Exhibit "A", including compliance with all applicable state privacy statutes, including the
FERPA, PPRA, COPPA,IDEA, 603 C.M,R. 23.00,603 CMR 28.00, and Massachusetts General
Law, Chapter 71, Sections 34D to 34H. In performing these services, to the extent Personally
Identifiable Information (as defined in Exhibit *C") from Pupil Records (as defined in Exhibit
'C3 are transmitted to Provider from LEA, the Provider shall be considered a School Official
with a legitimate educational interest, and performing services otherwise provided by the LEA.
Provider shall be under the direct conhol and supervision of the LEA. Control duties are set
forth below

2, Nat}re of Services Provided. The Provider has agreed to provide the following digital
educational services described in Exhibit "A".
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3.

4.

$uaeat leErg lg tgylded. In order to perform the services described in this Article and
Exhibit *A", LEA shall provide the categories ofdata described in the schedule of Data,
attached hereto as Exhibit "B".

DPA Dgfinitions. The definition of terms used in this DpA is found in Exhibit,,c,,. kr the
event ofa conflict, definitions used in this DpA shall prevail over lerms used in all other
writings, including, but not limited to, a sewice agreement, privacy policies or any terms of
seryice.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACcEss

t?rgnt Access. LEA shall establish reasonable procedures by which a parent, legal guardian, or
eligible student may review personally identifiable information on the pupil,s recordi coneci
eroneous information, and procedures for the ttansfer ofpupil-generated content to a personal
account, consistent with the functionality of services. provider shall cooperate and resiond
within ten (I0) days to the LEA's request for personally identifiable information in a pupil's
records held by the Provider to view or correct as necessary. In the event that a pareni ofa pupil
or other individual contacts the Provider to review any of the pupil Records of student Data 

-

accessed pursuant to the Services, tle Provider shall refer the parent or individual to the LEA,
who will follow the necessary and proper procedures regarding the requested information.

separate Account. Provider shall, at the request ofthe LEA, transfer Student Generated
Content to a separate student account.

Third Partv Reouest. Should a Third Party, including, but not limited to law enforcement,
former employees ofthe LEA, current employees of the LEA, and government entities, contact
Provider with a request for data held by the Provider pusuant to the services, the Provider shall
redirect the Third Party to request the data directly from the LEA and shall cooperate with the
LEA to collect the required information. Provider shalt notiff the LEA in advance of a

1.@'A[studentDataoranyotherPupilRecordstransmittedtothe
Provider pursuant to this Agreement is and will continue to be the iroperty of and under the
control of the LEA , or to the party who prwided such data (such as tG student or parent.). The
Provider fi.uther acknowledges and agrees ihat all copies of such student Data o, *,iy o6r.ii rrpl
Records transmitted to the Provider, i''cluding any modifications or additions or any portion ^

thereoffiom any source, are also subject to the provisions of this Agreement in the same manner
as the original Student Data or Pupil Records. ihe parties agree thart as between them, all rights,
including all intellectual property rights in and to Student Dita or any other pupil Records "
contemplated per this Ageement shall temain the exclusive property of the LEA. For the
purposes ofFERPA and state law, the Provider shall be considered i school official, under the
control and directior of the LEAS as it pertains to the use of student data notwithstaniing the
above. The Provider will cooperate and provide Student Data within ten (10) days at the-LEA's
requesl. Provider may transfer pupil-generated content to a separate accouni, aciording to the
procedures set forth below.

,
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5.

compelled disclosure to a Third Pu.ty, unless legally prohibited. The Provider will not use,
disclose, compile, transfer, sell the Student Data and/or any portion thereof to any third party or
other entity or allow any other third party or other entity to use, disclose, compile, transfer oi sell
the Student Data aad/or any portion thereo{ without the express written consent of the LEA or
without a court order or lawfully issued subpoena. Student Data shall not constitute that
information that has been anonymized or de-identified, or anonynous usage data regarding a
sfudent's use of Provider's seryices,

No Unauthorized Use. Provider shall not use Student Data or information in a Pupil Record for
any purpose other than as explicitly specified in this DPA,

$ubprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to this DPA, whereby the Subprocessors agree to protect Student Data in
manner consistent with the terms of this DPA.

ARTICLE IIT: DUTIES OF LEA

Provide Data In Compliance With Laws. LEA shall provide data for the purposes of the DPA
in compliance with the FERPA, PPRA, IDEA, 603 c,M.R. 23.00,603 cMR 28.00, and
Massachusetts General Law, Chapter 71, Sections 34D to 34H, and the other privacy statutes
quoted in this DPA. LEA shall ensure that its annual notice under FERPA includes vendors,
such as the Provider, as "school Officials."

Reasonable Precautions. LEA shall take reasonable precautions to secure usernames,
passwords, and any other means of gaining access to the services and hosted data.

Unauthorized Access Notification. LEA shall noti$r Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

ARTICLE TV: DUTIES OF PROYIDER

Privacv Comnlianc,g. The Provider shall comply with all Massachusetts and Federal laws and
regulations pertaining to data privacy and security, including FERPA, CoppA, ppRA, , 603
c.M.R. 23.00 and Massachusetts General Law, chapter 71, Sections 34D to 34H.

Authorized Use. Student Data shared pursuant to this DPA, including persistent unique
identifiers, shall be used for no purpose other than the Services stated in this DPA and as
authorized under the stafutes referred to in subsection (1), above. Provider also acknowledges
and agrees that it shall not make any re-disclosure of any Student Data or any portion thereof,
including without limitation, any student data, meta data, user content or other non-public

1.

2.

3.

1.
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information and/or personally identifiable information contained in the Student Data, without the
express written consent of the LEA, unless it fits into the de-identified inro..ution 

"r."ption 
a

Article rV, section 4, or there is a court order or lawfully issued subpoena for the inro#ution.

PtupleE_e oblieation. Provider shall require all employees and agents who have access to
Student Data to comply with all applicable provisions of this DpA-with respect to the dat" shared
under this D-PA. Provider agrees to require and maintain an appropriate confidentiality
agreement from each empl0yee or agent with access to stude;t Daia pursuant to the DpA.

No Olgdgsurg De-identified informarion, as defined in Exhibit ,,C,,, may be used by the
Provider for the purposes of development, research, and improvement of educationai sites,
;9rvi9gs,.o1 apptications, as any other member of the public or party wourd be able to use de-
identified data pwsuant to 34 crR 99.31(b). The prwider aaa tni agree that the provider
cannot suc-cessfully de-identi! information if there are fewer than twenty (20) students in the
samples ofa particular field or category of information co ected, i.e., twenty students in a
particular grade, twenty sfudents ofa particular race, or twenty students with a particular
disability. Provider agrees not to atlempt to re-identifu de-identified student Data and not to
tansfer de-identified student Data to any party unless (a) that pany agrees in writing not to
attempt re-identification, and (b) prior written notice has been given t6 the LEA whJhas
provided prior written consent for such transfer. provider shali not copy, reproduce or tratrsmit
any data obtained under this DPA and/or any portion thereof, except as necessary to fulfill the
DPA.

Disposition of Data. Provider shall dispose or delete all personally identifiable data obtained
under the DPA when it is no longer needed for the purpose for which it was obtained and transfer
said data to LEA or LEA's designee within sixty (60) aays ofthe date of termination and
acc.ord.ing 

1o 
a schedule and procedure as the parties may reasonably agree. Nothing in the DpA

authodzes Provider to maintain personally identifiable data obtained ,ider any othei writinl
beyond the time period reasonably needed to complete the disposition. Disposition shall inJlude
(1) thg shredding ofany hard copies of any pupil Records; (2iErasing; or (1) Otherwise
modi$.ing the personal information in those records to make it unread'able oi indecipherable.
Provider shall provide written notification to LEA when the Data has been disposed. The duty to
dispose of student Data shall not extend to data that has been de-identified or placed in a
separate Student account, pursuant to the other terms ofthe DpA. The LEA may employ a
'?.equest for Retum or Deletion of student Data" FoRM, A copy of which is attached iereto as

PxEEil'D'). Upon receipt of a request from the LEA, the provider will immediately provide
the L.EA with any specified portion ofthe Student Data within three (3) calendar days of receipt
of said request.

A.dverlisins Prohibition. Provider is prohibited from using Student Data to (a) market or
advertise to students or families/guardians; (b) inform, influence, or enable marketing or
advedising efforts by a Provider; (c) develop a profile of a student, family member/guardian or
group, for any commercial purpose other than providing the Service to Client; or (d) use the
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student Data for the development of commercial products or seryices, other than as necessary to
provide the Service to Client.

ARTICLE V: DATA PROVISIONS

Data securify. .The Provider agrees to abide by and maintain adequate data security measures,
consistent with indusky standards and technology best practices, to protect Student bata frbm
unauthorized disclosure or acquisition by an unauthorized person. The general security duties of
Provider are set forth below. Provider may further detail its secuity programs and measures in
Exhibit "F" hereto. These measues shall include, but are rot limited to:

a. Passwords and Employee Access. Provider shall secure usernames, passwords, and. any
other means ofgaining access to the services or to student Data, at a level suggested by
Article 4'3 of NIST 800-63-3. Provider shall only provide access to Student Dita to
employees or contractors that are performing the Services. Employees with access to
Student Data shall have signed confidentiality agreements regarding said student Data.
All employees with access to Stdent Records shall pass criminal background checks.

b. Destruction of Data. Provider shall destroy or delete all personally Identifiable Data
contained in student Data and obtained under the DpA when it is no longer needed for
the purpose for which it was obtained or kansfer said data to LEA or LEA,s designee,
according to a schedule and procedure as the parties may reasonable agree. Nothing in
the DPA authorizes Provider to maintain personally identifiable data beyoncl the tirn'e
period reasonably needed to complete the disposition.

c. security Protocols. Both parties agree to maintain security protocols that meet industry
best practices in the kansfer or transmission ofany data, including amuring that data miy
only be viewed or accessed by parties legally allowed to do so. provider shall maintain
all data obtained or generated pursuant to the DpA in a secure computer environment and
not copy, reproduce, or transmit data obtained pursuant 1o the DpA, except as necessary
to fulfill-the purpose of data requests by LEA. The foregoing does not limit the ability or
the Provider to allow any necessary service providers to view or access data as set forth
in Article IV, section 4.

Employee Training. The Provider shall provide periodic security training to those ofits
employees who operate or have access to the system. Further, provider shatl provide
LEA with contact information of an employee who LEA may contact if there are any
security concems or questions.

Security Technology. When the service is accessed using a supported web browser,
Secure Socket Layer ("SSf'), or equivalent technology shall be imployed to protect data
from unauthorized access. The sewice security measures shall jnclude server 

-

authentication and data encryption. Provider shall host data pursuant to the DpA in ah
environment using a firewall that is periodicatly updated according to industry standards.

Security Coordinator. Provider shall provide the name and. contact information of
Provider's Security Cootdinator fot the Student Data received pursuant to the DpA.
Subprocessors Bound. Provider shall enter into written agreements whereby
subprocessors agree to secure and protect student Data in a manner consistent with the

d.

l08l0l Ivl
5



terms of this Article v. Provider shall periodically conduct or review compliance
monitoring and assessmenls ofsubprocessors to determine their complianie with this
Article.

Periodic Risk Assessment. provider further aoknowledges and agrees to conducl
periodic risk assessments and remediate any identified security and privacy
vulnerabilities in a timely manner.

Backups. Provider agrees to maintain backup copies, backed up at least da y, of student
D-ata in case ofProvider's system failure or any oiher unforeseen event resulting in loss
of Student Data or any portion thereof.

Audits, Upon receipt of a request from the LBA, the provider witt allow the LBA to
audit the security and privacy measures that are in place to ens,,e protection ofthe
student Record or any portion thereof. The provider wifl cooperate fully with the LEA
and any local, state, or federal agency with oversight authority/jurisdiction in connection
with anyrudit or investigation of the provider and./or delivery of services to students
and/or LEA, and shall provide full access to the provider's facilities, staff, agents and
LEA's Student Data and all records pertaining to the provider, LEA and defvery of
services to the Provider. Failure to cooperate shall be deemed a material breach of the
Agreement.

P4la.Ereach. In the event that student Data is accessed or obtained by an unauthorized
individual, Provider shall provide notification to LEA within ten (10) days ofthe incident.
Provider shall follow the following process:

a' The security breach notification shall be written in plain language, shafl be titled ,Notice
ofData Breach," and shall present the information described h;ein under the following
headings: "What Happened," 'What Information Was Involved," ..What We Are Doin!,,,
"What You Can Do," and "For More Information.,, Additional information may be
provided as a supplemetrt to the notice.

b. The security breach notification described above in section 2(a) shall include, at a
minimum, the following information:

i. The name and contact information of the reporting LEA subject to this section.

ii. A list of the types ofpersonal information that were or are roasonably believsd to
have been the subject of a breach.

iii. If the information is possible to determine at the time the notice is provided, then
either (l) the date of the breach, (2) the estimated date ofthe breach, or (3) the
date range within which the breach occurred. The notification shall also include
the date ofthe nofice.

iv, Whether the notification was delayed as a result ofa law enforcement
investigation, if that information is possible to determine at the time the notice is
provided.

v, A general description ofthe breach incident, if that information is possible to
determine at the time the notice is provided.

h.
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3.

4.

At LEA'S discretion, the security breach notification may also include ary ofthe
following:

i. Information about what the agency has done to protect individuals whose
information has been breached.

ii. Advice on steps that the person whose information has been breached may take to
protect himself or herself.

Provider agrees to adhere to all requirements in the Massachusetts Data Breach law and
in federal law with respect to a data breach related to the Student Data, including, when
appropriate or required, the required responsibilities and procedures for notification and
mitigation of any such data breach.

Provider further acknowledges and agrees to have a written incident response plan that
reflects best practices and is consistent with industry standards and federal and state law
for responding to a data breach, breach of seourity, privacy incident or unauthorized
acquisition or use of Student Data or any portion thereof, including personally
identifiable information and agrees to provide LEA, upon request, with a copy ofsaid
written incident response plan.

At the request and with the assistance ofthe District, Provider shall notifu the affected
parent, legal guardian or eligible pupil ofthe unauthorized access, which shall include ttre
information listed in subsections (b) and (c), above.

ARTICLE VI: MISCELLANEOUS

Term. The Provider shall be bound by tlris DPA for so long as the Provider maintains any
Studett Data. Notwithstanding the foregoing, Provider agrees to be bound by the terms and
obligations of this DPA for thre€ (3) years.

Termination. In the event that either party seeks to terrninate this DPA, they may do so by
mutual written consent and as long as any service agreement or terms ofservice, to the extent
one exists, has lapsed or has been terminated,

The LEA may terminate this DPA and any service agreement or contract with the Provider ifthe
Provider breaches any terms of this DPA.

Effect of Termination Survival. Ifthe DPA is terminated, the Providei shall destroy all of
LEA'S data pursuant to Article V, section I O).

Priority of Agreenents. This DPA shall govem the heatment of student records in order to
comply with the privacy protections, including those found in FERPA, IDEA. COPPA, PPRA,
603 CMR 28.00, 603 C.M.R. 23.00, and Massachusetts General Law, Chapter 71, Sections 34D
to 34H. kr the event there is conflict between the terrns of the DPA and any other writing, such
as sewice agreement or with any other bid/RFP, terms of service, privacy policy, license
agreement, or writing, the terms of this DPA shall apply and take precedence. Except as

described in this paragra.ph herein, all other provisions of any other agreement shall remain in
effect.
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5. Notice. All notices or other communioation required or permitted to be given hereunder must be
in 

-writing 
and given by personal delivery facsimile or e-mail transmission (if contact

information is provided for the specific mode of delivery), or first class maii, postage prepaid,
sent to the desiglated representatives below.

The designated representalive for the Provider for this Agreement is:

Name
Title
Address
Telephone Number
Email

The designated representative for the LEA for this Agreement is:

oloo\
.oR(

Name
Title
Address
Telephone Number

Framingham Public Schools
Director ofTechnology
73 Mt. Wayte Avenue, Framingham,MA 01702
508-626-9117

6. Entire Asreement, This DPA constitutes the entire agrcement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, o. agreem"nts,
oral or written, by the parties relating thereto. This DpA may be amended and the observance of
any provision ofthis DPA may be waived (either generally or in any patticular instance and
either retroactively or prospectively) only with the signed written consent ofboth parties.
Neither failure nor delay on the part of any party in exercising any right, power, oi privilege
hereunder shal'l operate as a waiver ofsuch right, nor shall any single or fartial exeicise oiany
such right, power, or privilege preclude any firther exercise thereof or the exercise ofany other
right power, or privilege.

7' S"everabilitv. Any provision ofthis DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent ofsuch prohibition or unenioroeability
without invalidating the remaining provisions ofthis DpA, and any such prohibition or
unenforceability in auyjurisdiction shall not invatidate or render unenforceable such provision in
any otherjurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn so as not to be prohibited or unenforoeable in suchjurisdiction while, at ttre same time,
maintaining the intent ofthe parties, it shall, as to such jurisdiction, be so narrowly drawn
without invalidating the remaining provisions ofthis DPA or affecting the validity or
enforceability of such provision in any other jurisdiction.

8. Governing Law: Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
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CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF
MASSACHUSETTS, WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH
PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSTVE JURISDICTION
TO THE STATE AND FEDERAL COURTS OF MIDDLESEX COUNTY FOR ANY
DISPUTE ARISING OUT OF OR RELATING TO THIS DPA OR THE TRANSACTIONS
CONTEMPLATED HEREBY.

9, Authoritv. Provider represents that it is authorized to bind to the terms of this Agreement,
including confidentialrty and destruction of Student Data and any portion thereof contained
therein, all related or associated institutions, individuals, employees or contractors who may have
access to the Shrdent Data and/or any portion thereof, or may own, lease or control equipment or
facilities of any kind where the Student Data and portion thereof stored, maintained oi used in
anyway.

10. Waiver. No delay or omission of the LEA to exercise any right hereunder shall be construed as
a waiver of any such right and the LEA reserves the right to exercise any such right from time to
time, as often as may be deemed expedient.

11. Electronic Sisnature: The parties understand and agree that they have the right to execute this
Agreement through paper or through electonic signature technology, which is in compliance
with Massachusetts and Federal law governing elechonic signatures. The parties agree that to
the extent they sign electronically, their electronic signature is the legally Uinding equivalent to
their handwritten signattre. Whenever they execute an electronic signature, it has the same
validity and meaning as their handwritten signature. They will not, at any time in the future,
repudiate the meaning of my elecfronic signature or claim that their electronic signature is not
legally binding. They agree not to object to the admissibility of this Agreement as an electronic
record, or a paper copy of an elechonic document, or a paper copy of a document bearing an
eleckonic signature, on the grounds that it is an electronic record or electronic signature or that it
is not in its original form or is not an original.

Each party will immediately request that their electronic signature be revoked in writing if they
discover or suspect that it has been or is in danger of being lost, disclosed, compromised or
subjected to unauthorized use in any way. They understand that they may alsoiequest
revocation at any time of their electronic signature for any other reason in writing.

If either party would like a paper copy of this Agreement, they may request a copy from the
other party,

12. Multiple Counternarts: This Agreement may be executed in any number of identical
counterparts. If so executed, each of such counterparts shall constitute this Agreement. In
proving this Agreement, it shall not be necessary to produce or account for more than one such
counterpart. Execution and delivery of this Agreement by .pdf or other electronic format shall
constitute valid execution and delivery and shall be effective for all pu{poses (it being agreed
that PDF email shall have the same force and effect as an original signature for all purposes).
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ARTICLE VII. GENERAL OFFEROF TERMS

Provider may, by signing the attached Form of Ceneral Offer ofPrivacy Tenns (General Offer,
attached hereto as Exhibit "E '), be bound by the terms of this to any other school district who signs the
acceptance in said Exhibit.

fS ignature P age F o llowsf
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IN WITNESS WHEREOF, the parties have executed this Massachusetts Shrdent Data privacy
Agreement as of the last day noted below.

FRAMINGHAM PUBLIC SCHOOLS

,''' -V^ 1 ..=-2 Date: 02107120

Printed Name: Ann Mariano 111.. Director of Technology

READER TO READER, INC.

. *,,d r,tA-err( Date: z/6fzo-t

Printed Name: DaurJ llllqzot' rrt", flvE,drft
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EXHIBIT *A"

DESCRIPTION OF SERVICES

Read, Think, share mentoring program parhers students aoross the countr5r with college student
mentors.
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EXIIIBIT 'TB' SCHEDULE OF DATA

Category ofDat EleEents
Chacklfused

by your
system

Application
TechnoloSy Mera

Data

IP Ad&esses ofusers, Use of
cookies etc.

OUer application rccbnology
m.la dala-Please specit:

ApplicarionUse
Slatistics

Meta data on user intcrsctiofl
lvith application

T-
Slandardized lest scores

Observation data

Other ass$sment dala-Plcase
speci!:

Student school (daiifi

Student ctass ane.xtance dau

Communicatiors
Onlino communications that
are captuEd (emails, blog
ontries)

Conducl Conduct or behaviodiiia

Demographics

Dale ofBidh
Place ofBirth
GeIlder
Ethnicity or race

LaDguage infonnation
(Dative, prcfsrred or priEary
lalguBge spoken by student) i,/
Other demogmphic
inlonnatioD-PIcase speci4.

Enroll.ncnt

rqlLdent school enrollmenr l.
Studeot grade level ,r'
Hometoom
Guidance counscloi

Specific curriculum pmgra i
Year olgEduation

Other colollnsnt
information-Pleale speci&:

Paren cuardian
Co act Informatior

Ad&ess

Email
Phone

Parcnt/Cuardian ID
Pareot ID duhbe! (crealed to
lihk parcnt! to students)

Par€rucusdian
Namc

First and/or Lsst

_l

Sched!lc Stuaent scfreautea courses

L/

Special Indicator

English language lcamer
informatiorl

Mcdical aleits

Category olData Elemenls
Chockifused

byyour
system

Student disabiliry information

Specialized education
seRices (IEP or 504)
Livjng situatioDs
(homeless/foster care)

Other indicator inform;tion-
PleBsespeci&:

Cat€goryofData Elemelts
Check lf used

by your
system

Student Contact
Information

Adilress
Email

Pho[e

Student Identillcrs

Local (s-hoal di;trict) D-
Dumbcr

Stat€ ID number
Vcndor@p tssignA studenr
ID nunrber

Student app usemame

Srodent app passwords

Studert Naroe First and/or I-ast i/

Student In Apfr
Performance

Prograrn/application
perfollrlance (tFing
program-shrdent types 60
wPm, reading progmm-
student rcads bclow gmde
level)

Stud€nt Progmm
Memb€rship

Academic or extracurricular
activilies a student Elay
bclons lo or DarticioBt. in

Student Sulvey
Rcspoases

Student responses to suneys

Student $ork

Studlnt Eeoemted conteDt;
vriting, pictures etc. t/
Otlrcr student work dat! -
Please specif,:

Tnnscript

Student coursc grades

Student courso dals
Studentcourse
gradcs/Darformance scores
Oth6r transcript data -Ple$e
spe8iry:

Trdnsporlation

Shrdent bus assislment
Student piit< up a.d/or arop
offhcation
qldent bus card ID number
Oth€r transportation ilata -
Pleaso sDecifu:

Other
Please list egch additional
data elcment used, stored or
collecled by yollj aoDlicatioh

1081011v1
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EXIIIBIT ..C,,

DEFINITIONS

De-Identifiable Information @ff): De-Identification refers to the process by which the Vendot removes or
obscures any Personally Identifiable Information ('?[') from studsnt records in a way that removes or
minimizes the risk of disclosure of the identity of the individual and information about them. The Provider's
specific steps to de-identifu the data will depend on the circumstances, but should be appropriate to protect
students. some potential disclosure limitation methods are bluning, masking, and perturbation. De-
identification should ensure that any information when put together cannot indirectly identify the student, not
only ftom the Yiewpoint ofthe public, but also from the vantage of those who are familiar with the individual.
Information cannot be de-identified if there are fewer thar twenty (20) students in the samples ofa particular
field or category, i.e., twenty students in a particular grade or less than twenty students with a padicular
disability.

NIST 800-63-3: Draft National Institute of Standards and Technology CNIST') Special Publication 800-63-3
Digital Authentication Guideline.

Personally Identifiable Informatiotr (PID: The terms '?ersonally Identifiable lnformation" or "P[" shall
include, but are not limited to, student data, metadata, and user or pupil-genetated content obtained by reason of
the use ofProvider's software, website, service, or app, including mobile apps, whether gathered by Provider or
provided by LEA or its users, students, or students' parents/guardians. PII includes, without limilation, at least
the following:

First Name
Last Name
Telephone Number
Discipline Records

Special Educatidn Data
Grades
Criminal Records

Health Records

Biometric Information
Socioeconomio lnformation
Political Affiliations
Text Messages

Student Identifiers
Photos
Videos
Grade

General Categories:

Indirect Identifiers: Any information that, either alone or in aggregate, would allow a reasonable person to be

able to identifu a student to a reasonablo certainty

Information in the Student's Educational Record

Information in the Student's Email

Home Address
Subj ect

Email Address
Test Results
Juvenile Dependency Records

Evaluations
Medical Records

Social Security Number
Disabilities
Food Purchases

Religious Information
Documents
Search Activity
Voice Recordings
Date of Birth
Classes
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Provider: For purposes of the DPA, the term "Provider" means provider of digital educational software or
services, including cloud-based services, for the digital storage, management, and retrieval ofpupil records.

Pupil Generated Content: The term "pupil-generated content" means materials or content oreated by a pupil
during and for the purpose of education including, but not limitsd to, essays, research reports, portfolios,
creative writing, music or other audio files, photographs, videos, and account information that enables ongoing
ownership of pupil content.

Pupil Records: Means both of the following: (1) Any information that directly relates to apupil that is
maintained by LEA and (2) any information acquired directly ftom the pupil through the use ofinskuctional
softwarc or applications assigned to the pupil by a teacher or other local educational LEA employee.

School Official: For the purposes of this Agreement and pusuant to 34 CFR 99.31 @), a Sohool Official is a
contractor that: (i) Performs an ilstitutional service or function for which the agency or institution would
otherwise use employees; (2) Is under the dircct conhoi ofthe agency or institution with respect to the use and
maintenance of education records; and (3) Is subject to 34 CFR 99,33(a) goveming the use and re-disclosure of
personally identifiable information ftom student records. The definition of "school official" encompasses the
definition of "authorized schooi persormel" under 603 CMR 23.02.

Student Data: Student Data ilcludes any data, whether gathered by Provider or provided by LEA or its users,
students, or students' parents/guardians, that is descriptive of the student including, but not limited to,
information in the student's educational record or email, first and last name, home address, telephone number,
email address, or other information allowing online contact, discipline records, videos, test results, special
education data, juvenile dependency records, grades, evaluations, criminal records, medical records, health
records, social security numbers, biometrio information, disabilities, socioeconomic infomation, food
purchases, political affiliations, religious information text messages, documents, student identifies, search
activity, photos, voice recordings or geolocation informafion. Student Data shall constitute Pupil Records for
the purposes ofthis Agreement, and for the purposes of Massachusetts and Federal laws and regu'lations.
Student Data as specified in Exhibit B is confirmed to be collected or processed by the Provider pursuant to the
Services. Student Data shall not constitute that information that has been anon)rynized or de-identified, or
anonymous usage data regarding a student's use ofProvider's servrces.

Subscribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider's General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term "Subprocessor" (sometimes referred to as the
"Subcontractor") means a party other than LBA or Provider, who Provider uses for data collection, analyics,
storage, or other service to operate and/or improvo its software, and who has access to PIL

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the
selection of the advertisement is based on student information, student records or studeot generated content or
inferred over time fiom the usage ofthe Provider's website, online sewice or mobile application by such
student or the retention of such studeirt's online activities or requests over time.

Third Party: The term "Third Party" means an entity that is not the provider or LEA.
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EXHIBIT ..D''

DIRECTTYE FOR DISPOSITION OF DATA

[Name or District or LEA] directs [Nameof company] to dispose of data obtained by Companypursuant to theterms of the DPA between LEA and Provider. Thi terms of the Disposition are set forth below:

1. Extent of Disposition

. Disposition is partial. The categories of data to be disposed of are set forth below or are found in an
attachment to this Directive:

[Insert categories of data here]

Disposition is complete. Disposition extends to all categories of data.

2, Nature of Disposition

_ Disposition shall be by destruction or deletion of data.

- 
Disposition shall be by a transfer of data. The data shall be transfened to the following site as follows:

fhsert or attach special instructions.]

3. Timing.of Disposition

Data shall be disposed of by the following date:

_ As soon as commercially practicable

By (Insert Datel

4. Sisnatue

(Authorized Representative of LEA

Date

5. Verification of Disposition of Data

Authorized Representative of Company Date

I 08101 lv1
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OPTIONAL: EXEIBIT..F,'

DATA SECURITY REQUIREMENTS

Having robust data security policies and controls in place are the best ways to ensure data privacy. please
answer tho following questions regarding the security measures in place in your organization:

l. Dogs your organization have a data security poticyZ /es o No

J.

4,

5. Please provide the name and contact info ofyour Chief Information Security Officer (CISO) or the
person responsible for data security should we have follow-up qucstions

Nurn., )nr,i{ [C{^zrQ

Contactinformatio", Dlu{ZotruQ ftnqc{.rzToQeapen,oa6 VZ-efg_Sg7y
Please provide any addifional information that you desire.

Ifyes, please provide it.

2,, Has your organization adopted a cybersecurity framework to minimize the risk of a data breach? Ifso
which one(s):

_ ISO 2700U27002

- ZIAS Critical Security Controls

_ NIST Framework for Improving Critioat Infrastructuro Security

Other:

Does your organization stors any customer data outside the United States? o yes s1(i

Does your organization encrypt customer data both in transit and at rest? n yes aXo

l08l0I1vl
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