VERMONT K-12 STUDENT DATA PRIVACY AGREEMENT
Version 1.0

CHAMPLAIN VALLEY SCHOOL DISTRICT

and

VANTAGE LEARNING USA, LLC

August 12, 2019



This Vermont Stadent Data Privacy Agroement ("DPA") is entered into by and between the Champlain
Valley School District (hercinafier referred to as “LEAT) and Vantage Learning USA, LLC (bereinafter
refierrod 10 a8 “Provider™) on August 12, 2019. The Partics agroe to the terms as stated herein.

RECITALS

WHEREAS, the Provider has agrood 10 provide the Local Education Agency ("LEAT) with certain
digital educational services (“Services”) pursuant 1o a coatract dated August 12, 2019 ("Service
Agrecment ™), and

WHEREAS, in onder 10 peovide the Services described im the Service Agreement, the Provider may
receive or cremtc and the LEA may peovide documents or data that are covered by several federal
statutes, among them, the Family Educational Rights and Privacy Act ("FERPA™) st 20 US.C. 1232¢
(34 CFR Part 99), Chiliron's Online Privacy Protection Act ("COPPA")L 15 US.C. 6501-6506; and the
Protection of Pupil Rights Amendment (“PPRA™) 20 US.C. 1232k and

WHEREAS, this Agreement complies with Venmont laws and Foderal Law.

WHEREAS, for the perposes of this DPA, Provider is a school official with legitimate odecational
imlerests in acoessing oducational recoeds pursuant to the Service Agreement; amd

WHEREAS, the Parties wish 10 emer into this DPA to ensure that the Service Agreement confoems 1o

the requiroments of the privacy laws referred 10 above and to establish implementing proceduees and
Jutics. and

WHEREAS, the Provider may, by signing the “General Offer of Privacy Terms™ (Exhibit “E7), agree w0
allow other LEAS the oppoetunity 1o acoeps and enjoy the benefits of this DPA for the Services
Jescribed hercin, without the need 1o negotiate terms in a scparate DPA.

NOW THEREFORE, for good and valushle consideration, the partics agree as follows:

ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA Is to describe the duties and responsibilities so
protect student data transmigiod o Provider from the LEA purssant to the Service Agreement.
incloding compliance with all applicable statutes, including the FERPA, PPRA, COPPA. and
other sppbicable Vermont State laws, all as may be amended froen time 10 time. In performing
these senvices, the Provider shall be considered a School Official with a legitimate educational
interest, and performing services otherwise provided by the LEA. With respect to the use and
maintomance of Studest Data, Provider shall be under the direct control and supervision of the
LEA.
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4.

Nature of Services Previded. The Provider Bas agroed 10 provide the following digital
educational products and services described below and as may be further outlined in Exhibit "A”
bereto:

FormRELeaf is offers a paperiess registration system,
Student Data to Be Provided The Parties shall indicate the catcgonies of student data 1o be
provided in the Schedule of Data, astached hereto as Exhibit "B~

The defimition of serms used in this DPA is found in Exbibi “C. In the event
of a conflict, definitions used in this DPA shall prevail over term usad in the Service Agroement,

ARTICLE 11: DATA OWNERSHIP AND AUTHORIZED ACCESS

s

Student Data Property of LEA All Student Data sransmitsed 1o the Provider purssant (o the
Service Agroement is aad will continee 10 be the property of and under the control of the LEA,
The Provider further acknowledges and agrees that all copees of such Stodent Data trassaminied 10
the Provider, incloding any modifications or additions or any portion thereof from any source,
are subject 1o the provisions of this Agreement in the same manner as the ofiginal Stodent Data.
The Parties agree that as between them, all rights, including all intcllectual property rights is and
1o Student Data comemplated per the Service Agreement shall remsain the exclusive peoperty of
the LEA. For the purposes of FERPA. the Provider shall be considerad a School Official, under
the control and direction of the LEAS as it pertains to the use of Stadent Data notwithstanding
the above. Provider may transfer pupil-gencrated content 1o 3 separate account, acconding to the
peocedures set forth bedow.

Parsat Access 1 EA shall establish reasonable procodures by which a parent, legal guandian, or
cligibie student may review Stadent Data in the papils records, coerect erroaous information,
and procedures for the tramsfer of pupil-generated comtent o a personal account, consistent with
the functioaality of services. Provider shall respond in a timely manner (and no laser thas 45
days from the date of the request) 10 the LEA"s roguest for Student Data in 8 pupil™s recoeds held
by the Provider 1o view or correct as necessary. In the event that a parent of a pegal or other
individual contacts the Provider 1 review any of the Student Duta acoessed purssant 1o the
Scrvices, the Provider shall refer the parent or individual 1o the LEA, who will follow the

mecessary and peoper procedures regarding the requested information.

Separate Account. If pupll gencrated coatent is stored or maintamed by the Provider as pan of
the Services described in Exhibit “A™, Provider shall, at the roquest of the LEA, transfer said
popil pemerated comtent o & separie studemt account upom ermination of the Service
Agreement; provided, bowever, such transfer shall only apply 1o pupil generated comtent that is
severable from the Service,
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4. Ihind Party Reguest Shosdd 3 Thind Pany, including law enforcoment and goverssnent
cenities, contact Provider with a request for data held by the Provider pursuant o the Sorvices,
the Provider shall redirect the Third Pasty 10 request the data directly from the LEA. Provider
shall notify the LEA in advance of a compellied disclosure 10 8 Thisd Party.

S Sybprecessers. Provider shall enter mio written agroements with all Subprocessars perfoming
functions pursuant %0 the Senvice Agroemsent, wherehy the Subprocessors agree 10 protect
Student Data in manner consistent with the serms of this DPA,

ARTICLE H: DUTIES OF LEA

L. Privasy Compliance. LEA shall provide data for the purposes of the Service Agrecment in
compliance with FERPA, COPPA., PPRA, and all other privacy statutes.

2. Anpusl Netification of Rights. If the LEA has 2 policy of disclosing education records under
FERPA (34 CFR § 9931 (a) (1)) LEA shall inchade a specification of criteria for determining
who comstitutes a school official and what constitutes a Jegitimate educational merest in its
Ansal notification of rights,

3 Reasosable Precautions LEA shall take ressomable procastions 10 secure usernames,
passwoeds, and any other means of galning sccess 1o the services and hosted data,

4. Unautherized Access Notification LEA shall notify Provider promptly of any knows or
suspected unauthorized access. LEA will assist Provider in sy effors by Provider to imvestigate
and respond 00 any unsuthorized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable State and Federal laws and
regulations pertaining 1o data peivacy and security, including FERPA. COPPA, PPRA. and a2l
other privaky statules,

2. Asthorized Use. The data shared pursuant to the Service Agroement, including persistent unique
sdentifiors, shall be used for no purpose other than the Services stated in the Servike Agroement
and‘or othorwise ssthorized under the statutes referred 1o in subsoction (1), above, Provider also
achromiedges and agrees that it shall not make amy re-disclosure of amy Studest Data or any
portion thereof, including without limitation, meta data, user content o other moa-public
information and'or persosally identifiable information contained in the Student Data, without the
express writien consent of the LEA.

3. Emploves Obligation Provider shall require all employees and agents who bave access 10
Stedent Data 10 comply with all applicable provisions of this DPA with respect to the data shared
under the Service Agrocment.

4. Ne Disclosure. De-identificd information may be wsod by the Provider for the purposes of
development, rescarch, and improvement of educational sites, services, of applications, as any
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other member of the public of party would be able 10 use de-identifiod data pursuast 10 34 CFR
99.31(b). Provider agrees mot to atsemnpt 1 re-identify de-identified Stodent Data and not %o
tramsfer de-ldentified Student Data to any party unless (a) that perty agrees in writing mot o
atsempt re-identification, and (b) prior writken notice has been given 10 LEA who has provided
price writien cossent for such traesfer. Provider shall not copy, reproduce or trassnit any data
obtained under the Service Agreement and'or any portion thereof, except & nevessary to fulfill
the Service Agreement.

S. Dispesitien of Data. Upon wriniea request and in accordance with the applicable terms in
subsection a or b, below, Provader shall dispose or delete all Studemt Data obeined under the
Service Agreement when it is no loager needed for the purpose for which it was obtained.
Disposition shall inchade (1) the shredding of any hand copies of any Student Data; (2) Erasing:
or (3) Otherwise modifying the personal information in those recoeds 10 make it unrcadable or
indecipherable by human or digital means. Nothing in the Service Agreement muthorizes
Prosider 10 maintain Student Data obtained undor the Service Agreement beyond the time period
reasonably needed 10 complete the disposition. Provider shall provide written sotification %o
LEA when the Student Data has boen disposed. The duty 1o dispose of Stodent Data shall mot
extend 10 data that has been de-identified or placed in a separate Student account, pursuant 10 the
other terms of the DPA. The LEA may employ a “Rogquest for Return or Deletion of Studest
Duas” form, a copy of which is attached bereto as Exhibit “D”, Upon seceipt of a request from
the LEA, the Provider will immodiately provide the LEA with any specified portion of the
Studest Data within ten (10) calendar days of receipt of said request.

u. Partial Disposal During Term of Service Agreement. Throughout the Term of the
Service Agreement, LEA may rogquest partial disposal of Student Duta obeained under
the Service Agreement that is no longer neaded. Partial disposal of data shall be
subject 10 LEA"s roquest 10 tramsfor data 1o & separste account, pursuant 1o Article 11,
soction 1, above.

b. Complete Disposal Upon Termimation of Service Agreemsent. LUpon Termination of
the Service Agreement Provider shall dispose or delete all Suadent Data obtained
wnder the Senvice Agroement. Prior %0 disposition of the data, Provider shall notify
LEA in writing of its option 10 transfer dats 10 8 separaic sccount, pursuant to Article
1L, section 3, above. [n no event sball Provider diapose of data purssant 1o this
provision unbess and wntil Provider has received affiemative written confirmation
from LEA that data will mot be transferred 10 a separate account.

6. Advertising Probibigion. Provider is prodabited from using or selling Student Data 1o (2) market
ot advertise 10 students or families'guardians; (b) infoem, mfluence, or cnable marketing.
advertising, or other commercial efforts by a Provider: (¢) develop a peofile of 2 student, family
memberguandian or group, for any commercial purpose other than peoviding the Service 1o
LEA.; or (d) ese the Stodent Data for the developenent of commercial products or services, other
than as necessary 1o peovide the Service o0 LEA. This section does not peohibit Provider from
wsing Student Data for adaptive beamning or customized studont lcaming purposes.
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ARTICLE V: DATA PROVISIONS

. The Provider agroes 10 shide by and maintain adequate data securily meavares,

consistent with industry standands and technology best practices, 10 prosect Stadent Data from
unauthorized dischosare or acquisition by an unsuthonzed person. The general secunty distics of
Provider are set forth below. Provider may further detall ias sccunity programes and measures i
Exhibit “F~ hereto. These measures shall inclode, but are not limited toc

2. Passwords and Employee Access. Provider shall secere usernames, passwords, and

any other means of gaining acoess 10 the Services o 1o Stadent Duta, at & level
suggosiod by the applicable standards, as set forth in Article 4.3 of NIST 800-63.3.
Provider shall only peovide access %0 Student Data to employces oe contractors that
are performing the Services. Employoes with access 10 Stadent Data shall have
signed coafidentiality agreements reganding said Student Data. All employees with
access 10 Swdent Rocoeds shall be subject o crimvinal background chocks in
complzance with state and local ordinances.

b. Destruction of Data. Provider shall destroy or delete all Stadent Data obtained

under the Service Agreement when it is no longer neaded for the purpose for which
it was obsined or transfer saad data 10 LEA or LEA's designee, acconding w0 the
procedure identified in Article IV, section S, above, Nothing in the Service
Agreement authorizes Provider 10 maintain Student Deta beyond the time period
reasceably needad 1o complete the disposition.

¢. Security Protocols. Both parties agroe %o maintain secsrity peotocols that meet

industry standards in the transfer or transmsission of any data, includieg ensuring that
data may caly be viewed or accessed by parties Jegally allowed 10 do so. Provider
shall msaintain all data obtained or gencrated pursuant 10 the Service Agreement in a
socure digital enviroamsent and mot copy. reproduce, o transmit data obmained
pursuant 3o the Senvice Agroement, except s necessary 10 fulfill the parpose of data
requests by LEA.

Employvee Traiming The Provider shall provide periodic security tralmng 10 those
of its employees who operate or have access to the system. Further, Provider shall
provide LEA with comtact information of an employee who LEA may contact if
there are any securily ConCemms Of Guesiaons.

Security Technology. When the service s accessod using a supported web browser,
Provider shall employ industry standard measures 10 project data from unauthociszed
access. The senvice secunity measures shall include server authentication and dats
encryptive. Provider shall host dats pursuam to the Service Agreement s an
environment using 3 firewall that is updated according 10 industry standards.

Security Coordimator. If different from the designated representative identificd in
Article V1L, section S, Provider shall provide the mame and contact infoemation of
Provider's Security Coordinator for the Studest Data received pursuant to the
Service Agreement.
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g Subprocessors Bound. Provider shall enter im0 writien agreements whereby
Subprocessors agree 10 secare and prosect Student Data in & masser coasistent with
the terms of this Article V. Provider shall periodically conduct oe review compliance
monmitoring and assessments of Subprocessors to determmine their compliance with
this Article.

h. Perfodic Risk Assessment. Provider fanther acknowledges and agroes 10 conduct
dighal and physical periodic (0o less than semi.annual) risk assessments and
remodiate sy identified security and privacy valnerabilities in a timely manner.

2. Data Breach In the evess tha Seadent Dusta is acocssed or obtained by an unauthorized
individual, Provider shall provide motification to LEA within a reasceable amount of time of the
Inchdent. and not exceoding forty cight (48) hours. Provider shall follow the following peocess:

2. The seourity breach motification shall be writsen in plain language, shall be titked
“Nogice of Data Breach.” and shall presce the information describod herein under
the following headings: “What Happened,” “What Information Was Involved”
“What We Are Doing.” “What You Can Do and “For More Informateon”™
Additional information may be peovided as a supplement 10 the notice,

b. The security breach notification described above in section a) shall inchade, 2t a
minimum. the following infoemation:

L The name and comact information of the reporting LEA subject 10 this section,

il A Tist of the types of personal information that were or ase reasonably believed to
have boen the subjoct of & beeach.

Ml 1f the informaticn is posséble 5o determine at the time the notice is peovided, then
cither (1) the date of the breach, (2) the estimated date of the becach, o (3) the
date range within which the beeach occurred. The notification shall also include
the date of the notice,

iv. Whether the notification was delayed as a result of & law enforcement
investigation, if that information &s possible to determine at the tane the notice &
provided.

v. A pemeral description of the beeach incldent, if that information is posssbe 10
determine at the time the motice is provided.

¢. Al LEA's discretion, the security breach notification may also imclude amy of the
following:
L Information about what the agency has done 1o protect individials whone
information has boen breached.
i Advice on steps that the person whase information has been breached may ke 10
peotect hisaself or bersell.

d. Provider agrees to adbere 10 all roguircments in applicable State and in federal law
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f.

&

with respect 1o a data breach related 10 the Student Data, inchaling. when appropriate
or required, the roguired responsibilities and procedures for notfication and
mitigation of any such data breach,

Provider funher acknowledges and agroes o have & writien incident response plan
that refleces best practices and s consistent with industry standards and federal and
state law for rexponding %0 a data beeach, breach of security, peivacy iscidem or
unsuthorized acgusition or use of Stadent Data or any portion thereol, inchading
personally identifiable information and agrees 10 peovide LEA. wpon roquest. with a
copy of said written incident response plan.

Provider is prohibited from directly comacting percet, legal guardian or cligible
pupll unless expressly reguested by LEA. If LEA requests Provider's assistance
peoviding motice of wmauthorized scoess, and such assistance is mot unduly
busdensome 10 Provider, Provider shall mosify the affectad parest, legal guandian or
cligitde pupil of the unasuthorized access, which shall include the information listed
in subsections (b) and (c), above. If requested by LEA, Provider shall reimburse
LEA for costs incumred 1o notify parentsfamilies of a breach not originating from
LEA's use of the Service.

In the event of a breach originating from LEA's use of the Senice. Provider shall
cooperte with LEA 10 the extent necessary to expeditiously secure Student Data.

ARTICLE VI GENERAL OFFER OF PRIVACY TERMS

Provider may, by signing the atached Form of General Offer of Privacy Terms (General Offer, sttached
hereto as Exhibit “E™), be bound by the terms of this DPA 1o any other LEA who signs the acceplasce
on in sadd Exhibie. The Form is limited by the 1omss and coaditions described therein.

ARTICLE VIE MISCELLANEOUS

1. Term The Provider shall be bound by this DPA foe the duration of the Service Agreement or s
long as the Provider maintains any Stadent Data. |

2. Tcrmination In the cvent that cither party socks 10 terminate this DPA, they may do 0 by
mutusl written consent 30 long as the Service Agroemsent has lapsed or has been terminated. LEA
shall have the right o 1emeinate the DPA and Service Agroement in the event of a material
breach of the torms of this DPA

If the Service Agreement s terminated, the Provider shall

Effect of Termination Servival
destroy all of LEA"s data purssant to Article V. section 1(b), aad Anticle 11, section 3, above.

This DPA shall govern the treatment of stadont dats in onder o comply

Lokerisy of Agreements.
with peivacy protections, inchading those found in FERPA and all applicable privacy statescs

identificd in this DPA. In the cvent there is conflict between the DPA and the Service
Agreemsent, the DPA shall spply and uke precedence. Excopt as doscribed in this paragraph
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herein, all other provisions of the Service Agreement shall remain in effect.

S, Notice All notices or ether communication required or permisied o be given bereunder must be
im writing and given by personal delivery, or ¢-mail transmission (if contact information is
peovided for the specific mode of delivery), or first class mall, postage prepaid, seat o the

& Designated Reprosentatives
The designated representative for the LEA for this Agreement is:

Name: __ Michae! Kanfer
Tide: _Director of Network Service
Contact Information: ___mkanfergovsdviong

The designated repecsentative for the Provider for this Agreement is:

Name: Dave Bowen

Title: Director of Sales

Contact Information; (S908) $47-7315
Vantage Leaming (USA), LLC
6805 Rowse 202
New Hope, PA 19067

b. Notification of Acceptance of General Offer of Terms. Upon excoution of Exiubit E,
General Offer of Terms, Subscribing LEA shall peovide notice of such acocptance
writing and given by personal delivery, or e-mail transmission (if contact information is
provided for the specific mode of delivery), or first class mail, postage prepaid. 10 the

The designated representative for the notice of acceptance of the General Offer of Privacy Terms
i

Name: Patrsck Murphy

Tile: Product Manager

Contact Information: (267) 756-1023
Vantage Learning (USA), LLC
6805 Route 202
New Hope, PA 19067
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6. Entire Agrecasent This DPA comstitutes the entire agreement of the parties relating %o the
subpect manter hereof and supersedes all price communications, rEPSACOLations, Of agrecments,
ornd or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (cither generally or in any particelar instance and
cither retroactively or prospectively ) only with the signed written consent of both parties. Neither
failure noe delay on the part of any party in exercising any right, power, of privilege hercunder
shall operate as a waiver of such right, noe shall any single or partial exercise of amy sach nght,
power, or privilege preclude any further exercise thereof o¢ the exercise of amy other right,
power, of privilege.

7. Severablity. Any provision of this DPA that is prohiblsed or usenfoeceable im any jurisdiction
shall, as to such jurisdiction, be ineflective to the extent of such peohibition or unenforccability
without imvalidating the remaiming peovisions of this DPA, and any such peohibition or
uncaforccability in amy jurisdiction shall not imvalidate or render unenforceable such peovision in
am other jursdiction. Notwithstanding the forogoing. if sech provision could be mare narromly
drawn 30 a8 not 10 he prodibited o unenforccable in such jurisdiction while, at the same Lame,
maintaining the mcnt of the parties, it shall, as to such jurisdiction, be so marrowly drawn
without invalidating the remaining provisecen of this DPA o affecting the validity or
enforceability of such provision in amy other jurisdiction.

2 This DPA will be poverned by and constraed in
accordance with the laws of the Seate of Vermoot, without regard o conflicts of law principles.
Each panty consents and submits to the sole and exchasive jurisdiction of Vermont's state and
federal courts for any dispute arisiag out of or relating 1o this service agreement oe the
trarsactions costemplaled hereby,

9. Autherity. Provider represents that it is authorized 10 bind 10 the serms of this Agroement,
imcluding confidentiality and destruction of Stodent Data and any portion theseof contained
therein, all related or associatod instinstions, individusts, employees o contractors who may have
access 10 the Student Duts and'or any portion thereod, of may own, lease o coatrol equipment or
facilities of sy kind where the Student Data and portion thereod stored, maintained or used in
any way. Provider agroes that amy puschaser of the Provider shall also be bownsd 1o the
Agreement.

10. Waiver No deday or omission of the LEA 10 exercise say right herewnder shall be construed as a

waiver of any such right and the LEA reserves the right 10 exercise any sach right from tiens 1o
time. as ofien as may be deemed expadient.

11. Successors Bomnd. This DPA is and shall be hinding upon the respective successors in imlerest
10 Provider in the event of a merger, acguisition, consolidation o other business reorganization

or sale of all or sebstantially all of the assets of such business.
[Signarre Page Follows]
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IN WITNESS WHEREOF, the parties have executed this Stadent Data Privacy Agrocment as of the
last day moted below,

Vastage Leaming USA, LLC

BMJ::DCW Augest 14,2019

Printed Name: Kristin Blale Tyler  Tithe/Position: Corporate Counsel

Champlain Valley School District
ay: Mool W [ August 14,2019

Printed Name: Michael Kanfer Titde Positson: Director of Network Services

Neote: Electromic vignature sof permitted.
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mike
August 14, 2019

mike
Michael Kanfer

mike
Director of Network Services


EXHIBIT AT
DESCRIPFTION OF SERVICES
FormRekeaf is an onlise paperiess actnitios rogistration plarfoem geased arownd K- 12 FormReleal dramatically

reduces the workload asd expenses of eaditional registraticn collection processes, whale providing all users an
wnparalicled expenence from asy device with an intemet connecton.
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EXMIBIT “B"

SCHEDULE OF DATA
' ' if used
c?-yd Elements 'r C?:d Flements by
ot ofd information
e users, Use oo (native,
:M cookies eic. ' preferred or primary
Me.‘ ‘ML o8 Other application language spoken by
sechnology meta stadent )
data-Please specify- Other demographic
. Meta data on user specify:
"WE;:,.“"“”“ interaction with Studert school
stics application enrollmen
| Studest grade level | x
Sundardized test Homseroom
woees Guadance cosmaclor
Asscssment | Observation data Exvoliment | Specific curnculum
Other assessment ,.m-
data-Please specify | Yeur of x
Other cneollment
Student school mformation- Plexe
(dasly) attendance spocify:
Atendance | data !
Student class Parent Guardian ~ Address X
anendance data Conact Email X
Information | Phoee X
Online
COMIMUNICAIONS Parent 1D number
Communicatsons | that are captured mg-h {created 0 link
{emaals, blog o stadents )
entries)
Pareot'Guardian | First and'or Lant
Conduct or Name =
Conduct | paavioral dats
Svadent scheduled
Date of Birth X Schodule COUTSes
. Place of Birth Teacher names
Demographics Gender = ——
Ethaicity or mace
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l-l. if used
s | mwes [ac) | CRETE | S |
your ' your
Systems _System
| English language Program apphication
. learner information performance
_Low iecome status (typing program-
" Modical akerts Stadent In App | studont types 60
‘hcalth data Performance wpm, readiog
Student dsability
imformation \::fmm
Special Indicator !"“ ; ;
(IEP or SO4) Academic oc
Living situats extracurriculer
(ho:k-/m M“"'ml'?'- activities 2 stadent
<are) ey belong o or
Ocher indicator ganicipate in x
!inl‘a;;nioo-l‘hu
'~ Sodumpomn
pe e | Studemt Survey | 4 vy or
e _ i wsed Responses Questionmaines
Category Elements by
yeur Stadent gencrated
system content, writing,
Address el
Swodent Cottact I mail Stundent work " Other studest woek
Phooe data -Please
specify:
Local (School
district) ID number Student cournse
Staze (D mamber _grades
Vemdoe App Stodent course data
Student assigned student 1D Student course
Wentifiers rumher Transcript grades perfonmance
Student app soares
WM Other tramscript
Student app data -Pleawe
passwords specafy:
Studert Name | FirstandorLast | x Studeon bus
Transportation | Stadont pick op
and/'oe drop off
location
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il wsed I-l
Comoryol | Blemeass | by Coregen ol Elemenss by
your your
_system
Studont bus cand 1D stoeed of codlectad
number by your application
Ocher transportation
data -Please
Please list eaxch
Onher - additional data
_ chement used.
No Student Dats Collected at this time A
*Provider shall immeodiasely notify LEA if this
designation Is oo loager applicable.
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EXHIBIT °CT
DEFINITIONS

De-Identifiable laformation (DII): De-Jdemtification refers 10 the process by which the Vendor
removes of obscures sy Persocally Identifiable Information (“PII™) from student recoeds in a way that
removes o miskmizes the risk of disclosure of the sdentity of the individual and information about them.

Educationsl Records: Educational Records are official rocords, files and data directly related %0 o
student and maintained by the school or local education agency, including bat not Emited 1o, records
encompassing all the material kept in the student’s cumulative folder, such as pencral ientifying data,
records of amendance and of acodemic work completed, recoeds of achievement, and results of
evaluative tests. health data, disciplinary status, 1est protocols sed individualized education programs.
For purposes of this DPA, Educational Records are referred 10 & Student Data.

NIST: Draft National Institute of Sundands and Technology (“NIST™) Special Peblication Digital
Authentication Guideline.

Operator: The term “Operator™ means the operator of an Intemes Websiie, onliae service, online
application, or mobile spplication with actial knowledge that the site, service, or application is used
peimarily for K-12 school purposes and was designed sad marketed for K-12 school purposes. For the
purpose of the Service Agrecment, (he ferm “Operator” is reploced by the term “Provider.” This term
shall encompass the torm “Third Pasty,” as it is found ia applicable state statues.

Personally Identifiable Information (PIT): The wenms “Personally Idemtifiable lnformation™ or “PII™
shall include, but are not limited 50, student data, metadata, and user or pupil-gencrated content obtained
by reason of the use of Provider™s software, website, service, or app, including mobile apps, whether
gathered by Provider oe provided by LEA or its users, students, or students’ parents'guardians. Pl
includes Indirect Mentifiers, which is aay information that, either alooe or in aggregate, would allow a
reasonable person 10 be able 10 identify a student 10 & seasonable certasnty. For purposes of this DPA,
Personally Identifiable Information shall inchade the categories of information Ested in the definition of
Student Data.

Previder: For purposes of the Service Agreement, the term “Provider™ means provider of digital
educational software or services, inchading cloud-hased services, for the digital stoeage, management,
and retrieval of pupil recoeds. Within the DPA the torm "Provider™ includes the tem “Thind Party™ and
the tems “Operator”™ as used in applicable stale stateses,

Pupil Generated Centent: The term “pupil-generated coment™ means materials of content created by a
puptl during and for the purpose of education inchading. but not limited 1o, cssays, rescarch reports,
poetfolios, creative writing, music or other sudio files, photographs, videos, and account information that
enables ongoing ownership of pupdl content.

Pupil Records: Means both of the following: (1) Any information that directly relales 1o a pupil that is
maintained by LEA and (2) any infoemation acquired directly from the pupil through the use of

Viermont Studemt Dusa Privacy Agreemem V | 0 15



instructional software or applications assigned 10 the pupél by a feacher or other LEA coployee. For the
purposes of this Agreement, Pupil Rocords shall be the same as Educational Reconds, Student Personal
Infoemation and Covered Information, all of which are deemed Student Data for the purposes of this

Agrecment.

Service Agreemsent: Refers to the Contract of Purchase Onder wo which this DPA supploments and
modifics

School Official: For the purposes of this Agreement and parsuant 10 34 CFR 99.31 (B), a School
Official is a contractoe that! (1) Performs an institutional service or function for which the agency or
instisution would otherwise use employees: (2) Is under the direct comtrol of the ageney of institetion
with respect 1o the use and maintenance of oducation recoeds; and (3) Is subject 10 34 CFR 99.33¢a)
poverning the wse and re-disclosure of personally sdentifiable information from stadent records.

Student Data: Stodent Dats inclodes any data, whether gathorad by Provider or provided by LEA or its
users, stadents, of sMudents’ parents/guardians, that is descriptive of the student including, but sot Jimited
10, information in the student s educational record or email. first and kst name, home address, telephone
number. email address, or other information allowing online contact. Sscipling records, videos, 1est
results, special education data, puvenile dependency reconds, grades, evaluations, crmina reconds,
medical recands, health recoeds, social security numbers, bioenctric infoemation, disabilities,
documents, student identifics, search activity, photos, voice recondings or geolocation information.
Student Data shall comstitute Pupil Records for the purposes of this Agreement, and for the purposes of
Vermont and Foderal laws and regulations. Student Duts as specified in Exhibig B is coafirmed %o be
collected or peocessed by the Provider pursuant to the Services. Stadent Data shall not constitute that
information that has been anonymized or de-identified, of anonymous usage data regarding a student’s
e of Provider's services.

SDPC (The Student Data Privacy Consortium): Refors w the nasional collaborutive of schools,
disricts, reglomal, temitories and state agoncics, policy makers, trade organizations and marketplace
providers addressing real-world, adaptable, and implementable sobations 10 growieg data peivacy
CONCOmms.

Student Personal Information: “Student Personal Information™ means infoemation collected theough a
school service that personally identifies an individwal student of other mfoemation collected and
maintained about an individuad stodent that is linked 10 information that ientifics an individual stadent.
For parposes of this DPA. Student Personal Information is referred 1o as Stodent Dasa.

Subscribing LEA: An LEA that was not party to the onginal Services Agreoment and who accepts the
Provider's Goneral Offer of Privacy Terms,

Sub-precessor: For the purposes of this Agrecment, the tem “Sub-processos™ (sometimes referred 10 as

the “Subcontractor”™) mecans a party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, or other service 10 operate and'or ienprove its software, and who has access 10 PIL

Targeted Advertising: Tangetod advertising means presentang an advertisement 10 a student where the
sclection of the advertisoment is based on student information, student records or stadent generatod

Viermoet Stadent Data Privacy Agreement V 10 16



content o¢ Inferred over time froas the usage of the Provider's websate, onlise service oc mobile
wm»mm«um«mmummm«mmu.

Third Party: The serm “Third Party™ means a provider of digital educational software or services,
inchading cloud-tased services, for the digital storage, management, and retrieval of pupil reconds.
However, for the puepose of this Agreoment, the 1erm “Third Party” when used to indicate the provider
of digital educational software or services is replaced by the serm “Provider.”
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EXHIBIT D7

IMRECTIVE FOR DISPOSITION OF DATA

[Name or District or LEA] directs [Name of Company| w0 dispose of data obtmined by Company
purssant to the torms of the Service Agreement between LEA sad Compamy. Ihe terms of the

Dispasition are set forth below

- Disposition shall be:

Nature of Disposition
Disposition shall be by-

__ Partial, The catepories of data 50 be disposed of are &
folloms:
[INSERT CATEGORIES)

~ Complete. Disposition extends 10 all cmegories of data

Destruction or deletson of data.

_ Transfer of data. The data shall be transferred s st forth
in an stsachenent o this Directive, Following confinmation from
LEA that data was successfully transferred, Provider shall
destrov or delete all applicable data

E|

Data shall be disposed of by the
following date:

Authorized Represessative of LEA

Verification of Disposition of Data

As s00n as commercially practicable
By (bnsen Date)

[Insert special instructions. )

Dage

by Authorized Represcotative of Provider
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Asthorized Represcatative of Company Date
QPTIONAL EXHIBIT “E™
GENERAL OFFER OF PRIVACY TERMS

I Offer of Terms

Provider offiers the same privacy peotections found in this DPA between it and the LEA w any other
school district ("Sebscribing LEA™) who accepts this General Offer though its signature below, The
mmmhuumaumm-mummmmw-m
the Information specific 10 the Subscribing LEA filled on the next page for the Subscribing LEA. This
General Offer shall extend only to priviky profections and Provider’s signatere shall not necessanily
band Provider 10 other tenms, such as price. term, or schedule of services, of 1 any other provision not
addressed in this DPA. The Provider and the Subscribing LEA may also agree 10 change the data
provide by LEA 10 the Provider 10 suit the unique meeds of the Subscribing LEA. The Provider may
withdraw the Genoral Offer in the event of: (1) a matenal change in the applicable privacy statecs; (2) a
material change in the services and peoducts subject listed in the Oviginating Service Agreement; of
three (3) years after the date of Provider's signature 10 this Form. Provider shall mctify the LEA (o the
event of any withdrawal so that this information may be transmitied to the Subscribing LEAs.

Vantage Leamsing USA, LLC

BY/ Z;g! = 2 — Dote: August 14, 2019

Printed Name: Kristin Blair Tyler itk Position: Corpore Coumse!
2 Subscribing LEA

A Subscribing LEA, by sagning a scparate Service Agreement with Provider, and by its signatere below,
accepts the General Offer of Privacy Terms. The Subscribing LEA's individual infoemation is
contained on the next page. The Subscribing LEA and the Provider shall therefore be bound by the

same tormss of this DPA.
BY: Date:
Printed Name: Title/Posation:
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mike
August 14, 2019 

mike
Michael Kanfer

mike
Director of Network Services

mike


mike


�

mike


�

mike


�


- I ]

[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE]

ELEE R L R T
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