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This Califomia Student Data Privagy Agreement (r'DPA?) is entered into by and between the
Westside Union School District

$creþaþr refened to as "LEA') and Active lnternet Technologies dba Finalsite
(hereinafter refened tg as t'poovi{s¡i) on g4ipr¡lg . Thepditiesagree.to.
the terms as stated herein

RECITALS

Y.HEREAS¡ the Provider.has. agreed to provide the Local EducaËon Agency ("LEA") with oertain
digital educatíoiral services (o'Servicesl') pursuant to a coqtract datÊd
("Sbr-viqe dgrçementl); an{

914t201s
WHPREAS, in order tó provi-de the Servibes de¡cribed iir the Servicri Agreement, the. provider
may receive or create, and the. LEA m.ay provide docufüènts oi data that are coverêd .by
several federal statu{qs, arriong themr thé 

- 
Farnily Educational Rigutç and prìvaqy .¡rat

('FERPA') 1t 20 U.S.C. 1232g (94 :CER Part: gi), Cl¡ildrents Oniine p¡uacv protecrion
Act ("COPPA"), 15 U.S:.C. 6501-6506; Protection of Pupil Rights Amendment ("ÞpRA"¡.20 U.S.C:
i232b and

WHEREÄS, the documents and data transfened from LEAs and created by the Provider's Servicþs are
also .subject to California state :srudent 

:privacy. ldws, .inctudirig AB 15,g4, found at Califórnia
'Education. ÇOde Section 49073,1 and the 'student online PerËonal lnfgrmaiipn protectio¡ Äct
("SOPIPA") fouñd at California Business and professiong Code section:ZZSï4. anA

\yHEREÄs; for the purposes of tliis DPA, provider is a school ofücibl ryiÉh iegitimate educatibnal.
iht¿rests in accessing educatiònal records pursuant to th,e service ,4,greernent; and

WHEREA$, the Parties wish tq cnter irito this DPA. to ensuïe that the Seryice Agreemenl conforms
to tho requirements of the privacy laws referre.d 1o above and !o establish implementing procedures
and duties; and

\ryIIEREAS, tlie Provider riay? by signing the. "Gdneral Offer of Privacy Terms'i (Exhibit.*E ), agree to
allow other LEAs in Califomia. the opportun:iry to accept and enjoy the benefits pf thîs'nplÀ for
the servicés.described hergin, withoutrhe leed to'negotiaæ,i"rms in aìeparate Df.A.

NOW'THEREFORET.foT good andval¡rable,consideiation, m-e parties agree iis follþws:

ARTIC.LEI; PUR.FOSF AND SCOP.E

l. Puinose of. DPÀ. The pu¡pose of this nÞA is to desçrihe the duties and iêsponsibilities to

ProlE!! student data transmirted. to Provider from LEA pursuant'to the Service Agrcemen!
lngÞ¿i"e compliance with aü apþlioao-le sraûites, .including rhe FËRp.A' ppRA,-COppA;
SOPIPá', AB 1584, and other applicable California State lawS,ãil as may be ámenaed fr,om time
to time. In perforrnihg these Seivices, the.P*ovider shall.bç considered a Schoql Ofäc-ial wiilr
a legitim¿te edupatioñal ,interest, end performing services otheiwiso provided by the LË4.
V/ith.respect to the use and rriaintenance of Szuãent,Data, provider shã1l be uqder'the direct
conhol and supervisioir of the LEA.
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2. Npture of Seryices Provj$ed. The Prpvider has agroed ,to provide the following digital
oducational ptoducts and services describþd beiow land as may be further outlinçd in Exhibiil'A"
.lrcreto:'

.Oom niunicatio ns and Mar,keti ng platform f 0r schoOls

3.. Stirdent Pgta to Bq.Pr¿viddd. The paitieb shrll indicate the categoríes.of úhrdent ijata to be
provi{gd in the Schedúle of Data, attached llereto as Ethibit.tBr:..

+' Ðpa o*{initiont. The dsfinition of.rerms used in.this.DPA is found.in Extiibit ¿'C';. In the.ei¡enr
of a conflict, definitions used in thi$ D.PA shalt ptevail over term used in the S.ervioe Rgrqemçnt.

ARTICLE II¡ DATA O\ilNERSHIP AND..ÀUTHORTZDD A C CES S

l. studeni Datfl Proberfy df LEA. All Student Data tansmitted to the Þrovider. Ðursuant to the
Service Agt""milisãndwillãootinue to bethe properry orarrdun¿erlrh; ñfJ;ili;iEA
The Provide¡ firrtþer açkno. wledggs. and agrees ttnt aii copies .of such Student,Data'hansmittdd to
thrc Provider, including atty *odificationã or adititions pi 

"ny 
par,tion thereoi fr;* ;t;;*";,

are subject to the próvisions of this Agreement in the same manner as the originat Student Oata.
Thp Pgrties agtee, that Ês between them, all.ríghF, Tncluding,all intellectual þrõperty ïightd in and
to $tuden! Data contempiated per fhe Serviôe Agieemeitt shall ieiriain the àxclusive;iroperty qf
the LEA. For the pirposes of FERPA, the,.[rovider shall be consi{erad q gçhoot ôfficia! unaer
the ci)hhol ând directiou of thg LEAs as it pertains to fhe use ofistudent Data riohvithstanding
the.above. Prqv_ider may trarufer pupil-generated oonteht to ir separàte account,..âccoriting to thã
procçdures set forth below.

Z. paç+J Accpss, LEA çhall'estabiish ieasonable procedurcs by which a paren! lçg+1 gpardfan, or
eligible sildent ,may revie'ir 'student Dâta in the pupills.recórds, coo"õt,"oon"oîs i-nfot*utíoo,
and prbcedures for the triinsfer.of pupibgenerated contenL.to,4 personal âccount, consistent with
the fu-nçtionaliçy of qervices. Provider shall respond in a. timeiy ricånner (and no latei rlan 45
day.s ûou' the date of the rcquest) to the LEA's iequebt for Student Data in a pupil's rccords.held'
bythe Flovidei¡ tci view or çorrebt as íecessary. In t[e;event that 4,parentìf a pupilor othei
individual contacts the Prqvider to review, any trf the Studþnt. Daf¿ .,¿çss*red prusuant to the
.Serviêes, tþe Providor ihaU ¡Efs¡ the parent ôr i¡dividu¿it to the LEA, whb w-iil fOnbw tlle
necess4ry 4d prope¡.prqcedure$. regardÍng the requÞsted information.

9. !e!?¡ätç Àcgt¡unt. If pupil generated cotitent.is stpr.ed. or qpiniained by the providçi as part of
the services dssciibcd in Exhibit'1Al', Provid'er shall,.at the.f.sq¡sst oithe LEA,.tri{nsfÀr said
prrpit geueratqd oo.ntçnt to a separate student accÕunt upon termination oI the Service
Agreement; provided, horvever,.such transfer shatl onþ appþto pupil gçnerated content that is
seyerable from ihe Service,

a. Third , Phitv .Re,queit. Shculd a Third Parfy, including law enforcement ând governmerit
entifies, contact Provider with a tequest Toi daia held by the provider pursuarr to ihi S"*ic"r,
the Provider shalt redirect the Tti-rd P4-rty tg ¡gqu"st the dqta directly.,from the LEÀ. provjdei
ihall notify the Ir.EA in advance o.f a cqmpelled disctosure to a thirJfárry. -- -
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s. $gÞDrocegggrs..Provider shall enter into wlitten agreements with all Subprocessors perfofming
fi:nctions p.lrl$uânt fo the Service, Agresment¡. ,wheteby 'the.,sribprocoslors agree to prot€ct
Student Dat¡r in rnanirÞr consistent with ihe terms qf this DpA.

ARTICLE III: DUTIES OF LEA

l, Frlv¡cy,,Çpmpliaricj. l,EA shall provi{e data .f-or the puryosg$ of the .Servige Agfeement
in comp-liançe with FERPA, COPPA,.PPRA, SOPIP.A, AB 1584 aird all otlter Ciilifornia
privagy statutes.

¿ ln¡uat l¡qtificâtib4 . If thq LEA hirs a policy of.disclosing.eduoation..reco¡ds undsr
FERPA (4 Crn $ 99;3! (a) (L))".LEA shail ipctudç ir lpecificaii.on;f critëria for determitúng
w.ho cgnstitutes a sçhool öfficial and what constitutes ä tegitimate educatio¡al interest in its
Annual noiification o f righis,

'3' Reasontble Piecautions. LEA shall uke ieason¿ble precautions io sccure. usemâmeg¡
passwords, and. a¡ry other meaus qf gafuiing accpss to.the serviôeÈ and hosted d¿ta:

4' f{qautþo-rized $cçess, Nofification, LEA- shall notify Provider pjornptly'of aqj' knolvn or
suspeçled uqâuthorized access. LEA wili assistProvider jn any sff.orts by Provirlçr tO Íuvçsrigate
and r'êspond ïo any u¡authorized access.

ARTICLE IV; DUTIES.OF PROVIDER

l. PriVacy Çomnüa¡rce. The P"rovider shall comply with all applicablg state and federal laws and
.regulatiqns per.taining to data privacy and secürify, including fnRpA, CbppÀ ppRA, SOpIpA,
AB 1584.ãrnd al['other Catiforniq privacy stafutes.

2. Auth,qrizerl ,Vsp. The data shared pursuagt ro the Service Agreèmenq including persisrent'urúquq
identi.fïers, shall be used fo¡ lo purp.ose othçr than.thç Sgrviees,stated- in tlie Sãr,i.ice Ágreement
and/or otherwise authorized under the statutes refe,lred tq in $ubsèctibn (1), abovq. proiidbr also
acknowledg9s.3nq:aFggs that it òha1i not make any re-disclost¡rp 

"f 
*"i. student Ddta.or any

portion thereof, includìng without limitatioh, meta data,. usei Conleni or other pqn-public
inforlnation and/or personally ideutifiable information contriined in the. Student Datai without the
express ivritten consent of the LEA.

3, gl'Plqvge gþtigaç,ion. Provider shall require ail employees,..and ,ãgehts whþ have access to
Studerit Data to. comply with,lrll apalicableþrovisions o.rthis ¡pe witi respeot to thq {ata shared'under thê Servicê Agrèement.

4. No Þisciosure. De-idþntifipd information may be iised b¡1 thg p.¡ovidor.for the purposes oi;
developmeqrt, research, aird imptovement of sáucational sÍËs, services, o, àppticatiqns;.as any
other mÞmber of the public or party would be able to use de'identified Oatu pritsuant to 34 CFR
99.3l(b). Provide¡ aglees nor to a.rtqmpr to re-identigr de-Ìd.entihed Str:¿ent Data.and not to
tansfer de-identified $tudent Data to any pârty unles$ (a) that pqrfy agrees in writing nol tà
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attempt'r-c:identification, and (b) prior wtitten notice haS been given to LEA who, has provided
prior lvritten:,consent for such transfer. Provider'.shall not copy, reproduce or hansmit any data
obtairred u¡der the $ervice.Agreement aniflor any portio¡ thèieo{-exc.epi as neçessary to fulfill
the Sb¡vice AgÍ€ement.

5. Dìsnositipir of DatF. Upon written request and in accordance with the appligable .terms in.
subsection a or b, below. providcr:shall dispose or delele ali Student Dâte óbtained undhr the
Service Agreqment' whsn'it is no longer riecded for the purpose for which it was pbtained.
Disposition shall inolude (I) tbe stirëdding of a¡ry h.atil copies of any Student Ðata; (2) Erasing;
or (3) Otherwìse modifyi¡g the personal infor¡nation in tùose records to make it unrea,rtable ãi
indecipherable 'by human .or digitai means, Notþiirg in the Serviqe Agreemcnt authorizes
Frovider tb maintain.Studènl Data oþtginedunder the Service Agreement beyond the tirtre.pb.riod
reasgnably needcd to compleJe .the disposiiion. P¡ovi¡ler shail provide *iitteo ñotificaúön to
LEA when the Student Data has beeh disposed. The duty to. dispose: of Student Datg shali. no¡
extend to data thât has been de.identified or place{,in 4 sepgrate :S-tudentscpo-unt, pursuantto the
oth€r terms of the DPA, The LEA may,employ a frRequqst for Return or Dele¡ion of Student
Daia" fo-rm, o ooPy of which is attachêd heiètout Bxhibit "D'1. ltrþon receipù of.a request ft. om
the tEA," the Provider vùill imrirediarely p¡ovi{e tlie .LËA. wíth àny .peçinpd porrion 'of the
Student DaIa withfu ten (10) oalendqr days of receþt of said request:

a, Partial Disposàl Düring Term of Service ,4,greement Throughout thç Te¡m of the
Service Agrêement, LEA may tequest pa.rtial.djsposal of Sfudènt Þata obtained under
!hç $ervibe Agree¡ngn¡'that is no longer needed. .Paftiâl disj)bûal of data ihalt be
'subject to LEA'$ request to transfer. data to â sÊpâiate aceouni pur'suant to Rrticte lI,
'sêction 3, abbve:

b: Complete Disposal Upon TermindtÍon iif Service.Agrdemenú. Upon.Termination of
the Servjce Agreement Pfovidèr shalt. dibpose or. delefe all Student Data obtaine.d
under the Service Agreement. Prior to dísposition of ihe data, Þrovider shall notifl,
LEA in writing of its optibn to tansfer data to a separate apçouirt,.pursuant.to Artiçle
II, section 3, above..In no evenï shall. Provider dispose qf data pws.uanr to this
provision unless and until Provider: has received âffirmative written ,cônfirmation
from LEA that data will not be transferied..to a sepafate.aicoùhi.

6. Adve.rtisi¡rq Þrohiþition. Provider is prohibitcd frÞm using or selling Srudent eata to (â) market
pr ,adyertiie úo students or families/guaidians; (b) inform, infiuence, or enable niárketing,
advertising; or.other commorcial efforts by a Provider; (c) develop]a profile'of a student, famiiy
ry9bei/ry.ardfa+_ or_.gr.'oup, fo¡ a¡y commerçia! purpose other than providing thê Service. tó
L!A; or (d) use ihe Sfudent D¿ita for the developmenf df coinmerciál pitrduots ãr:ssrvices, oiher
than as nqcessary to providi thè Service.tq LEA. This section does:not prphibit prpvidei ûom
using Studeht'Data for adap-tive lear¡ing o¡ custoniÞed s¡rdett learning purposes.

ARTICITE V: DÁTA.PROVISIONS

f. Dâift,SepgriÍl. The Provider ågrees to abide by and m4i.ntain adeque{e,data security.rneãsriies,
consistent with j-nd¡qh'y ¡tanda¡ds and iechnology best praotices, tb protect Studeni Data fiom
unauthorized disclosure or acquisition by an unauthorized person. The general secrüi8 duties of
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Ptoyide¡ a¡e set forth bglow' Plovidçr may füither:detail its secuiity prograrns and ineasuresj in
Exhibit. "F t llereto, These .,nieasuies sbali.iric,lude, but are not limited to: -

a' ÞsssrYords and Employee Access. Frovider shall seoure usernames; pâSswcirds,,aúd
any other mbans of'gàining accéds to ths. Services or to shrdenr Data; at a lgvel
suggested þy the applicable siandar.ds, aq set, forth in Articlç 4..3 of NIST eOO-Oi-3.
Provider shall only prolidç. access to StüdeDt Data to employee s .or contractor.s that
are, performing the Sêrvices, Employees with access to Studenf Datd.shall have
signed confidentialþ agreeinents rggording s¿id $þ{ent Dgia. All emplo¡rees with
aqp€ss. to: Student Records shatl be :subject to. srimin"al backgrounã chccks in
compliance with state and local.ordiinnces.

b. rlestructio4 o[ Data. Provido¡ shail deShoy or delete all Studênt Daia obtained
urider the'Service. Agrêiriient'when'it is no longer needed fqr the purpos€ for which
it wâs. cibtained, of traqsfëi said data. to LEA or LE.t's designee, ,accor¡üng to -the
procedure. identified in Artiçte IV, gecfion 5, above. llo.ttring in the Service
Agreement arrtltorizes Prpvider to maintain snident Þårta bêyond thg lime perio{
redsonably: needè d to Çompletè .the dispósif ioú,

c. Securþ ProtoçOls. Both parties agree to .mdintain security protocols that meet
iudustry stâhdarùs ih the lransfer or transmissioir of any data, inclu¿ing ensuring that
data may only be viewed or accgssed by.p4rtiqs tegaiiy allowed to.¿ó so. proîider
shalL maintaÍn all.dats obøined or geneqated pursueiht tp the Service Agrdemên! in a
secure digital envit'onment. and ñot côp.y, reprodúce,, or üansriit data obtained
pursuaht to the Service Agrèement, except ?s.ùçççSsary to fulfill thç pq{pose qf data
requestS Þy LEA,

d. Emptoyee Training. The Provider shall pfovide periodic security tr¡ining to those
of itli employees ìtrho'operate or have açcpss tp the system. Further, Frovlder shall
provide LEA with cpht¿ict information of aii èinployee who LEA may çontaöt if
there aÏe any decúiity ioncerns or questions.

e. Security Technology. When the.service is trccessed usiúg a suþ¡orted web browss(,
Provider shall employ indu¡try standard measures to protec,t dritår from unriuthorized.
acc-ess. Ths servicê secuiity rheàsures Shall include $ervei authentic¿tion.and data
encryption. Frovidþr shalt host {ata purSuant to. the Service Agreement in an
envüoiqment using a ûiewell that.is updated accordingto industry standar.ds.

f. $ecurity Coordinaior. If different frcim the designated. r'epresentative identified in
Article VII; sëction 5; Provider shall provide the name and coniact info¡rnation of
Piovidef's Secuiity .Coordinatoi .for the Student. ÞptS reqeived pu¡Suant¡ to the
S'ervige Agreemeni.

g, subprocès3ôrs Bound. Providèr shall eirtçr into wriiten agrgements whereby
Subprocessors 4gree te sgcure and $tptSci Student Data in a manner consìstent with
the terms of this Article V- Piovider shall periodically conduct o¡ review compliance
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nionitoriúg and assQssments of 'Subprôcessors to deterniine their compliance with
this Article.

h. Pbiiddit Riskr Ässe$s¡¡ient. Providef ftrther aclrtrbwledggs.. aq.l ag{ges to çonduct
dìgial 4nd physiçpl pedo{ic (no iess than sEmi.airirual) rjslc 

-assessrnents 
.and

remediate Êny identifiêd securlty ând privacy..vulnerabilities in a timely mariiler:

.2. Da,t¡ BÍp¿c4. In:.î.he ev€nt that Student Data is acpessgd .or obtained by an unauthbrizêd
,individual, Fîovider shall prc;vide notifioation to LE¡{.within a.reasonable arddïnf of iime. of .the.
incident, and not exceeding foú¡r-eighJ. (fS) heúrs, Fiirvider shall follorv thç fq[owing process:'

'a. Thç securiti breach ñótification shall be witten in þJain.lapguagç, shall be. titled
"Notice df Datd Bteach-," aird shalt pre$gnt the infon¡atiqn described herein under.
the follo.ying headings: fqWhai Hlppençd,'l "What Information Was .[nvolved,."
"Whå.! V/e Are. Doing,'n "ïVhat You Can Dor" arrd "For More: Information,if
Additional.infoirilationjtray.be provided as a Suppiemênt to thp noticç.

bi The secu-rity breach ricitification describeil above in seetion 2(a) shall insludp, at a
minirium, the. following informatiori:

i. The n¡mg pnd contact inform¿tion of the.roporting LEA subject to this section.,
.ü. A list of the tl,pes of personal ihformation thaf w€rè or âre reasonably belieyed to

have been thê subjeot ofa breach,.
ii¡. If the information is possible to determine at thç time the notice is provided, then

either (l) the date or the breaoh, (2) the estimated date of the breäch, or 11.¡ tne
. date range withjn which the bfeách cjc.curïed. The nqüf¡cation shali atso inó.tuag

the date òf fhe notice
iv.. Whetl¡çr the notificatibn. was delay'ed as- a result df a lqw enfòrcerirent

ìnvestigationr if thât i¡fo'nhatio¡i is þossible to dËtenrrine at the time the norice is
provided.

v. A gençral desoription of the bieaþh incideirt, if that inforination is possible.to
determirie at the time the notice is provided.

c- At LËAtq. <liscretion, the sep.grity þrqaqh notification.may qlso include än51 :çf ¡5ç
following:

i. Information about what the .agency ]ias dbne to protect individuals whosg
inforination. has beeú breachg{.

ìi. Adyicg-9¡r steos that the person,whose info¡r4ation has been breached ma.y take t6'
prolgcf himself or. herself.

d. PioVider- agrees to adhere .to,all fequirements in'a.pplicab-le, Sjate and in,federal law
with igppecl to a datá,,breach r.eletcd to the Srudè¡t 

-Þata, 
including, when áppropriate

or required, the required. reSpohsibilitiês and. procêdures fði notifica'jrio; and
mitigation of arr¡r such data breach.
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e. Provider furthef aeknowhdggp.ald agrees to.have a written ìncident response plan
that.reflects best practiceq and is çqnsistent with industry standards and federal anA
state law for respondiúg:lo a datâ breach; breach of sèöurity, privaoy incident.ôr
uhauthrj¡izêd, sêquisitioú or Use qf.student Data.sr any portioa thereof, including
personally identífiable information and agreçq to plovide LEA, upon requÞst, with d
copy of saîd wril¡en incident response plan.

f. Piovidpr .is'prohibited from direcf.y contaqting p4rerr:t, legal güardian oi etigiblo
pupil unless eypressly requested þy LEA. If LEA recluests P¡ovider's assistance
providing: .notice qf unâüthoiízed açcess, and quch 

- 
assisiance is no.t unduly

burdençoine;to Frovider, p.royidet shatl notifr the affected parent; iegal.guardian oi
eligible pupil of the unauthoriz.ed'apceps, which.sh¿llïnshäe:th.e inãnrütion listed
in subseótioru- (þ) and.(c), above. If requested by LEA, P.rovider shall reiinburse
LE{. f9¡ costq- incq¡reÉ to notify parentsiftmiliss of .a brêacti not orþinatiqg lom
LEA's use of the $ervice,

g. [n the event of a breach origin4ting fiom LEA's use of the Service; Provider'shall
coQpelale'with LEA to. the extent.necessary to expeditíou'sly,sböuie Studerf Data.

ARTICLE VI- GENDRAT OF'I.ER OF PRIVACY TERMS

Provider ma¡ by siguing the attached Fo:tm of General Offer of.Privaqy Teims.(General Offer, attached.
hereto as Exhihit ÍE'), be.bound by"the terms of this DPA to any othe¡ LEA t.vho signs the acoeptance
on in said Exhibit, TheForm is limited.þy the terms and conditiorx,desciibed'therein.

ARTICI,E VII: MISCELLANEOUS

1. XErm.' The Provider shAll bc bound by thís DPA for the duration oithe.service Agreemeff or so
lòng as the Provider:mahtains any Student Data. ,

2. Teimihation. in the even-t that eithçr party seek to terminate this DpA, they. may do. so, by
mutual writteú consênt so ìong as the Service Agrgeme¡rt fras läpsed or has been terminated, LEA
$hall have the iight.lo terminate the DpA and $crvice Agreement in the evônt of ¿ material
breaqh of.the termq of.this DpA

3. Effeet of Teimin¿tioh:'survivel, If the Service Agreement is lerminated, the Provider shall
destioy all of LEA's data pursuant to .Article !,. seclion, 1þ),.and Article. IIi section 3, aboVe.

4; ÞiioritT of Asrpemenfs, This DpA shall gpvernthe trcatrnent o{qtudent data in ordpr to comply

Tirh ¡jYlY.þrotectisns, including thosg folnd.in FEBPA and ,alt applicablë privacy statuæi
identified in this DpA. In thp event there is. conflict berq/een thË pp6 .and ttré Service
Agreement, thp DP,{ shall apply and'takc precedetce:. EÍcept as descibed in this..paragraftr
herei4 all other provisions of the'Se¡vice Agieement shail remãin,ineffect,

5. I'{oticg, All notices or other comrhúnication required ö¡ pe¡mitted to be given hereunder must:be
in wtiting and given by personal delivery, o¡ e-m4il ltr¿rnsmission (il contact information is
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provided for the specific mode oti delivery), or frst class rnail, postage prgpajd scnt to ilre
designated representfl tives. before:

ai DesÌgnâted Representâtives

The designated representatiye for the LEA for this Agreement is:

Namer ShawnGeüei

Title: A,s8tsìant SuF¡printendeni. Adinin Sa¡vices

CÒntaollnform^ationt
c"sôli¿@wËsistdê.ki z.ca.us

861 ext 77007

The designatpd rgprssentatjve for tlie Proúide¡ for this Agreement ii:

Nãme: John

Title: Opþiatioris Officer

Contact.lnfürmatirin:
655 Winding Brook Drívs
Glaslonburv CT 06033
john.dowd @línalsits.com

Contact Information:
John Dowtl.

oT .06033

b' Notifrçatiqn 
^of 

Aççep_tance of General Offer of Terms. 'Upon executíÕ¡r of Exhibit E,
Gçneral Offer of Terms, Subiicribing LEA shaf! ptovide notipe ol $uch acceptance in W¡iting
and given by Pgr.sonal {elivery,'or p-maii transmìssion (if contact infonnaliðn is=provided foi
the specific mode of delivery), er fir$t-class mail, poslage prepaid; to tlre deíignated
rgpres entative below,.

The deSignated rèpresentaiÍv,e for tlrq notiqe of acceptancc ofthe General Of,fer of Frivaoy Terms isi

$arlre: John Dowd

Titler@

6: E[{re Asrpêqrent. This DPA coffititutes the entire agfeernent of the peirties relating to the
s9bj"cf *atter he¡egf +nd supersedcs all piior communiEations; rEprèsentarionql oJ egrge41çnrs;
oral or writteg by the partifis relatíng thereto. TbjS,DPA may.be amended,and the obùrvance.of
any provision of this DPA may be. waived (eiqher..ge¡era.liy or in any partiêular instance arrd

9



eitherretoactively orprospÞctively) only;with the signed written consent of bothparties. Nóither
failure'npr delay on the part of 4ny party in exercisihg any right, .power, or privilege hereririder
shall operaiÞ.as a waiver of suchrigh! nor'shÊrll any sinsle or partial exercisè of a_n]r suchrighr,
powe{, or privilege þreclude any fui.t1ier eX.eroise thereof olthe exerpiie of any:othei rffi
pgwcr.j.or privilege.

l' Çever"Þilili. Ahy provisiqn qf This DFA that is prohibited or unenforceable in ariy juri.sdiotion
sh_aJl, aS to such jurisdiotion, beiiheffective'to the extçnt qf suqh prohibition o, uo"nior.eabiþ
without :invalidating the .re.rqaining provisionq of this ÐiiA,. unO any srich prohibitisn or
unenfo¡ceabifitV-ilt qny.judsaliction'shall not invalidate or rènder une¡forcãable suchprpvi'sion.in
any othêr juiisdictio¡. Notq¿-ithstarrding the foregoing,, if suchìprouiiioo could be more nanowly
dtawn so.as not to be prohibited oi unenforceable in such jurisdiction while, at.the same time,
maintaining the intent,cif Éhe parties; it shall; a$ lq sqçh l'urisdiction, be so, narrowly drawn
irvithout 

-Lvali{ating .fhe reryairring provisions' of th¡s bpn or uir"eting ttre vaiidit¡, or
enforqeability of such piovisiiln:iir an! other jurisdiciioir.

8. Ç,-o,yçrninq, þsw¡. vênue qnrl Jurifaticrion. THIS DpA wILr, BE G0VERNED By AND
Co-l'.t$TRUED nl eccomrAv/s oF rHE srArn nv wrnõ¡ibnil -
AGREEME-I{T IS .EXECUTED, W. TNOUT 'REGARD TO CONFLICTS OF. LAW
!ruNcnms, EAcH pARry coÑspNrs AND ,suBrr¿lrË'îo-ïni'söi_e ¡uo
EXCLUSIVE ruRISDICTION TO THE STATE ANÐ FÐDER¡I- COURTS FOR THE
COUNTY IN WHICFI THIS AGREEMENT IS.FORMED FOR ANY DISPUTE..ARISIÌ.IG
OUT OF OR RELATING TO THTS SERIYICE AcREEMËNT AR THE_iftÃÑ¡aõTiÑ;
CONTEMPLATED HP,REBY:

9. Authoritv. Frovider represents that it. is ai¡thorized to bind to ilrq terms pf this Agrçemenro
includirig 'confidcnfiálrty and dgstructiou o-f Student Data and any portion thereof cóutained
lherei:r, allrelateil orassqciated institutions, individuais; erhployeés or cofüâptors ,uh" ;;t ü;;
access to the Studenl_Dlte ângor-anq nortion therpof, or may own, lease or control equipnienr är
faoílities of any- kind where the StudentrData and portion tÍ"r*of stored, *uint*i¡r¿' ur used in
1ny w.ay' Provider agrees that any purchaser ol ttre Piovider shall'also be bound. to the
Agreement.

10. !4+iver' No delay or orni$sion of the LEA 1o exeroiSe any ¡ighÍ lrereunder shali be construed as a
waiver of any such tight and.the LEA ¡eserves th.e right to ixercise any such righi. tom tirne to.
time, as often as maybe deqmed expedient.

fl' Sulcèsïqrs Pg4nil. This D'PA is and shqUbe bindiirgupon the respectíve .succes-sors in interçst
tq Providor jn the,event qf ê herger,'àcquisitiön, 

"oosoii¿ation 
o. äth", uusirr"s, ,*orgqnizatiÖn

plÞSl9ofall,orsribstdntiallyall.sf.theassets of çuchbusiness. i

lSi.gnature Page FqI lowpl
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I}l

,FnT¡ted.NHfi¡¿i

:Nai-iilß.lep1ia.g,le:$ignpxÆe.fi pi:p.u¡ttftted;

thib,,e¡üfOrnia¡Studgnri Þãtà PaïVjãc¡r'Agfç,erne¡t

tnfornei Teëh nolËgi'e$,.db l4ilsjle

ritr'eþcltìçå' Tl ïlT'T-oYT iiT*'ïl

ï
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EXHIBI,T TTA''

DESCRiPTTQN OF SERVICES

ITNSERT DÐTAILED DESCßIFTION OF PRODUCTS AND SERVICE$ HERE, IEMOFù TÍIAN
oNE pRoDucT'oR sERvicsls niluDnb, LrsT EAcH pRoDUcr ITEREI

.ConimUnications and Markelirtg platform. foi schools

l2



EXHIBIT T'B'

SCHEDULE OF DATA

IP Addre$se3
efusers,. Use

ofcookies ete.

X

Application
ïechnology
Metp^Data.

0ther
application
teohnqlogy
metr.data¡

Pleasç spêcifv:
iii;i;iiit*ir; :,1*i*

Application
Üse Statistícs

Mèta.data on
user'

interaction
with

aPplibatiori

X

Stantlardized
test scdres

Observation
dalaAssessment

Otlier
:&Sö€SStIl€trÎ.
'data-Piease

snecift:

Shidbnt school
(dpilv)

attendànce
dataAttendance

StudErit elass
attendance

data
' j::1.r:l::. r::ii-:. :, -,!..,,J,.:.1 :1,
.....:.::_. t.. 

..1: 
_..,:. .,:. i, '.,.'. , 1:.:...

Online.
communicalions

tåat are
caþtured

(ehails; blog
entries)

X

Conduöt
Conduct or
beh¿viorâl

data

Demographics

Dais ofBirth
Plaöe öf Bifth

Gender
Ethnicity or

race
[,anguage

infcirmàtióir
(4tive,

prefened or' piimary
language
spoke¡r.by
studentì

Other"
demographic
inform¡itisn-

Please *tecifu:

E¡rrollment

Studçnt sçhool
c¡lrollrhent X

.Student grade
level

.Homeroom

Guidanpe
counsÈlor
tpecrfic

curribulum
Dfograms
Yearof'

graduation

Other
enroilment

informatibn-
Pleasê specifv:

i::rr:iì:iii::¡ iri:l:iji1:ilir.!i.lrr:::r: :

iiii 
jiiÌiiii:.,,iili 

:r,..:nii l::ir,i:ìri :''il i iii;i;ii.j; o:iiiiirt
.varenvuuar.dtân

Contact

Iniormation

Address
Ernail x
Phone X

.i,r.,t¡,i..j,.,iti ;:t:.;ii...i.ii:lt.::ri,: iti,j¡
:if ,.:.i..,.i1r,1: jirr:. i:: j::,i,,:, i,..! : ¡i!:j r,1f,:irj:,-. , 1. jj iir¡..r,..i,r
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Pnrent/
Guardian ID

Parent ID
number

(cfealed to
link parents to

students)

X

ParenV
GúardianName
,

Fírst and/or
Last

;-=:ÌÌffi
ri'îT iliä]+Ïitiilt'l'iii i'.ri.:.:íi I

X
ir illiiiiiiiii üÏiijiij

$chedulê

Sh¡dent
scheduled

courses
Tgacher
namgs

Spçsibi
IndiCator

English
Ianguage
learng¡

information
Irqw incqme

status

Medicat alerts
/healthdata

Student.
disability

information
$peeiplÞed
edubation

lewices (IEP
or 504)
Livïrig

situstioirs
(homeless/
foster care)

Other
indicat¡ri j

'.'lilormallon-
Ploase soecifu:

Stutlênt
Contact
Infômration.

Addfess: X

Email X

Phone. X

Stud.enlt

Identifiers:
Locat (Schòol

districr) iD

number
State ID
number

Providêr/App
aóiiþned

.student.ID
nunber

x

Shrdent App
usgmâfirç X

Shrdent app
pássrvords X

.Studentñame First and/or
Last X

ii,.i:'';1.¡iÌiiii,'.rrllii.r,..'..' iirii r'. I

Student In
App
Perfonuance

Program/appli-
cation

performance
(typitte

prograri-sh¡denl
types 60 wpm,

ioáding
program-studenl

rþâdS below
grade level)

Studelt
Prog¡am
Membership

Acadçmìc or
ðitracurríCular.

activities a,

studentmay
beiong to or
pdrticipate in

:1:::11, j:: .!,1,ij j.jr. riir.r':..: 11

,'i jiir: i:.iï.jli.rr.ti;itj;ii..+i;iii':

t"**
Sùrvey
Responses

ii:r::ai rr j::.:iir:i.::jii1r.'.i:i i:l:jiii l¡

SÞdenJ
fesponsÊs to
suryeys orl

questiónnaües

iiiì. l.,.-:.,*iliìi!ìiiïi:iÌ..'i

X

ai..:j:il :iir:.rrl,ii::,. 1:..111,.. :i.r.: t,.i::l
i.,.:.r,-.!111. :..:jrr::j.ri:f i.., Ii, ¡jtr.

:ri::.:.:iit:: :;:iìi¡:t:.ii:lij ja:.: tji-i::rjli
'r''''''.' .'.''1.'.'...11'::i.'''':!: :1r:.'¡::'

- :,rr1::,1:i;trirf rr':'ir:::ll:::!!i.r.i. .'
.i-1tji:1rr::::ij:ii;:j.f iïi::.jt:t::.-ij:i:j .

Studeilt woik

Student
generated
gQntçnl;

Writing,
pictures èic.

X

Olher student

t4



workdata.-
Pleass snecifu:

tÌ'', :ìii iiìi:i1:ii,.':#.i]i :ir

Transcript.

Student coursô
grades

Student course
data

St.udent'criurse
giades/perfor-
maúqe spores

Other
tiairsuipt daùa

-Please
Sþèciffr

Transportation

Student bus
assignment

Shrdentpick
up and/or d¡op

offlocatìon
Shtdçnt bus

cardlÐ
úumo'er

Other
transþörtation
data -Please

'Qther

Please ti5t
eagh

additio¿a-l data
€lement'üsed;

stored or
collected by

No StudegtData Colleotpd at.this time.-.
+Proviiler shatl inimediâtêly notify LEÃ if thi$"
designatibn ib no lorigçr applicable.

OTIIER: Use this box; if moie sprice needed,
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EXHLBIT e'C:i

DEFINITIONS

ÄB 1584,. Bqchanan: The staÐtoryj desighation for !yhât:is now Oallfo¡nia Education Code .$, 49073.1,
relatiug tb pupil rccords.

Denldentifiable fnformätion (DIÐ:, DE-IdeutifÏcation refars to the, prooess by which. the
Provider ibmoves oT obscuÍes any Pêrgo¡ally.Ideniifïaþle tnformation,(i,pg"j from student records .ih

1*ay lhat removes ot.miuimizes. the riik of disclosure of tlie'ideritity of tho in¿ividual and i¡rfprmation
abo¡t.thern.

Educ¡iignal Records; E-ducational Records .are official records;.files and data directly rêlated to
4 student and maintained by the school or local. educ.ation agencJ, inctu{ing but notl limüed to,
rècor.ds encompássing all the material kept in. the studentl$ 

-cumulative 
foi-<ler, such as g.n"rui

identiffing. data, records of attendance and 0f ,acadeiniö work, oomptéted; iecoiäs of
achievempnt, ang results of evaluative tests;. hEalth da.ta; disciplinary. statusl teqi'ptoto"oir un¿
individualizeit educ¿rtiôn piogrâins.. For purposes of this DPA, Educationat Recoids.are'refered to as
StudenJ Date.

NISTi. Dr¿ft.National Institute of. Standards and Technology ('NISTtl) Special Fublic¿ition Digitel
Authentiiation Guideliue

Operator: The tprm r'Opefator" mean3 the operator of an Interuef Websitq; online. service,
oriline application, or mobile, application with actual knowledge thai the site, service, or. application
ís used piimarily- for K-12 ¡chpol purposes and was desi'lned and mariceted foi ¡<-te schqol
p.lrpo::s. Ig rnr purpgse., of the Service Agïeement, the term ,.eÞçraJor', is replaced. by ihe term
'lProvidsi:" This tenn shdll encoÌnpass. the ter¡n ¡'Thiið palty;" as it is.found in appüãable staie sr{iflrtes.

f.e.llPnPll| Identifiable lr¡formation (PII): The terins '?efso¡Ally l-dpntifiable Informatiou-i or
"PIII' shall fuclude, but:ar€ not limited to, student data, metadata, and-user or pupil-generated content
obtai¡ed by teelon of the use of Frovider's soflwâre, li'ebsile, service, or upp, To"luaiog mobile
apps, w.hether gathcred by provider .or provided by LE,{ or its. users, siùdentsr_ or irudents¡
p¿irenjVguardiary. PII inctudes lndìiect Identifie¡s, wÑch'is. any informarion that, either alone or Ìn
qg$çgatp, would allqw a reasonâble; persoh to be nble fo ideirtift a stud.ent to a reasonablç certainty.
For purposes of this DP-A, .Personally Identifiable Informatíon .shall include. the categoiier ãf
irifomiation listed irr the de.fiirition pf Snrdent Datq.

f¡9vi-ae1¡ For purp.oqEs of the Service, Agreemeät, lhe teim '?rovider" meaûs Frovider of
digita! :etluqational software or services, inçluding cloud-based serviçes, for the' ãigitut storage,
m.a¡ag¡men!, and rehjþval of pupil records. Viithþ,the DpA the term i?rovider" inclules ilie teñ
"Third Parff" and the term 'roperatof i as used in appiicabre state steilres..

Pupil Generdted Content:'The tb-im "pupil-generated content;' me?$s .m4tefiäls .or content createil by apupil during and for the purpose of education including, bui not limite¿ to, 
"rs"yr, {9f9archyqo¡lr, porfolios, creatiïe writing, music or other audio 

-files,. 
photogiaphs, videos, and account

infornrqtiol that enablps Ongoin€ ownershiþ of yulil co¡rtenti



Fupil Recordq: Msans both of the foilo¡¡r¡ing¡ (t) A"y infqrmatioi¡ ,that directty.relates ro â pupil that is
'm¿ihtained þy tEA and (l) any inforrration :acquired directly. from the pr,pit ttr"ough'the use of
instructicidal.softwaie. or aÞplications a-qsigned to,The pupit by Ê teacher or.otn rlna emþìloyee..For rhe
purpoSes of this AgrEemenf, Pupil. Records shall be, the same ås Fdi¡cational Recordq, Studãnt Fersonal
Infonnation and Covered Information, ali of which are deemed Student Þata for lhÁ purposçs of 'lhis
Agreement.

:service Agrpeprqnt: Refers to the Contract ,or Purchase o¡der to wþich this DpA supplements and
inpdifies.

School Official: For ihe purposes of this ÀgreçmgnJ and pursuant io 34 CF.R gg,,3.l (B), a.,School.
Offtciâl is a öontacior that; (l) Pert'ornu an.institutional servicei or function for which thó.ug"rqy 

",institrition would otherwiseruse employees;.(2) Is under the ditect control öf..the agenoy or institution
wíth rEspept'tp rhe uqe and maintenanc'e of edr¡carion recoidr;.and (3,) Is;subjecr iäã+1cnn éôj3(rj
governi4g the use ahd.re¡disclbsi¡re of perso-úally identi{î+blp informatiön ûo¡n itudent records.

:oPjP{:_ ln¡e ny¡e!, rhe requi¡smenrs of soplpA were added to cliaprpr 2z.z (co.mmencing wirh
Section 22584) to Division 8.óf ttre Business.ànd profpssions Code relatingìo privacyì

Stqdent,D4ta: Student Data iqcludes any-data, whetlrcr gathered by,provüler or piovided by'I:84 or its
ugers, stuilents, or, students2 parents/guandiäirs, that is:descriptive ofthe student including, but not.limited
to, infotmatioil iä the surden!'¡ cducatiorral¡ecord or email.first and- lasf name; home,aãdress, teìephone
numbe¡" email address,, or other i¡¡formalion af[ow¡ng qnline contâct] discipline records, ojdeoi, t"st
¡e.s¡¡lts, special educatioin data, jnvenile dependencfrecords, grades; evaiuations, .;ì-ittua;;;*d;,
rnedical ieoords, health records, social 

-securiçy- 
numberi,-biornehic infcrmation, ái-uUilii¡ãr,

socioecono¡niç i¡fo¡matig,n¡ foø p.rucþascs, politicai affiliations, religious information text messaggs,
documentç, ,studeni identifies, seârch activifyi. photos, voice recordúgs or geolocation infErmatiîni
Stude¡t Data lhall constitute Pupil Records for thç purposgs of this Agreemen{ and for the purposes of
Califorhia and fed¡:ral laws and iegulations, Studcnt nåia as qpecified-in Þlinit lg:Jis conf:rme¿ to ne

F]k"te¿. or p-roceçsgd by the Provider puisulant lo the Serviðes, Stu¿entTãiã'ìãäit not constitute th¿t
info:mation that has. been anonþiized. or de-identifiett; or'anonymous,úsage data tegu.diog 4 studpnt?s
use bf Provider's servicês.

SDPC (The Student Dafa Privacy Cqnsortium): .Refers to the nirtioriàl collaboratiVe .of sc¡ool¡,
districJs, rggìqnel,.tenito¡ies and state agencies,_p'olícy makers, trade oiganizatipns. and marketplaçó
províders addressingl real-world, . adaptable, and impleinentablè sohtiqns to ,growing data privæy
corioorns.
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Subscribing LEA: An LEA thàt was not party 1o the original Services Agregment and wlro 4cpepts the
Provider's General Offer gf Priyacy Terms.

Subprocessor; For tìie purposes òf this. A,greement, thè term "Subprocassor" (somefimes referred to as
the'lsubcontrâctor.:.) mèans a p+fty other tli¿n LEA or provider, who providei üses for.data collection,
.analyticq, slor¿ge; or other serviçe'to operâÎe ånd/dr improi/¿ ils sofrrvare, and who has access to pIL

Titfgeted Advç.rtising: Targeted adveriising means presenting an adVertisement to. a,studbht where the
pelecfion of 'the âdvertiselnent is based <in studdnt inforniation,.student,records or student generated
cof,tent oî iitferred qver tiirie torn the r¡sagÇ pf the Provi¡leriÞ website, online ssrvicê oi räobile
application by quch student or flre, rçtention of such sildeffls online .activities or requostS ov-er time.

Thlq Pirrty: The !çrur "Thir.d part]¡,' means a prqvider of digitat educational sofüpare or services,
includiirg. cloud-based serviçes; for the digital. storager managernenT, and:ietrieval, of pupil ¡ecor6s.
H_oy,*y*1, for ihe:purpose of this Agreemen[ the tenh:'Third.Perçy" when used tq indfcate Ure proviúer
of digikil education¿il sgftv4¡e oi sêrvice s iS replaced by the tqrm ,?rovider."
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EXHIBIT "DN'_.'.-i+

DTRECT]VE FORÞISPCISITION OF ÞATA
,lüês-isider Union $chool'Disiriot

disposs of dat* oùtainedby Provider
between LEA and Provider. The fermq

dire*s, Active lnternetiechnalogies dba Çj ,o.pursuont lhe' 'tèrr-ns of' the Service Agreement
of 'the DisÞoti,fibn aras.et nh.belo1v;

*
Þàte,

{r/0T2019

Date
of Provider

The categorios of ilara to be disposed.of.+w as-

I.- C"*pfote. Ðispesition sxtends.to'äll catqgoiies of data.

N ntlr-e., of Dis sasitio n

Disposition shall be by:

\¿4 Destruction or deletion of data.

-

dosbolr of delete,all applieable dàta.

fort¡
confirrnation from

shall

X* O, soon âs cofitrorciåily¡taaricalrte

-By 

(lnsert Date) _

ls





E)(HIBlT,r'tlr Dlr¡ SnCUntiV n*Ort**n* -

ITNSERT annrrroN¡L DATA SECURITy REQTJTREMENTS HEREI

0061 8-00001/43743?8.ì
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