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This california student Data Privacy Agreement ("DPA') is entered into by and befween the
Westside Union School District

(hereinafter refered to as "LEA') and Education Galaxy
(hereinafter referred to as "Providefj on gl4lzalg 

¿ 
. The parties agree tothe terms as stated herein.

RECITÄLS

WHEREAST tne Provider has agreed to provide the Local Education Agency (*LEA') with cerraiqdigital educafional services (,'services"f pursuant to a contract dated
('lService Agreement'); and 

g AnOßwEnn¡¿S, in order to provide the Sorvices described in the Service Agreement, the provider
may receive or creatc, and the LEA may provide documenrs or dutu"thut ä 

";;#ä^î;
several federal statutes, among them, 

_ the 
' 

Family Educ¿rional n ehn"^'äj^"trriåãi- i;('FERPA') at 20 Y-lji ^12329 
(34 

-CFR Part gg), Children's O;ii"" privacy protecrion
le1-.('CoPpA'), 15 u.s'c' osot-bsoo; Protecrion of Éupil Righrs e*"nd*"ot (,.ppRÅ,) räu"s.ð.1232h; and

\YIIERI'AS, the documents and data transferred from LEAs and created by the provider's Seryices arealso subject to california. state student privacy laws, including AB 15g4, found at califomiaEducation code section 49a73.1 and the student ontine perionJ l;¡-"rr"";i;ï;;;#"A.,
("SOPIPA') found at California Business and Professions Code section 22584; and

WTIEREAS, for the purposes of this DPA, Provider is a school official with legitirnate educationalinterests in accessing eìuõational records pursuant to the service Agreement; and

IryHEREAS, the Parties wish to ente¡ into lhis DPA to ensure that the Service Agreement confürmsto the requirements of the privacy laws referred to above and to estauriJ iãltementing procedures
and duties; and

WHEREAS, the Provider.may,.by_signing the "General offer of Privacy Terms,'@xhibit..E,)o agree toallow sther LEAs {-California ttrJ opportunity to accept and enjoy the benàRts of this DpA forthe Services described herein, without the need to negotiate i.*r, in a sepurute DpÀ.

No\il THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PURPOSE AND ScoPE
1' Puruose of DPA. Ihe purposc of this DPA is to describe the duties and responsibilities to

protect student data transmitt,ed to Provider from LEA pursuant to the Service Agreement,
including compliance with all appticable stahrres, including the f'EnpA, ppRA,"COppA;
SOPIPA' AB i584, and other applicable California itut* lurr,ãll as may be amended from timeto-time' In performing thesc services, the Provider shall be considered a School Official witha legitimate educational interest, and performing services otherwise provided by the LEA.
W'ithrespect to the use and maintenance of SmãentData, provider *fåii ¡" under the direct
conho.l and supervision of the LEA.
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2' Nature of Serl'ices Provided. The Provider has agreed to provide the following digital
educational products and services described below and as may be further outlined io Exñi¡it.î¿':
hereto:

Ëducation Galaxy provídes award-winning online assessment for E
3' Student Dat¿ Lo .Be,lrovided. The Parties :shall indicate the categories of student data to beprovided in the schedule ofData, attached hereto as EÍhibit,,Br¡. 

*

4. DîA Defi4ifionq' The defînition of terms used in this DPA is found in Exhibit,'c,,. In the event
of a conflict, defînitions used in this DPA shall prevail over term ur*d io thrlffi A;;;;;;

ARTICLE II: DATA OWNERSIilP AND AUTHORIZED ACcESs

1' $tu4ent D,atâPropgrfvof LE¡!. All Student Data transmitted to the provider pursuani to the
Service Agreement is and will continue to be the property of and under the control of the LEA.
The Provider furt]rl acknowledges and agrees thai ali roiie* of such Student Data tra¡smitted to
the Provider, including any modificationi or additions o, urry portion thereof from any source,
are subjcct to the provisions of lhis Agreement in the same mannor as the original Student Data.
ThP Parties agree that as bet-ween them, all rights, including all intetlectual property rights in and
to Sh¡dent Data contenrplated per the Service Agreement Jtralt remain th.;;il;r*;;;;";;;;;
the LEA' For the purposes of ¡'ERpA, the Provter shall be considered 

" 
5j;i&i;#üd;;

the control and direction of the LEAs as it pertains to the use of Sfudent Data notr.vithstanding
the above. Provide¡ may transfer pupil-geneiated content to a separate account, accord.ing to the
procedures set forth below.

2' Parent .A.ccess, LEA shall establish reasonable procedures by which a parent, legai guardian, or
eligible student may review Student D-ata in thé pupil's recórds, .orr"ôt enoneous information,
and procedures for the transfer of pupil-generated iontent to a personal accounto consistent withthe fr¡nctionality of services. Provider shall respond in a timeiy marìner (and no later than 45
days from the date o:[the request) to the LEA's request for Studãnt Data inipupil's records'held
by the Provider to view ûr coffect as necessary. in the event that a parent'of a pupil o, oifrgindivjdual contacts the Provider to rcview any of the Student Daûa accessed pursuant to the
Services, the Provider shail refer the parent or individual to the LEA, who will follow the
necessary and proper procedures regarding the requesûed information.

3' Ëen?,ratç Account. If pupil generated eontent is stored or maintained by the provider as part of
the Services described in Exhibit "4", Provider shall, at the request oi tnr LEA, hansfer saidpupil generated content to a separate student account upon temrination of the Service
Agreement; provided, however, suõh transfer shall only appþto pupil generated contsnt that is
severable from the Service.

4' Third Partv Resuest' Should a Third Party, including law enforcement and government
entities, contact Provider with a request for data held by the Provider pursuant to the Setvices,
the Provide¡ shall redirect the Third Party to request the data directly from the LEA provider
shall notify the LEA in advance of a compelled dùclosure to a Third ra*y.
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5' subnrocessors., Provider shall enter into written agreements Í¡ith all Subprocessors performing
ålnctions pursuant to the Service Agreement, r,itrereby the Subprocessors agrse to protect
student Data in manner consistent with the terms of this DFA.

ARjTICLE III: DUTIES OF LEA

1' pt¡vacv compuance. LEA shall provide data for the purposes of the Service Agreemenr
in compliance with FERPA, COPPA, PPRA, SopIpA, Á¡ iss+ and all ã,n*, c^uîoroiã 

-

privacy Statutes.

2' 
ån¡gat Nóiiflcadon of . If the LEA has a: policy of disclosing education ¡-ecords under
FERPA (4 CFR $ 99'31 (a) (1), LEA shall inciuåo a specificatioo Jr rritrria for derermining
who constitutes a school official and wirat constitutes ã legitimate educational *d*J¡ i;
Annual notification of rights.

3' Reason¿ble Precautions' LEA shall take reasonable precautions to secr¡re usernames,
passlvords, and any other means ofgaining acÇess to the services and hosted data.

4.

suspected
and respond to an}¡ unauthorized access.

ARTICLE IV¡ DUTIES OF PROVIDER

LEA shall notify Provider promptl¡¡ of any known or
access. LEA will assist Provider in any offorts by Provider to investigate

1' PriY.acy,Cgmoliancg. The Provider shall cornply with all applicable state and federal laws and
regulations pertaining t9 

{a1a 
privacy and secuilty, including i'nnpa, CoppÀ, ppRA, soplpA,

AB 1584 and all other California privacy statutes.

2' åu!4ggzed,Uæ. The data shared pursuant to the Service Agreement, including persisrent unique
idcntifiers, shall be rlse{ for no pulpose other than the services stated in the sãrvice Agreement
and/or othenvise authorized under the statutes referred to in subsection (1), abo-re. provider also
acknolvledges and agÍees that it shall not make any re-disclosure of uìy'student Data or anyportion thereot íncluding without limitation, meta data, user content or other no"-t"tii;
information and/or persônally identifiable information contained. in the Studen, Dutu, *irhJ";;t;
express written consent of the LEA.

3' Smplovee Oblisatiqg' Provider shall require all employces and agents who have access to
Student Data to comply with all applicable provisions of this DPA wit[ respect to the data shared
under the Sefliice Agreement.

4, No Disclosure. De-identified infonnation rnay be used by the provjder for the purposes of
development, research, and improvement of educational sites, services, or applicati,on*, u" uoj
other member of the public or party would be able to use de-identifred âata prisuunt to 34 CFR
99'3(b). Provider agrees not to atternpt to re-identify de-identified ShideìtData and not to
hansfer de-identified Student Data to any party unless (a) that party agrees in writing not to
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attempt re-identification, and (b) prior written notice has been given to LEA who has provided
prior written consent for such transfer. Provider shall not .opy]r.producc or lansrnit *y a"à
obtained under the Service Agreement and/or any portion thôieoi except as necessary to fulfill
the Service Agreement.

5. Dis¡osition of Ðata. upon written request and in accordanoe with the apllicable terms in
subsection a or b, below, Provider shali dispose or delete all Student Data õàtained under the
Service Agreement r,vhen it is no longer nàeded for the pqposq for which it was obtained.
Disposition shall include (1) the shredding of any hard copies ãf uny Sruàent Data; e)ErÀ-**,or (3) Othenvise modifoing the personal informàtion in those ,"roid, ro make it unréøaute ãi
indecþherable by human or digital means. Nothing in the Service Agreement arrthorizes
Provider to maintain Studenl Ðataobtained under the S-ervice;Agreement beyond the time period
reasonably needed to complete the disposition, Provider shall"provide writteu notification to
LEA when the Student Data has been disposed. The duty to dispose of Student Data shall not
extend to data that has been de-identified or placed in a separate drudent aocounto pursuant to the
other terms of the DPA. The LEA may employ a "Requìst for Return or n.t"tiot .i str¿"ri
Daûa'2 form, a copy of which is attached hereto:as Exhibit "D". tlpon receipt of u trqu"*t to*
the LEA, the Provider will immecliately provide the LEA with uo¡r *pr"in.d p;;ti""-;i;h.
sfudont Data within ten (10) calendar days of receipt of said request.

a. Partial Disposal During Term of Service Agreement Throughout the Term of the
Service Agreement, LEA may request partial ãisposal of Stude;t Data obtained under
the Service Agreement that is no longer needåd. Partial disposal of data shall be
subject to LEA's request to transfer data to a separate account, pursuant to Article ìI,
section 3" above.

b. Complete Disposal Upon Termination of Service.{greement. U¡on Tcrmination of
the Servicc Agreement Provider shall d.ispose or dãlete all Student Data obtained
under the Service Agreement. Prior to disposition of the data, provider shall notify
LEA in writing of its option to transfer datzto a separate âccount, pursuant to ArticleII, section 3, above. In no evsnt shall Provider dispose of data pursuant to this
provision unless and until Provider has received affirmative writûen confirmation
from LEA that data lvill not be transferred to a separate account.

6. AdvertÍsine Prohibition. Provider is prohibited from using or selling Student,Data to (a) marker
or adve¡tise to students or familiesþardians; (b) inform, influðnce, or enable Àitrtirrg,
advertising, or other commercial efforts by a Provider; (c) develop a profilo of a student , famliy
member/guardian or groxp, for any corrmrercial purpose other ìhan providing the Service tó
LEA; or (d) use the Student Data for the development of commercial products or services, other
than as necessary to provide the Service to LEA. This section does not prohibit provider from
using Student Data for adaptive learning or customized student learning pú.porur.

ARTICLE V: DATA PROYISIONS

1. Data SecuritY' The Provider agrees to abide by and maintain adequate data security rneasuÍes,
consistent with industry standards and technology best practices, fo protect Student Data from
unauthorized disclosure or acquisition by an unauihorizeã p..ron. Thé general security dufics of
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Provider ate set forth below. Provider may fi.rther detail its security programs and measures inExhibit "F" hereto. These measures shall include, but are not limited to:

a'' Passwords and Employee Access. Provider shall secure usernames, passwords, and
'any other means of gaining access to the Services or to Student úaø, at a level
suggested by the applicable standards, as set fo*h in Ar.riçle +.: orÑlir g00-63-3.
Provider shall onþ provide access to Student Data to employees or cont¡actors thatare performing the Services. Employees with access to Student Data shall have
signed confidentialili agregme¡tg.iegarding said Student Data. All employees withaccess to Student Records shall be subject to criminal bacþrqunå chçoks in
compliancc with state and local ordinances.

b. Destruction of Datz. provider shall destroy or delete all Student Data obtained
under the Service Agreement when it is no longer nseded for the purpor* for whichit r'vas obtained, or transfer said data to LEA ãr LEA's designei aäcording to theprocedure identified in Article IV, section 5, above. Noihing in t¡e Service
Agreernent authorizes, Provider to maintain Student nata beyonã ** t¡*" period
reasonably needed to complete the disposition.

c' .Security Protocols' Both parties agree to maintain security protocols that meet
industry standards in the transfer or transmission of any ¿utu, inòiiàirrg 

"nru.irrg 
thât

data may only be viewed or accesssd by parties bgully afiáwed t¡ õ;". provider
shall maintain all data obtained or generatôd pursuaãi tå tne Service Agreement in a
secure digital environment and not ropy, ieproduce, or transmit data obtained
pursuant to lE Servìce Agreement, oxcept as necessary to fulfiu the purpose of data
requests by LEA.

d' Employee Training' The Provider shall provide periodic security training to those
of its employees who operate or have access to the system. Further, provider shallprovide IÆA rvith contact ínformation of an employee who LEA ;ay contact if
thore are any securier concerns or questions

e' Security Technology. When the service is accessed using a supported web browsor,
Provider shall employ industry standard measures to protät ¿uiu rrorn unauthorized
accoss. The service security measurss shall includ" *.**, authentication and data
encryption' Provider shall host data pursuant to the Service Agreement in an
environment using a firewall that is updated accordingto indrrstry staidards.

f' Security Coordinator. If different from the designated representative ide¡ti{ied in
Article VII, section 5, Provider shall provide the ãame anå contact information of
Provider's Security Coordinator for the Student Data received pursuant to the
Service Agreement.

g' Subprocessors Bound. Provider shall enter ínto written agreements whereby
Subprocessors agree to secure and protect Student Data in u **i", consistent with
the temrs of this Article V. Provider sirall periodically conduct or review compliance
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monitoring and assessments of Subprocessors to determine their compliance withthis Article.

h' Periodic Risk Assessment. Provider ûrther acknowledges and agrees to conduct
digital and physical periodic (no less than semi-annial) risk ässessments and
remediate any identified security and privacy vulnerabilities in a timeiy manner.

]'-P?F Breactr. In the e¡¡ent that Student Data is accessed or obtained by an unauthorized
individual, Provider shall provide notificstion to' f64 within a reasonable amount of time of theincident, and not exceeding furty-eight (48) hours. Provider shall foltÀw ,h; fÃÇ¡ig process:

a. The security breach notification shall be writterr in plain language, shall be titled
"Notice of Data Breach," and shall present the inforira-tion deicriîed herein under
the follo-rving headings: "what Haþpened,,' ,vhat IJ";;ti;; vdl;;;;'ö
"'What W¡ Ar"e Doing," "What You Can Do," and. "For More Information.,,
Additional information may be piovìded u* u.rrppír*"ot to the 11oii"".

b. The security breach notification. described above in section 2(a) shall include, at a
minimum, the following information;

i. The f.ãlro:and contact inforrnation of the reporting LEA subject to thj¡ section.¡i' A list of the types. of personal information ihut *ãt nr are ieasonably believed to
have been the subject ofa breach.

iii. If the information is possible to deterrnine at the time the notice is provided, then
either (1) the date of thç breach, (2) the estimated d¿te of the breäcÀ, * iåi tir"
date range within which the breach occuned, The noti{ication stall aiso iàctude
the date of the notice.

iv. Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice is
provided.

Y. A general descrìption of thç breach incident, if that information is possible to
determine at the time the notice is provided.

c. At LEA's discretion, the security breach notification may also include any of the
following:

¡. Infomration about what the agency has done to proteot individuals whose
information has besn breached.

ii. Advice on steps that the person whose information has been breached may take to
protect himself or herself.

d. Provider agrees to adherc to all requirements in applicable State and in federal lalv
lvith respect to a databreach related to the Student Data, including, when appropriate
or required, the required responsibilities and procedures f-ôr notincation an¿
mitigation of any such data breach.
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e' Provider further acknowledges and agr€es to have a written incident response plan
that reflects best practices and is consistent with industry standards and federal'and
state law. for responding to a data breach, breach of security, privacy incident or
unauthorized acquisition or use of Student Data or aoy poriioo thereof; including
personally identifiable information and agrees to provid.å iEA, .rpon request, with a
copy of said writtqn incident response plan.

f' Provider is prohibited from directly contactin g parent, legal guardian or eiigible
pupil.unless expressþ requested by LEA. lr Lge r.qu*ri* piovider,s assisánce
providing notice .of unauthorized access, and such assislance is not undgþ
burdensome to provider; provider shall notþ tfre ufru"teà pa.enlo legal guardian or
eligible pupil of the unauthorized access, which shall incluäe the informäion lisredin subsections (b) and (c), above. If requested by LEA, p.""¡¿o .fr.ìl*müiã;
LEA for costs incurred to noti$z parents/families of a bieaoh not originating from
LEA's use of the Service.

g. In the event of a bre¿ch originating from LEA,s use of the service, provider shall
cooperate withLEA to the extent necessary'to expeditiously secure Student Data.

ARTICLE \rI- GENERAL OFFER OF PRIVACY TERMS

Provider 
TuY, by signing the attached Form of General Offer of Privacy Terms (General Offer, attachedhereto as Exhibit "E'), be bound by the terms of this DPA to any other LEA wio signs the acceptance

on in said Exhibit. The Form is limited by the terms and conditions describeJ lr1.."in.

ARTICLE WI: MISCELLANDOUS

1' Term' The Provider shall be bound by this DPA for thç duration of the Service Agreenient or solong as the Pravider maintains any Student Data. .

2' Termination. In thc cvcnt that either party seeks to terminate this DpA, they may do so by
mutual written consent so long as the Service Agreement has lapsed or has úeen terminated. LEA
shall have the right to terminate the DPA and. Service Agreãment in the event of a material
breach of the terms of this DpA.

3' Sffect ot,Tefmination Survival. If the Service Agreement is terminated, the provider shall
destroy all of LEA's data pursuant to Article v, section 1(b), and. Article II, sectioJ, uUo"..--*^

4' Prioritv of Agee,ms4!g- This DPA shall govern the treatment of student data in order to comply
with prir'acy protections, including those found in FERPA and all applicable privacy statuìes
identifìed in this DPA. In the event there is conflict between tt" npe and the Seryice
Agteemcnt, the DP.d shall apply and take precedence. Ëxeept as described in this paragraph
herein, all other provisions of the Service Agreernent shall remain in effect.

5' NotÍce. All notices or other conrmunication required or permitted to be given hereunder must be
in writing and given by personal delivery, or e-mail transmission (ii contact information is
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providecl for the specific mode of delivery), or first-class mail, postage prepaid, sent to the
designaûed representatives before:

a. Designated Representatives

The designated representative f,or the LEA for this Agreement is:

Name: Shswn Cabey

Assistânt Superintendênt, Admin Services

Contact Information:
c.soliz@westside.kl p.ca.us

0716 exi77007

2201 N Cefiral Expy #1 21, Richardson, TX 7SOg0

The designated representátive for the provider for ihis Agreement is:

Name: Nathan Day

Title.cro

Contact Information:
nathan.day@ eduCAI¡Ongalaxy.Com

469-475-1732

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit E,
General offer of Terms, Subscribing LEA shall provide notice oizuch acceptance in writing
and given by personal dolivery, or e-mail kansmission (if contact informatiån is provided forthe specific mode of deliveqy), or first-class mail, postage prepaid, to the designated
represenlative below,

The designated representative for the notice of accøptance of the General Offer of privacy Terms is:

Name: Nathan Day
%

Title. CTO

Contact Information:
Nathan Day
469-478-1732

2201 N Csntral Expy#121, Richarrjson, TX 750g0.

6. E4tire Agreement' This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes ali prior communiðations, represenåtions, or aglecnrents,
oral or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either gererally or in any particular instance and
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either retroactively or prospectiveþ) only with the signed written consent of both parties. Neither
failure nor delay on the part of any party in exercisiag any right, po\¡/er, o, prilril"g" hereunder
shall operate as a waiver of such right, nor shall any ringrá oJpuriiur .*ér.irä oi*y;;ï;;;t,
pov/er, or privilege preclude any further exercise thereof or the exercise of any:other right,
power, or privilege.

7, QeYgrabilifv' Any provision of this DPA that is prohibited or unenforceable in any j-urisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohibítion 

", 
on.rribtreabitity

without invalidating the rsmaining provisions of this DPA, and any such piohibition or
unenforceability in any jurisdiction shall not invalidato or render unenforceable such provision in
any other jurisdiction. Notwithstanding the foregoing, if such provision could be *orr nuoo*iy
drawn so as not to be prohibited or unenforceaúf* t" .such jurisdiction while, at the same timen
maintaining the intent of the pafiies, it shall, as to such jurisdiction, be so narrowly drawn
without invalidating the rernaining provisions of this ppA o. affecring the validity or
enforceability of such provision in any other jurisdiction.

8. V THIS DPA WILL BE GOVERNED .BY AND
CONSTRIIED IN WTTH THE LA\A/S OF TTTE STATE IN WHICH THIS
AGREEMENT IS EXSCUTED, WITHOUT REGA.RD TO CONFLICTS OF LAW
PRINCIPLES, EAÇH PARTY CONSENTS ÂND SIIBMITS TO THE SOLE AND
EXCLUSTVE JUzuSDICTION TO THE STATE AND FEDERAL COTIRTS FOR THE
COLINTY IN WHICH TTTIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISTNG
OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY

9. Ag&9Iiü. Provider represents that it is authorized to bind to the terms of this Agreement,
including confidentiality and destruction of Student Data and any portion thereof contained
therein, all related or associated institutions, individuals, empioyees 

'or 
contractors who may have

access to the Student Dala and/or any portion thereof, or may own, lease or control equipnient or
facilities of any kind where the StLrdent Data and portion tirereof stored, maintained or used in
any way' Provider agrees that any purchaser of the Provider shall also be bound to the
Agreement,

10. W+iver' No delay or ornission of the LEA to exercise any right hereunder shall be constnred as a
waiver of any such right and the LEA reserves the righito õxercise any such right from time to
time, as often as may be deemed expedient,

11. Succesqors Bound' This DPA is and shall be binding upon the respective successors in interest
to Provider in the event of a merger, acquisition, consolidation or õther business reorganization
or sale of all or substantially all of the assets of such business,

fSignature Page Fo llowsl
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IN WITNESS WIIEREOF, thE parties have executed this califonria Student Data privacy Agreement
as ofthe last below,

Provider,: Galaxy

BY: g/5EA1,g

printed Namr' llr?th?Î P.ll¡ TitreÆositior, çTO'%

wesrside union scnpol Þistrict

BY: Date:

Printed Name: Cabey
Title/Position:

Note: Electroníc signøture not permífred.

Asst. Sup€rintendent, Admi¡ Services

i
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:
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EXHIBIT *A':

DES CRTPTJON OF SER\ITCES

IINSERT DETA]LED DESCRIPTION OF PRODUCTS AND StrRVICES T{ERE. IF MoRE THAN
oNE PRODUCT oR SERVIcE Is INcLTTDED, Lrsr EACH pnonuòr HEREI

Education Galaxy Online

Education Galaxy provides award-winning online assessment for students
to help prepare them for stâte testing. Education Galaxy is built 1,00o/o to
your state standards and provides a highfy-engaging and amazingly
effective way for students to master all their state stãndards. Eduõation
Galaxy is a great tier 1 solution for praclice, instruction, and assessment.

Liftoff Adaptive I ntêrvention:

Liftoff is designed for struggling learners and at-risk students. Liftoff will
build confidence for your students and provide the support and instruction
they nêed to improve. First, students take an adaptive diagnostic to
determine their level on a variety of skills. Once their level is determined,
students work at that level and quickly elevate to more difficult concêpts.

:

:

:

:

:
:

:

:

ì

i

1

I

i
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EXHIBIT {'C'

DEFINITIONS

AB 1584, Buchanan:-The sûatutory designation for what is now California Education Code $ 4gAßJ,
relating to pupil records.

De-Identifiable Information (DII): De-I{.entification refers to the process by which the
Provider r9moves or obscures any Personally Identifiable Information ('?II') fì"- student records in
a way that removes or minimizes thc risk of disclosure of :the identity oi th. iádividr¡al and information
about them.

Educational Records: F.duoational Records are official rçcords, files and data directly related to
a student and maintained by the school or local education agoncy, including but not iimited to,
l?.otg¡ encompassing all the material kept in the student's 

-cumulativc 
folãer, such as !.n.rufidentifring data, records of attendance and of academic work .o*ptieJ, -..*tã, --"f

achievement, and results of evaluative tests, health data, discþlinary stafus, test protocols and
individualized education programs. For purposes of this DPA, Educational Records are'referred to as
Studenf Data.

NIST: Draft National Instihrte of Standards and Technology ('1\ïIST') Special publicarion Digiral
Authentication Guideline.

Operator: The term "O¡:eratot'' means the operator of an Internet W'ebsite, online service,
online application, o¡ mobile applícation with actual knowledge that the site, service, or application
is used primarily for K-12 schoql purposes and was desiþed and marketed fbr f-ij scfroot
purposes' .lg lh" ptrpose of the Service Agreement, the term "Operator" is replaced by the temr
'oProvider." This temr shall encompass the term "Third Parry,u as it is found inappliiable st¿ie stafutes.

Personally ldentifiabte Information (PII): The tomrs "Personally Identif,able Information,' or
"Pil" shall include, but are not limited to, student data, metadata, and user or pupil-generated content
obtained by reason of the use of Provider's software, website, serviceo or'upþ, including mobite
apps, whether gathered by Provider or provided by LEA or its users, students, or students'
parents/guardians. Pil includes Indirect ldentifiers, which is any inform¿tion that, either alone or in
]ggre8ate, 

would^allow a reasonable person to be able to identiiy a student to a reasonable certainty,
For pu¡poses of this DPA, Personally Identifiable Information shall include the categories áf
infomration listed in the defïnition of StudentData.

Frovider: For purposes of the Service Agreement, the term "Provid.er" means provider of
digital educational software or services, including cloud-based services, for the digial storage,
ûranagement, and retrieval of pupil records. V/ithin the DPA tho term "Provider" includes the tefo
"Third Party" and the term "operator" as used in applicable state statutes.

Pupil Generated Content: The term "pupil-generated content" means materials or content created by a
pupii during and for the pu?ose of education including, but not limited fo, essays, reseaich
reports, portfolios, creative writing, music or other audio files, photographs, videos, and account
information that enables ongoing ownership of ySnil content.



Pupil Records: Means both of the following: (1) Any information that directly relares to a pupil that ismaintained by LEA and (2) auy informutibn urquted direcrly from the fuä rhrough the use ofinstructional software or applications assigned 
1g 

,hå pupil by a teacher or otherlEA employee. For thepurposes. of this Agreement, Pupil Records shall be tleìu*ó as Educational Reeords, Stuclent personal
Infomration ¿nd Covered Informatiorq all of which are deemsd Student Data for the purposes of thisAgreement.

Service Agreement: Refers to the Contract or Putchase order to which this DpA supplements andmodifies.

School OfÏici¡l: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a Schoolofficial is a contractqr that: (1) Performs an ìnstitutional *olvio" or function for which ,h,;'ú"*t-;
instin'rtion would otherwise use employees; (2) ls under ,rt ii.L"t rJl;ü tiå ugun.y or institutionwith respect to the use and maintenance of education recordsi and (3) Is subject to 34 CFR 99.33(a)governing the use and re-disclosure ofpersonally identifiable inþomratìon no*itr¿unt records.

SOPTPA: once passed, the requirements of SOPIPA were added to Chapter 2Z.Z (commencing withSection 22584) to Division I of the Business and ProGssions Code relatingio privacy.

Student Data: Student Data includes any.data,.whether gathered by Provider or provided by LEA or its
users, students, or students' R-arents/guaråips, that is oesäiptive ofthe student i*troiog, but not limitedto, information in the student's educãtion¿l record or email, first and r*t r""t",îå*" udd."ss, telephonenumber, ernail address, or other information allowing orúine contact, discþiine records, videos, testresults, special education data, juvenile dependenolirecords, grades, ,.1rulrutiorrr, criminal records,medical rocords, health records, social 

-security 
nunrbers, 

- biome*ic information, disabilities,
socioeconomic inform¿tion, food purchases, politicál affiliations, religious information te*t messages,documents, student identifies, seãrch activi[y, photos, voice recordings or geolocation information.
Student Data shall constitute Pupil Records for the pqposes of thi¡ egtã*nt;ni un¿ rot tt e puqposes oiCalifornia and federal laws and iegulations, Studeninåt¿ as specifiedi; t;ïibi;,Ë is confirmed to becollected or processcd by thc Providcr pursuant to the Services. Sru¿eniõataiñll not constifute thatinformation that has been atronymized or de-identified, or anon¡mrous usage data regarding a student,s
use of Provider's serviges.

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools,
districts, regional, territories and state agencies, policy makers, trade organizations and markeþlaceproviders addressing real-world, adapta6le, and'impíementable solutiorã io gio*irrg dara privacy
concerns.
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Subscribing LEA: An LEA that was not party to the original Selices Agreement and who accepts the
Provider's General Offer of privacy Terms,

Subpro-cessor: For the purposes of this AgreemenÇ the term "subprocessor" (sometimes referred to as
tho "Subcontr,actor2) means a pafty other than LEA or Provider, who Prov-idri.rr"s for dal¿ collecfion,
analytics, storage, or other service to operate andlor improve its software, and who has access to pIL

Targeted Àdvertising: Targeted advertising means presenting an âdvertisemerrt to a student where the
selection of the advertisemsnt is based on student informatiorç student records or student generated
çoÍ'tenf or inferred over time from the usage of the Provider's we-bsite, onl.ine, ser-vice ol mobile
application by such sfudent or the retention of such studentls online activities or requests over time,

Third Party: The tertn "l'hird Party'' means a provider of digitat educational software or servioes,
itcluding cloud-based services, for the digital ,io*g", management, and rehïeval of pupil records.
H3yeyeli f9r the pulpos_e of this Agreenrent, the úerm "Third Party" when uscd to indicate the provider
of digilal educational software or services is replaced by the ter,m ,Þrovider.,'
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EXTIBrï-1'q?'

DIRECTIVE FOR DISPOSI.TION CIFDATA
Westside Union School District 

direcrs Educalisn Galaxy 
ro

- dispose of data obtainedby Provider pursuaot to the terurs of tho Service A.greemeni
hc.t-weon LEA an{Provider. The tems of theDispositiou arc.setforlhbelor¡¡:

ofLEA

-

Date

9Æ/2A19

Dateof Data
by of Provider

P,Ã{o¡t:,p f ,Þiqqosition

Dþosifionshall be:

*_ Par,tial ThrÈ,oategories of datarto be disposed.of are æ
follow$r

Cornplete, Disposition exTênds to all oategories of data.
X

{¿,,Î,ule S {,Qiqo,Eitip+

Díspositio.n shall be by;

I O"rt .oction or deleri.on of daø,

_ Transfer ofdata. Tås datashall bs transferred as set forth
in an attachment to this Directive, Following confirmation fom
LEA that data.w.as suocessfi.rlly transferred, Þrovide¡ ihall
destro-y or doleùe, all ap-plicable daø.

Data shall be disposed of by the
following date:

I- O* soon as eonrmerciagy practicable

By (Insert Date) --
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GENERAL OFFER OF PRTVACY TERMS

1. Offer of Terms
Provider offers the same pnvacy prot,ections found in this DPA between it and westside union school
and which is dated gl4t2019 to any other LEA
Goneral Offer though its below. This General Off,ersignature

shall notand. Provider's signature necessaril5¡ bind Provider

E("Subsc¡ib_ing LEA') who accepts this
shall extend only to privacy protections
tp other terms, such as price,

in this DPA. Thé Provider and
LEA may also agree
unique needs of the

schedule of sefvrce$, or to auy other provision not add,rcssed
tet]rr, or
the other

to change the dat¿ provided b¡r LEA to the Provider in Exhibít "8" té suit the
LEA. The P.rovider may withdraw thç Gçnoral Offer in the evont of: (1) amaterial change in the applicable privacy statutes; (2) a material change in the seryices and

products subject listed in the Originating Service Agreemen[
shall notiõr CETPA

or three (3) years after the date ofProvider's signature to this Fom. Frovider in the event of any withdrawal
so that this

Provider:

may be transrnitted to the Alliance,s users,

Education Galaxy

BY: Date: 9/5/2A19
FrintedName: an Day

Title/Position: cTo
2. Subscribing LEA

A Subscribing LEA, þ¡¡ignihg a separate Service Agreernent with Provider, and by its signature belowo
Sccepf the General Offer of Privacy Terms, The Subscribing LEA and the'proviãershall therefore bebould by the same temrs of this DpA.
Subscribing LEA:

BY: Date:

PrintedName: Titlc/Position:

Name: Nathan Day

Title CTO

Dma' Address: nathan. day@ educati

2A

ongalax!.corTì



IINSERT ADDITIONAL DATA SECURITY REQUIREME.NTS HERE]

006 I 8-0000114274378. I
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