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Edpuzzle is a simple, easy-to-use video platform that helps teachers engage their students. In the 
classroom, teachers use Edpuzzle to impart video-lessons their students watch through the Edpuzzle 
Apps (iOS and Android), the Edpuzzle website (www.edpuzzle.com) or the Learning Management 
System with which Edpuzzle has been integrated (Canvas, Moodle, Schoology, etc.). Beyond the 
classroom, teachers use Edpuzzle to engage students at home and complete the video-learning 
experience anywhere. Teachers can instantly collect students’ viewing history and responses to 
embedded questions.

Edpuzzle teachers can either upload their own videos, use the ones posted on YouTube or re-use an 
already existing video-lesson created by another teacher. Then, teachers may edit the video to create 
their lessons. They may record their voice to personalize it and hold their students accountable by 
embedding questions in the video. Finally, teachers will assign the video to their students and follow 
their progress in real time while they all learn at their own pace. 
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PROVIDER'S CURRENTLY CONTRACTED SUBPROCESSORS ARE LISTED BELOW, 
AS AVAILABLE ON PROVIDER'S PRIVACY POLICY:

– Amazon Web Services (AWS) for hosting Edpuzzle’s servers, videos, images and audios.
– IPapi.co for IP address location API and geolocation.
– Coconut.co for video encoding
– Google Analytics for analytics on our website.
– Fabric for mobile analytics.
– Marketo for sending email updates to teachers.
– Mixpanel for analytics on our websites.
– MongoDB Atlas for securely storing and organizing data.
– NewRelic for analytics on our websites.
– Loggly for tracking errors on our website.
– Quickbooks for invoice management.
– Salesforce for customers management.
– Soundcloud for storage of old audios.
– Stripe as a payment service.
– Zendesk for organizing and handling support requests.



ADDENDUM TO CALIFORNIA STUDENT DATA  
PRIVACY AGREEMENT (Version 2.0) 

between  
Vista Unified School District 

and   
EDpuzzle, Inc. 

dated August 5, 2019  
 

The present Addendum is attached to and forms part of the California Student Data Privacy 
Agreement (the “CSDPA” or the “Agreement”) between Vista Unified School District (the 
“LEA”) and EDpuzzle, Inc. (the “Provider”) as of July 1, 2019 To the extent that any of the terms 
or conditions contained in this Addendum may contradict or conflict with any of the terms or 
conditions of the attached Agreement, it is expressly understood and agreed that the terms of this 
Addendum shall take precedence and supersede the attached Agreement. 
 
ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 
 
3. Separate Account. If pupil generated content is stored or maintained by the Provider as part of 
the Services described in the CSDPA, Provider shall, at the request of the LEA, transfer said pupil 
generated content to a separate student account upon termination of the Service Agreement; 
provided, however, such transfer shall (a) only apply to pupil generated content that is severable 
from the Service; and (b) not apply if proven to be impossible or to involve a disproportionate 
effort for Provider. 
 
4. Third Party Request. Should a Third Party, including law enforcement and government 
entities, contact Provider with a request for data held by the Provider pursuant to the Services, the 
Provider shall redirect the Third Party to request the data directly from the LEA. Provider shall 
notify the LEA in advance of a compelled disclosure to a Third Party, unless legally prohibited. 
 
5. Subprocessors. Provider shall, prior to contracting with subprocessors performing functions on 
Provider’s behalf, assess subprocessors’ practices and policies in order to ensure compliance with 
Provider’s own practices and policies. Contracting subprocessors for supporting Provider’s 
business shall not be subject to LEA’s consent. Nevertheless, LEA shall be empowered to 
terminate all agreements with Provider if it believes that disclosure of data is made in a manner 
inconsistent with Provider’s practices and policies and with Provider’s remaining obligations 
governing the processing of personal information pursuant to the CSDPA. 
 
ARTICLE III: DUTIES OF LEA 
 
5. Parental Consent. If LEA elects to utilize Provider’s services with students aged under thirteen 
(13), LEA shall be responsible, where applicable, for obtaining any necessary parental consent 
under COPPA §312.5. 
 
ARTICLE IV: DUTIES OF PROVIDER 
 



2. Authorized Use. The data shared pursuant to the Service Agreement, including persistent 
unique identifiers, shall be used for no purpose other than the Services stated in the Service 
Agreement and/or otherwise authorized under the statutes referred to in subsection (1) of Article 
IV of the CSDPA. Provider also acknowledges and agrees that, except for subprocessors 
supporting Provider’s business, it shall not make any re-disclosure of any Student Data or any 
portion thereof, including without limitation, meta data, user content or other non-public 
information and/or personally identifiable information contained in the Student Data, without the 
express written consent of the LEA. 
 
4. No disclosure. De-identified information may be used by the Provider for the purposes of 
development, research, and improvement of educational sites, services, or applications, as any 
other member of the public or party would be able to use de-identified data pursuant to 34 CFR 
§99.31(b). Provider agrees not to attempt to re-identify de-identified Student Data and not to 
transfer de-identified Student Data to any party unless (a) that party agrees in writing not to attempt 
re-identification, and, except for suprocessors supporting Provider’s business, (b) prior written 
notice has been given to LEA who has provided prior written consent for such transfer. Provider 
shall not copy, reproduce or transmit any data obtained under the Service Agreement and/or any 
portion thereof, except as necessary to fulfill the Service Agreement. 
 
5. Disposition of Data. Upon written request and in accordance with the applicable terms in 
subsection a or b, below, Provider shall dispose or delete all student Data obtained under the 
Service Agreement when it is no longer needed for the purpose for which it was obtained. 
Disposition shall include (1) where applicable, the shredding of any hard copies of any Student 
Data; (2) erasing; or (3) otherwise modifying the personal information in those records to make it 
unreadable or indecipherable by human or digital means. Provider may, however, keep copies 
and/or backups of Student Data as part of its disaster recovery storage system, provided such data 
is (a) not accessible to the public; (b) not used by Provider in the normal course of its business and 
(c) kept for a term not exceeding thirteen (13) months from the day of their creation. LEA may 
request the deletion of any such student data if such copies and/or backups have been used by 
Provider to repopulate accessible data following a disaster recovery, by sending a written request 
to the Contractor by either regular or electronic mail.  
 
Without prejudice to the above, nothing in the Service Agreement authorizes Provider to maintain 
personally identifiable data obtained under the Service Agreement beyond the time period 
reasonably needed to complete the disposition. Provider shall provide written notification to LEA 
when the Student Data has been disposed. The duty to dispose of Student Data shall not extend to 
data that has been de-identified or placed in a separate Student account, pursuant to the other terms 
of the CSDPA. The LEA may employ a “Request for Return or Deletion of Student Data” form, a 
copy of which is attached to the CSDPA as Exhibit “D”. Upon receipt of a request from the LEA, 
the Provider will immediately provide the LEA with any specified portion of the Student Data 
within ten (10) calendar days of receipt of said request. 
 

a. Partial Disposal During Term of Service Agreement. Throughout the Term of the 
Service Agreement, LEA may request partial disposal of Student Data obtained under the 
Service Agreement that is no longer needed. Partial disposal of data shall be subject to 



LEA’s request to transfer data to a separate account, pursuant to Article II, section 3 of the 
CSDPA. 

 
b. Complete Disposal Upon Termination of Service Agreement. Upon Termination of the 

Service Agreement Provider shall, upon LEA’s written request, dispose or delete all 
Student Data obtained under the Service Agreement. In no event shall Provider dispose of 
data pursuant to this provision unless and until Provider has received a specific written 
indications from LEA that data will not be transferred to a separate account. 
Notwithstanding the aforementioned, transferring data to a separate account shall not be 
made if proven to be impossible or to involve a disproportionate effort for Provider.  
 

ARTICLE V: DATA PROVISIONS 
 
1. Data Security. 
 
b. Destruction of Data. Provider shall destroy or delete all Student Data obtained under the 
Service Agreement when it is no longer needed for the purpose for which it was obtained, or 
transfer, where applicable, said data to LEA or LEA’s designee, according to the procedure 
identified in Article V, section 5, as amended by virtue of this Addendum. Nothing in the Service 
Agreement authorizes Provider to maintain Student Data beyond the time period reasonable 
needed to complete the disposition. Provider may retain copies and/or backups of Student Data as 
part of its disaster recovery storage system, provided said data is (a) not accessible to the public; 
(b) not used by Provider in the normal course of its business and (c) kept for a term not exceeding 
thirteen (13) months from the day of their creation. LEA may request the deletion of any such 
student data if such copies and/or backups have been used by Provider to repopulate accessible 
data following a disaster recovery, by sending a written request to the Contractor by either regular 
or electronic mail. 
 
g. Subprocessors Bound. Provider shall, prior to contracting with subprocessors performing 
functions on Provider’s behalf, assess subprocessors’ practices and policies in order to ensure 
compliance with Provider’s own practices and policies. Provider shall make sure that suprocessors 
secure and protect personal information in a manner consistent with Provider’s security obligations 
pursuant to the CSDPA. Provider shall reassess suprocessors' practices and policies at least once 
a year. 
 
h. Periodic Risk Assessment. Provider further acknowledges and agrees to conduct digital and 
physical periodic risk assessments and remediate any identified security and privacy vulnerabilities 
in a timely manner. Such assessments shall be conducted at least once a year. 
 
2. Data Breach. 
 
f. In the event of a security breach affecting Student Data, Provider may also notify parent, legal 
guardian or eligible pupil of the unauthorized access by delivering the information listed in 
subsections (b) and (c) of section 2 of Article V of the CSDPA.  
 
ARTICLE VII: MISCELLANEOUS 






