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DATA PRIVACY AGREEMENT(DPA)
FOR TEXNAS K-12 INSTHTUTIONS

Eagle Mountain-Saginaw ISD 4/5/2021

EEA NAME [Box 1 DATE [Box 2]

and

The DBQ Company  3/31/21

OPERATOR NAME [Box 3) DATE [Box 4]



nt- | his agreement has been drafted by the Texas Student Privacy Alliance (EXSPAY

The Athance is a collaborative group of Texas school districts that share common concerns around student
and data privacy. The Texas K-12 CTO Council is the organization that sponsors the TXSPA and the TXSPA
s the Tenas alfifiate o the national Student Data Privacy Consortium (SDPC). The SDPC works withother

state athances by helping establish common data privacy agreements unique o the jurisdiction of cach state

This Texas agreern

stukcholder mput

cntwas drafted specihically for K-12 education mstitutions and included broad
rom Lexas school districts. statewide associations such as TASB. TASA. and TASBO.

and the Texas Fducation Ageney. The purpose of this agreement is 1o set standards of both practice and

expectattons around data privacy such that all parties involved have a common understanding of

expectations. This agreement also provides a mechanism (Uxhibit - General Ofter of Terms) that would

atlow an Operator to extend the abilny of other Texas school districts to be covered under the terms ol the

agreement should an Operator sign Exhibit F. This mechanism is intended 1o create efficiencies for both

Operators and LEAs and generally enhance privacy practices and expectations tor K-12 institutions and tor

companmes providing services to K-12 institutions.

Instructions for Op

FALOFS,

agreement to the Operator.
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This agreement s intended o be provided 1o an Operator from a L EA. The

Operator should fully read the agreement und is requested to complete the below arcas of the agreement.
Oncee the Operator aceepts the terms of the agreement. the Operator should wet sien the agreementand

return it to the EEAL Once the TEA signs the agreement. the LEA should provide a signed copy of the
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rom a b EAL Upon receiving an executed agreement from an Operator. the T EA should futly

This agreement 1s itended 1o be provided 1o an

Ve an authonized LEA contact wet sign theagreement.

A should send a copy of the signed agreement o the
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RECITALS

WHERFEAS, the Operator has agreed to provide the ocal Education Agency (7T EA ) with certamndieital

'DBQ Online Subscription Agreement

cducational services ("Services™) according o a contract titled =
04/01/21 _ Bon
and dated C{the wServiee Aareement . and
[ Box 6]

WHEREAS, i order to provide the Services described in the Service Agreement. the Operator may

recerve or ereate and the LEA may provide documents or data that are covered by federa statutes. among
them. the Federal Educational Rights and Privacy Act ("FERPA™Y at 20 U S 25 2¢ (54 CEFR Partvy),
Children’s Online Privacy Protection Act ("COPPA™). 15 U.S.C. 63501-63006. and Protection of Pupil Rights
Amendment ("PPRA™) 20 US.C. 1232k and

WHEREAS, the documents and data transterred trom [LEAs and created by the Operator's Services are also
subject to state student privacy faws. including Texas Education Code Chapier 32: and

WHEREAS. the Operator may. by signing the "General Ofter of Privacy Terms'. agree to allow other

LEAS e Texas the opportunity o accept and enjoy the benetits of this DPA tor the Services desceribed
within, without the need to negotiate werms in a separate DPA.

NOW THEREFORE, for cood and valuable consideration. the parties agree as follows:

ARTICLE I: PURPOSE ANDSCOPE

- Hhe Operator has agreed to provide digital educational services as outlined in

ose ot DPA. For Operator o provide services to the LEA it may become necessary for the | FA
Lo share certain LEA Data. This DPA describes the Parties” responsibilities to protect Data,

[ J

Data to Be Provided. [n order for the Operator 1o pertorm the Services described in the Service
Agreement. LEA shall provide the categories ot data described in the Schedule of Data, attached as
-xhibit B,

DPA Definitions. he definitions of terms used in this DPA are found in Fxhibit C. In the event ofa contlict,
definitions used in this DPA shall prevail over terms used in the Service Aurcement will continue to be the
propuerty of and under the control of the LLEAL The Operator further




ARTICLE IT: DATA OWNERSHIPAND AUTHORIZED ACCESS

1. Ownership of Data. Al Data transmitted 1o the Operator pursuant to the Service Acreement ts and
achnowledges and agrees that all copies of such Data transmited to the Operator. mchuding any
nodifications or additions or any portion thercol from any source. are subject to the provisions of this

DPA i the same manner as the original Data. The Parties agree that as between them. ali rights.
mcluding all imellectual property rights in and 1o Data contemplated per the Service Agreement shall
remain the exclusive property of the L A,

Is. Operator retams all right. ttle and interest in and o any and all of Operator’s
software. materials. tools. forms. documentation. training and implementation materials and intetlectual
property (COperator Materials™). Operator erants to the LEA o personal. nonexclusive license 1o use the
Opcerator Materials for its own non-commercial. incidental use as set forth in the Service Agreement.
Operator represents that it has alb itetectual property rights necessary o enter into and perform its
oblications i this DPA and the Service Agreement, warrants (o the District that the District will have use of
any itetlectual property contemplated by the Service Agreement free and clear of claims of any nature by
any third Party includimg. without limitation. copyright or patent infringement claims. and agrees to
mdemnify the District tor any related claims.

Paren

Access T EA shall establish reasonable procedures by which a parent. legal puardian. oreligible
student may review Data on the pupil’s records. correct erroncous information. and procedures for the
transfer of pupil-generated content 1o a personal account. consistent with the functionality of services.
Operator shall respond in a reasonably timely manner (and no later than 28 davs from the date of the
request) to the LEA s request for Data ina pupil’s vecords held by the Operator to view or correct as
necessary. inthe event that a parent ot a pupil or other individual contacts the Operator to review any ofthe
Data accessed pursuant to the Services. the Operator shall refer the parent or individual 1o the LEA. who
will follow the necessary and proper procedures recarding the requested information.

4. Data Portability. Operator shall. at the request of the LEA. make Data available mctudmg PupttGenerated
Content i a readily accessible format.
Third Party Request. Should a third Party. imcluding faw enforcement or a government entity. contact
Operator with a request tor data held by the Operator pursuant to the Services. the Operator shall
imumediately (within 1 business day ). and to the extent fegally permitted. redirect the Third Party 1o request
the data divectly from the LEA notdy the TEA of the request. and provide a copy of the request to the
LEACFurthermore. if fegally permissible. Operator shall promptly notity the EA of asubpocna
compelhng disclosure to a Third Party and provide a copy of the subpoena with sufficient time for thel FA
Lo raise objections o the subpoena. The Operator will not use. disclose. compile. transter. or sell the Data
andsor any portion thereof to any third party or other entity or atlow any other third party or other entity Lo
use. disclose, compile. transfer or selt the Data and or any portion thereof, Notwithstanding any provision
of this DPA or Service Agreement (o the contrary, Operator understands that the [EA is subject to and will
complhy with the Texas Public Information A¢t
(Chapter 3320 Texas Government Code). Operator understands and agrees that information. documentation
and other material m connection with the DPA and Scrvice Agreement may be subject to public disclosure.

6. N horized LUse. Operator shall use Data only for the purpose of fultilling its duties and obligations
under the Service Agreement and will nor share Data with or disclose it toany
Fhird Party without the prior written consent of the LEA. except as required by law or to fulfif}
1ts duties and obligations under the Service Agreement.

")

Stuih essors. At Subprocessors used by the Operator to perform functions pursuant to the Service
Agreement shall be identified i Exhibic b Operator shall cither (1) enter into written agreements with all
Subprocessors performing functions pursuant to the Service Agreement. such that the Subprocessors auree Lo
protect Data i a manner the same as or betier than as provided pursuant to the terms of this DPAL or (2)

L

indemnify and hold harmless the TEAL s ofticers. agents. and employ ees from anv and all clarms, losses,
suits, or habitity including attorneys™ fees tor damages or costs resulting from the acts or omissions of Its
Subprocessars. Operator shall pertodically conduct or review compliance monitoring and assessments of
SUDProcessors 1o




determime thewr complianee with this DPA. Subprocessors shall agree to the provisions of the DPA
recarding governng faw. venue. and junsdiction.

1.

A |
or delete all Data obtained under the Service Acree
tor which it was obtained, and transfer said data o FUA or LEA S designee within sixty

o

ARTICLE HE: DUTIES OF LEA

Provide Dat:

ncee With State and Fe

L Law. L A shall provide data torthe

purposes of the Service Agreement in comphance with FERPAL COPPA. PPRA. Texas Education
Code Chapter 320 and alt other Texas privacy statutes cited in this DPA as these Taws and
reeutations apply to the contracted services. The T EA shall not be required to provide Data in
vielation of applicable faws. Operator may not require LEA or users to waive rights under

apphicable Taws i connection with use of the Services.

‘onsider Oper:

as School Official. The Parties agree that Operator 15 a “school ofticial”™
under FERPA and has o legitimate educational interest in personally identifiable information

rom education records. For purposes of the Service Agreement and this DPAL

Operator: (1) provides a service or function for which the TEA would otherwise use emplovees; (2) s
under the direct controb of the LEA with respect to the use and muintenance ol education records: and
(3) 1s subject to the requirements of FERPA governing the use and redisclosure of personallv

idenutiable intormation from cducation records

shall take reasonable precautions 1o secure usernames.
Coaining access to the services and hosted data.

CLEA shall nottty Operator promptly of any known unauthorized

access. LEA will assist Operator in any efforts by Operator to investivate and respond toany

unauthortzed access.

ARTICLE IV: DUTIES OF OPERATOR

Privacy Compliance. Operator may receive Personalhy fdentifiable Information ("PH7Y from the
District e the course of fulfilling s duties and obligations under the Service Agreement. The

Operator shall comply with all applicable State and Federal laws and regulations pertaining o data
privacy and scecurtty mcluding FERPA, COPPA. PPRA. Texas Education Code Chapter 320 and all

other Texas privacy statutes cited in this DPA.

)blig;

wion. Operator shall require all employees and agents who have access o Data o

comply with all applicable provisions of this DPA with respect to the data shared under the Service
Agreement. Operator agrees 1o require and mamtain an appropriate contidentiality agreement {rom
cach employvee or agent with access to Data pursuant to the Service Agreement.

wn. De-identified Intormation may be used by the Operator only for the

purposes of development. product improvement. to demonstrate or market product effectiveness, or

rescarch as any other member of the public or party would
34 CER QY5 T(h). Operator agrees not to attempt to re-iden
transter De-rdentilicd Information wo any party un

O d

i

-
i‘ )
- o

ble o use de-tdenutied data pursuant to
Jde-tdentified Information and not to

ess (ad that party agrees i Writing not to attempt re-
dentitication. and (b) prior written notice has been viven to |
tor such transter. Operator shall not copy. reproduce or transmi

A who has provided priorwritien consent
Lany De-denufted Intormation or other

Data obtamed under the Service Agreement except as necessary to fultill the Service Agreement.

cess o, Ret ind Disposition of Dy

a. Uponwritten request of LEAL Operator shall dispose of
nent when it s no tonger needed forthe purpose

(60) days ol the date of termination and according to a schedule and procedure as the Parties may

reasonably agree. Operator acknowledges LEA'S obligations recarding retention of governmental data.
and shall not destroy Data except as permitted by LEA. Nothing in the Service Agreement shall
authorize Operator to maintain Data obtained under the Service Avreement bevond the time




1.

period reasonably needed to complete the disposition. Disposition shall include (1) the shredding Ol any

the Data has been disposed ofl The duty to dispose of Data shall not extend to data thathas been de-
identitied or placed i a f-:.cmmtu Student account. pursuant to the other terms of the DPA. The LEA may
ciploy a "Request for Return or Deletion of Data™ FORM. a sample of this form is attached

on bxhibit D7), Upon receipt ol a request trom the EEAL the Operator will immediately provide the LEA

with any specified portion of the Data within five (3) business davs of receipt of said request.

Agdve - Operator is profubited from using or sellineg Data to (a)ymarket or
advertise to students or families cuardians: (h) inform. intluence. or enable mar keting. advertisie. or
other commercial efforts by a Operator: (¢) develop a profile of a student. tamily member cuardian or
eroup. for any commercial purpose other than providing the Service to LEA: or

(d} use the Data for the development of commercial products or services. other than as NECessary o
provide the Service to LEAL This section does not prohibit Operator from cenerating legiimate
personalized learning recommendations.

(di) Access to Data. Operator shall make Data in the possession of the Operator available 1o the
LA mthm ve €3) busimess days of a request by the LEA.

ARTICLE V: DATA PROVISIONS

security. Fhe Operator agrees w abide by and maintain adequate data SeCUrity measures.,
consistent with industry stundards and technology best practices. to protect Data from unauthorized
disciostre or acquisition by an unauthorized person. The veneral security duties of Operator areset
lorth below. Operator shall further detail its security programs and measures in Exhibit . These
measures shatl wctude. but are not Iimited 1o

a. Passwords and Emplovee Access. ()pualm shall secure usernames. passwords. andany
other means of gaining access o the Services or to Data. at a level! consistent with an
industry standard .;tg:ud upon by I EA {c.g. suggested by Article 4.3 of NIST 800-63-3).
Operator shall only provide access 1o Data to emiplovees or subprocessors that are
performing the Services, Emplovees with access o Data shall have stened contidentialin

agreements regarding said Data. Al employvees with access o Data shall passcriminal

hackeround checks.

b.  Seccurity Protocols. Both partics agree to maintain security protocols that meet industry best
practices i the transfer or transmission of anv data. muludmw cnsuring that data may only
be viewed or accessed by parties fegally atfowed o do so. Operator shall maintain alt data
obtaimed or generated pursuant to the Service Agreement in a secure computerenvironment.

¢. kEmployee Training. The Operator shall provide periodic security training to those of its
cmployees who operate or have access to the svsient.

d. Security Technology. When the Services are accessed Using a supported webbrowser.
Seeure Socket Layer ("SSE™1 or equivalent technology shall be employed to protect data
ron unauthorized access. The service security measures shall include serverauthentication
and data encryption. Operator shall host data pursuant to the Service Agreement inan
environment using a firewall that is periodicatly updated according to ndustry standards.

. Security Contact. Operator shall provide the name and contact information of Operator’s
Secunty Contact on Exhibit B The LEA may direet security concerns or questions to the
Security Contact.

haed copres ot any Data: (2) Data Destruction: or (3) Otherwise modifying the personal information in those
records 1o make it unreada *ala-: or mdecipherable. Operator shall provide written notification to LA when



h.

Periodic Risk Assessment. Operator shall conduct periodic risk assessments and

remediate wn denty
request. Operator wi

ted security and privacy vulnerabilities ina timely manner. Upon
provide the T EA an exccutive summary of the risk assessment or

cquivatent report and contirmation of remediation.

Backups. Operator agrees to maintain backup copies, backed up at

cast dary. of Data

i case of Operator’s system fathure or any other unforescen event resulting in foss of
anv poruon of PData.

Audits. Within 30 days ot receiving a request from the LEAL and not to exceed one request
per vear. the LEA may audit the measures outlined in the DPAL The Operator will cooperate

tatly withthe EEA and any local. state. or tederal agency with oversielit

atthority jurisdiction m connection with any audit or investication of the Operator and or

dehivery of Services to students anc

lacitittes. stall, acents and

A

de

For EEA and shall provide full access to the Operator’s

CEATS Data and all records pertaiminge to the Operator. EEA and
very of Services to the Operator. Failure to cooperate shall be deemed a material breach

of the DPAC The LEA may request an additional audit if a material concern is identitied.

Operator sha
conststent with

have a written mcrdent response plan that reflects best practices and is

mdustry standards and federal and state Taw for responding o a data breach. breach of
seetrity . privacy incident or unauthorized acquisition or use of any portion ol Data.

mcludimg PH. and agrees to provic

written mcrdent response plan.

¢ EAL tpon requeste an executive summary ol the

2. Data Breach. When Operator reasonably suspects and or becomes aware of an unauthorized

disclosure or security
the District within 24

breach concernimg any Data covered by this Agreement. Operator shall notity
hours. The Operator shall take immediate steps to hmit and miticate the

damage of such security breach o the greatest extent possible. 1 the incident involves criminal
mtent, then the Operator will follow direction from the Law Enforcement Agencies involved inthe

CdSe,
:.ll

b.

C.

.

the security breach notitication to the T EA shall be written in plain lancuage. andaddress
the following

oA
be

2. A
1

stol the types of personal information that were or are reasonably
ieved to have been the subject ot a breach.
escription of the circumstances surrounding the disclosure or breach.

uding the actual or esumated. time and date of the breach. and Whether

the notitication was delayed as aresult ofa law enforcement investication.

Operator agrees 1o adhere to all requirements in applicable state and federal Taw with respect
to a Data breach or disclosure. including any required responsibilities and procedures for
nottfication or mitigation

In the eve

]

i

Opera
The Operator’s ob

N

el

incurred by the TLEA
OF 111 DA
DEOVIC

A Ay imm

O has breag

el

1C0

it ol breach or unauthorized disclosure. the Operator shall cooperate fully with
the I EA meludimg. but not hmited to providing appropriate notitication to individuals
impacted by the breac

vor disclosure. Operator will reimburse the LEA in full tor all costs
v ivestication and remediation of any Security Breach caused inwhole

JdL¢

o B

by Operator or Opcerator’s subprocessors. including but not Himited to costs ol
ing notthication and providing one vear's credit monitoring to affected individuals if
posed during the breach coulc

be used to commit tinancial identity theft.

v Lernna
vaterial e

¢ the Service Agreement if the T EA determines the
m ot tns DPA.

eations under Section 7 shall survive termination of this DPA and
Service Agreement until all Data has been returned and/or Securely Destroved.



ARTICLE VI- GENERAL OFFER OF PRIVACYTERMS

. General Offer of Privacy Terms. Operator mav. by signing the attached Form of General Otfer of Privacy
Terms (General Otter. attached as Exhibit ). be bound by the terms of this DPA to anv other L EA who SEUTS
the acceptance i said Exhibit

ARTICLE Vil
MISCELLANEQOUS

1. derm. The Operator shadl be bound by this DPA Tor the duration of the Service Agreement or so long as the
Operator mamtains any Data. Notwithstanding the foregoing. Operator agrees to be bound by the terms and
obligations of this DPA for no fess than three (3) vears.

2. dermination. Inthe event that cither party seeks to terminate this DPA. they mav do so by mutualwritten
consent so tong as the Service Agreement has lapsed or has been terminated.

3. LEffect of Termination Survival. Hthe Service Agreement s termunated. the Operator shall dispose ot all of
LEATS Data pursaant 1o Article V. section 3.
4. Lriority of Agreements. This DPA shall govern the treatment of Data in order to comply with the privacy

protections. meluding those found in FERPA and all applicable privacy statutes cited in this DPA. i the
event there is contlict between the terms of the DPA and the Service Agreement. or with any other bid REP.
ieense agreement, terms ol service. privacy policy, or other writing, the terms of this DPA shall apply and
Lake precedence. bxceeptas described in this paragraph. all other provisions of the Service Agreement shall
rematn i etiect.

. detice. Al notices or other communication required or permitted to be given hereander must be inwritine
and given by personal delivery. facsimile or e-mail transmission (i contact intormation is provided for the
spectiic mode ot do

very). or first-class mail, postage prepaid. sent to the designated representatives betore:

-

Hhe designated representative for the Operator for this Agreement is:

Amy | Box 7]

[-1rst Name:

Hox 8
Last Names _ o Chubner _ _____ [Box 8
| . | Box ¢
Operator s Company Name: The DBQ Company |Box 9]
Title of Representative: Director of Operations Box 10

Fhe designated representative tor the T EA for this Aereement is:

irs Name:  Jacob L o 1
st Name Tiley B R Box 12]
LA Noame- Eagle Mountain-Saginaw ISD [Box 13
Title of RCPI'CHL"HHﬂ.i‘V’Ef Instructional Media SpeC|aI|S_t | | IH{‘JT\’ i—”




Y.

Fi).

1.

e Agreement. This DPA constitutes the entire agreement of the parties relating to the subject matter
and aupuauiu AH prior comniunications. representations, or agreements. oral or written. by the Parties.
This DPA may be amended and the observance of any provision of this DPA may be warved (either
cenerally ormany particular instance and either retroactively or prospectivelyy ondy with the stened written
consent of both parties. Neither failure nor defay on the part of any party in CNCICISING any rwhl PDOWET, Or
privilege hereunder shall operate as o waiver of such right. nor shall any siele or partial exercise of any

such rights power. or privilege prectude any further exercise thereof or the exercise of any other nght.
power. ot privileoe.

Severability. Any provision of this DPA that is prohibited or unentorceab
such jurisdiction. be metfective to the extent o

any purisdiction shatl, as to
such prohibition or unenforceability without invalidating the
remaining provisions of this DPALand any such prohibition or unen orceabihiny m any jurisdiction shall not
mvalidate or render | provision i any other jurisdiction. Notwithstanding the foregoing.
i such provision could be more narrowly drawn so as not 1o be prohibited or unenforceable in such
rurisdiction while. at the same time, maintaining the intent of the parties. it shall. as to suc 1 jurisdiction, be
SO narrowly drawn without invalidating the remaining provisions of this DPA or affecting the valdity or
cnforceability of such provision in any other jurisdiction.

¢

yoverning Law: Venue . risdicton. [HIS DPAWILL BE GOVERNED BY AND CONSTRUED
IN ACCORDANCE WITH THE LAWS OF THE STATE OF TEXAS. WITHOUT REGARD 10O
CONFLICTS OF AW PRINCIPLES, EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE TURISDICTION TO THE STATEAND FEDFRAL COURTS FOR THE COUNTY IN
WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING OUT OF OR RELATING TO
THIS SERVICE AGREEMENT ORTHE TRANSACTIONS CONTEMPLATED HEREBY.

Authority. Operator represents that it s authorized to bind to the terms of this DPA. ncluding
contidentiahty and destruction of Data and any portion thereot contained therein. all related or associated
institutions. individuals, emplovees or contractors who may have access 1o the Data and or ANV portion
thereot. or may own. lease or control equipment or facilities of any kind where the Data and portion
thereot is stored. maintained or used in any way.

Waiver. Wanver by any party 1o this DPA of any breach of any provision of this DPA or warranty  of
representation set forth herein shall not be construed as a waiver of any subsequent breach of the same
or any other provision. The faiture to exercise any richt under this DPA shall not operate as a waiver of
such rightt All rights and remedies provided tor in this DPA are cumulative. Nothing m this DPA shal
be construed as a waiver or relinguishment of any covernmental immunities or defenses on behali of
e TEAL s trustees. officers. emplovees. and agents as a result of the execution ol this DPA or
pertormance of the tunctions or oblications described herein.

Asstgnment. The Parties may not assign therr rights. duties. or oblications under this DPA. cither in who
or in part. without the prior written consent of the other Party except that cither party may assign any of its

rights and obligations under this DPA without consent in connection with any merger (includime w 11hum
imitation by operation of faw). consolidation. reoreanization. or sale ot all or auhaltmtmllx all ofits refated

assets or amnlm transaction. This DPA inures 1o the benetitol and shall be binding on the Parties’
perimitted assignees. transterees and successors,

.

\Signature Page Followsy)



IN WITNESS WHEREOF . the parties have executed this DATAPRIVACY AGREFMENT FOR TEXAS
NST2INS THTUTTTONS as of the Tast day noted befow .

e 03/31/21

Pate: {Box 10]

e
[

a

H

Director of Operations

Printed Name: Box 17] TitlePosition: (Box 1§

Amy Chubner

1234 Sherman Ave., Evanston, IL 60202

Address for Notice Purposes:

Box 19

3Y : 9@0(5 % - [ Box 20 [Date: 41912021 |Box 211

Instructional Media Specialist

Printed Name: Jacob Tilley Box 22 Title Position: Box 23]
Address tor Notice Purposes: 1200 OIld Decatur Rd, Fort Worth, TX, 76179 Box 24

Note: Electronic signature not permitted.

10



FEXHIBIT A"

DESCRIPTION OF SERVICES

Desceription s JBox 25

Publisher of print and online educational materials.
Professional development training.

11



instructions: Operator should wentiy 1 EEFA data is collected

i~ cottected to provide the described servi

EXHIBIT ~ B”

SCHEDUL F OF DATA

ces. cheok the boxes

to provide the dese

1hed services, THHEA datg

whicating the data o

cotiected that 1s not histed. use the ~Other™ category to st the data collected.

L

li} We do col

-

< - N
"y *....: s LD »
S e AT # . T & )
P L TR ;
e et g ey . s
-":.- I ._ ::. -.."‘ t..:.j-..'\. .

ety

Apphication
Meta

echnotogy
)ata

...........
...........

Apphcation Use
Statisties

ASsessiment

................

Attendance

Comnmunications

Conduct

..............

We do not col

SCHEDULE OF DATA

Elements

H2 Addresses of users, tise o

Other application technology meta data-Please specity:

fcoukies ete.

e coltected. H there s data

cct b A Data to provide the described services,

cet LA Data to provide the described services.

Check it used

bv vour
system

x|

Meta data on user mteraction with application- Pleasce

speciiv:

Standardized test scores

Observation data

Other assessment data-Please specify:

Student school tdath)y attendance data

Stadent class attendance data

Onitne communications that are captured (emails. blog

CIHTICS )

Conduct or behavioral data

Date of Barth

—

I i

12



Piace of Binth

B : 17'3..: Ciender

Demographies L thinicity or race

anguage mformation (native. preterred or primary
angtiiee spoken by student)

Other demographic information-Please speciiy:

Student school enrollment

Student grade feve

Homeroom

Ciindance counselor

Fovothimoent

Speciiic curriculum programs

s Y ear ol eraduation

Other enroliment mtormation-Please specify:

Address

Soinss Parent Guardian Contact .
AL . manl
R Information

Phone

1 el

Parent: Guardian 1D Parcnt 1D number (created to Hink parents to students)

oo Parent/Guardian Name First and or | ast

Student scheduled courses
Schedule

1 cacher names

.nglish Tanguage learner information

L OW HICOme status

R Medrcal alerts  health data

........

o * Student disabihity informatio
Spectal indicator L disi Nl Hon

Spectalized education services (TEP or 304

Living sttuations thomeless/toster care)

; Other mdicator mformation-Please specity:

oUUULD OO0 O O OO0 00000000 D ooo




Check tf used
£ I Category of Data Flements by your
e System

A dd FCSS

sl Srudent Contact

e i Ll
[nformation

Phone

L.ocal (School district) 1D number

State HD) number

Vendor App assigned student 1D number

Student app username

Student app passwords

________________

oo Student Name First and or Tast

Program/application performance (typine proeram-student
types 60 wpm. reading program-student reads below grade
level)

o Swudent In App
Semelen Performance

s R e ey
T T vl R
® - by -t

o Stadent Program Acadenmic or extracurricular activities a student may be

Ong

wooto Membership (O Or participate in

........

T

Lo Student Survey

s Responses Student responses o surveys or questioniaires

Student generated content: writing. pictures etc.

SRR Studentwork Other student work data -Please specify:

Gl 0 /I I I | Y I

Student course erades

Student course data

Student course grades/performance scores

Other transeript data -Please specity

v -

Student bus asstenment

b

U O DOE

Student pick up and or drop ot location

14



e L

_________________________________

..........

oo Transportation

___________________________

.........................
. oL I AR

Student bus card 1D number

Other transportation datu -Please speciiy:

Please st each addivionat data element used.

cottected through the services detined in bx

stored or
1hit A

L
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DUEFINTTTONS
HB Z087: 1he statutory designation tor what is now Texas Fducation Code Chapler 32 relatimg to pupi records.

Data: Duata shall include. but is not limited 1o, the tollowing: student data. educational records. cmplovee data,
metadata. user content. course content. materials, and any and all data and information that the District (or any
authorized end user(s)) uploads or enters through their use of the product. Data also s wectfically mcludes all personally
ientitiable mtormation in education records. directory data. and other non-public information for the pUrposes of
Fexasand Federal Taws and regulations. Data as specified in Exhibit B s contirmed to be collected or processed by the
Operator pursuant to the Services. Data shall not constitute that information that has been anonvimized orde-tdentitied.
Or anonyimous usage data regarding a student’s use of Operator’s services.

De-ldentitied Information (DI: De-Identified Information is Data subjected 1o a process by which any Personally
ldentitiable tntormation ("PHT) is removed or obscured in a wav that eliminates the risk of disclosure of the dentity of
the mdividual or information about them. and cannot be reasonably re-identitied.

Data Destruction: Provider shall certify 1o the District in writing that all copies of the Data stored in any manner by
Provider have been returned o the District and permanently erased or destroved using idustry best practices Lo assure
complete and permanent erasure or destruction. These industry best practices include. but are not limited to. CHsUring
that all files are completely overwritten and are unrecoverable. Industry best practices do not include simple file
defetions or media high Tevel formatting operations.

NST 800-63-3: Dralt National Institute of Standards and Technolouy ("NIST™) Spectad Pubhication 80O0-63-3 Dieal
Authentication Guidehne.

Personally Identifiable Information (PH): The terms “Personally 1dentitiable Information™ or P shall include.
but are not himited to. Data. metadata. and user or pupil-generated content obtained by reason of the use ol Operator s
software, website. service. or app. including mobile apps. whether vathered bv Operator or provided by LEA or its
users, students. or students” parents/guardians, PH includes Indirect Tdentitiers. which is anv information that. either
dlone or maggregate. would allow a reasonable person to be able to identifty a student to a reasonable certamty. For
purposes of this DPAL Personally Identifiable Information shall include the categories of intormation listed in the
defimtion of Data.

Pupil-Generated Content: The term “pupil-generated content”™ means materials or content created by a pupt! during
and for the purpose of education including. but not limited to. essays. research reports. portiolios, creative writing.,
mustc or other audio files. photographs. videos. and account information that cnables ongomg ownership ot pupil
content,

Subscribing LEA:D A TEA that was not party o the original Services Acereenent and who accepts the Operator’s
General Ofter of Privacy Terms.

Subprocessor: For the purposes of this Agreement. the  term “Subprocessor™  (sometimes  referred 10 as

the “Subcontractor™) means a party other than TEA or Operator. who Operator uses for data cotlection. analvtics.
storage. or other service to operate and/or improve its software. and who has access o Pl1.

Targeted Advertising: Targeted advertising means presenting an advertisement o a student where the selection of the
advertisement is based on student information. student records or student cenerated content or inferred over time trom
the usage of the Operator’s website. online service or mobile application by such student or the retention of such
student's onbinge acuvities or requests over time.

Fexas Student Privacy Alliance: The Texas Student Privacy Alliance (TXSPA) s a collaborative oroup of Fexas
school districts that share common concerns around student privacy. The coal of the TXSPA s to set standards of both
practice and expectations around student privacy such that all parties invohved have a conmon understanding of’
expectations. The Texas K-12 CTO Council is the oreanization that sponsors PXSPA and the TXSPA is the Texas
atfibate of the National Student Privacy Consortium.,
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EXHIBIT «“D”

SAMPLE REQUEST FOR RETURN OR DELETION OF DATA

2 s Bxhibit s optonal and provided as a sample ONLY s intended to provide a LEA an
example of what could be used to reguest a return or deletion of data.

. The DBQ Company

directs Lo
LA OPERATOR
dispose o datacobtained by Operator pursuant to the terms of the Service Aereementbetween
return LA and Operator. The terms of the Disposition arce set forth below:
l.
D Return or Disposition is partial. The categories of data to be disposed of are set forth below or
are found 1 an attachment to this Directive:
l Return or Disposition is Complete. Disposition extends to all catepories of data.
2. Nature of Return or Disposition
Dispositton shall be by destruction or deletion ot data.
|:| Return shall be by a transter of data. The data shall be transterred 1o the following
stte as follows:
17




o

3. Timing of Return or Disposition

Data shall be returned or disposed of by the following date:

AS soon as commercialhy practicable

G By the followimg agreed upon dates

4. Sigmzl tures

Authonized Representative of LEA ale:

5. Merification of Disposition of Data

&

, .'_ _..rf
_ B | B

S

Autluﬂ'izf,c%i Representative of Operator Date:

v
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EXHIBIT “E”

GENERATD OFFER OF PRIVACY TEFRMS

Lpsarucgions: Fhis s an optional b
Lthe terms ot this DPA to any other St
oriemating
readily avatable to other Texas K-12 institutions through t
LEAL alter signing a separate Service Agreement with Ope
ferms.

nbit m which the Operator may. by siening this Exhibit, be bound by
bseribimg [ EAS who sign the acceptance insaid Fxhibit.,
CASHOULD NOT sign this Exhibit, but should make Exhibit L i signed by an Operator.
e FASPA web portal. Should aSubscribing

the Subscribmg 1LEA should counter-sign the [ xhibi

-

1he

ator, want to accept the General Ofter of
tEand notty the Operator that the General

Otfer of Terms have been acceepted by a Subscribing [EA.

1. Offer of Terms
Operator otfers the same privacy protections found in this DPA between it and

|
and winchis dated | 04/01/21 | 1o anv ot

Otter through its signature below. This General Ofter shall extend only to privacy protectionsand
Operator's signature shall not necessarily bind Operator to other terms. such as price. term. or schedule of
services. or to any other provision not addressed in this DPA. The Operator and the other TLEA Mav aiso
ange the data provided by LLEA to the Operator to suit the unique needs of the T EA . The
Operator may withdraw the General Ofter in the eventot:

wr L LA (Subseribine LEAT Y who accepts this General

AZICC 1O ¢

) a material change i the applicable privacy statutes:
)

(|
(2
( >

a material change i the services and products listed i the Originating Service Aureement:

) the exprration of three years after the date of Operator’s signature to this Form,

Operator s
this mtormw

il notity the Texas Student Privacy Alliance (FNSPA) in the event of any withdrawal so that

O Mmay be may be transmitted to the Alliance susers.

atll

~. Date: ety

_* Amy Chubner

Printed Name:

Director of Operations

fitle Position:

2. Subscribing LFA

A Subsertbing EEAL Dby signing a separate Service Agreement with Operator. and
accepts the General Offer of Privacy Terms. The Subscribing LLEA and Operator s
by the same terms of this DPAL The Subscri
Opetrator that it has accepted this General O
has recerved satd notification.

OV s signature below,
wall therelore be bound
bing LEAL also by 1ts signature below, agrees to notify
fercand that such General Ofter is not effective until Operator

Y

P ate:

Printed Name:

Title Posttion:
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EXHIBIT “ F~

DATASECURITY

‘. - | "y L ] | ]
| . ) BA™ - - r - s - - )
1 \ - 1 Neit RIEAVIN I

Paula Fr_ohman

Named Security Contact

paula@dbqgproject.com

Fnatl of Security Contact

847-475-4007

Phone Number of Security Contact

Boy 261

Box 27

IBox 28]

|Box 29]

Box 30|
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