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EXHIBIT “C” 

D(),1,7,21S 

AB 1584, Buchanan: 7hH stDtXtor\ GHsiJQDtioQ Ior ZhDt is QoZ &DliIorQiD (GXcDtioQ &oGH � �������� 
rHlDtiQJ to SXSil rHcorGs� 

De-Identifiable Information (DII): DH�,GHQtiIicDtioQ rHIHrs to thH SrocHss E\ Zhich thH 
PrRYLGer rHPoYHs or oEscXrHs DQ\ 3HrsoQDll\ ,GHQtiIiDElH ,QIorPDtioQ �³3,,´� IroP stXGHQt rHcorGs iQ 
D ZD\ thDt rHPoYHs or PiQiPi]Hs thH risN oI GisclosXrH oI thH iGHQtit\ oI thH iQGiYiGXDl DQG iQIorPDtioQ 
DEoXt thHP� 

Educational Records� (GXcDtioQDl 5HcorGs DrH oIIiciDl rHcorGs� IilHs DQG GDtD GirHctl\ rHlDtHG to 
D stXGHQt DQG PDiQtDiQHG E\ thH school or locDl HGXcDtioQ DJHQc\� iQclXGiQJ EXt Qot liPitHG to� 
rHcorGs HQcoPSDssiQJ Dll thH PDtHriDl NHSt iQ thH stXGHQt¶s cXPXlDtiYH IolGHr� sXch Ds JHQHrDl 
iGHQtiI\iQJ GDtD� rHcorGs oI DttHQGDQcH DQG oI DcDGHPic ZorN coPSlHtHG� rHcorGs oI 
DchiHYHPHQt� DQG rHsXlts oI HYDlXDtiYH tHsts� hHDlth GDtD� GisciSliQDr\ stDtXs� tHst Srotocols DQG 
iQGiYiGXDli]HG HGXcDtioQ SroJrDPs� )or SXrSosHs oI this D3$� (GXcDtioQDl 5HcorGs DrH rHIHrrHG to Ds 
StXGHQt DDtD�  

NIST� DrDIt 1DtioQDl ,QstitXtH oI StDQGDrGs DQG 7HchQoloJ\ �³1,S7´� SSHciDl 3XElicDtioQ DiJitDl 
$XthHQticDtioQ *XiGHliQH� 

Operator: 7hH tHrP ³2SHrDtor´ PHDQs thH oSHrDtor oI DQ ,QtHrQHt :HEsitH� oQliQH sHrYicH� 
oQliQH DSSlicDtioQ� or PoEilH DSSlicDtioQ Zith DctXDl NQoZlHGJH thDt thH sitH� sHrYicH� or DSSlicDtioQ 
is XsHG SriPDril\ Ior .±�� school SXrSosHs DQG ZDs GHsiJQHG DQG PDrNHtHG Ior .±�� school 
SXrSosHs� )or thH SXrSosH oI thH SHrYicH $JrHHPHQt� thH tHrP ³2SHrDtor´ is rHSlDcHG E\ thH tHrP 
³3roYiGHr�´ 7his tHrP shDll HQcoPSDss thH tHrP ³7hirG 3Drt\�´ Ds it is IoXQG iQ DSSlicDElH stDtH stDtXtHs� 

Personally Identifiable Information (PII): 7hH tHrPs ³3HrsoQDll\ ,GHQtiIiDElH ,QIorPDtioQ´ or 
³3,,´ shDll iQclXGH� EXt DrH Qot liPitHG to� stXGHQt GDtD� PHtDGDtD� DQG XsHr or SXSil�JHQHrDtHG coQtHQt 
oEtDiQHG E\ rHDsoQ oI thH XsH oI 3roYiGHr¶s soItZDrH� ZHEsitH� sHrYicH� or DSS� iQclXGiQJ PoEilH 
DSSs� ZhHthHr JDthHrHG E\ 3roYiGHr or SroYiGHG E\ /($ or its XsHrs� stXGHQts� or stXGHQts¶ 
SDrHQts/JXDrGiDQs� 3,, iQclXGHs ,QGirHct ,GHQtiIiHrs� Zhich is DQ\ iQIorPDtioQ thDt� HithHr DloQH or iQ 
DJJrHJDtH� ZoXlG DlloZ D rHDsoQDElH SHrsoQ to EH DElH to iGHQtiI\ D stXGHQt to D rHDsoQDElH cHrtDiQt\� 
)or SXrSosHs oI this D3$� 3HrsoQDll\ ,GHQtiIiDElH ,QIorPDtioQ shDll iQclXGH thH cDtHJoriHs oI 
iQIorPDtioQ listHG iQ thH GHIiQitioQ oI StXGHQt DDtD� 

Provider: )or SXrSosHs oI thH SHrYicH $JrHHPHQt� thH tHrP ³3roYiGHr´ PHDQs SroYiGHr oI 
GiJitDl HGXcDtioQDl soItZDrH or sHrYicHs� iQclXGiQJ cloXG�EDsHG sHrYicHs� Ior thH GiJitDl storDJH� 
PDQDJHPHQt� DQG rHtriHYDl oI SXSil rHcorGs� :ithiQ thH D3$ thH tHrP ³3roYiGHr´ iQclXGHs thH tHrP 
³7hirG 3Drt\´ DQG thH tHrP ³2SHrDtor´ Ds XsHG iQ DSSlicDElH stDtH stDtXtHs� 

Pupil Generated Content: 7hH tHrP ³SXSil�JHQHrDtHG coQtHQt´ PHDQs PDtHriDls or coQtHQt crHDtHG E\ D 
SXSil GXriQJ DQG Ior thH SXrSosH oI HGXcDtioQ iQclXGiQJ� EXt Qot liPitHG to� HssD\s� rHsHDrch 
rHSorts� SortIolios� crHDtiYH ZritiQJ� PXsic or othHr DXGio IilHs� ShotoJrDShs� YiGHos� DQG DccoXQt 
iQIorPDtioQ thDt HQDElHs oQJoiQJ oZQHrshiS oI SXSil coQtHQt� 
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Pupil Records: 0HDQs Eoth oI thH IolloZiQJ� ��� $Q\ iQIorPDtioQ thDt GirHctl\ rHlDtHs to D SXSil thDt is 
PDiQtDiQHG E\ /($ DQG ��� DQ\ iQIorPDtioQ DcTXirHG GirHctl\ IroP thH SXSil throXJh thH XsH oI 
iQstrXctioQDl soItZDrH or DSSlicDtioQs DssiJQHG to thH SXSil E\ D tHDchHr or othHr /($ HPSlo\HH� )or thH 
SXrSosHs oI this $JrHHPHQt� 3XSil 5HcorGs shDll EH thH sDPH Ds (GXcDtioQDl 5HcorGs� StXGHQt 3HrsoQDl 
,QIorPDtioQ DQG &oYHrHG ,QIorPDtioQ� Dll oI Zhich DrH GHHPHG StXGHQt DDtD Ior thH SXrSosHs oI this 
$JrHHPHQt�  

Service Agreement� 5HIHrs to thH &oQtrDct or 3XrchDsH 2rGHr to Zhich this D3$ sXSSlHPHQts DQG 
PoGiIiHs� 

School Official� )or thH SXrSosHs oI this $JrHHPHQt DQG SXrsXDQt to �� &)5 ����� �%�� D School 
2IIiciDl is D coQtrDctor thDt� ��� 3HrIorPs DQ iQstitXtioQDl sHrYicH or IXQctioQ Ior Zhich thH DJHQc\ or 
iQstitXtioQ ZoXlG othHrZisH XsH HPSlo\HHs� ��� ,s XQGHr thH GirHct coQtrol oI thH DJHQc\ or iQstitXtioQ 
Zith rHsSHct to thH XsH DQG PDiQtHQDQcH oI HGXcDtioQ rHcorGs� DQG ��� ,s sXEMHct to �� &)5 ������D� 
JoYHrQiQJ thH XsH DQG rH�GisclosXrH oI SHrsoQDll\ iGHQtiIiDElH iQIorPDtioQ IroP stXGHQt rHcorGs�  

SOPIPA: 2QcH SDssHG� thH rHTXirHPHQts oI S23,3$ ZHrH DGGHG to &hDStHr ���� �coPPHQciQJ Zith 
SHctioQ ������ to DiYisioQ � oI thH %XsiQHss DQG 3roIHssioQs &oGH rHlDtiQJ to SriYDc\� 

Student Data: StXGHQt DDtD iQclXGHs DQ\ GDtD� ZhHthHr JDthHrHG E\ 3roYiGHr or SroYiGHG E\ /($ or its 
XsHrs� stXGHQts� or stXGHQts¶ SDrHQts/JXDrGiDQs� thDt is GHscriStiYH oI thH stXGHQt iQclXGiQJ� EXt Qot liPitHG 
to� iQIorPDtioQ iQ thH stXGHQt¶s HGXcDtioQDl rHcorG or HPDil� Iirst DQG lDst QDPH� hoPH DGGrHss� tHlHShoQH 
QXPEHr� HPDil DGGrHss� or othHr iQIorPDtioQ DlloZiQJ oQliQH coQtDct� GisciSliQH rHcorGs� YiGHos� tHst 
rHsXlts� sSHciDl HGXcDtioQ GDtD� MXYHQilH GHSHQGHQc\ rHcorGs� JrDGHs� HYDlXDtioQs� criPiQDl rHcorGs� 
PHGicDl rHcorGs� hHDlth rHcorGs� sociDl sHcXrit\ QXPEHrs� EioPHtric iQIorPDtioQ� GisDEilitiHs� 
socioHcoQoPic iQIorPDtioQ� IooG SXrchDsHs� SoliticDl DIIiliDtioQs� rHliJioXs iQIorPDtioQ tH[t PHssDJHs� 
GocXPHQts� stXGHQt iGHQtiIiHs� sHDrch DctiYit\� Shotos� YoicH rHcorGiQJs or JHolocDtioQ iQIorPDtioQ� 
StXGHQt DDtD shDll coQstitXtH 3XSil 5HcorGs Ior thH SXrSosHs oI this $JrHHPHQt� DQG Ior thH SXrSosHs oI 
&DliIorQiD DQG IHGHrDl lDZs DQG rHJXlDtioQs� StXGHQt DDtD Ds sSHciIiHG iQ ([hiEit ³%´ is coQIirPHG to EH 
collHctHG or SrocHssHG E\ thH 3roYiGHr SXrsXDQt to thH SHrYicHs� StXGHQt DDtD shDll Qot coQstitXtH thDt 
iQIorPDtioQ thDt hDs EHHQ DQoQ\Pi]HG or GH�iGHQtiIiHG� or DQoQ\PoXs XsDJH GDtD rHJDrGiQJ D stXGHQt¶s 
XsH oI 3roYiGHr¶s sHrYicHs� 

SDPC (The Student Data Privacy Consortium): 5HIHrs to thH QDtioQDl collDEorDtiYH oI schools� 
Gistricts� rHJioQDl� tHrritoriHs DQG stDtH DJHQciHs� Solic\ PDNHrs� trDGH orJDQi]DtioQs DQG PDrNHtSlDcH 
SroYiGHrs DGGrHssiQJ rHDl�ZorlG� DGDStDElH� DQG iPSlHPHQtDElH solXtioQs to JroZiQJ GDtD SriYDc\ 
coQcHrQs� 
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Subscribing LEA: $Q /($ thDt ZDs Qot SDrt\ to thH oriJiQDl SHrYicHs $JrHHPHQt DQG Zho DccHSts thH 
3roYiGHr¶s *HQHrDl 2IIHr oI 3riYDc\ 7HrPs� 

Subprocessor: )or thH SXrSosHs oI this $JrHHPHQt� thH tHrP ³SXESrocHssor´ �soPHtiPHs rHIHrrHG to Ds 
thH ³SXEcoQtrDctor´� PHDQs D SDrt\ othHr thDQ /($ or 3roYiGHr� Zho 3roYiGHr XsHs Ior GDtD collHctioQ� 
DQDl\tics� storDJH� or othHr sHrYicH to oSHrDtH DQG/or iPSroYH its soItZDrH� DQG Zho hDs DccHss to 3,,�  

Targeted Advertising� 7DrJHtHG DGYHrtisiQJ PHDQs SrHsHQtiQJ DQ DGYHrtisHPHQt to D stXGHQt ZhHrH thH 
sHlHctioQ oI thH DGYHrtisHPHQt is EDsHG oQ stXGHQt iQIorPDtioQ� stXGHQt rHcorGs or stXGHQt JHQHrDtHG 
coQtHQt or iQIHrrHG oYHr tiPH IroP thH XsDJH oI thH 3roYiGHr¶s ZHEsitH� oQliQH sHrYicH or PoEilH 
DSSlicDtioQ E\ sXch stXGHQt or thH rHtHQtioQ oI sXch stXGHQt¶s oQliQH DctiYitiHs or rHTXHsts oYHr tiPH� 

Third Party� 7hH tHrP ³7hirG 3Drt\´ PHDQs D SroYiGHr oI GiJitDl HGXcDtioQDl soItZDrH or sHrYicHs� 
iQclXGiQJ cloXG�EDsHG sHrYicHs� Ior thH GiJitDl storDJH� PDQDJHPHQt� DQG rHtriHYDl oI SXSil rHcorGs� 
+oZHYHr� Ior thH SXrSosH oI this $JrHHPHQt� thH tHrP ³7hirG 3Drt\´ ZhHQ XsHG to iQGicDtH thH SroYiGHr 
oI GiJitDl HGXcDtioQDl soItZDrH or sHrYicHs is rHSlDcHG E\ thH tHrP ³3roYiGHr�´ 
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EXHIBIT “D” 

D,5(&7,9( )25 D,S32S,7,21 2) D$7$ 

GirHcts to 
GisSosH oI GDtD oEtDiQHG E\ PrRYLGer SXrsXDQt to thH tHrPs oI thH SHrYicH $JrHHPHQt 

EHtZHHQ /($ DQG PrRYLGer� 7hH tHrPs oI thH DisSositioQ DrH sHt Iorth EHloZ� 

Extent of Disposition 

DisSositioQ shDll EH� 

BBBB 3DrtiDl� 7hH cDtHJoriHs oI GDtD to EH GisSosHG oI DrH Ds 
IolloZs� 

BBBB &oPSlHtH� DisSositioQ H[tHQGs to Dll cDtHJoriHs oI GDtD� 

Nature of Disposition 

DisSositioQ shDll EH E\� 

BBBB DHstrXctioQ or GHlHtioQ oI GDtD� 

BBBB 7rDQsIHr oI GDtD� 7hH GDtD shDll EH trDQsIHrrHG Ds sHt Iorth 
iQ DQ DttDchPHQt to this DirHctiYH� )olloZiQJ coQIirPDtioQ IroP 
/($ thDt GDtD ZDs sXccHssIXll\ trDQsIHrrHG� 3roYiGHr shDll 
GHstro\ or GHlHtH Dll DSSlicDElH GDtD�  

Timing of Disposition 

DDtD shDll EH GisSosHG oI E\ thH 
IolloZiQJ GDtH� 

BBBB $s sooQ Ds coPPHrciDll\ SrDcticDElH 

BBBBB%\ �,QsHrt DDtH� BBBBBBBBBBBBB 

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB BBBBBBB 
$Xthori]HG 5HSrHsHQtDtiYH oI /($  DDtH 

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB BBBBBBB 
9HriIicDtioQ oI DisSositioQ oI DDtD   DDtH 
E\ $Xthori]HG 5HSrHsHQtDtiYH oI 3roYiGHr  
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DDtH�    BBBBBBBBBBBBBBBBBBBBBBBBBBBB          

7itlH/3ositioQ�BBBBBBBBBBBBBBBBBBBBBBB

%<� BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB 

3riQtHG 1DPH� BBBBBBBBBBBBBBBBBBBBBBBB 

2� Subscribing LEA

$ SXEscriEiQJ /($� E\ siJQiQJ D sHSDrDtH SHrYicH $JrHHPHQt Zith 3roYiGHr� DQG E\ its siJQDtXrH EHloZ� 
DccHSts thH *HQHrDl 2IIHr oI 3riYDc\ 7HrPs� 7hH SXEscriEiQJ /($ DQG thH 3roYiGHr shDll thHrHIorH EH 
EoXQG E\ thH sDPH tHrPs oI this D3$� 

%<� BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB  

3riQtHG 1DPH�BBBBBBBBBBBBBBBBBBBBBBBBB 

DDtH�   BBBBBBBBBBBBBBBBBBBBBBBBBBBBB 

7itlH/3ositioQ�BBBBBBBBBBBBBBBBBBBBBBBB 

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS 
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW 

Name:_____________________________ 

Title:______________________________ 

Email Address: __________________________________________________ 

EXHIBIT “E” 

*(1(5$/ 2))(5 2) 35,9$&< 7(50S 

1� Offer of Terms
3roYiGHr oIIHrs thH sDPH SriYDc\ SrotHctioQs IoXQG iQ this D3$ EHtZHHQ it DQG
DQG Zhich is GDtHG                      to DQ\ othHr /($ �³SXEscriEiQJ /($´� Zho DccHSts this
*HQHrDl 2IIHr thoXJh its siJQDtXrH EHloZ� 7his *HQHrDl 2IIHr shDll H[tHQG oQl\ to SriYDc\ SrotHctioQs
DQG 3roYiGHr¶s siJQDtXrH shDll Qot QHcHssDril\ EiQG 3roYiGHr to othHr tHrPs� sXch Ds SricH� tHrP� or
schHGXlH oI sHrYicHs� or to DQ\ othHr SroYisioQ Qot DGGrHssHG iQ this D3$� 7hH 3roYiGHr DQG thH othHr
/($ PD\ Dlso DJrHH to chDQJH thH GDtD SroYiGHG E\ /($ to thH 3roYiGHr iQ ([hiEit �%� to sXit thH
XQiTXH QHHGs oI thH /($� 7hH 3roYiGHr PD\ ZithGrDZ thH *HQHrDl 2IIHr iQ thH HYHQt oI� ��� D
PDtHriDl chDQJH iQ thH DSSlicDElH SriYDc\ stDtXWHs� ��� D PDtHriDl chDQJH iQ thH sHrYicHs DQG
SroGXcts�sXEMHct listHG iQ thH 2riJiQDtiQJ SHrYicH $JrHHPHQt� or thrHH ��� \HDrs DItHr thH GDtH oI
3roYiGHr¶s�siJQDtXrH to this )orP� 3roYiGHr shDll QotiI\ &(73$ iQ thH HYHQt oI DQ\ ZithGrDZDl
so thDt this�iQIorPDtioQ PD\ EH trDQsPittHG to thH $lliDQcH¶s XsHrs�
3roYiGHr�

SXEscriEiQJ /($�



�� 

EXHIBIT “F” DATA SECURITY REQUIREMENTS 

>,1S(57 $DD,7,21$/ D$7$ S(&85,7< 5(48,5(0(17S +(5(@ 
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