
AN OVERVIEW OF THE CALIFORNIA STUDENT DATA PRIVACY AGREEMENT 

Introduction: Since the passane of AB 154. (now found at California Education Code section 49073 it. 
school districts have strugoled to incorporate its required provisions in their contracts with digits! 
providers. Two reasons account for a large portion of these difficulties. First. school districts often do 
not have the legal resources to D09 o aft leLMUNr comphani pri or pruvisoris espealh Mricil toc 
are ncoeattntr ith digital providers who may be resistant to change contract provision the proider 
have crafted for their owji purposes often at considerable expense- Second, other school disLricLs are 
often reluctant to adopt the products for their school district. especially if they do not know whether 
these other agreements have been lvgalhi reviewed, and by persons who arc comfortable in the ne Iav 
of data privacy. 

The Calithrnia Student Data Privacy Agreement (referred to here as the [WA") attempts to tackle these 
two challenges head on. First, it has been reviewed by several sets of legal and suhect matter experts 
ranging from the Federal government. private attorneys, and educators working in the data privacy held 
both within the State of California and beyond. Users of this document can know with a high degree of 
confidence, that it meets both the requirements of Federal and California State law. 

School districts using this [WA br their digital contracts can, by uploading the executed DPA into the 
Calithmia Student Privacy Alliance CCSPA"I website. make the DPA availhie for use by other school 
districts. This includes school districts both within California and outside of Calilbrnia, since California 
is now a member of a nationwide data contract exchange maintained by the Student Data Privacy 
Consortium ("SDPC), 

Practical Document: Legal compliance was not the only objective of the drafters of this DPA. They also 
sought to make this a practical and useful document: therefore this document contains provisions that 
will be of assistance to those persons. at the District and the Vendors who will administer the digital 
program established by the underlying agreement. We will briefly note some of the more important 
provisions of the TWA: 

(a) Nature of Digita/ Services: Paragraph 2 of Article I of the DPA describes the service to be 
provided h the digital endor. Such a description is often ameong in man digital contracts Ha ing a 
short and workable summary of the erVice5 will also provide a description of the benefits of such a 
service to members of the educational community, a vital component in the acceptance and 
dissemination of educational digital products. 

(b) Types of Data io he Lrm j rred Paragraph 3 of A ide I provides an opportunity for the 
Vedar and the District to list the types of student data that the providers will need'in order to perform 
its services. This listing can be accomplished either by listing the types of data to be transfer-red in the 
text of the [WA or hy checking the data "boxes" in Exhibit B the Schedule of Data, attached to the 
DPA- 



ci L)excripiions of Data Secw-i!. This provision is limnd at Paragraph 1 of Article V. it was 
perhaps the most challenging section of the DPA. especially given the lack of specific data security 
requirements in California law. We therefore resorted to some helpful categories at 

data protection. (including regulating Provider Subproecssors. a- topic often neglected in the law). The 
paragraph nhfle also allowing the provider to flesh out their security measures in an attachment to the 
DPA We are optimistic that provider attachments voll increase public confidence in digital products. 
because it has been our experience that many digital providers have elaborate and robust data security 
systems 

id Defi,thiwrr:  In development of the DPA, we Ihund that different laws used identical terms 
hut with different meaninus To avoid confusion and enable all stakeholders to understand the DPA, vN,e 
fell an important component was a Definition of Terris or Exhibit C. 

Partnership: Readers of this DPA mac detect a more neutral tune than that found in mmiv DPAs and 
which takes into account provider interests. This includes the creation of commensurate data protection 
duties for school districts. This approach is deliberate. The authors of this DPA believe that to be 
effective, digital contracts must create a partnership a recognition that is as vitally important  to 
providers as well as chooi district to protect the integrity of student data. 

S'caiahility: Perhaps the most ambitious section of the DPA is the "General Offer of Terms" by the 
Provider regarding studelli data privacy rights. Providers making this voluntary offer (thund at Exhibit 
"F"), agree to be bound to the same privacy terms as found in the DPA to other. future school districts 
who also sign the tWA, Why would a provider ascribe to this offer? Because they. like school 
districts, also wish to avoid the transaction costs and uncertainties of separately negotiating the privacy 
sections of their rkda agreenients with individual school districts. They are also protected by the fact 
that the privacy oiler does not include such items as pricing. which the providers are free to negotiate 
sparatciy, and by the I irnired duration of the offer. 

Leiicth: The drafting, of contracts frequentl\ involves the sacrifice of certain principles. Flere the 
sacrificed quality may be compactness. This DPA is rather long. but it is long for ibur reasons. PiraL it 
hopes to be versatile and used in a number of settings. To do so it must be comprehensive Secondly in 
order to be useful, it employs several attachments which could. in the appropriate circurnsiances be 
discarded. Third, the formatting and font size is generous fr ease of reading. The font sixe can he 
decreased. Finally, the world of digital education is complicated and changing. Perhaps it is in this is 
the one context where we can venture to say that brevity is not a virtue. 

Mechanics: Here are a few practical tips to help you complete the DEA: 

The DPA is provided in pdf romiat ith fumble fields. To see the text that needs to he replaced, 
hover over the tillable fields. On a MAC., to see the text that needs to added, 
you may need to hover on the fillable field and select Control. 

On the specified pages. you Will need to: 



On Cover Poge 

Locate fitlabie field insert Name Of School District or Local Education Agency and insert the name of your LEA. 

Locate tillable field Insert Name of Provider and insert the name of the Provider. 

Locate fillable field Date of Service Agreement and insert the actual date of the agreement. 
On Page l: 

Locate fillable field Insert Name Of School District or Local Education Agency and insert the name of your LEA. 

Locate fillable field insert Name of Provider and insert the name of the Provider. 

Locate fillable field Insert Date and insert the date of the agreement. 

Locate second fillable,  field Insert Date and insert the date of the agreement. 
On Page 2: 
Locate fihlabie field Insert Brief Description of Services and insert See Exhibit A or mark Not Applicable, 

On Page 3,. 
Locate th]abie field insert Categories of Student Data to be provided to the Provider and insert See Exhibit Bur 

mark Not Applicable. 

On Page& 
Locate fillable field Insert County and insert the name of the jurisdictional county. 

On Page 9: 
Locate flilablo field Insert Name of School District or LEA and insert the name of the LEA. 
Locate fillable field Signature No Electronic Signatures Allowed and manually sign the CDSPA. 
Locate fillable field Date of Service Agreement and insert the date signed by the LEA, 
Locate fUlable field Printed Name and insert the name of the individual signing on behalf of the LEA. 

Locate fillable field Title/Position and insert the title/position of the individual signing on behalf of the LEA. 
Locate second fillable field Insert Name of Provider and insert the name of the Provider. 
Locate second tillable field Signature No Electronic Signatures Mowed and manually sign the CDSPA, 
Locate second fillable field Date of Service Agreement and insert the date signed by the Provider. 

Locate second fillable field Printed Name and insert the name of the individual signing on behalf of the Provider. 
Locate second tillable field Title/Position and insert the title/position of the individual signing on behalf of the 
Provider, 

On Page W: 
Locate filla We field Insert Detailed Description of Services Here found as Exhibit A and insect Description of 
Services or mark Not Applicable. 

On Pages 1142: 
Locate tillable fields Check If Use By Your System and check appropriate data element boxes. 
On Page 16: 
Locate filiahie field insert Additional Data Security Requirements Here found  as Exhibit 0 and insert Data 
Security Requirements or mark Not Applicable, 

For Providers who wish to sign the General Offer of Privcv Terms: 
On Page 17 01 Offer of Terms: 
Locate fillable field insert Name of Initiating LEA and insert the name of the initiating LEA, 
Locate tillable field Insert Date and insert the date of the original initiating DPA. 

Locate tillable field Insert Provider Name and insert the name of the Provider, 

Locate tillable field Signature No Electronic Signatures Allowed and manually sign the General Offer of Terms. 
Locate flilable field Date and insert the date signed by the Provider. 
Locate fillable field Printed Name and insert the name of the individual signing on behalf of the Provider. 
Locate fillable field Title/Position and insert the title/position of the individual signing on behalf of the Provider. 
For Subscribing LEAs who wish to accept  the General Offer of Privacy Terms Itgntd by en Proxider: 
On Page 11 #2 Subscribing LEA (without making any changes to #1) 
Locate fillable field Insert Subscribing LA Name and insert the name of the subscribing LEA. 
Locate fillabl field Signature No Electronic Signatures Allowed and manually sign the General Offer of Terms. 
Locate tillable field Date and insert the date the Subscribing LEA accepts the General Offer of Privacy Terms. 
Locate tillable field Printed Name and insert the name of the individual signing on behalf of the Subscribing LEA. 
Locate fillable field Title! Position and insert the title/position of the individual signing on behalf of the 
Subscribing LEA. 

Common Use and rhc Eumre: 11m15.mm iso' i 
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This California Student Data Privacy Agreement ("DPA") is entered into by and between the 
Ventura County Office of EdUCCfiOfl(!ercinafer referred to as 'LEA') and 
Clever thereinafter referred to as Provider") on  April 1, 2017 

- 

The Parties agree to the terms as stated herein. 

RE.(:i I'ALS 

WhEREAS, the Provider has anreed to provide the Local Education Agency ("LEA") with certain 
digital educational services ("Services") pursuant to a conrtact dated AprH 1, 2017 ("Service 
Agreement"): and 

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider may 
receive and the LEA may protide documents or data that are covered by several federal and. statules 
among them, the Family Educational Rights and Privacy Act ("PERPA1 at 20 iJS,C'. 1232g. Children" 
Online Privacy Protection Act ("COPPA"). 13 [S.C. 650165U2 Protection of Pupil Riohrs 
Amendment ("PPA9) 20 U.S.C. 1232 in and 

WHEREAS, the documents and data transferred froni California 1 EAs are also subject to several 
California student privac including AB 1584, found at Cab [hrnia Education Code Section 
490731 and the Student Online Personal Information Protection Act sometimes referred to as either 
"SB 1177" or "SOPIPA") found at California Business and Professions Code section 22584: and 

WHEREAS, the Parties wish to enter into this [WA to ensure that the Service Agreement confbrms to 
the requirements of the privacy laws referred to above and to establish implementing procedures and 
duties: and 

WHEREAS. the Provider may-, by signing the rf}eflcrai  Offer of Privacy Tenus". ag ecs to allow other 
LEAs in California the opportunity to accept and enjoy the benefits of this DPA for the Services 
described herein, without the need to negotiate terms in a separate DPA. 

NOW THEREFORE, for good and valuable consideration, the parties agree  as follows: 

ARTICLE I; PURPOSE AND SCOPE 

I. Purpose of DPA. The puimse of this DPA is tu describe the duties and reponsibi1ities to 
protect student data transmitted to Provider from the LEA pursuant to the Service Agreement. 
including, compliance with all applicable ph acy statutes, including the FERPA. PPRA. COPPA, 
SB 1177 (SOP1PA). and AB 1584. In performing these services, the Provider shall be 
considered a School Official with a legitimate educational interest, and performing services 
otherwise provided by the LEA. Provider shall be under the direct control and supervision of the 
LEA, Control duties are set forth be1o\. 

2. Nature of Scrviccs. Provided. The Provider has agreed to provide the following digital 
educational services described below and as may be further outlined in Exhibit AU  hereto: 



3. Student Data. to He Provided, in order to perform the Services described in the Service 
Agreement, LEA shall provide the categories of data described below or as indicated in the 
Schedule of Data, attached hereto as Exhibit B; 

4. DPA Deflnititmns. The defliiion of trims used in this DPA is found in Exhibit '1C. In the event 
of a conflict, definitions used in this DPA shall prevail over term used in the Service Agreement, 

ARTICLE II: DATA ,OWNERSHIP ANI) AUTIIOREZED ACCESS 

1. Student Data ProertvofLEA. All Student Data or any other Pupil Records tramviniitted to the 
Provider pursuant to the Service Agreement is and will continue to be the property of and under 
the control of the LEA. The Patties agree that as between them all rights. including all 
intellectual property rights: in and to Student Ding or anY other Pupil Records cornemplated per 
the Service Agreement shall remain the exclusive property of the LEA. For the purposes of 
I LRPA the Provider shall be considered a School OlfiLurl under the ontrland dreucn of Lbe 
LEAs as it pertains to the use of student data notwithstanding the above. Provider mar transfer 
pup -generated content to a separate account according to the procedures set forth below. 

2. Parent Access. LEA shall esabiish reasonable procedures by which a parent, legal guardian, or 
eligible student may review personally identifiable information on the pupils records, Correct 
erroneous information, and procedures for the transfer of pupil-generated content to a personal 
account, consistent with the ftmctionaiity of services Provider shall respond in a reasonably 
timely manner to the LEAs request for personally identifiable inlhrmation in a pupils records 
held by the Provider to view or correct as necessmrrv, in the event that a parent of a pupil or other 
individual contacts the Provider to review any of the Pupil Records of Student Data accessed 
pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who will 
follow the necessary and proper procedures regarding the requested information. 

3 jarate Aceornt. Provider shall, at the request of the LEA, transfer Student generated content 
to a separate student account. 

4 Third Party Roguest. Should a Third Pam, including law enforcement and govermuent 
entities, contact Provider with a request for data held by the Provider pursuant to the Services. 
the Provider shall redirect the Third Party to request the data directly from the LEA. Provider 
shall notify the LEA in advance of a compelled disclosure to a Third Party unless legally 
prohibited. 



5 No [nautbnrized LTe. Provider shall not nsa Student Data or infrrnation in a Pupil Record the 
any purpose other than as explicitly specified at the Servae Apeemerit  

6. hrressnrs.  Provider shall enter into written ag cements with all Suhproc.essors performing 
functions pursuant to the Service Agreement, whereby the Suhprocessnm agree protect Student 
Data in manner consistent with the temis of this FlEA 

F Provide Data In CompJjnce With FERPA, LEA shall provide data for the purposes of the 
Service Agreement in compliance with the Family Educational Rights and Privacy Act 

FFRPA t .n 1 S C section 1232 a AB 1554 and the other priiaut sEawtes quoted in  Lbus 
DPA. 

2. Reasonable Precautions. LEA shall take reasorrable precautions to secure usernames, 
passwords. and any other means of gaining access to the services and hosted data. 

3. Unauthorized Access ,  otificatiost LEA shall notify Provider promptl' of any known or 
suspected unauthorized aeecss. LEA will assist Provider in any efforts b Provider to in estieat 
and respond to any unauthorized access. 

4. District Representative, At request of Provider, LEA shall designate an employee or agent of 
the District as the District representative for the coordination and fulfillment of the duties of this 
DPA. 

ARTICLE IV DUTIES OF PROVIDER 

I. Privaevmaneg, The Provider shall comply with all California and Federal laws and 
ngulations pertaining to data privacy and security,  including FERE A COPP A PPRA AB 1 534 
and SOPIPA. 

2, Authorized Use. The data shared pursuant to the Service Agreer-nent. including persistent 
unique identifiers, shall:  he used for no purpose other than the Services stated in the Service  
Anreemera and/or otherwise authorized under the statutes referred to in subsection (1). above, 

3. Employee Obligation. Provider shall require all employees and agents who have access to 
Student Data to comply with all applicable provisions of FERPA laws with respect to the data 
shared under the Service Agreement. Provider agrees to require and maintain an appropriate 
confidentiality agreement from each employee or agent with access to Student Data pursuant to 
the Service Agreement. 



4. No Disclosure. LEA shall not disclose any data obtained under the Service Agreement in a 
manner that could idenfifr an individual student to any other entity in published results of studies 
as authorized by the Service Agreement. Deideutified information may he used by the vendor 
for the purposes of development and improvement of educaiiana sites, services, or applications. 

5. Disposition of Data Provider shall dispose of all personally identifiable data obtained under the 
Service Agreement when it is no onger needed for the purpose for which it s obtained and 
transfer said data to LEA or LENs designee within 60 days of the date of termination and 
according to a schedule and procedure as the Parties may reasonably agree. Nothing in the 
Service Agreement authorizes Provider to maintain personally identifiable data obtained under 
the Service Agreement beyond the time period reasonably needed to complete the disposition. 
Disposi tion shall include (I) the shredding of any hard copies of any Pupil Records; (2) Erasing; 
or (3) Othersvise modifying the personal mtormaLmn in those records to make it unreadable or 
indecipherable. Provider shall provide ikTittea notification to LEA when the Data has been 
disposed. The duty to dispose of Student Data shall not extend to data that has been deideneified 
or placed in a separate Student account pursuant to the other terms of the DPA. Nothing in the 
Service Agreement authorizes Provider to maintain personally identifiable data beyond the time 
period reasonably needed to complete the disposition, 

6. Advertising Prohibition. Provider is prohibited from using Student Data to conduct or assist 
targeted advertising directed at students or their ihmiliesiguardians. This prohibition includes the 
development of a pro file of a student. or their farnilies"guardians or group, for any commercial 
purpose other than providing the service to client, This shall not prohibit Providers from using 
data to make product or service recommendations to LEA. 

ARTICLE Vm DATA PROVISIONS 

1. Data Security, The Provider agrees to abide by and maintain adequate data security,  measures to 
protect Student Data from unauthorized disclosure or acquisition by an unauthorized person. 
The general security duties of Provider are set forth below. Provider may further detail its 
security programs and measures in in Exhibit D" hereto, These measures shall include, but are 
not limited to: 

a Passwords and Employee Access. Provider shall make best efforts practices to secure 
usernames, passwords, and any other means of gaining, access to the Services or to 
Student Data, at a level suggested by Article 43 of NIST 800-6-1-3. Provider shall on, 
provide access to Student Data to employees or contractors that are performing the 
Services. As stated elsewhere in this DPA. employees with access to Student Data shall 
have signed confidentiality agreements regarding said Student Data. All employees with 
access to Student Records shall pass criminal background checks. 

Ii. Destruction of Data. Provider shall destroy all personally identifiable data obtained 
under the Service Agreement when it is no longer needed for the purpose for which it was 
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obtained or transfer said data to LEA or LEA's designee, according  to a schedule and 
procedure as the parties may reasoaabk agree. Nothing in the Service Agreement 
authorizes Provider to maintain personally identifiable data beyond the time period 
reasonably needed to complete the disposition. 

c. Security Prcucos. Both parties agree to maintain securhy protocols that meet industry 
best practices in the transfer or transmission of any data, including ensuring that data may 
only he viewed or accessed by parties legally allowed to do so. Provider shall maintain 
all data obtained or generated pursuant to the Service Agreement in a secure computer 
environment and not copy, reproduce. or transmit data obtained pursuant to the Service 
Agreement except as necessary to fulfill the purpose of data requests by LEA. 

d Employee Training. The Provider shall provide periodic security training to those of its 
employees who operate or have access to the system. Further. Provider shall provide 
LEA with contact information of an employee who LEA may contact if there are any 
security concerns or questions. 

e Security Technology, When the service is accessed using a supported Nwb browser, 
Secure Socket Layer "SSL . or equivalent technology protects information, using both 
server authentication and data eurtvpdon t help ensure that data are safe secure only to 
authorized users. Provider shall host data pursuant to the Service Agreement in an 
environment using a firewall that is periodically updated according to industry standards. 

E Security Coordinator.  Provider shall pros ide the name and contact information of 
Provider's Security Coordinator for the Student Data received pursuant to the Service 
Aggreemeni 

g Subprocessors Bound, Provider shall enter into written agreements wheTebv 
Subprocessors agree to secure and protect Student Data in a manner consistent with the 
terms of this Article V. Pro\ ider shall periodically conduct or review compliance 
monitoring and assessments 1 Subprocess-or s to determine their compliance with this 
Article. 

2.. Data Breach. In the event that Student Data is accessed or obtained  by an unauthorized 
individual, Provider shall provide notilication to LEA within a reasonable amount of time of the 
incident Provider shall follow the following process: 

a. The security breach notification shall be written in plain language. shall be titled "Notice 
of Data Breach." and shall present the information described herein under the following 
headings: "What Happened," What information Was Involved," What We Are Doing" 
What You Can D& and "For More Infonnatiorc" Additional information may he 

provided as a supplement to the notice. 

h. The seein'hy breach notification described abo e in section 2pf shall include, at a 
nunimum, the following information: 

L The name and contact information of the reporting LEA sub}ect to this section. 

H. A list of the types of personal information that were or are reasonably believed to 
have been the subject of a breach. 



iii. If the information is possible to determine at the tine the notice is provided, then 
either (1) the date of the breach, (2) the estimated date of the breach. or i3 the 
date range within which the breach occurred. The notification shall also include 
the date of the notice. 

iv. Whether the notification was delayed as a result of a law eihrcernent 
investigation. if that information is possible to determine at the time the notice is 
provided.. 

v. A aeneral description of the breach incident, if that information is possible to 
determine at the time the notice is provided. 

e. At LENs, discretion. the security breach notification may also include any of the 
tbliowing: 

L infommtioo about what the agency has done to protect individuals whose 
information has been breached. 

IL Advice on steps that the person whose information has been breached may take to 
protect himself or herself. 

d. Any agency that is required to issue a security breach notification pursuant to this section 
to more than MU California residents as a result of a single breach of the security system 
shall electronically submit a single sample copy of that security,  breach notification, 
excluding any personally identifiable inFormation, to the Attorney General. Provider shall 
assist LEA in these efforts. 

•e. At the request and with the assistance of the District Provider shall notify the affected 
parent, legal guardian or eligible pupil of the unauthorized access, which shalt include the 
irtihrmatirm listed in subsections (b) and (c), above. 

Provider may. by signing the attached Form of General Oiler of Privacy Terms (rlGeOera] 

04ffer 1 ). (attached hereto as Exhibit "E'1). he hound by the terms of this DPA to any other LEA v%hu 
signs the Acceptance on said F.xhibiL The Form is limited by the terms and conditions described 
therein. 

ARTICLE VIL MISCELLANEOUS 

1 Term, The Provider shall be hound hv this DPA for the duration of the Service Agreement or so 
long as the Provider maintains any Student Data. Notwithstanding the fbregoing. Provider 
agrees to he bound by the terms and obligations of this DPA for no less than three (3) years. 

2 Termination In the event that either party seeks to terminate this DPA, they may do so by 
mutual riuen consent so tong as the Service Agreement has lapsed or has been terminated, 

3. Effect of Termination Survival, if the Service Agreement is terminated, the Provider shall 
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destroy all of LEAs data pursuant to Article V. section 1W). 

4. Priarft3, ofAreemens This DPA shall govern the treatment of student records- in order to 
comply with the privacy protections, including those found in FERFA and AB 1584. In the 
event there is conflict between the terms of the DPA and the Service Aareement, or with nov 
other hlif'RFP, license agreement, or writing, the terms of this DPA shall ap1y arid take 
precedence. Except as described iii this paragraph herein, all other provisions of the Service 
Agreement shall remain in efiict, 

5Notice, All notices or other communication required or pcm'iitied to be given hereunder must be 
in writing and given by personal delivery, facsimile  or e-mail transmission (if contact 
information is provided for the specific mode of delivery), or first class mail, postage prepaid, 
sent to the addresses set forth herein. 

6. AmIiction of Agreement to Other Agencies, Provider may agree by signing the General 
Offer of Privacy Terms he hound by the terms of this DPA for the services described therein for 
nw Successor Agency who signs a Joinder to this DPA. 

7. Entire Agreement, This DPA constitutes the entire agreement of the parties relating  to th 
subject matter hereof and supersedes nfl prior communications, representations, or agreements, 
oral or uTltten, by the parties relating thereto. This DPA may be amended and the- observance of 
any Provision of this DPA may be waived (either generally or in any particular instance mo 
either retroactively or prospeerively) only with the signed written consent of both parties. 
Neither failure nor delay on the part of any party in exercising any right, power, or privilege 
hereunder shall operate its a waiver of such right, nor -shall any single or partial exercise or any 
such right, power, or privilege preclude any lerthe.r exercise thereof or the exercise of any other 
right, power, or privilege. 

8. SeverabUtv, Any provision of this DPA that is prohibited or unenforceable in any jurisdiction 
shall, as to such jurisdiction, he ineffective to the extent of such prohibition or unenforceabilir 
without invalidating the remaining provisions of this DPA, and any such prohibition or 
un-enfbrrerihii it),  in any jurisdiction shall not invalidate or render unenforceable such provision in 
am otherunsdiclion Notaitlmiandmg the foregoing if such provision could be more narrcnt I ' 
drawn -so as not to be prohibited or renforceabte in such jurisdiction while, at the same time. 
maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn 
without invalidating the remaining provisions of this DPA or affecting the validity or 
enforceability of such provision in any other jurisdiction.. 

9. Governing Law Venue and Jurisdiction. THIS DPA WILT. BE  OOVERJED BY AND 
(ONSTRU[D IN ACCORDANCE "NETH THE LAWS OF THE STATE OF C-LIFORNJA 



WITHOUF REGARD TO COI\TLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS 
AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND 
FEDERAL COURTS LOCATED NN Ventura COUNTY, CALIFORNIA 
FOR ANY DISPUTE ARISING OUT OF OR RELATING TO THIS SERVICE AGREEMENT 
OR THE TRANSACTIONS CONTEMPLATED HEREBY. 

[Signature Page Follows] 
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TN NAITNTESS WIIEREOF the parties have executed this California Student Data Privacy Agreement 

as of the last day noted below. 

Ventura C nty  Office of Education 

April 1 2017 
Date:' 

- Director of Business 
Printed Name: om Etchart TitlefPosition:_________________________ 

enAdida Apri1,2Ol7 
Date: 

7 , VP of Engineering 
Printed NiflL I ttlefPoslflon  

Nate: Electronic signature itprinitted 
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EXHIBIT 

DESCRIPTION OF SERVICES 

Clever is an application management system offered at no cost to districts subject to 
the terms and conditions set forth in Cteverts Terms of Use available at https /1 
clever corn/about/terms It is integrated into the district studentinformatiorisystem 
and ident1tv system to create easy and secure data transportation for roatering and 
provisioning of student accounts for partner apphcations Clever offers single-sign-on 
into any application, a customizable student and teacher portal, and an administrator 
dashboard that allows for easy trouble-shooting and application management. 

The exact data elements used by our application partners varies, according to needs 
and system of each application The minimum required fields are School ID School 
Name, School Number, Student ID, Last Name, First Name, Teacher ID, Teacher 
Email, Teacher First Name, Teacher Last Name, Section ID, Course Name. Some 
applications require additional fields. 
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DEFINITION'S 

AB 1584 Buchanan The sramronr designation for what is now Califon la Education Code § 49073,1, 
relating to pupil records, 

De-Identifiable information (DI1) De4deneifieatioa refers to the process by which the Vendor 
removes or obscures any Personally identifiable Information (rPIf)  from student re-cords in a way that 
removes or miiimiizes the risk of disclosure of the identth of the mdii idual and information about them 

NIST 800.3-3: Draft National hstitute of Standards and Technology (NIST') Special Publication 
8O063-3 Digital Authentication Guideline. 

Opcator, For the purposes of SB 1177. SOPIPA. the term operator' means the operator of an 
Internet Website, online service, online application, or mobile application with actual knowledge that the 
site, service, or application is used primarily for K-12 school pu poses and was designed and marketed 
for K—I 2 school purposes. For the purfose of the Service Agreement, the term "Operator" is replaced 
In the term "Provider." 11m term shall enconipass the term tTljrd Partv, as it is found in AB 1584 

Personally identifiable Information (Pit).- The. terms "Personaltv Identifiable Informmaticif or PII' 
shall include, but are not limited,  to, student data. meudata. and user or pupil-generated content obtained 
by reason of the use of Providers so:Rware, website service, or app, including mobile apps, whether 
gathered by Provider or provided by LEA or its users, students, or student-' parents!guardians. PH 
includes, without linlitation, at least the following: 

First and Last Name 
Telephone Number 
Discipline Records 
Special Education Data 
Grades 
Criminal Records 
Health Records 
Biometric Information  

Home Address 
Email Address 
Test Results 
Juvenile Dependency Records 
Evaluations 
Medical Records 
Social Security Number 
Disabilities 

Socioeconomic Information Food Purchases 
Political Affiliations Religious 'Information 
Text Messages Documents 
Student Tdenti tiers Search Activity 
Photos Voice Recordings 
Videos 

General Categories: 

Indirect identifiers: Any information that, either alone or in aggegate. would allow a reasonable person 
to he able to identify a student to a reasonable certainty 

Information in the Studenis Educational Record 
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Information in the Stude.rits Email 

Provider: For purposes of the Service Agreement, the term "Provider means provider of digit& 
educational software or services, including cloudhased services. for the digital storage, management, 
and retrieval of pupil records. Within the Service Agreement the term"Provider" replaces the term 
Third Party as defined in. California Education Code § 49073.1 (Al. 1584. Buchanan), and replaces the 

term as Operator' as defined in SB 1177, SOPIPA, 

Pupil Generated Content: The term 'pupil-generated content means materials or content created by a 
pupil during and for the purpose of education including, but not limited to. essays, research reports. 
portfolios, creative writing, music or other audio files photographs, videos, and account information that 
enables ongoing ownership of pupil content, 

Pupil Records Means both of the following: (1) Any infounation that directly relates to a pupil that is 
maintained by LEA and (2) any information acquired directly from the pupil through the use of 
instructional solnre or pplu.arrcrn aped to the pupi l  h a teacher or other local educational LE 
employee. 

SB 1177., SOMA- Once passed. the requirements of SB 1177. SOPIPA were added to Chapter 22.2 
(commencing with Section 22584) to Division 8 of the Business and Professions Code relating to 
pri vacy, 

Service Agreement: Refers to the Contract or Purchase Order to which this DPA supplements and 
modifies. 

School Official: For the purposes of this Agreement and pursuant to CFR 99.31 (B). a School Official is 
a contractor that: (1) Performs an institutional service or function for which the agency or institution 
would otherwise use employees; (2) is under the direct control of the agency or institutioi with respect 
to the use and maintenance of education records: and (3) is subject to CFR 99,33(a) governing the use 
and re-disclosure of personally identifiable information from student records. 

Student Data: Student Data includes any data, whether gathered by. Provider or provided by LEA or its 
users. students. or students' parenis/guaTihans, that is descriptive of the student including, but not limited 
to, information in the students educational record or email, first and last name, home address, telephone 
number, email address, or other information allowing online contact. discipline records, videos, test 
results, special education data,, juvenile dependency records, grades, evaluations, criminal records, 
medical records, health records, social security numbers, biometric information, disabilities, 
socioeconomic information, food purchases. political affiliations, religious information text messages,
documents, student identifies, search activity, photos, voice recordings or geolocation information. 
Student Data shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of 
California and Federal l:aws and regulations. Student Data as specified in Exhibit B is confirmed to be 
collected or processed b the  Provider pursuant to the Services. Student Data shall not constitute that 
information that has been anonyrnized or dc-identified, or anonymous usage data regarding a student's 
use of Providers services. 

Subscribing LEA An LEA that was not party to the original Serviee Agreement and who accepts the 
Providers General Offer of Privacy Terms. 

Subproeessor: For the purposes of this Agreement, the term Suhprocessor' (sometimes referred to as 
the 1 Subconiractor') means a part other than LEA or Provider, who Provider uses for data collection, 
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analytics. storage, or other service to operate andor improve its software. and who has access to P11. 
I'lis tertr shall also include in it meaning the Term"Service Provider." as it is Iotmd in SOP1PA 

Targeted Advertising: Targeted advertising means presenting an to a student where the 
selection of the advertisement is based on student iiiformafton. student records or sadent generated 
content or inferred over time from the usage of the Providers wehsite online service or mobile 
application by such student or the retentien of such students online activities or requests over time. 

Third Party: The term Third Party" as appears in Caiifbniia Education Code § 490711 (AB 1584. 
Buchanan) means a provider of digital educational software or services. including cloud-based services, 
for the digital storage management and rerrie al of pupil records However.,  For the purpose of this 
Agreement, the tenn Third  Party` when used to indicate the provider of digital educational sothvare or 
services is replaced by the terni Provider 
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EXIUBIT 

DATA SECURITY REQUIREMENTS 

See attached sheet 
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DATA TRANSFER: 
Clever requires that all data transfer via its website and API use the Transport Layer Security 
(TLS) cryptographic  protocol over a HTTPS connection. This means that unique session keys are 
used to encrypt and decrypt data transmissions and to validate transmission integrity. Clever 

servers prefer perfect forward secrecy (using E:DHE) to encrypt data using 256 bit Advanced 

Encryption Standard (AFS) - which surpasses the standard adopted by theconsurner banking 
industry and the US Government for the secure transmission of classified, 
datat 

SSO AND AUThENTICATION: 
S.AML 2.0 is an XMLbased protocol that uses security tokens containing assertions to pass 
information about a principal between a SAML authority (identity Provider) and a SAM  
consumer (Service Provider). OAuth 20 authentication occurrs over TtS/SSL protocols. 

TRANSPORT LAYER SECURITY: 
Clever requires that all data transfer via its website and API use the Transport Layer Security 
(TLS) or Secure Sockets Layer version 3 (SSLv3) cryptographic protocol over a HITPS connection. 
This means that unique session keys are used to encrypt and decrypt data transmissions and to 
validate transmission integrity. 

INTERNAL SECURITY AND PRIVACY AT CLEVER: 
Clever has an effective information security program which includes employee  security training, 
device security policies, and a secure software-development lifecycle. Clever has developed, 
implemented appropriate administrative technical and physical security measures to preserve 
the confidentiality, integrity and availability of all electronically maintained or transmitted pupil 
records received from or on behalf of District. Clever has designated and trained responsible 
individuals to ensure the security and  confidentiality of pupil records. Clever does this in the 

following ways: 
Designation and training 

We create a culture of security for all Clever employees  through activities like: 
o security awareness training 
o Legal training on FERPA and COPPA and pertinent state laws 

Clever has a team that is focused on maintaining data security at Clever. 

This team meets regularly to discuss the latest threats and countermeasures, and is responsible 
for monitoring the various security-related information feeds and responding to security 

incidents. Our support agents are also trained to not share confidential data and how to 
securely handle credentials. 

We regularly celebrate employee efforts to make data more secure through public recognition, 
a small bonus and money to give to the charity of their choice. See http://clever.com/security  
for more details. All Clever services run in AWS, which has several information security 
certifications, including ISO 27001, SOC 1/2/3, and more. See 
https://aws.amazon.corn/compiiance/  for more details. 



EXHIBIT "E" 

GENERAL OFFER OF PRIVACY TERMS 

1. Offer of Terms 

Provider offers the same privacy protections found in this DPA hetween it and Ventura County Office of 

and which is dated April 1 2017 to any other LEA (Subscribin LEAR) to aavwho accepts this 
General Offer kboughr its signature below. This General Offer shall extend only to privacy protections 
and Provider's signature shall not necessarily bind Provider to other terms. such as price, term, or 
schedule of services, or to any other provision not addressed in this DPA. The Provider and the other 
LEA may also agree to chauge the data provided by LEA to the Provider to suit the unique needs of the 
LEA. The Provider may withdraw the General Offer in the event of: (1) a material change in the 
applicable privacy statutes: (2) a material change in the services and products listed in the Originating 
Service Agreement: or three (3) years after the date of Providers signature to this iorm. Provider shall 
nofifv the California Student Privacy Affiance in the event of any willidrawal so that this information 
may he transmitted to the Ailiancers  users. 

Clever 

April 1, 2017 
Date: 

Printed Name: TitletPositi 

2. Subscribing LEA 

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, 
accepts the General Offer of Privacy Terms, The. Subscribing LEA and the Provider shall therefore be 
bound by the same terms of this DPA. 

Date: 

Printed Name: Titk/Position__________________________ 
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