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RECITALS

WHEREAS, the Operator has agreed to provide the Local Education Agency (“LEA™) with certamdigital

; _ .. Ghesscom, LLC. dba ChessKid.com
cducational services (“Services”) according 1o a contract litled

[Box 5]
4 04/05/21 (tbe “Service Agreement”), and
[Box 6]

and date

WHEREAS, in order to provide the Services described in the Service Agreement, the Operator may

receive or create and the LEA may provide documents or data that are covered by federal statules, among
them, the Federal Educational Rights and Privacy Act (“FERPA™) at 20 US.C. 1232g (34 CFR Part99),
Children’s Online Privacy Protection Act (“COPPA™), 15 U5 C. 6501-6506, and Protection of Pupil Rights
Amendment (“PPRA™ 20 U8 C 1232h;and

WHEREAS, the documents and data transferred from LEAs and created by the Operator’s Services are also
subject to state student privacy laws, including Texas Education Code Chapter 32, and

WHEREAS, the Operator may, by signing the "General Offer of Privacy Terms”, agree to allow other

LEAs in Texas the opportunity 10 accept and enjoy the benefits of tis DPA for the Services described
within, without the need 1o negotiale lerms in a separale DPA.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PURPOSE ANDSCOPE

Nature of Services Provided The Operator has agreed to provide digital educational services as outlined in
Exhibit A and the Agreement

I. Purpose of DPPA For Operator to provide services to the LEA it may become necessary for the LEA
1o share certain LEA Data. This DPA describes the Parties' responsibilities to protect Data

Data to Be Provided. In order for the Operator to perform the Services descnbed in the Service
Agreement, LEA shall provide the categonies of data deseribed in the Schedule of Data, attached as
Exhibit B.

DPA Defipitions The definitions of terms used in this DPA are found in Exhibit C. In the event ofa contlict,
definitions used i this DPA shall prevail over terms used in the Service Agreement will continue (o be the
property of and under the contral of the LEA. The Cperator further
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ARTICLE 11: DATA OWNERSHIP AND AUTHORIZED ACCESS

All Data transmitted Lo the Operator pursuant to the Service Agreement is and
acknowledges and agrees that all copies of such Data ransmilied to the Operator, including any
modifications or additions of any portion thereol from any source, arc subject 1o the provisions of this
DPA mn the same manner as the onginal Data The Parties agree that as between them, all nghts,
inchudimg all intellectual property nghts n and 10 Data contemplated per the Service Agreement shall

remain the exclusive propeny of the LEA

Operator Materials Operator retamns all nght, nthe and nterest n and to any and all of Operatos’s
Software, matenals, 1ools, forms, documentalion, training and implementation matenals and mtelleciual
propenty (“Operator Matenals™) Operator grams (o the LEA a personal, nonexclusive higense to usethe
Operator Matenals for its own non-commercial, incidental use as set forth in the Service Agreement
Operator represents ikt it has all intellecuual propert) rights necessary o enter into and perform ils
obligations i this DA and the Service Agreement. wWairants 1o the District that the District will have use of
any iniellectual property contemplated by the Service Agreement free and <lear of clamms of any natureby
any third Party weluding, without limitation, copynght or patent innngement claims, and agreesto
indemaify the Dhstrict for any related clams

Parend Agcess LEA shall establish reasonable procedures by which a parent, legal guardian, orehipible
student may review Data on the pupil ‘s records, comect emoncous infonmation, and procedures for the
transfer of pupil-generated content 10 a personal account, consisient with the functonality of services
Operator shall respond ia a reasonably mely mannct {and no Later than 28 days from the date of the
request) to the LEA’s request for Data i a pupil's records held by the Operatar 1o view of COfTEct as
necessary. In the event that a parent of a pupil or other individual contacts the Operator to review any ofthe
Data accessed pursuant 1o the Services, the Operator shall refer the parent or indivsdual 10 the LEA, who
will follow the necessary and proper procedures regarding the requested information

shall, ot the request of the LEA, make Data asmlable mcluding Pupil Generated
Content in a readily accessible formal

i Should a Third Party, ncluding law enforcement of a governmend enfity, contact
Operator with a request ior data held by the Operator pursuant 1o the Services, the Operator shall
immediately (withan | business day), and to the extent legally permitted, redirect the Third Party 1o request
the data directly from the LEA, notify the LEA of the request, and provide a copy of the request tothe
LEA. Furthermorz, if legally permussible, Operator shafl prompely notify the LEA of asubpoena
compelling disclosure 10 a Third Party and provide a copy of the subpocna with sulicient ime for the LEA
to raise objections to the subpoena The Operator will not use, disclose, compile, transier, or sell the Data
andor zny portion thereof 10 any third party or other entity or allow any other third party or olher entity 1o
use, dis¢lose, compile, transfer or sell the Data andVor any portion thereol Notwithstanding any provision
of this DPA or Service Agreement io the contrary, Operator understands that the LEA is subject to and will
comply with the Texas Public Information Adt
{Chapter 552, Texas Government Code) Operator understands and agrecs ihat information, documentation
and ather matenal in connection with the DPA and Service Agreement may be subject 1o public disclosure.

No Unauthorized Use Operator shall use Data only for the purpose of fulfilling s duties and obligations
under the Service Agreement and will nol share Data with or disclose it to any

Third Party without the pnior written consent of the LEA, except as required by law or to ful filt

its duties and obligations under the Service Agreement

Subprocessory. All Subprocessors used by the Operator {0 perfonn fnctions pursuant 1o the Service
Agreement shall be identified in Exhubn F. Operator shall esther (1) enter into wnillen agreements withall
Subprocessors performing funclions pursuant 10 the Service Agreement, such that the Subprocessors agree to
protest Data in a manner the same as or better than & provided pursuant 1o the terms of this DPA, or (2)
indemnify and hold harmless the LEA, its oflicers, agents, and employces (rom any and all claims, losses,
suits, or lahility mchuding stomeys’ fees for dumages or costs resalung from the acts or onussions ofils
f;td:pmc:sm Operator shal! penodically conduct of feview compliance momtonng and assetsments of
ubprocessors o



determine their compliance with this DPA. Subprocessors shall agree to the provisions of the DPA
regarding govemning law, venue, and junsdiction.

ARTICLE LI DUTIES OF LEA

1. Erovide Data In Compliance With State andl Federal Law LEA shall provide dsta for the
purposes of the Service Agreement in comphance with FERPA, COPPA, PPRA, Texas Education
Code Chapter 32, and all other Texas privacy statudes cried in (s DIPA as these lnws and
regulatiens apply W the contracted services The LEA shall not be required to provide Data in
vielation of applicable laws. Operator may not seguire LEA or users to waive rights under
applicable laws in connection with wse of the Services

1. Copsider Operator as School OMgial. The Parties agree that Operator s 0 “school official”
under FERPA and haz a legiimate educational interest n personally sdentsfiable miomeation
from education recerds. For purpases of the Service Agreement and this DPA,
Ciperator (1) pros ades a service o function Tor whieh the LEA would otherwise e employees, (2) s
under the diregl control of the LEA with respect o the use and mmmenance of education records. and
(3115 subject 10 the requirements of FERPA governng the use and redisclosure of personally
identifiable nformation from education records

3. Beasppable Precautions LEA shall take reasonable precautions 1o secure UseTnames,

passwords, and any other means of gaiming access (o the services and hosted data

4. Upauthorized Acress Notilication LEA shall noufy Operator prompily of any known unsuthorized
peeess. LEA will assist Operator i any efforts by Operator to mvestigate and respond toany
unauhonzed sccess

ARTICLE IV: DU TIES OF OPERATOR

I, Epvacy Compligace Operutor may receive Personally Identfiable Information (“PI™) from the
District i the course of fulfilling ns duties mnd obligations under the Service Agreement The
Operator shall comply with all applicable State and Federal laws and regulations pertaining o data
privacy and security including FERPA, COPPA, PPRA, Texas Education Code Chapter 32, and all
other Texas privacy statutes cited in this DPA.

1. Emploves Obligation Operator shall require all employees and agents who have secess to Data 1o
comply with all applicable provisions of this DFA wath respect 1o the data shared under the Service
Agreement Operator agrees 10 require and miuntaim an appropriste confidentiality. agreement from
cach employee or agent with access to Data pursusant 1o the Service Agreement

3. De-ideptified Information. De-idennfied Information may be used by the Operator only for the
purposes of development, product improvement, to demonsirate or market product effectivensss, or
research as any other member of the public or pany would be able o use de.densified data pursiant 1o
34 CFR 99 31(b}. Operator agrees not 1o attempl (o re-identify De-identified Information and not 1o
transfer De-identified Information to any panty unless (aj that party agrees in whiting not fo attempt re-
wdenti fication, and (b) prior written notice has been given 1o LEA who has provided prior writien consent
fior swch wransfer, Operator shill not copy, reproduce or imsmit any De-identified Information or other
Drata obtained under the Service Agreement excepl as necessary 1o ful Bilthe Service Agreement

4. Access To Return, and Disposition of Data 1pon watten request of LEA, Operaor shall dispose of
of delete all Data obtaned under the Service Agreement when it 15 no longer needed forthe purpose
for which it was obtamed, and transfer smd data 1o LEA or LEA's desrgnee within sixty
(60) days of the date of termination and according to a schedule and procedure as the Parties may
reasonably agree. Operator acknowledges LEA's obligations regardimg reteation of governmental data,
and shall not destroy Data except as permifted by LEA Mothing i the Service Agreemesst shall
authorize Operator (o maintam Data obtained under the Service Agreement bevond the time



aliby needed to complete the disposition Cusposition shall melude (1) the shreddimg ofany
E?u[:!m:o?r::t'a::v Data, {2) Dmpika:mmuu_ ar (31 Ciherwise maodifying the personal ml’mmah_nn i those
records io make it unreadable or mdecipherable Operator shafll prov e written notificateon 1o LEA when
the Daia has been disposed of. The duty 1o dispose of Data shall not extend 1o data that has been de-
identified or plaged i a separate Siudent account, pursuant 1o the other lerms of the DPA The LEA may

“Request for Return or Deleuon of Data” FORM, a sample of this form is attached
e D ; am the LEA, the Operator will immediately provide the LEA

on Exhibit “D7), Upon receipt of a request fr
with any specified portion of the Data withia five (3) business days of receipt of said request

ition, Operatar is profubited from using or selling Diata to (a) market o
es/guardians. (b) mform, influence, or enable marketing, adverusing, or

" advernise o studenis or famil
i¢) develap a prafile of a student, Famdly member/guardian o

other commerciad elforts by a Operator,
group, for any commercial purpose other than providig the Service 10 LEA or

{d) use the Data for the development al commercial products or services, other than a5 necessary 10
provide the Service to LEA. This section does not profubat Operator from generating legiimane

personalized leaming recommendations

{dih Acgess to [atn Operator shall make Dot in the pessession of the Operator available tvthe
LEA within five (5) business days of a request by the LEA

ARTICLE V:DATA PROVISIONS

1. Daty Seenrity The Operator agrees 1o abide by and maintan adeguate data secunty MEIsUres,

consslent with industry standards and technology best practices, to protect [t from unauhornzed
disclosure of acquisimion by an unauthorized person The general secunty duties of Operator are s¢l
forth below. Operator shall further detal 1ts securily progiums and measures m Exhibit F. These
measures shall nclude, but are net limited Lo

4. Passwords and Employee Access Operator shall secure usemames, passwords, andany
other means of gaining access to the Services or to Data, at level consistent with an
industry standard agreed upon by LEA (o g. suggested by Article 4.3 of NIST 800-63-3).
Operator shall only provide access to Data te emplovees of subprocessors that are
performing the Serviges. Employees with access 1o [Jata shall have signed confidentiality
agreements regarding sad Dana All employees with acowss 10 [ata shall pass crimanal
background checks

b. Security Protocols. Both parties agree 1o mainiain securty protocols thal meet mdustry best
practices i Uhe transfer or transmussion of any data, mcluding ensuring that data may only
be viewed or accessed by parties legally allowed 1o do so. Operator shall maintain afl data
obtained or generated pursuant 1o the Service Agreement in a secure compuier environment.

. Employee Traming. The Operator shall provide penodic security traning 1o those of its
employees who operate or have access 1 the system

d. Security Technology. When the Services are accessed using a suppotted weh browser,
Secure Socket Layer (“S517) or equivalent lechnofogy shall be emphoyed w protect data
from unauthonzed access The service security measures shall include serverauthentication
and data encryption Operator shall host data pursuant 1o the Service Agreement inan
environment using 3 firewall (hat is penodically updated according 1o industry standards.

f. Security Contact. Operator shall pravide the name and contact information of Operator’s
Security Contact on Exhibit F. The LEA may direct secunty concems ar questions Lo the
Secunty Comact.



g. Periodic Risk Assessment. Operator shall conduct penodic nsk assessments and
remediate any wentificd secunty and poivacy vulnerabilities in a imely manner Upon
request, Operator will provide the LEA an executive summary of the nsk assessment or
equivalent report and confirmation of remediation

h. Backups. Operator agrees 1o mamtan backup copies, backed up o least duly, of Data
i case of Operator’s system falure or any other unforeseen event resuliing in loss of
any poften of Data

i Audits, Withn 30 days of recerving a request from the LEA, and not to exceed one request
per vear, the LEA may audit the measures outhined in the DPA. The Operator will cooperate
Tully withthe LEA and amy Tocal, state, or federal agency with overinght
authorty Junsdiction m connectionwith any audit of imvestigatson of the Operator and/or
delvery of Serviges to students and'or LEA, and shall proside full aceess to the Operator’s
facilmes, s1ail, agents and LEA s Dana ad afl records penaiming 1o the Operaton, LEA and
delivery of Services to the Operator. Fairlure 1o cooperate shall be deensed a matenal breach
of the DPA. The LEA may request an additional sudit if a matenal concern is identified

j- Operator shall have a wnitten mcident response plan that reflects best practices and 1s
consastent with

industry standards and federal and state law for responding to a data breach, breach of
secunty, prnvacy imcident or unauthonzed acquisition of use of any pertion of Daa,
méluding PII, and agrees to provide LEA, upon request, an executive summary of the
writén incedent response plan

2. Data Breach When Operator reasonably suspects andlor becomes aware of an unauthonzed
disclosure or securty breach concerming any Data covered by this Agreement, Opersor shall notify
the Dustrect within 24 hours. The Operator shall take immediate steps to limit and mingate the
damage of such security breach 1o the greatest extent possible 11 the incident involves cnminal
intent, then the Operator wall follow direction from the Law Enforcement Agencies invelved inthe
cane

a. The secunity breach notification o the LEA shall be writtien in plarn language, and address
the following

1. A list of the types of personal infermation that were or are reasonably
believed to have been the subject of a breach

2. A descniption of the circumsiances surrounding the disclosure or breach,
including the actual or estmated, time and date of the breach, and Whether
the noufication was delayed as a result of a law enforcement investigation

b. Operator agrees 1o adhere to all requirements in applicable state and federal law with respect
10 a Data breach or disclosure, including any required responsibilities and procedures for
nolfication of mliganon

€. In the event of a breach or unsuthonased disclosure, the Ceperator shall cooperate fully with
the LEA, including, but not hmited to providing appropriate notification to ndvviduals
impacted by the breach or disclosure. Operator will reimburse the LEA i full for all costs
incurred by the LEA in investigation and remediation of any Secunty Breach caused mwhaole
o in pan by Operator or Operator’s subprocessors, incleding but not limited 10 costs of
providing notification end providing one year's credit monmoning 1o affected individuals if
Pl exposed during the breach could be used 1o commit financial ideniity thefl.

d. The LEA may immedsately terminate the Service Agreement il the LEA deternunes the
Operator has breached a matersal term of this DPA

e. The Operator’s obligations under Sechion 7 shall survive tenmination of this DPA and
Service Agreement until all Data has been returned andor Securely Destroyed




ARTICLE ¥1- GEN ERAL DFFER OF PRIVACY TERMS

g the attached Form of General Offer of Privacy

Operator may, by signin
he terms of thas DPA to any other LEA who signs

Terms (General Offer, attached s Exhibit E). be bound by 1
the acceptance n saxd Exhibu

ARTICLE VI
ANSCELLANEOLS

Tepm The Operator shall be bound by this DPA for the duration of e Service Agreement of so long a8 the
mantzns s Data. Notwithstanding the foregoing, Operalor agrees o be bound by the terms and

Operator
obhgatons of this DEA for no less than three [ 3) years

In the event that cither pasty socks to terminate this DPA. they may do so by mutual writien
consent 1o long & the Service Agreement has lagrsed or has been rermunated

[Effect of Terminaticn Syryiral Ifthe Service Agreement is terminated, the Operator shall dispose of all of
LEA s Diata pursuant 1o Aniche 1V, section L]

Eeiariny of Asreements This DPA shall govemn the trestment of Data in order 1o comply with the privacy
protectmns, mcluding those foumd in FERPA and all applicable pnivacy sfatules cited in thas DPA Inithe
event there s conflict behween the terms of the DA @d the Service Agreement, of with any other BidRFF,
license agreement, terms of senace, pnvecy palicy, or other wiitwng, the terms of this DPA shall apply and
take precedence. Exceptas descnibed in this paragraph, all other proviseons of the Service Agresment shall

remain in effect

Notice All potices of other communication required or permuticd to be given hereunder must be inwnting
ard given by personal delivery, facsimile or e-mail transmission (if contact informalion & provided for the
specific mode of delivery). of first-class mail, postage prepand, sent to the designated representatives before.
The destgnated represcntatve for the Operator for this Agreeent is

Firsy Name Michelle [Box 7]
Last Mame Martinez [Box §]
s & — ChessKid.com [Box 9
Title of Representative: Director of Markating [Box 10]

The designated representative for the LEA for this Agreement i

First Name Jesse [Box 1]
Last Mame Garn [Box 12)
LEA's Name Midway ISD [Box 13]
Trle of Representative: Executive Director of Technology (Box 14)




.

Lot Thus DPA constitutes the entire agreement of the parties relating to the subyect maner
and supersedes all pror commumcalions, representalions, of agreements, oral or written, by the Partics
This DPA may be amended and the obsersance of any provision of this DPA may be wved (either
gencrally o in any paricular instance and either retroactively or prospectively ) only wath the signed waitten
consent of both parties. Neather falure nor delay on the part of any pary i exerdIsIng any nght, power, or
privilege hercunder shall operate as a wanver of such nght, mor shall any single or partial exercise of any
such nght, power. of pavilege preclude any further exercise thereol of the exercise of any other nght,

power, of privilege

Severability Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to
such junsdiction, be inelTective 10 the extent of such prohibition or unenforceabihty without invalidating the
remanimg provisions of this DA, and any such profibition of unenforeeability m any junsdiction shall not
wnaldate or render unenforceable such provision 1n any other jurisdiction Notwithstandimg the foregoing,
if tuch provision could be more naowly drawn so 15 not to be prolubited o unenforceable in such
jurisdiction while, at the same ime, mamtaming the ntent of the parties, 1t shall, as to such jurisdiction, be
50 narmowly drawn without imvalidating the rEmamnIng provisions of this DPA or affecting the validiy o
enforceabality of such provision in any other junsdiction

Governine Law: Veaue and Jurisdiction THIS DPAWILL BE GOVERNED BY AND CONSTRUED
IN ACCORDANCE WITH THE LAWS OF THE STATE OF TEXAS, WITHOUT REGARD TO
CONFLICTS OF LAW PRINCIFLES EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDF RAL COURTS FOR THE COUNTY IN
WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING OUT OF OR RELATING TO
THIS SERVICE AGREEMENT OR THE TRANSACTIONS CONTEMPLATED HEREBY

Autherity Operator represents that it 15 authonzed 1o bind to the terms of this DPA, including
confidennahity and destruction of Data and any porion thereof contaned therein, all related or associated
insututions, ndividuals, employees or contractors who may have access o the Data and‘or any pormon
therent, or may own, lease of control equipment or facilines of any kind where the Data and portion
thereof is stored, maintained or uged in any wiry

. Waiver Wanver by any patty to this DPA of any breach of any provision of this DPA or wammanly of

representation set forth herein shall not be consirued as a waiver of any subscquent breach of the same
or any other provision. The Failure to exercise any right under this DPA shall not operate as a waiver of
such right. All rights and remedies provided for i this DPA are cumulative. Nothing in this DPA shall
be construed as a waiver or relinguishment of any governmental immunities or defenses on behall of
the LEA, its trustees, officers, employees, and agents a5 a resull of the execution of this DPA or
performance of the functions or obligations described herein

The Parties may not assign their nights, duties, or obligations under this DPA, either i whale
or m part, without the prior wiiiten consent of the other Party except that either party may assign any of s
rights and obligations under this DA without consent in connection with any merger (including without
limitation by operation of law), consolidation, reorganization, of sale of all or substantially all of its related
a5tcts of similar transaction This DPA inures to the benefitof and shall be binding on the Parties’
permitted assignees, transferses and successors

|Stgnaiure Page Follaws)




This DPA constitutes the entire agreement of the parties relating to the subject matter
and supersedes all prior communications, representations, or agreements, oral or wrikien, by the Parties
This DPA may be amended and the observance of any provision of this DPA may be waived (enher
generally or w any paruculas instance and either retroactively of prospectively) only with the signed wiitten
consent of both parties. Neither fature nor delay on the past of any party i exercising any right, power, or
privilege hereunder shall operate as a wawer of such right, nor shall zny single or parmial exercise of any
such mght, power, or privilege preclude any furtler exercise thereol of the exercise of any other night,
powet, of ptvilege,

Seyerahility. Any provision of this DPA that 15 prohubited or unenforceable in any junisdiction shall, as 1o
such yurisdiction, be wmeflective 1o the extent of such prohibition or unenforceability without invalidating the
remamming provisions of this DPA, and any such prolubation or unenforceabulity in any junisdiction shall net
invahdate or render unenforceable such provision in any other jurisdiction. Notwithstanding the forcgoing,
il such provision could be more namowly drawn 5o as not 1o be prohibited or unenforceable in such
Junsdiction while, al the same ime, maintaiming the intent of the parties, it shall, a5 to such jurisdiction, be
so narrowly deawn without wvalidating the remaiang provisions of Lhis TIPA or alfecting the validity or
enforceability of such provision i any other junsdiction

Goverping Law; Venue and Jurisdiction THIS DEAWILL BE GOVERNED BY AND CONSTRUED
IN ACCORDANCE WITH THE LAWS OF THE STATE OF TEXAS, WITHOUT REGARD TO
CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE COUNTY IN
WHICH THIS AGREEMENT (5 FORMED FOR ANY DISPUTE ARISING OUT OF OR RELATING TO
THIS SERVICE AGREEMENT OR THE TRANSACTIONS CONTEMPLATED HEREBY

Authority represents that it is authorized to bind 1o the terms of this DPA, including
confidentiality and destruction of Data and any portion thereol contained therein, all related or associated
institutions, individuals, cmployees or contractors who may have aceess 10 the Data and/or any portion
thereol, or may own. lease or control equipment or facilities of any kind where the Data and portion
thereol 15 stored, mamtamed or used in any way

Walver Warver by any pany to this DPA of any breach of any provision of this DPA or warranty of
representation st forth heren shall not be construed as o waiver of any subsequent breach of the same
or any other provision. The failure 10 exercise any right under this DPA shall not operate as a waiver of
such right. All nghts and remedies provided for in this DPA are cumulative, Nothing m fhus DPA shall
be construed as g waiver or relinquishment of any govemmental immunitics or defenses on behall of
the LEA, us trustees, officers, employees, and agents as a result of the esecution of this DPA or
performance of the functions or obligations described herein

The Parties may not assign their rights, duties, or obligations under this DPA, either in whole
or in pant, without the priof whitten consent of the other Party except that cither panty may assign any of its
rights and obligations under this DA without consent in connection withany merger (including without
limitation by operation of law), consolidation, reorganization, or saleof all or substantially ail of its related
assets or sinular wansaction. This DPA mwres 10 the benefitof and shall be binding on the Parties’
permiticd assignees, transferees and successons

{Segnature Page Follows]




INWITNESS WHEREQFE . the parties have executed this DATAPRIVACY AGREEMENT FOR TEXAS
K-12 INSTITUTHONS as of the last day noted below

&
BY-M%IHM 15 pwe 09/12/20 [Box 16]
Michelle Martinez
Prnted Name [Box | TI Tatle/Position Durecior of Marketng [Hut |ﬂf

AdiesforNoncepupmes. PO BOX 970397, Orem UT 84097

[Box 19]

®Box20] Dwe __S5//3/202/ (Box21]

s JESSE Garn Dir of Technology

it [Box 22 Tutle/Position [Box 23]

800 N. Hewitt Dr.  Hewitt TX 76643

Address for Motice Purposes [Box 24]

Nare: Electronic sigiature ot permitted.
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EXHIBIT A"

DESCRIPTION OF SERVICES

Descnption : [Box 23]

ChessKid is the scholastic extension of Chess.com, and is designed to give kids a
safe & posilive place 1o learn, practice and play chess. It is a website & app filled with
chess activities: lessons, fun videos, thousands of tactics puzzles, computer
workouts - and of course, the ability 1o play chess games - against a real student or
against the computer. In addition to fast & slow chess, our Gold memberships unlock

all of the content on the site and offer a searchable video library, unlimited puzzles,
computer workouts, vision tfrainer & guided lessons.

i1



EXHIBIT B
SCHEDULE OF DATA

lostructions: Operator should identify if LEA data 15 collected to provide the descnibed services If LEA data
15 collecied to provide the described services, check the boxes indicaung the dma type collected 1 there is data

collected that is not listed, use the “Other”™ category to list the data collected

D We do not collect LEA Data 1o provide the descnbed services

@ Wedo collect LEA Data to provide the described services

SCHEDULE OF DATA

Category of Data !
|

IP-Ad..I:c.-m:s of users, Use of cookies clc

Application Technology — -
Onher application technology meta data-Please speaify.

“Chr:k ir ui_ﬂi

by your “

system

bl |
O

Student class attendance data

Meta Data | |
_ N o R ]
. Meta data on user interaction with application- Please
Applicanon Use ; |
Statistics spacify: 4 [
- | - P —

S ——— A

Standardized test scores D
Assessment s ration dm < 2 - i E]_

i Onher assessment data-Please specify: E]
s s e e = |
| Student school (daily) attendance data J
Attendance — e {

Dnlme ;n;numcﬂ._mls_lhu a.re captured (emails, blog

Communications | entries)

[ Condw.:t-oc behavioral data
— — i sk
T [

Ll]ﬂe of Birth




L Pl-uc of Bll‘th_
'G:ndlr

Demagraphics Ethnicuty o race

Language information (native, preferred or primary
Iil.ngu:liu: spoken by student)

l:}'lhet dermglwhrc mfomlmn Plea.ie spml'y

|
|

|
|
‘!
il

|
—
OO0 oo

C— —

Sludml schml :nmllmml
Sludcnl. gmk: Iew.-l

Hnmm

ﬁuhima: cmmclot

| |
et
DF:II:I

Enroliment
chlflc cum:uimu pmg:ams

L‘reu of gmduumn
| Other mmllmcm information-Flease specify

ParentGuardian Contact e T e 1|
Information e — I — S
Phone | |
- SRR = |
- [ -
anﬁuxd:m ID | Parent 10 number (created to link parents 1o studenis) D_
. I | NI |
Fmbﬂmdmw | First and'or Last B | _I I |
Bl I -t !
_— — _ - - —— I — S— § EE—
| Studem scheduled courses |
Schedule [ -~
T:acher NAMEs
- [ g o _|_1
R JEng].nh Imgu;g._e leamer information |
M| (- —
[ Low income status T |
| Medical alerts -'Mallhdm | J
F.ém?m disability mformation i
Special Indicator | =
J Specialized :ducnmn services {IEP or 504) | D i
[Imng situations (homelessfoster care) . ]___|
( Other indicator information-Please specify. D !
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- e
| Check if used
Category of Daia | Flements | byyour
| sysfem
| Address |
Student Contact 1_ - - [
Intormaticn __m S ey e P R - Sl —
thne
LLM ﬁl.hwi lll!lhil] n mlmhl:r E ]
‘imw 1 nunﬂu:r 1
Student fdendificrs ‘I-"mdm":\pp asmlgn:d smd-ml ![.'l nunh:-r -
| E:ludcnl app useriiane o
l-‘imﬂr:rll ap pmum-d:. .
Student Name | First and/ior Last .ﬂ.,..
? - Eugmm-fapplll:almn p-u[mmm{lrpmg pmg.ram-slmknl |
Swudent inApp | types 60 wpm, reading program-siudent reads below grade D
Performanse | levely |
Susdent I;ms.ram Mnu or extracumicular achivilies a student may belong D
Membership | 1o or panticipate wn |
Student Survey D
Responses ’imd:m mpumsc: 10 surveys o OF QUESLIONNAINES B ]
| i 3 = " E— M
| Student gencrated conlent, wnlmg pq:mn:un: | _D_
Student work Oither studem work data -Plesse speaify I:]
| = e e e D
T | Studemt coursc grades
| Swedent cmu!:dara
Tramsenpt Iﬂ.ﬂﬂ‘ll course gmdcsfpﬂfmlm SCores

| Diher tramscnpt data -Please speaily

Student bus assignment

. Student pick up a mdhrdmp off location




e —— e

Student bus card 10 number

Transponation i S -t —
Other transporiation data -Please specily: D
| Please list cach additional data element used, stored or
Orther collected through the services defined in Extubit A

|

—x
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EXUUT “C
DEFINITIONS
11 2087 The statutony designation for what 1 now Texas Education Code Chapter 32 relating 1o pupil records

Drata: Data shall include, but 15 nod lirmited 1o, the following student data, educational records, employee data,

metadata, wser content, course content, masenials, and any and all dma and informatron that the District (or any
authorized end useris)) uploads or enters through ther wse of the product [ata also specifically meludes #ll personally
idenuifiable miormation in education records, directory data, and other mon-public information foar the purposes of
Texnas and Federal laws and regulations. Data as specified in Exhubut B 15 con firmed 10 be collected o processed by the
Operator pursisant 1o the Services Data shall not constitute that informaton that has been anony mued or de-sdentilied,
of anonymons usage data regandimg a stedent’s wse of Operator’s services

De-ldentified Information (DE): De-ldentfied Information 1€ Data subjected 10 a process by which any Personally
Tdentifiable Information (P17} 15 removed or ohscured in a way that ehiminates the rick of disclosure of the idenity of
the indvidual or mfomanon sbout them, and canno! be reasonably re-dentificd

Data Destruction: Provider shall certify 1o the Distriet in writing that all copies of the Data stored in any manner by
Provider have been retumed to the Dustnct and permanemily erased or destroyed using mdusiry best praciices 1o adsure
complete and permanent erasure of destruction. These industry best practices nclude, but are not limited to, ensuring
that 4l files are completely overwritten and are unrecoverable. Industry best pracices do not include simple file
deleivons or media high level foomatiing operations

NIST 800-63-3 Draft Matonal Instiute of Standards and Technology ("NIST™) Special Publication 800-63-3 Dagital
Authentication Gusdeling

Fersonally Identifiable Information (PL): The terms “Personally Idenufiable Information” or “PII™ shall include,
but are not limuted to, Data, metadata, and user or pupil-generated conlent obtained by reason of the use of Operator”s
software, websile, service, or app, including mobile apps, whether gathered by Operator or provided by LEA of its
users, students, or students” parems/guardians Pl includes Indurect Identifiers, which 15 any information that, enher
alone o in aggregate, would allow a reasonable person 10 be able to identify a student to a reasonable certainty For
purposes of this DPA, Personally [dentifiable Information shall include the categanies of information listed in the

defimiteon of Data.

Pupil-Generated Content: The term “pupil-generated content” means materials or content created by a pupil during
and for the purpose of education including. but not lumited 1o, essays, research repons, povtiolios, creative wnling,
music of other audio files, photographs, videos, and account nformation that enables ongong ownership of pupil

contenl

Subscribing LEA: A LEA that was not party 1o the oniginal Services Agreement and who accepts the Operator’s
Gieneral Offer of Prwvacy Terms.

Subprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to as
the “Subcontractor”™) means a party other than LEA or Operator, who Operator uses for data collection, analytics,

storage, of ther service 1o operate and‘or improve 1is software, and who has access o Pl

Targeted Advertising Targeted advertising means presenting an advertisement 10 a student where the sclection of the
advernsement 15 based on stedent information, student records or student generated content or inferred over ime from
the usage of the Operator's website, onhine servioe or mobile apphcation by such student or the retentron of such

student s online activilics of FOQUESLs over ime

Texas Student Privacy Alliance: The Texas Student Privacy Alliance (TXSPA) 15 a collaborative group of Texas
school districts that share common concerns around student privacy. The goal of the TXSPA i o set standards of both
practice and expectations around student privacy such that all parties involved have a common understanding of
expectanons The Texas K-12 CTO Councl is the orgamzation that sponsors TASPA and the TXSPA is the Texas
affiliate of the National Student Privacy Consortium



AT
SAMPLE REQUEST FOR RETURN OR DELETION OF DATA

Lnstructions: This Exhibit is optional and provided as a sample ONLY 1t s intended to provide a LEA an
example of what could be used to request a returm of deletion of data

drrects

LEA OPERATOR

dispose of data obtained by Operator pursuant o the terms of the Service Agreementbetween
retun  LEA and Operator. The terms of the Disposition are set forth below:

O

1. Extent of Return or Disposition
Return of Disposition is parmal. The categonics of data 1o be disposed of are set forth below or
are found in &n sttachment to this Directive

Return or Disposition is Complete. Disposstion exends o all categones ofdata

2. Nature of Beturn or Disposition
Dusposition shall be by destruction o delenion of data

Retumn thall be by a transfer of dats The data shall be ransferred fo the followang
sl as follows:

17



3, Timing of Return or Disposition

Data shall be retumed or disposed of by the following date:
D As so0n a5 commercially practicable
D By the following agreed upon date

4. Signatures

Authonzed Representative of LEA Date:

5. Verification of Disposition of Data

Authorized Representative of Operator Date:




GENERAL OFFER OF PRIVACY TERMS

Lostructions; This is an eptronal Exhibi i which the Operator may, by signing this Exhibat, be boundby
the temmis of this DA 1o any other Subscrbing LEAs who sign the acceptance i sad Extubit— The
onginating LEA SHOULD NOT sign ths Exhibat, but should make Exhiba E_if signed by an Operator,
readily avarlable to other Texas K-12 mnstitutions through the TXSPA web portal Should aSubscubing
LEA, after signing a scparate Service Agreement with Operator, want o accepi the General Offier of
Terms, the Subscnibing LEA should counter-signthe Exhibin E and nonfy the Operator that the General
Offer of Tenms have been accepted by a Subsenbing LEA

1. Offer of Terms

Operator offers the same privacy prolections found in this DPA between i and

Midway ISD

and which s dated | 040521 110 anv other LEA (“Subscribing LEA”) who accepts this General
Offer through ws signature below. This General Offer shall extend only 1o privacy protecions and
Operatm™s signature shall nol necessanty bind Operator (o other tems, such s price, term, or schedule of
SEM ek, of [0 any olher provision nol sddressed m this DPA. The Operator and the other LEA may alio
agree (0 change the dota provided by LEA to the Operator 1o sual the unigue needs of the LEA. The
Operator may withdsaw the General Offer in the eventol

(1} a material change in the applicable pnvacy statutes,
(2) a material change in the services and products listed in the Originating Service Agreement,
(3) the expration of three years after the date of Operator's signature 16 this Form

Operator shall notify the Texas Student Privacy Allance (TXSPA) in the event of any withdrawal so that
this informuation may be may be transmiticd o the Allancesusers

Lperators Representative,

liv-mmmw@ pue 05/12/21

Printed Name Michelle Martinez TulePasition DirECtor of Marketing
2. Subscribing LEA

A Subscribing LEA, by s a separale Scrvice Agroement with Operator, and by its ssgnature below,
accepts the General Umt.f:!ill":lx} Terms. The Subscnbing LEA and Operator shall there fore be bound
by the same terms of this DPA. The Subscnibing LEA, also by 115 signature below, agrees 1o notify
Owperater that ot has accepted this General Offer, and that such General Offer 13 not effective until Oiperaior
has receved smd notificavon

Subserihins LEA'SR -
BY Dae

Primted Name Jesse Garn Title/Position _ o Tnciegy




EXHIBIT * [

DATASECURITY

V. Operater's Securily Contact Infor mation:

[Box 26]

Named Secunty Contact

Email of Secunty Contact

[Box 27)

[Box 28]

Phone Mumber of Secunty Contact

Y. Listof Operator's Subprocessors!

[Box 29]

(B 30]



