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%DFNJURXQG�DQG�,QVWUXFWLRQV�

+LVWRU\�RI�$JUHHPHQW��7KLV�DJUHHPHQW�KDV�EHHQ�GUDIWHG�E\�WKH�7H[DV�6WXGHQW�3ULYDF\�$OOLDQFH� �7;63$���
7KH�$OOLDQFH�LV�D�FROODERUDWLYH�JURXS�RI�7H[DV�VFKRRO�GLVWULFWV�WKDW�VKDUH�FRPPRQ�FRQFHUQV�DURXQG�VWXGHQW�
DQG�GDWD�SULYDF\��7KH�7H[DV�.����&72�&RXQFLO�LV�WKH�RUJDQL]DWLRQ�WKDW�VSRQVRUV�WKH�7;63$�DQG�WKH�7;63$�
LV�WKH�7H[DV�DIILOLDWH�RI�WKH�QDWLRQDO�6WXGHQW�'DWD�3ULYDF\�&RQVRUWLXP��6'3&���7KH�6'3&�ZRUNV�ZLWK�RWKHU�
VWDWH� DOOLDQFHV� E\� KHOSLQJ� HVWDEOLVK� FRPPRQ� GDWD� SULYDF\� DJUHHPHQWV� XQLTXH� WR� WKH� MXULVGLFWLRQ� RI� HDFK�
VWDWH�� 7KLV� 7H[DV�DJUHHPHQW�ZDV� GUDIWHG� VSHFLILFDOO\� IRU� .���� HGXFDWLRQ� LQVWLWXWLRQV� DQG� LQFOXGHG�EURDG�
VWDNHKROGHU�LQSXW�IURP�7H[DV�VFKRRO�GLVWULFWV��VWDWHZLGH�DVVRFLDWLRQV�VXFK�DV�7$6%��7$6$��DQG��7$6%2���
DQG� WKH�7H[DV�(GXFDWLRQ�$JHQF\��7KH�SXUSRVH� RI� WKLV� DJUHHPHQW� LV� WR� VHW� VWDQGDUGV� RI� ERWK� SUDFWLFH�DQG�
H[SHFWDWLRQV� DURXQG� GDWD� SULYDF\� VXFK� WKDW� DOO� SDUWLHV� LQYROYHG� KDYH� D� FRPPRQ� XQGHUVWDQGLQJ� RI�
H[SHFWDWLRQV��7KLV�DJUHHPHQW�DOVR�SURYLGHV�D�PHFKDQLVP��([KLELW�(��*HQHUDO�2IIHU�RI�7HUPV��WKDW�ZRXOG�
DOORZ�DQ�2SHUDWRU�WR�H[WHQG�WKH�DELOLW\�RI�RWKHU�7H[DV�VFKRRO�GLVWULFWV�WR�EH�FRYHUHG�XQGHU�WKH�WHUPV�RI�WKH�
DJUHHPHQW� VKRXOG�DQ�2SHUDWRU� VLJQ�([KLELW�(��7KLV�PHFKDQLVP�LV� LQWHQGHG� WR�FUHDWH�HIILFLHQFLHV� IRU�ERWK�
2SHUDWRUV�DQG�/($V�DQG�JHQHUDOO\�HQKDQFH�SULYDF\�SUDFWLFHV�DQG�H[SHFWDWLRQV�IRU�.����LQVWLWXWLRQV�DQG�IRU�
FRPSDQLHV�SURYLGLQJ�VHUYLFHV�WR�.����LQVWLWXWLRQV��

,QVWUXFWLRQV�IRU�2SHUDWRUV��7KLV�DJUHHPHQW�LV�LQWHQGHG�WR�EH�SURYLGHG�WR�DQ�2SHUDWRU�IURP�D�/($�� 7KH�
2SHUDWRU�VKRXOG�IXOO\�UHDG� WKH�DJUHHPHQW�DQG� LV� UHTXHVWHG� WR�FRPSOHWH� WKH�EHORZ�DUHDV�RI� WKH�DJUHHPHQW��
2QFH� WKH�2SHUDWRU� DFFHSWV� WKH� WHUPV� RI� WKH� DJUHHPHQW�� WKH�2SHUDWRU� VKRXOG�ZHW� VLJQ� WKH� DJUHHPHQW�DQG�
UHWXUQ� LW� WR� WKH�/($��2QFH� WKH�/($� VLJQV� WKH� DJUHHPHQW�� WKH�/($� VKRXOG�SURYLGH� D� VLJQHG� FRS\�RI� WKH�
DJUHHPHQW�WR�WKH�2SHUDWRU��

$UWLFOH�([KLELW� %R[��� 'HVFULSWLRQ�

&RYHU�3DJH� %R[����� 2IILFLDO�1DPH�RI�2SHUDWRU�

&RYHU�3DJH� %R[����� 'DWH�6LJQHG�E\�2SHUDWRU�

5HFLWDOV� %R[���� &RQWUDFW�7LWOH�IRU�6HUYLFH�$JUHHPHQW�

5HFLWDOV� %R[���� 'DWH�RI�6HUYLFH�$JUHHPHQW�

$UWLFOH��� %R[HV������� 2SHUDWRU¶V�GHVLJQDWHG�UHSUHVHQWDWLYH�

6LJQDWXUH�3DJH� %R[HV�������� $XWKRUL]HG�2SHUDWRU¶V�UHSUHVHQWDWLYH�VLJQDWXUH�

([KLELW�$� %R[����� 'HVFULSWLRQ�RI�VHUYLFHV�SURYLGHG�

([KLELW�%� $OO�$SSOLFDEOH�
%R[HV�

x 2SHUDWRU�QRWDWHV�LI�GDWD�LV�FROOHFWHG�WR�SURYLGH�WKH�GHVFULEHG
VHUYLFHV�

x 'HILQHV�WKH�VFKHGXOH�RI�GDWD�UHTXLUHG�IRU�WKH�2SHUDWRU�WR
SURYLGH�WKH�VHUYLFHV�RXWOLQHG�LQ�([KLELW�$

([KLELW�'� $OO�$SSOLFDEOH�
%R[HV�

�2SWLRQDO�([KLELW���'HILQHV�GHOHWLRQ�RU�UHWXUQ�RI�GDWD�
H[SHFWDWLRQV�E\�/($�
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([KLELW�(� $OO�$SSOLFDEOH�
%R[HV�

�2SWLRQDO�([KLELW���2SHUDWRU�PD\��E\�VLJQLQJ�WKH�)RUP�RI�
*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV��*HQHUDO�2IIHU��DWWDFKHG�DV�
([KLELW�(���EH�ERXQG�E\�WKH�WHUPV�RI�WKLV�'3$�WR�DQ\�RWKHU�
6XEVFULELQJ�/($�ZKR�VLJQV�WKH�DFFHSWDQFH�LQ�VDLG�([KLELW��

([KLELW�)� %R[HV��������� $�OLVW�RI�DOO�6XESURFHVVRUV�XVHG�E\�WKH�2SHUDWRU�WR�SHUIRUP�
IXQFWLRQV�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW��OLVW�VHFXULW\�
SURJUDPV�DQG�PHDVXUHV��OLVW�2SHUDWRU¶V�VHFXULW\�PHDVXUHV�

,QVWUXFWLRQV� IRU� /($� DQG�RU� 6XEVFULELQJ�/($��7KLV� DJUHHPHQW� LV� LQWHQGHG� WR� EH� SURYLGHG� WR�DQ�
2SHUDWRU�IURP�D�/($��8SRQ�UHFHLYLQJ�DQ�H[HFXWHG�DJUHHPHQW�IURP�DQ�2SHUDWRU��WKH�/($�VKRXOG� IXOO\�
UHYLHZ�WKH�DJUHHPHQW�DQG�LI�DJUHHDEOH��VKRXOG�KDYH�DQ�DXWKRUL]HG�/($�FRQWDFW�ZHW�VLJQ�WKH�DJUHHPHQW��
2QFH�VLJQHG�E\�ERWK�WKH�2SHUDWRU�DQG�/($��WKH�/($�VKRXOG�VHQG�D�FRS\�RI�WKH�VLJQHG�DJUHHPHQW�WR�WKH�
2SHUDWRU��

$UWLFOH�([KLELW� %R[��� 'HVFULSWLRQ�

&RYHU�3DJH� %R[����� 2IILFLDO�1DPH�RI�/($�

&RYHU�3DJH� %R[���� 'DWH�6LJQHG�E\�/($�

$UWLFOH��� %R[HV�������� /($¶V�GHVLJQDWHG�UHSUHVHQWDWLYH�

6LJQDWXUH�3DJH� %R[HV�������� $XWKRUL]HG�/($�UHSUHVHQWDWLYH¶V�VLJQDWXUH�

([KLELW�'� $OO�$SSOLFDEOH�
%R[HV�

�2SWLRQDO�([KLELW���'HILQHV�GHOHWLRQ�RU�UHWXUQ�RI�GDWD�
H[SHFWDWLRQV�E\�/($�

([KLELW�(� $OO�$SSOLFDEOH�
%R[HV�

�2SWLRQDO�([KLELW��2QO\�WR�EH�FRPSOHWHG�E\�D�6XEVFULELQJ�/($�
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:+(5($6��WKH�2SHUDWRU�KDV�DJUHHG�WR�SURYLGH�WKH�/RFDO�(GXFDWLRQ�$JHQF\��³/($´��ZLWK�FHUWDLQ�GLJLWDO��

HGXFDWLRQDO�VHUYLFHV��³6HUYLFHV´��DFFRUGLQJ�WR�D�FRQWUDFW�WLWOHG�³����������������������������������������������������������������³��
����>%R[��@�

DQG�GDWHG����������������������WEH�³6HUYLFH�$JUHHPHQW´���DQG���
�>%R[��@�

:+(5($6��LQ�RUGHU�WR�SURYLGH�WKH�6HUYLFHV�GHVFULEHG�LQ�WKH�6HUYLFH�$JUHHPHQW��WKH�2SHUDWRU�PD\�

UHFHLYH�RU�FUHDWH�DQG�WKH�/($�PD\�SURYLGH�GRFXPHQWV�RU�GDWD�WKDW�DUH�FRYHUHG�E\�IHGHUDO�VWDWXWHV��DPRQJ�
WKHP��WKH�)HGHUDO�(GXFDWLRQDO�5LJKWV�DQG�3ULYDF\�$FW��³)(53$´��DW����8�6�&������J�����&)5�3DUW������
&KLOGUHQ¶V� 2QOLQH� 3ULYDF\� 3URWHFWLRQ� $FW� �³&233$´��� ��� 8�6�&�� ����������� DQG� 3URWHFWLRQ� RI�3XSLO�
5LJKWV�$PHQGPHQW��³335$´�����8�6�&������K��DQG�

:+(5($6��WKH�GRFXPHQWV�DQG�GDWD�WUDQVIHUUHG�IURP�/($V�DQG�FUHDWHG�E\�WKH�2SHUDWRU¶V�6HUYLFHV�DUH�DOVR�
VXEMHFW�WR�VWDWH�VWXGHQW�SULYDF\�ODZV��LQFOXGLQJ�7H[DV�(GXFDWLRQ�&RGH�&KDSWHU�����DQG�

:+(5($6��WKH�2SHUDWRU�PD\��E\�VLJQLQJ�WKH��*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV���DJUHH�WR�DOORZ�RWKHU�

/($V� LQ�7H[DV� WKH� RSSRUWXQLW\� WR� DFFHSW� DQG� HQMR\� WKH� EHQHILWV� RI� WKLV�'3$�IRU� WKH� 6HUYLFHV� GHVFULEHG�
ZLWKLQ��ZLWKRXW�WKH�QHHG�WR�QHJRWLDWH�WHUPV�LQ�D�VHSDUDWH�'3$��

12:�7+(5()25(��IRU�JRRG�DQG�YDOXDEOH�FRQVLGHUDWLRQ��WKH�SDUWLHV�DJUHH�DV�IROORZV��

$57,&/(�,��385326(�$1'�6&23(��

�� 1DWXUH�RI�6HUYLFHV�3URYLGHG��7KH�2SHUDWRU�KDV�DJUHHG�WR�SURYLGH�GLJLWDO�HGXFDWLRQDO�VHUYLFHV�DV�RXWOLQHG�LQ�
([KLELW�$�DQG�WKH�$JUHHPHQW�

�� 3XUSRVH� RI� '3$�� )RU� 2SHUDWRU� WR� SURYLGH� VHUYLFHV� WR� WKH� /($� LW� PD\� EHFRPH� QHFHVVDU\� IRU� WKH�/($
WR�VKDUH�FHUWDLQ�/($�'DWD��7KLV�'3$�GHVFULEHV�WKH�3DUWLHV¶�UHVSRQVLELOLWLHV�WR�SURWHFW�'DWD�

�� 'DWD�WR�%H�3URYLGHG��,Q�RUGHU�IRU�WKH�2SHUDWRU�WR�SHUIRUP�WKH�6HUYLFHV�GHVFULEHG�LQ�WKH�6HUYLFH�$JUHHPHQW��
/($� VKDOO� SURYLGH� WKH� FDWHJRULHV� RI� GDWD� GHVFULEHG� LQ� WKH� 6FKHGXOH� RI� 'DWD�� DWWDFKHG� DV
([KLELW�%�

�� '3$�'HILQLWLRQV��7KH�GHILQLWLRQV�RI�WHUPV�XVHG�LQ�WKLV�'3$�DUH�IRXQG�LQ�([KLELW�&��,Q�WKH�HYHQW�RI�D�FRQIOLFW��
GHILQLWLRQV�XVHG�LQ�WKLV�'3$�VKDOO�SUHYDLO�RYHU�WHUPV�XVHG�LQ�WKH�6HUYLFH�$JUHHPHQW�
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�� 2ZQHUVKLS� RI�'DWD�� $OO�'DWD� WUDQVPLWWHG� WR� WKH�2SHUDWRU� SXUVXDQW� WR� WKH� 6HUYLFH�$JUHHPHQW� LV� DQG�ZLOO�
FRQWLQXH� WR� EH� WKH� SURSHUW\� RI� DQG� XQGHU� WKH� FRQWURO� RI� WKH� /($�� 7KH�2SHUDWRU� IXUWKHU� DFNQRZOHGJHV� DQG�
DJUHHV�WKDW�DOO�FRSLHV�RI�VXFK�'DWD�WUDQVPLWWHG�WR�WKH�2SHUDWRU��LQFOXGLQJ�DQ\�PRGLILFDWLRQV�RU�DGGLWLRQV�RU�DQ\�
SRUWLRQ�WKHUHRI�IURP�DQ\�VRXUFH��DUH�VXEMHFW�WR�WKH�SURYLVLRQV�RI�WKLV�'3$�LQ�WKH�VDPH�PDQQHU�DV�WKH�RULJLQDO�
'DWD��7KH�3DUWLHV�DJUHH�WKDW�DV�EHWZHHQ�WKHP��DOO�ULJKWV��LQFOXGLQJ�DOO�LQWHOOHFWXDO�SURSHUW\�ULJKWV�LQ�DQG�WR�'DWD�
FRQWHPSODWHG�SHU�WKH�6HUYLFH�$JUHHPHQW�VKDOO�UHPDLQ�WKH�H[FOXVLYH�SURSHUW\�RI�WKH�/($�

�� 2SHUDWRU�0DWHULDOV��2SHUDWRU�UHWDLQV�DOO�ULJKW��WLWOH�DQG�LQWHUHVW�LQ�DQG�WR�DQ\�DQG�DOO�RI�2SHUDWRU¶V�VRIWZDUH��
PDWHULDOV�� WRROV�� IRUPV�� GRFXPHQWDWLRQ�� WUDLQLQJ� DQG� LPSOHPHQWDWLRQ� PDWHULDOV� DQG� LQWHOOHFWXDO� SURSHUW\
�³2SHUDWRU� 0DWHULDOV´��� 2SHUDWRU� JUDQWV� WR� WKH� /($� D� SHUVRQDO�� QRQH[FOXVLYH� OLFHQVH� WR� XVH�WKH�2SHUDWRU�
0DWHULDOV� IRU� LWV� RZQ� QRQ�FRPPHUFLDO�� LQFLGHQWDO� XVH� DV� VHW� IRUWK� LQ� WKH� 6HUYLFH�$JUHHPHQW�� 2SHUDWRU�
UHSUHVHQWV�WKDW�LW�KDV�DOO�LQWHOOHFWXDO�SURSHUW\�ULJKWV�QHFHVVDU\�WR�HQWHU�LQWR�DQG�SHUIRUP�LWV�REOLJDWLRQV�LQ�WKLV�
'3$�DQG� WKH�6HUYLFH�$JUHHPHQW��ZDUUDQWV� WR� WKH�'LVWULFW� WKDW� WKH�'LVWULFW�ZLOO� KDYH� XVH� RI� DQ\� LQWHOOHFWXDO�
SURSHUW\� FRQWHPSODWHG� E\� WKH�6HUYLFH�$JUHHPHQW� IUHH� DQG� FOHDU� RI� FODLPV�RI� DQ\� QDWXUH�E\�DQ\� WKLUG�3DUW\�
LQFOXGLQJ��ZLWKRXW�OLPLWDWLRQ��FRS\ULJKW�RU�SDWHQW�LQIULQJHPHQW�FODLPV��DQG�DJUHHV�WR�LQGHPQLI\�WKH�'LVWULFW�IRU�
DQ\�UHODWHG�FODLPV�

�� 3DUHQW� $FFHVV�� /($� VKDOO� HVWDEOLVK� UHDVRQDEOH� SURFHGXUHV� E\� ZKLFK� D� SDUHQW�� OHJDO� JXDUGLDQ�� RU�HOLJLEOH�
VWXGHQW�PD\�UHYLHZ�'DWD�RQ�WKH�SXSLO¶V�UHFRUGV��FRUUHFW�HUURQHRXV�LQIRUPDWLRQ��DQG�SURFHGXUHV�IRU�WKH�WUDQVIHU�
RI�SXSLO�JHQHUDWHGௗFRQWHQW�WR�D�SHUVRQDO�DFFRXQW��FRQVLVWHQW�ZLWK�WKH�IXQFWLRQDOLW\�RI�VHUYLFHV��2SHUDWRU�VKDOO�
UHVSRQG�LQ�D�UHDVRQDEO\�WLPHO\�PDQQHU��DQG�QR�ODWHU�WKDQ����GD\V�IURP�WKH�GDWH�RI�WKH�UHTXHVW��WR�WKH�/($¶V�
UHTXHVW�IRU�'DWD�LQ�D�SXSLO¶V�UHFRUGV�KHOG�E\�WKH�2SHUDWRU�WR�YLHZ�RU�FRUUHFW�DV�QHFHVVDU\��,Q�WKH�HYHQW�WKDW�D�
SDUHQW�RI�D�SXSLO�RU�RWKHU�LQGLYLGXDO�FRQWDFWV�WKH�2SHUDWRU�WR�UHYLHZ�DQ\�RI�WKH�'DWD�DFFHVVHG�SXUVXDQW�WR�WKH�
6HUYLFHV�� WKH� 2SHUDWRU� VKDOO� UHIHU� WKH� SDUHQW� RU� LQGLYLGXDO� WR� WKH� /($��ZKR�ZLOO� IROORZ� WKH� QHFHVVDU\� DQG�
SURSHU�SURFHGXUHV�UHJDUGLQJ�WKH�UHTXHVWHG�LQIRUPDWLRQ�

�� 'DWD�3RUWDELOLW\��2SHUDWRU�VKDOO��DW� WKH�UHTXHVW�RI�WKH�/($��PDNH�'DWD�DYDLODEOH�LQFOXGLQJ�3XSLO�*HQHUDWHG�
&RQWHQW�LQ�D�UHDGLO\�DFFHVVLEOH�IRUPDW�

�� 7KLUG� 3DUW\� 5HTXHVW�� 6KRXOG� D� 7KLUG� 3DUW\�� LQFOXGLQJ� ODZ� HQIRUFHPHQW� RU� D� JRYHUQPHQW� HQWLW\�� FRQWDFW�
2SHUDWRU�ZLWK�D�UHTXHVW�IRU�GDWD�KHOG�E\�WKH�2SHUDWRU�SXUVXDQW�WR�WKH�6HUYLFHV��WKH�2SHUDWRU�VKDOO�LPPHGLDWHO\�
�ZLWKLQ���EXVLQHVV�GD\���DQG�WR�WKH�H[WHQW�OHJDOO\�SHUPLWWHG��UHGLUHFW�WKH�7KLUG�3DUW\�WR�UHTXHVW�WKH�GDWD�GLUHFWO\�
IURP�WKH�/($��QRWLI\�WKH�/($�RI�WKH�UHTXHVW��DQG�SURYLGH�D�FRS\�RI�WKH�UHTXHVW�WR�WKH�/($��)XUWKHUPRUH��LI�
OHJDOO\�SHUPLVVLEOH��2SHUDWRU�VKDOO�SURPSWO\�QRWLI\� WKH�/($�RI�D�VXESRHQD�FRPSHOOLQJ�GLVFORVXUH� WR�D�7KLUG�
3DUW\�DQG�SURYLGH�D�FRS\�RI�WKH�VXESRHQD�ZLWK�VXIILFLHQW�WLPH�IRU�WKH�/($�WR�UDLVH�REMHFWLRQV�WR�WKH�VXESRHQD��
7KH�2SHUDWRU�ZLOO�QRW�XVH��GLVFORVH��FRPSLOH��WUDQVIHU��RU�VHOO�WKH�'DWD�DQG�RU�DQ\�SRUWLRQ�WKHUHRI�WR�DQ\�WKLUG�
SDUW\�RU�RWKHU�HQWLW\�RU�DOORZ�DQ\�RWKHU�WKLUG�SDUW\�RU�RWKHU�HQWLW\�WR�XVH��GLVFORVH��FRPSLOH��WUDQVIHU�RU�VHOO�WKH�
'DWD� DQG�RU� DQ\� SRUWLRQ� WKHUHRI�� 1RWZLWKVWDQGLQJ� DQ\�SURYLVLRQ� RI� WKLV� '3$�RU� 6HUYLFH�$JUHHPHQW� WR� WKH�
FRQWUDU\��2SHUDWRU�XQGHUVWDQGV�WKDW�WKH�/($�LV�VXEMHFW�WR�DQG�ZLOO�FRPSO\�ZLWK�WKH�7H[DV�3XEOLF�,QIRUPDWLRQ�
$FW� �&KDSWHU� ����� 7H[DV� *RYHUQPHQW� &RGH��� 2SHUDWRU� XQGHUVWDQGV� DQG� DJUHHV� WKDW� LQIRUPDWLRQ��
GRFXPHQWDWLRQ�DQG�RWKHU�PDWHULDO�LQ�FRQQHFWLRQ�ZLWK�WKH�'3$�DQG�6HUYLFH�$JUHHPHQW�PD\�EH�VXEMHFW�WR�SXEOLF�
GLVFORVXUH�

�� 1R�8QDXWKRUL]HG�8VH��2SHUDWRU� VKDOO�XVH�'DWD�RQO\� IRU� WKH�SXUSRVH�RI� IXOILOOLQJ� LWV�GXWLHV�DQG�REOLJDWLRQV�
XQGHU�WKH�6HUYLFH�$JUHHPHQW�DQG�ZLOO�QRW�VKDUH�'DWD�ZLWK�RU�GLVFORVH�LW�WR�DQ\�7KLUG�3DUW\�ZLWKRXW�WKH�SULRU�
ZULWWHQ� FRQVHQW� RI� WKH� /($�� H[FHSW� DV� UHTXLUHG� E\� ODZ� RU� WR� IXOILOO
LWV�GXWLHV�DQG�REOLJDWLRQV�XQGHU�WKH�6HUYLFH�$JUHHPHQW�

�� 6XESURFHVVRUV�� $OO� 6XESURFHVVRUV� XVHG� E\� WKH� 2SHUDWRU� WR� SHUIRUP� IXQFWLRQV� SXUVXDQW� WR� WKH�6HUYLFH�
$JUHHPHQW� VKDOO� EH� LGHQWLILHG� LQ� ([KLELW� )��2SHUDWRU� VKDOO� HLWKHU� ���� HQWHU� LQWR�ZULWWHQ� DJUHHPHQWV�ZLWK�DOO�
6XESURFHVVRUV�SHUIRUPLQJ�IXQFWLRQV�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW��VXFK�WKDW�WKH�6XESURFHVVRUV�DJUHH�WR�
SURWHFW�'DWD� LQ� D�PDQQHU� WKH� VDPH� DV� RU� EHWWHU� WKDQ� DV� SURYLGHG�SXUVXDQW� WR� WKH� WHUPV� RI� WKLV�'3$��RU�����
LQGHPQLI\� DQG�KROG� KDUPOHVV� WKH�/($�� LWV� RIILFHUV�� DJHQWV�� DQG� HPSOR\HHV� IURP�DQ\� DQG� DOO� FODLPV��ORVVHV��
VXLWV�� RU� OLDELOLW\� LQFOXGLQJ� DWWRUQH\V¶� IHHV� IRU� GDPDJHV� RU� FRVWV� UHVXOWLQJ� IURP� WKH� DFWV� RU� RPLVVLRQV� RI�LWV�
6XESURFHVVRUV�� 2SHUDWRU� VKDOO� SHULRGLFDOO\� FRQGXFW� RU� UHYLHZ� FRPSOLDQFH� PRQLWRULQJ� DQG� DVVHVVPHQWV�RI�
6XESURFHVVRUV�WR�GHWHUPLQH�WKHLU�FRPSOLDQFH�ZLWK�WKLV�'3$��6XSEURFHVVRUV�VKDOO�DJUHH�WR�WKH�SURYLVLRQV�RI�WKH�
'3$�UHJDUGLQJ�JRYHUQLQJ�ODZ��YHQXH��DQG�MXULVGLWLRQ�
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�� 3URYLGH�'DWD�,Q�&RPSOLDQFH�:LWK�6WDWH�DQG�)HGHUDO�/DZ��/($�VKDOO�SURYLGH�GDWD�IRU�WKH�SXUSRVHV�
RI�WKH�6HUYLFH�$JUHHPHQW�LQ�FRPSOLDQFH�ZLWK�)(53$��&233$��335$��7H[DV�(GXFDWLRQ�&RGH�&KDSWHU�
���� DQG� DOO� RWKHU� 7H[DV� SULYDF\� VWDWXWHV� FLWHG� LQ� WKLV� '3$� DV� WKHVH� ODZV� DQG
UHJXODWLRQV�DSSO\�WR�WKH�FRQWUDFWHG�VHUYLFHV��7KH�/($�VKDOO�QRW�EH�UHTXLUHG�WR�SURYLGH�'DWD�LQ�YLRODWLRQ�
RI� DSSOLFDEOH� ODZV�� 2SHUDWRU� PD\� QRW� UHTXLUH� /($� RU� XVHUV� WR� ZDLYH� ULJKWV� XQGHU
DSSOLFDEOH�ODZV�LQ�FRQQHFWLRQ�ZLWK�XVH�RI�WKH�6HUYLFHV�

�� &RQVLGHU� 2SHUDWRU� DV� 6FKRRO� 2IILFLDO�� 7KH� 3DUWLHV� DJUHH� WKDW� 2SHUDWRU� LV� D� ³VFKRRO� RIILFLDO´
XQGHU� )(53$�DQG� KDV� D� � OHJLWLPDWH� � HGXFDWLRQDO� � LQWHUHVW� � LQ� � SHUVRQDOO\� � LGHQWLILDEOH� LQIRUPDWLRQ
IURP� HGXFDWLRQ� UHFRUGV�� )RU� SXUSRVHV� RI� WKH� 6HUYLFH� $JUHHPHQW� DQG� WKLV� '3$�
2SHUDWRU������SURYLGHV�D�VHUYLFH�RU�IXQFWLRQ�IRU�ZKLFK�WKH�/($�ZRXOG�RWKHUZLVH�XVH�HPSOR\HHV�� ����LV�
XQGHU�WKH�GLUHFW�FRQWURO�RI� WKH�/($�ZLWK�UHVSHFW� WR� WKH�XVH�DQG�PDLQWHQDQFH�RI�HGXFDWLRQ�UHFRUGV��DQG
��� LV� VXEMHFW� WR� WKH� UHTXLUHPHQWV� RI� )(53$� JRYHUQLQJ� WKH� XVH� DQG� UHGLVFORVXUH� RI� SHUVRQDOO\�
LGHQWLILDEOH�LQIRUPDWLRQ�IURP�HGXFDWLRQ��UHFRUGV

�� 5HDVRQDEOH� 3UHFDXWLRQV�� /($� VKDOO� WDNH� UHDVRQDEOH� SUHFDXWLRQV� WR� VHFXUH� XVHUQDPHV�
SDVVZRUGV��DQG�DQ\�RWKHU�PHDQV�RI�JDLQLQJ�DFFHVV�WR�WKH�VHUYLFHV�DQG�KRVWHG�GDWD�

�� 8QDXWKRUL]HG�$FFHVV�1RWLILFDWLRQ��/($�VKDOO�QRWLI\�2SHUDWRU�SURPSWO\�RI�DQ\�NQRZQ�XQDXWKRUL]HG�
DFFHVV�� /($� ZLOO� DVVLVW� 2SHUDWRU� LQ� DQ\� HIIRUWV� E\� 2SHUDWRU� WR� LQYHVWLJDWH� DQG� UHVSRQG� WR� DQ\�
XQDXWKRUL]HG�DFFHVV�

$57,&/(�,9��'87,(6�2)�23(5$725�

�� 3ULYDF\� &RPSOLDQFH�� 2SHUDWRU� PD\� UHFHLYH� 3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ� �³3,,´�� IURP� WKH�
'LVWULFW� LQ� WKH� FRXUVH� RI� IXOILOOLQJ� LWV� GXWLHV� DQG� REOLJDWLRQV� XQGHU� WKH� 6HUYLFH� $JUHHPHQW�� 7KH�
2SHUDWRU� VKDOO� FRPSO\� ZLWK� DOO� DSSOLFDEOH� 6WDWH� DQG� )HGHUDO� ODZV� DQG� UHJXODWLRQV� SHUWDLQLQJ� WR� GDWD�
SULYDF\� DQG� VHFXULW\� LQFOXGLQJ� )(53$�� &233$�� 335$�� 7H[DV� (GXFDWLRQ� &RGH� &KDSWHU� ���� DQG� DOO�
RWKHU�7H[DV�SULYDF\�VWDWXWHV�FLWHG�LQ�WKLV�'3$�

�� (PSOR\HH�2EOLJDWLRQ�� 2SHUDWRU� VKDOO� UHTXLUH� DOO� HPSOR\HHV� DQG� DJHQWV� ZKR� KDYH� DFFHVV� WR� 'DWD� WR�
FRPSO\�ZLWK� DOO� DSSOLFDEOH� SURYLVLRQV� RI� WKLV�'3$�ZLWK� UHVSHFW� WR� WKH� GDWD� VKDUHG� XQGHU� WKH� 6HUYLFH�
$JUHHPHQW�� 2SHUDWRU� DJUHHV� WR� UHTXLUH� DQG� PDLQWDLQ� DQ� DSSURSULDWH� FRQILGHQWLDOLW\� DJUHHPHQW� IURP�
HDFK�HPSOR\HH�RU�DJHQW�ZLWK�DFFHVV�WR�'DWD�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW�

�� 'H�LGHQWLILHG� ,QIRUPDWLRQ�� 'H�LGHQWLILHG� ,QIRUPDWLRQ� PD\� EH� XVHG� E\� WKH� 2SHUDWRU� RQO\� IRU� WKH�
SXUSRVHV� RI� GHYHORSPHQW�� SURGXFW� LPSURYHPHQW�� WR� GHPRQVWUDWH� RU� PDUNHW� SURGXFW� HIIHFWLYHQHVV�� RU�
UHVHDUFK�DV�DQ\�RWKHU�PHPEHU�RI�WKH�SXEOLF�RU�SDUW\�ZRXOG�EH�DEOH�WR�XVH�GH�LGHQWLILHG�GDWD�SXUVXDQW�WR�
��� &)5� ������E��� 2SHUDWRU� DJUHHV� QRW� WR� DWWHPSW� WR� UH�LGHQWLI\�'H�LGHQWLILHG� ,QIRUPDWLRQ� DQG� QRW� WR�
WUDQVIHU�'H�LGHQWLILHG�,QIRUPDWLRQ�WR�DQ\�SDUW\�XQOHVV��D��WKDW�SDUW\�DJUHHV�LQ�ZULWLQJ�QRW�WR�DWWHPSW�UH�
LGHQWLILFDWLRQ��DQG��E��SULRU�ZULWWHQ�QRWLFH�KDV�EHHQ�JLYHQ�WR�/($�ZKR�KDV�SURYLGHG�SULRU�ZULWWHQ�FRQVHQW�
IRU�VXFK�WUDQVIHU��2SHUDWRU�VKDOO�QRW�FRS\��UHSURGXFH�RU�WUDQVPLW�DQ\�'H�LGHQWLILHG�,QIRUPDWLRQ�RU�RWKHU�
'DWD�REWDLQHG�XQGHU�WKH�6HUYLFH�$JUHHPHQW�H[FHSW�DV�QHFHVVDU\�WR�IXOILOO�WKH�6HUYLFH�$JUHHPHQW�

�� $FFHVV�7R��5HWXUQ��DQG�'LVSRVLWLRQ�RI�'DWD��8SRQ�ZULWWHQ�UHTXHVW�RI�/($��2SHUDWRU�VKDOO�GLVSRVH�RI�RU�
GHOHWH�DOO�'DWD�REWDLQHG�XQGHU� WKH�6HUYLFH�$JUHHPHQW�ZKHQ� LW� LV�QR� ORQJHU�QHHGHG� IRU�WKH�SXUSRVH� IRU�
ZKLFK�LW�ZDV�REWDLQHG��DQG�WUDQVIHU�VDLG�GDWD�WR�/($�RU�/($¶V�GHVLJQHH�ZLWKLQ�VL[W\
���� GD\V� RI� WKH� GDWH� RI� WHUPLQDWLRQ� DQG� DFFRUGLQJ� WR� D� VFKHGXOH� DQG� SURFHGXUH� DV� WKH� 3DUWLHV�PD\�
UHDVRQDEO\�DJUHH��2SHUDWRU�DFNQRZOHGJHV�/($¶V�REOLJDWLRQV�UHJDUGLQJ�UHWHQWLRQ�RI�JRYHUQPHQWDO�GDWD��
DQG� VKDOO� QRW� GHVWUR\� 'DWD� H[FHSW� DV� SHUPLWWHG� E\� /($�� 1RWKLQJ� LQ� WKH� 6HUYLFH� $JUHHPHQW� VKDOO�
DXWKRUL]H� 2SHUDWRU� WR� PDLQWDLQ� 'DWD� REWDLQHG� XQGHU� WKH� 6HUYLFH�$JUHHPHQW� EH\RQG� WKH� WLPH� SHULRG�
UHDVRQDEO\�QHHGHG�WR�FRPSOHWH� WKH�GLVSRVLWLRQ��'LVSRVLWLRQ�VKDOO� LQFOXGH����� WKH�VKUHGGLQJ�RI�DQ\�KDUG�
FRSLHV�RI�DQ\�'DWD������'DWD�'HVWUXFWLRQ��RU�����2WKHUZLVH�PRGLI\LQJ�WKH�SHUVRQDO�LQIRUPDWLRQ�LQ�WKRVH�
UHFRUGV� WR� PDNH� LW� XQUHDGDEOH� RU� LQGHFLSKHUDEOH�� 2SHUDWRU� VKDOO� SURYLGH� ZULWWHQ� QRWLILFDWLRQ� WR� /($�
ZKHQ�WKH�'DWD�KDV�EHHQ�GLVSRVHG�RI�
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7KH� GXW\� WR� GLVSRVH� RI�'DWD� VKDOO� QRW� H[WHQG� WR� GDWD� WKDW�KDV� EHHQ� GH�LGHQWLILHG� RU� SODFHG� LQ� D� VHSDUDWH�
6WXGHQW�DFFRXQW��SXUVXDQW�WR�WKH�RWKHU�WHUPV�RI�WKH�'3$��7KH�/($�PD\�HPSOR\�D�³5HTXHVW�IRU�5HWXUQ�RU�
'HOHWLRQ� RI� 'DWD´� )250�� D� VDPSOH� RI� WKLV� IRUP� LV� DWWDFKHG�
�RQ�([KLELW�³'´���8SRQ�UHFHLSW�RI�D�UHTXHVW�IURP�WKH�/($��WKH�2SHUDWRU�ZLOO�LPPHGLDWHO\�SURYLGH�WKH�/($�
ZLWK�DQ\�VSHFLILHG�SRUWLRQ�RI�WKH�'DWD�ZLWKLQ�ILYH�����EXVLQHVV�GD\V�RI�UHFHLSW�RI�VDLG�UHTXHVW��

�� 7DUJHWHG�$GYHUWLVLQJ�3URKLELWLRQ��2SHUDWRU�LV�SURKLELWHG�IURP�XVLQJ�RU�VHOOLQJ�'DWD�WR��D��PDUNHW
RU�DGYHUWLVH�WR�VWXGHQWV�RU�IDPLOLHV�JXDUGLDQV���E��LQIRUP��LQIOXHQFH��RU�HQDEOH�PDUNHWLQJ�
DGYHUWLVLQJ��RU�RWKHU�FRPPHUFLDO�HIIRUWV�E\�D�2SHUDWRU���F��GHYHORS�D�SURILOH�RI�D�VWXGHQW��IDPLO\
PHPEHU�JXDUGLDQ�RU�JURXS��IRU�DQ\�FRPPHUFLDO�SXUSRVH�RWKHU�WKDQ�SURYLGLQJ�WKH�6HUYLFH�WR�/($��RU
�G� XVH�WKH�'DWD�IRU�WKH�GHYHORSPHQW�RI�FRPPHUFLDO�SURGXFWV�RU�VHUYLFHV��RWKHU�WKDQ�DV�QHFHVVDU\�WR
SURYLGH�WKH�6HUYLFH�WR�/($��7KLV�VHFWLRQ�GRHV�QRW�SURKLELW�2SHUDWRU�IURP�JHQHUDWLQJ�OHJLWLPDWH
SHUVRQDOL]HG�OHDUQLQJ�UHFRPPHQGDWLRQV�

�� $FFHVV�WR�'DWD��2SHUDWRU�VKDOO�PDNH�'DWD�LQ�WKH�SRVVHVVLRQ�RI�WKH�2SHUDWRU�DYDLODEOH�WR�WKH�/($
ZLWKLQ�ILYH�����EXVLQHVV�GD\V�RI�D�UHTXHVW�E\�WKH�/($�

$57,&/(�9��'$7$�3529,6,216�

�� 'DWD� 6HFXULW\�� 7KH� 2SHUDWRU� DJUHHV� WR� DELGH� E\� DQG� PDLQWDLQ� DGHTXDWH� GDWD� VHFXULW\�PHDVXUHV�
FRQVLVWHQW�ZLWK� LQGXVWU\� VWDQGDUGV� DQG� WHFKQRORJ\� EHVW� SUDFWLFHV�� WR� SURWHFW�'DWD� IURP�XQDXWKRUL]HG
GLVFORVXUH� RU� DFTXLVLWLRQ� E\� DQ� XQDXWKRUL]HG� SHUVRQ��7KH� JHQHUDO� VHFXULW\� GXWLHV� RI�2SHUDWRU� DUH�VHW
IRUWK� EHORZ�� 2SHUDWRU� VKDOO� IXUWKHU� GHWDLO� LWV� VHFXULW\� SURJUDPV� DQG� PHDVXUHV� LQ� ([KLELW� )�� 7KHVH
PHDVXUHV�VKDOO�LQFOXGH��EXW�DUH�QRW�OLPLWHG�WR�

D� 3DVVZRUGV� DQG�(PSOR\HH�$FFHVV��2SHUDWRU� VKDOO� VHFXUH� XVHUQDPHV�� SDVVZRUGV�� DQG�DQ\
RWKHU� PHDQV� RI� JDLQLQJ� DFFHVV� WR� WKH� 6HUYLFHV� RU� WR� 'DWD�� DW� D� OHYHO� FRQVLVWHQW� ZLWK� DQ
LQGXVWU\� VWDQGDUG� DJUHHG� XSRQ� E\� /($��H�J�� VXJJHVWHG� E\�$UWLFOH� ���� RI�1,67�����������
2SHUDWRU� VKDOO� RQO\� SURYLGH� DFFHVV� WR� 'DWD� WR� HPSOR\HHV� RU� VXESURFHVVRUV� WKDW� DUH
SHUIRUPLQJ� WKH� 6HUYLFHV�� (PSOR\HHV�ZLWK� DFFHVV� WR�'DWD� VKDOO� KDYH� VLJQHG�FRQILGHQWLDOLW\
DJUHHPHQWV� UHJDUGLQJ� VDLG� 'DWD�� $OO� HPSOR\HHV� ZLWK� DFFHVV� WR� 'DWD� VKDOO� SDVV�FULPLQDO
EDFNJURXQG�FKHFNV�

E� 6HFXULW\�3URWRFROV��%RWK�SDUWLHV�DJUHH�WR�PDLQWDLQ�VHFXULW\�SURWRFROV�WKDW�PHHW�LQGXVWU\�EHVW
SUDFWLFHV�LQ�WKH�WUDQVIHU�RU�WUDQVPLVVLRQ�RI�DQ\�GDWD��LQFOXGLQJ�HQVXULQJ�WKDW�GDWD�PD\� RQO\
EH�YLHZHG�RU�DFFHVVHG�E\�SDUWLHV� OHJDOO\�DOORZHG�WR�GR�VR��2SHUDWRU�VKDOO�PDLQWDLQ�DOO�GDWD
REWDLQHG�RU�JHQHUDWHG�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW�LQ�D�VHFXUH�FRPSXWHU�HQYLURQPHQW�

F� (PSOR\HH�7UDLQLQJ��7KH�2SHUDWRU� VKDOO� SURYLGH�SHULRGLF� VHFXULW\� WUDLQLQJ� WR� WKRVH�RI� LWV
HPSOR\HHV�ZKR�RSHUDWH�RU�KDYH�DFFHVV�WR�WKH�V\VWHP�

G� 6HFXULW\� 7HFKQRORJ\�� :KHQ� WKH� 6HUYLFHV� DUH� DFFHVVHG� XVLQJ� D� VXSSRUWHG� ZHE�EURZVHU�
6HFXUH� 6RFNHW� /D\HU� �³66/´�� RU� HTXLYDOHQW� WHFKQRORJ\� VKDOO� EH� HPSOR\HG� WR� SURWHFW�GDWD
IURP�XQDXWKRUL]HG�DFFHVV��7KH�VHUYLFH�VHFXULW\�PHDVXUHV�VKDOO�LQFOXGH�VHUYHU�DXWKHQWLFDWLRQ
DQG� GDWD� HQFU\SWLRQ�� 2SHUDWRU� VKDOO� KRVW� GDWD� SXUVXDQW� WR� WKH� 6HUYLFH� $JUHHPHQW� LQ�DQ
HQYLURQPHQW�XVLQJ�D�ILUHZDOO�WKDW�LV�SHULRGLFDOO\�XSGDWHG�DFFRUGLQJ�WR�LQGXVWU\�VWDQGDUGV�

H� 6HFXULW\�&RQWDFW��2SHUDWRU� VKDOO�SURYLGH� WKH�QDPH�DQG�FRQWDFW� LQIRUPDWLRQ�RI�2SHUDWRU
V
6HFXULW\�&RQWDFW� RQ�([KLELW�)��7KH�/($�PD\�GLUHFW� VHFXULW\� FRQFHUQV�RU� TXHVWLRQV� WR� WKH
6HFXULW\�&RQWDFW�

I� 3HULRGLF�5LVN�$VVHVVPHQW��2SHUDWRU�VKDOO�FRQGXFW�SHULRGLF�LVN�DVVHVVPHQWV�DQG�UHPHGLDWH
DQ\� LGHQWLILHG� VHFXULW\� DQG� SULYDF\� YXOQHUDELOLWLHV� LQ� D� WLPHO\� PDQQHU�� 8SRQ� UHTXHVW�
2SHUDWRU�ZLOO�SURYLGH�WKH�/($�DQ�H[HFXWLYH�VXPPDU\�RI� WKH�ULVN�DVVHVVPHQW�RU�HTXLYDOHQW
UHSRUW�DQG�FRQILUPDWLRQ�RI�UHPHGLDWLRQ�
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J� %DFNXSV��2SHUDWRU� DJUHHV� WR� PDLQWDLQ� EDFNXS� FRSLHV�� EDFNHG� XS� DW� OHDVW� GDLO\�� RI� 'DWD
LQ� FDVH� RI� 2SHUDWRU¶V� V\VWHP� IDLOXUH� RU� DQ\� RWKHU� XQIRUHVHHQ� HYHQW� UHVXOWLQJ� LQ� ORVV� RI
DQ\�SRUWLRQ�RI�'DWD�

K� $XGLWV��:LWKLQ����GD\V�RI�UHFHLYLQJ�D�UHTXHVW�IURP�WKH�/($��DQG�QRW�WR�H[FHHG�RQH�UHTXHVW�
SHU�\HDU��WKH�/($�PD\�DXGLW�WKH�PHDVXUHV�RXWOLQHG�LQ�WKH�'3$��7KH�2SHUDWRU�ZLOO�FRRSHUDWH�
IXOO\� ZLWK� WKH� /($� DQG� DQ\� ORFDO�� VWDWH�� RU� IHGHUDO� DJHQF\� ZLWK� RYHUVLJKW
DXWKRULW\�MXULVGLFWLRQ� LQ� FRQQHFWLRQ�ZLWK� DQ\� DXGLW� RU� LQYHVWLJDWLRQ�RI� WKH�2SHUDWRU� DQG�RU�
GHOLYHU\�RI�6HUYLFHV�WR�VWXGHQWV�DQG�RU�/($��DQG�VKDOO�SURYLGH�IXOO�DFFHVV�WR�WKH�2SHUDWRU¶V�
IDFLOLWLHV��VWDII��DJHQWV�DQG�/($¶V�'DWD�DQG�DOO�UHFRUGV�SHUWDLQLQJ�WR�WKH�2SHUDWRU��/($�DQG�
GHOLYHU\�RI�6HUYLFHV�WR�WKH�2SHUDWRU��)DLOXUH�WR�FRRSHUDWH�VKDOO�EH�GHHPHG�D�PDWHULDO�EUHDFK�
RI�WKH�'3$��7KH�/($�PD\�UHTXHVW�DQ�DGGLWLRQDO�DXGLW�LI�D�PDWHULDO�FRQFHUQ�LV�LGHQWLILHG�

L� ,QFLGHQW�5HVSRQVH��2SHUDWRU�VKDOO�KDYH�D�ZULWWHQ�LQFLGHQW�UHVSRQVH�SODQ�WKDW�UHIOHFWV�EHVW�
SUDFWLFHV�DQG�LV�FRQVLVWHQW�ZLWK�LQGXVWU\�VWDQGDUGV�DQG�IHGHUDO�DQG�VWDWH�ODZ�IRU�UHVSRQGLQJ�
WR�D�GDWD�EUHDFK��EUHDFK�RI�VHFXULW\��SULYDF\�LQFLGHQW�RU�XQDXWKRUL]HG�DFTXLVLWLRQ�RU�XVH�RI�
DQ\�SRUWLRQ�RI�'DWD��LQFOXGLQJ�3,,��DQG�DJUHHV�WR�SURYLGH�/($��XSRQ�UHTXHVW��DQ�H[HFXWLYH�
VXPPDU\�RI�WKH�ZULWWHQ�LQFLGHQW�UHVSRQVH�SODQ�

�� 'DWD� %UHDFK�� :KHQ� 2SHUDWRU� UHDVRQDEO\� VXVSHFWV� DQG�RU� EHFRPHV� DZDUH� RI� DQ� XQDXWKRUL]HG�
GLVFORVXUH�RU�VHFXULW\�EUHDFK�FRQFHUQLQJ�DQ\�'DWD�FRYHUHG�E\�WKLV�$JUHHPHQW��2SHUDWRU�VKDOO�QRWLI\�
WKH�'LVWULFW�ZLWKLQ����KRXUV��7KH�2SHUDWRU�VKDOO�WDNH�LPPHGLDWH�VWHSV�WR�OLPLW�DQG�PLWLJDWH�WKH�GDPDJH�
RI�VXFK�VHFXULW\�EUHDFK�WR�WKH�JUHDWHVW�H[WHQW�SRVVLEOH��,I�WKH�LQFLGHQW�LQYROYHV�FULPLQDO�LQWHQW��WKHQ�WKH�
2SHUDWRU�ZLOO�IROORZ�GLUHFWLRQ�IURP�WKH�/DZ�(QIRUFHPHQW�$JHQFLHV�LQYROYHG�LQ�WKH�FDVH�

D� 7KH�VHFXULW\�EUHDFK�QRWLILFDWLRQ�WR�WKH�/($�VKDOO�EH�ZULWWHQ�LQ�SODLQ�ODQJXDJH��DQG�DGGUHVV�WKH�
IROORZLQJ

�� $� OLVW� RI� WKH� W\SHV� RI� SHUVRQDO� LQIRUPDWLRQ� WKDW� ZHUH� RU� DUH� UHDVRQDEO\�
EHOLHYHG�WR�KDYH�EHHQ�WKH�VXEMHFW�RI�D�EUHDFK�

�� $� GHVFULSWLRQ� RI� WKH� FLUFXPVWDQFHV� VXUURXQGLQJ� WKH� GLVFORVXUH� RU�EUHDFK��
LQFOXGLQJ�WKH�DFWXDO�RU�HVWLPDWHG�� WLPH�DQG�GDWH�RI� WKH�EUHDFK��DQG�:KHWKHU�
WKH�QRWLILFDWLRQ�ZDV�GHOD\HG�DV�D�UHVXOW�RI�D�ODZ�HQIRUFHPHQW�LQYHVWLJDWLRQ�

E� 2SHUDWRU�DJUHHV�WR�DGKHUH�WR�DOO�UHTXLUHPHQWV�LQ�DSSOLFDEOH�VWDWH�DQG�IHGHUDO�ODZ�ZLWK�UHVSHFW�
WR� D� 'DWD� EUHDFK� RU� GLVFORVXUH�� LQFOXGLQJ� DQ\� UHTXLUHG� UHVSRQVLELOLWLHV� DQG� SURFHGXUHV� IRU�
QRWLILFDWLRQ�RU�PLWLJDWLRQ

F� ,Q� WKH�HYHQW�RI�D�EUHDFK�RU�XQDXWKRUL]HG�GLVFORVXUH�� WKH�2SHUDWRU�VKDOO�FRRSHUDWH�IXOO\�ZLWK�
WKH� /($�� LQFOXGLQJ�� EXW� QRW� OLPLWHG� WR� SURYLGLQJ� DSSURSULDWH� QRWLILFDWLRQ� WR� LQGLYLGXDOV�
LPSDFWHG�E\� WKH�EUHDFK�RU�GLVFORVXUH��2SHUDWRU�ZLOO� UHLPEXUVH� WKH�/($�LQ�IXOO� IRU� DOO� FRVWV�
LQFXUUHG�E\�WKH�/($�LQ�LQYHVWLJDWLRQ�DQG�UHPHGLDWLRQ�RI�DQ\�6HFXULW\�%UHDFK�FDXVHG�LQ�ZKROH�
RU� LQ� SDUW� E\� 2SHUDWRU� RU� 2SHUDWRU¶V� VXESURFHVVRUV�� LQFOXGLQJ� EXW� QRW� OLPLWHG� WR� FRVWV�RI�
SURYLGLQJ�QRWLILFDWLRQ� DQG�SURYLGLQJ�RQH�\HDU¶V� FUHGLW�PRQLWRULQJ� WR� DIIHFWHG� LQGLYLGXDOV� LI�
3,,�H[SRVHG�GXULQJ�WKH�EUHDFK�FRXOG�EH�XVHG�WR�FRPPLW�ILQDQFLDO�LGHQWLW\�WKHIW�

G� 7KH� /($� PD\� LPPHGLDWHO\� WHUPLQDWH� WKH� 6HUYLFH� $JUHHPHQW� LI� WKH� /($� GHWHUPLQHV� WKH�
2SHUDWRU�KDV�EUHDFKHG�D�PDWHULDO�WHUP�RI�WKLV�'3$�

H� 7KH� 2SHUDWRU¶V� REOLJDWLRQV� XQGHU� 6HFWLRQ� �� VKDOO� VXUYLYH� WHUPLQDWLRQ� RI� WKLV� '3$� DQG�
6HUYLFH�$JUHHPHQW�XQWLO�DOO�'DWD�KDV�EHHQ�UHWXUQHG�DQG�RU�6HFXUHO\�'HVWUR\HG�
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$57,&/(�9,��*(1(5$/�2))(5�2)�35,9$&<�7(506�

��� *HQHUDO�2IIHU�RI�3ULYDF\�7HUPV���2SHUDWRU�PD\��E\�VLJQLQJ�WKH�DWWDFKHG�)RUP�RI�*HQHUDO�2IIHU�RI�3ULYDF\
7HUPV��*HQHUDO�2IIHU��DWWDFKHG�DV�([KLELW�(���EH�ERXQG�E\�WKH�WHUPV�RI�WKLV�'3$�WR�DQ\�RWKHU�/($�ZKR�VLJQV
WKH�DFFHSWDQFH�LQ�VDLG�([KLELW�

$57,&/(�9,,��
0,6&(//$1(286�

ϭ͘ 7HUP��7KH�2SHUDWRU�VKDOO�EH�ERXQG�E\�WKLV�'3$�IRU�WKH�GXUDWLRQ�RI�WKH�6HUYLFH�$JUHHPHQW�RU�VR�ORQJ�DV�WKH
2SHUDWRU�PDLQWDLQV�DQ\�'DWD��1RWZLWKVWDQGLQJ�WKH�IRUHJRLQJ��2SHUDWRU�DJUHHV�WR�EH�ERXQG�E\�WKH�WHUPV�DQG
REOLJDWLRQV�RI�WKLV�'3$�IRU�QR�OHVV�WKDQ�WKUHH�����\HDUV�

Ϯ͘ 7HUPLQDWLRQ��,Q�WKH�HYHQW�WKDW�HLWKHU�SDUW\�VHHNV�WR�WHUPLQDWH�WKLV�'3$��WKH\�PD\�GR�VR�E\�PXWXDO�ZULWWHQ
FRQVHQW�VR�ORQJ�DV�WKH�6HUYLFH�$JUHHPHQW�KDV�ODSVHG�RU�KDV�EHHQ�WHUPLQDWHG�

ϯ͘ (IIHFW�RI�7HUPLQDWLRQ�6XUYLYDO��,I�WKH�6HUYLFH�$JUHHPHQW�LV�WHUPLQDWHG��WKH�2SHUDWRU�VKDOO�GLVSRVH�RI�DOO�RI
/($¶V�'DWD�SXUVXDQW�WR�$UWLFOH�,9��VHFWLRQ���

ϰ͘ 3ULRULW\�RI�$JUHHPHQWV��7KLV�'3$�VKDOO�JRYHUQ�WKH�WUHDWPHQW�RI�'DWD�LQ�RUGHU�WR�FRPSO\�ZLWK�WKH�SULYDF\
SURWHFWLRQV�� LQFOXGLQJ� WKRVH� IRXQG� LQ�)(53$�DQG�DOO� DSSOLFDEOH�SULYDF\� VWDWXWHV�FLWHG� LQ� WKLV�'3$��,Q�WKH
HYHQW�WKHUH�LV�FRQIOLFW�EHWZHHQ�WKH�WHUPV�RI�WKH�'3$�DQG�WKH�6HUYLFH�$JUHHPHQW��RU�ZLWK�DQ\�RWKHU�ELG�5)3�
OLFHQVH�DJUHHPHQW��WHUPV�RI�VHUYLFH��SULYDF\�SROLF\��RU�RWKHU�ZULWLQJ��WKH�WHUPV�RI�WKLV�'3$�VKDOO�DSSO\�DQG
WDNH�SUHFHGHQFH��([FHSW�DV�GHVFULEHG�LQ�WKLV�SDUDJUDSK��DOO�RWKHU�SURYLVLRQV�RI�WKH�6HUYLFH�$JUHHPHQW�VKDOO
UHPDLQ�LQ�HIIHFW�

ϱ͘ 1RWLFH��$OO�QRWLFHV�RU�RWKHU�FRPPXQLFDWLRQ�UHTXLUHG�RU�SHUPLWWHG�WR�EH�JLYHQ�KHUHXQGHU�PXVW�EH�LQ�ZULWLQJ
DQG�JLYHQ�E\�SHUVRQDO�GHOLYHU\��IDFVLPLOH�RU�H�PDLO�WUDQVPLVVLRQ��LI�FRQWDFW�LQIRUPDWLRQ�LV�SURYLGHG�IRU�WKH
VSHFLILF�PRGH�RI�GHOLYHU\���RU�ILUVW�FODVV�PDLO��SRVWDJH�SUHSDLG��VHQW�WR�WKH�GHVLJQDWHG�UHSUHVHQWDWLYHV�EHIRUH�
7KH�GHVLJQDWHG�UHSUHVHQWDWLYH�IRU�WKH�2SHUDWRU�IRU�WKLV�$JUHHPHQW�LV�

)LUVW�1DPH��

/DVW�1DPH��

2SHUDWRU¶V�&RPSDQ\�1DPH��
7LWOH�RI�5HSUHVHQWDWLYH��

7KH�GHVLJQDWHG�UHSUHVHQWDWLYH�IRU�WKH�/($�IRU�WKLV�$JUHHPHQW�LV��

)LUVW�1DPH��

/DVW�1DPH��

/($¶V�1DPH��

7LWOH�RI�5HSUHVHQWDWLYH��

>%R[���@�

>%R[���@�

>%R[���@�

�

>%R[���@�

>%R[��@�

>%R[��@�

>%R[��@�

>%R[���@�
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�� (QWLUH�$JUHHPHQW��7KLV�'3$�FRQVWLWXWHV�WKH�HQWLUH�DJUHHPHQW�RI� WKH�SDUWLHV�UHODWLQJ�WR�WKH�VXEMHFW�PDWWHU
DQG�VXSHUVHGHV�DOO�SULRU�FRPPXQLFDWLRQV��UHSUHVHQWDWLRQV��RU�DJUHHPHQWV��RUDO�RU�ZULWWHQ��E\�WKH�3DUWLHV��7KLV
'3$�PD\�EH�DPHQGHG�DQG�WKH�REVHUYDQFH�RI�DQ\�SURYLVLRQ�RI�WKLV�'3$�PD\�EH�ZDLYHG��HLWKHU�JHQHUDOO\�RU
LQ�DQ\�SDUWLFXODU�LQVWDQFH�DQG�HLWKHU�UHWURDFWLYHO\�RU�SURVSHFWLYHO\��RQO\�ZLWK�WKH�VLJQHG�ZULWWHQ�FRQVHQW�RI
ERWK�SDUWLHV��1HLWKHU�IDLOXUH�QRU�GHOD\�RQ�WKH�SDUW�RI�DQ\�SDUW\� LQ�H[HUFLVLQJ�DQ\�ULJKW��SRZHU��RU�SULYLOHJH
KHUHXQGHU�VKDOO�RSHUDWH�DV�D�ZDLYHU�RI�VXFK�ULJKW��QRU�VKDOO�DQ\�VLQJOH�RU�SDUWLDO�H[HUFLVH�RI�DQ\�VXFK�ULJKW�
SRZHU�� RU� SULYLOHJH� SUHFOXGH� DQ\� IXUWKHU� H[HUFLVH� WKHUHRI� RU� WKH� H[HUFLVH� RI� DQ\� RWKHU� ULJKW�� SRZHU�� RU
SULYLOHJH�

�� 6HYHUDELOLW\��$Q\�SURYLVLRQ�RI�WKLV�'3$�WKDW�LV�SURKLELWHG�RU�XQHQIRUFHDEOH�LQ�DQ\�MXULVGLFWLRQ�VKDOO��DV�WR
VXFK�MXULVGLFWLRQ��EH�LQHIIHFWLYH�WR�WKH�H[WHQW�RI�VXFK�SURKLELWLRQ�RU�XQHQIRUFHDELOLW\�ZLWKRXW�LQYDOLGDWLQJ�WKH
UHPDLQLQJ�SURYLVLRQV�RI�WKLV�'3$��DQG�DQ\�VXFK�SURKLELWLRQ�RU�XQHQIRUFHDELOLW\�LQ�DQ\�MXULVGLFWLRQ�VKDOO�QRW
LQYDOLGDWH�RU�UHQGHU�XQHQIRUFHDEOH�VXFK�SURYLVLRQ�LQ�DQ\�RWKHU�MXULVGLFWLRQ��1RWZLWKVWDQGLQJ�WKH�IRUHJRLQJ��LI
VXFK� SURYLVLRQ� FRXOG� EH� PRUH� QDUURZO\� GUDZQ� VR� DV� QRW� WR� EH� SURKLELWHG� RU� XQHQIRUFHDEOH� LQ� VXFK
MXULVGLFWLRQ�ZKLOH��DW�WKH�VDPH�WLPH��PDLQWDLQLQJ�WKH�LQWHQW�RI�WKH� SDUWLHV��LW�VKDOO��DV�WR�VXFK�MXULVGLFWLRQ��EH
VR� QDUURZO\� GUDZQ�ZLWKRXW� LQYDOLGDWLQJ� WKH�UHPDLQLQJ� SURYLVLRQV� RI� WKLV�'3$�RU� DIIHFWLQJ� WKH� YDOLGLW\� RU
HQIRUFHDELOLW\�RI�VXFK�SURYLVLRQ�LQ�DQ\�RWKHU�MXULVGLFWLRQ�

�� *RYHUQLQJ�/DZ��9HQXH�DQG�-XULVGLFWLRQ��7+,6�'3$�:,//�%(�*29(51('�%<�$1'�&216758('�,1
$&&25'$1&(�:,7+�7+(�/$:6�2)�7+(�67$7(�2)�7(;$6��:,7+287�5(*$5'�72�&21)/,&76
2)�/$:�35,1&,3/(6��($&+�3$57<�&216(176�$1'�68%0,76�72�7+(�62/(�$1'�(;&/86,9(
-85,6',&7,21� 72� 7+(� 67$7(�$1'� )('(5$/� &28576� )25� 7+(� &2817<� ,1�:+,&+� 7+,6
$*5((0(17� ,6� )250('� )25� $1<� ',6387(� $5,6,1*� 287� 2)� 25� 5(/$7,1*� 72� 7+,6
6(59,&(�$*5((0(17�25�7+(�75$16$&7,216�&217(03/$7('�+(5(%<�

�� $XWKRULW\�� 2SHUDWRU� UHSUHVHQWV� WKDW� LW� LV� DXWKRUL]HG� WR� ELQG� WR� WKH� WHUPV� RI� WKLV� '3$�� LQFOXGLQJ
FRQILGHQWLDOLW\�DQG�GHVWUXFWLRQ�RI�'DWD�DQG�DQ\�SRUWLRQ� WKHUHRI�FRQWDLQHG� WKHUHLQ��DOO� UHODWHG�RU�DVVRFLDWHG
LQVWLWXWLRQV�� LQGLYLGXDOV�� HPSOR\HHV� RU� FRQWUDFWRUV� ZKR� PD\� KDYH� DFFHVV� WR� WKH�'DWD� DQG�RU� DQ\� SRUWLRQ
WKHUHRI��RU�PD\�RZQ��OHDVH�RU�FRQWURO�HTXLSPHQW�RU�IDFLOLWLHV�RI�DQ\�NLQG�ZKHUH�WKH�'DWD�DQG�SRUWLRQ�WKHUHRI
LV�VWRUHG��PDLQWDLQHG�RU�XVHG�LQ�DQ\�ZD\�

��� :DLYHU��:DLYHU� E\� DQ\� SDUW\� WR� WKLV� '3$�RI� DQ\� EUHDFK� RI� DQ\� SURYLVLRQ� RI� WKLV� '3$�RU� ZDUUDQW\� RI
UHSUHVHQWDWLRQ� VHW� IRUWK� KHUHLQ� VKDOO� QRW� EH� FRQVWUXHG� DV� D� ZDLYHU� RI� DQ\� VXEVHTXHQW� EUHDFK� RI� WKH�VDPH
RU� DQ\� RWKHU� SURYLVLRQ��7KH� IDLOXUH� WR� H[HUFLVH� DQ\� ULJKW� XQGHU� WKLV�'3$�VKDOO� QRW� RSHUDWH� DV� D�ZDLYHU� RI
VXFK� ULJKW��$OO� ULJKWV� DQG� UHPHGLHV� SURYLGHG� IRU� LQ� WKLV� '3$�DUH� FXPXODWLYH��1RWKLQJ� LQ�WKLV� '3$� VKDOO
EH� FRQVWUXHG� DV� D� ZDLYHU� RU� UHOLQTXLVKPHQW� RI� DQ\� JRYHUQPHQWDO� LPPXQLWLHV� RU�GHIHQVHV� RQ� EHKDOI� RI
WKH� /($�� LWV� WUXVWHHV�� RIILFHUV�� HPSOR\HHV�� DQG� DJHQWV� DV� D� UHVXOW� RI� WKH� H[HFXWLRQ� RI� WKLV� '3$�RU
SHUIRUPDQFH�RI�WKH�IXQFWLRQV�RU�REOLJDWLRQV�GHVFULEHG�KHUHLQ�

��� $VVLJQPHQW��7KH�3DUWLHV�PD\�QRW�DVVLJQ�WKHLU�ULJKWV��GXWLHV��RU�REOLJDWLRQV�XQGHU�WKLV�'3$��HLWKHU�LQ�ZKROH
RU�LQ�SDUW��ZLWKRXW�WKH�SULRU�ZULWWHQ�FRQVHQW�RI�WKH�RWKHU�3DUW\�H[FHSW�WKDW�HLWKHU�SDUW\�PD\�DVVLJQ�DQ\�RI�LWV
ULJKWV� DQG� REOLJDWLRQV� XQGHU� WKLV�'3$�ZLWKRXW� FRQVHQW� LQ� FRQQHFWLRQ�ZLWK�DQ\�PHUJHU� �LQFOXGLQJ�ZLWKRXW
OLPLWDWLRQ�E\�RSHUDWLRQ�RI�ODZ���FRQVROLGDWLRQ��UHRUJDQL]DWLRQ��RU�VDOH�RI�DOO�RU�VXEVWDQWLDOO\�DOO�RI�LWV�UHODWHG
DVVHWV�RU�VLPLODU�WUDQVDFWLRQ��7KLV�'3$�LQXUHV�WR�WKH�EHQHILW�RI�DQG�VKDOO�EH�ELQGLQJ�RQ�WKH�3DUWLHV¶�SHUPLWWHG
DVVLJQHHV��WUDQVIHUHHV�DQG�VXFFHVVRUV�

>Signature Page Follows@�



BY

IN WITNESS WHEREOF, the parties have executed this DATAPRTVACYAGREEMENT FOR TEXAS

K-I2INSTITUTIONS as of the last day noted below.

1012112020

[Box 15] Date: [Box 16]

Yury Puzis

PrintedName:-[Box17] Title/Position:

coo
[Box 18]

77 Gooddl St. Buffalo, NY 14203

Address for Notice Purposes [Box 19]

BY UJ1/rLltz [Box 20] Date: l0* zz-20u [Box21]

printedNam" Dr. Burnie Roper 
[Box22)

Superintendent
[Box 23]Title/Position:

Address for Notice Purposes :
2460 Kenly Ave, Building 8265

[Box 24]

Note: Electronic signature not permitted
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(;+,%,7�³$´�

'(6&5,37,21�2)�6(59,&(6�

'HVFULSWLRQ����>%R[���@�
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(;+,%,7�³�%´�

6&+('8/(�2)�'$7$�

,QVWUXFWLRQV���2SHUDWRU�VKRXOG�LGHQWLI\�LI�/($�GDWD�LV�FROOHFWHG�WR�SURYLGH�WKH�GHVFULEHG�VHUYLFHV���,I�/($�GDWD�
LV�FROOHFWHG�WR�SURYLGH�WKH�GHVFULEHG�VHUYLFHV��FKHFN�WKH�ER[HV�LQGLFDWLQJ�WKH�GDWD�W\SH�FROOHFWHG��,I�WKHUH�LV�GDWD�
FROOHFWHG�WKDW�LV�QRW�OLVWHG��XVH�WKH�³2WKHU´�FDWHJRU\�WR�OLVW�WKH�GDWD�FROOHFWHG��

:H�GR�QRW�FROOHFW�/($�'DWD�WR�SURYLGH�WKH�GHVFULEHG�VHUYLFHV��

:H�GR�FROOHFW�/($�'DWD�WR�SURYLGH�WKH�GHVFULEHG�VHUYLFHV��

6&+('8/(�2)�'$7$�

(OHPHQWV
&KHFN�LI�XVHG�

E\�\RXU�
V\VWHP�

,3�$GGUHVVHV�RI�XVHUV��8VH�RI�FRRNLHV�HWF��

2WKHU�DSSOLFDWLRQ�WHFKQRORJ\�PHWD�GDWD�3OHDVH�VSHFLI\��

0HWD�GDWD�RQ�XVHU�LQWHUDFWLRQ�ZLWK�DSSOLFDWLRQ��3OHDVH�
VSHFLI\��

6WDQGDUGL]HG�WHVW�VFRUHV�

2EVHUYDWLRQ�GDWD�

2WKHU�DVVHVVPHQW�GDWD�3OHDVH�VSHFLI\��

6WXGHQW�VFKRRO��GDLO\��DWWHQGDQFH�GDWD�

6WXGHQW�FODVV�DWWHQGDQFH�GDWD�

2QOLQH�FRPPXQLFDWLRQV�WKDW�DUH�FDSWXUHG��HPDLOV��EORJ�
HQWULHV��

&RQGXFW�RU�EHKDYLRUDO�GDWD�

'DWH�RI�%LUWK�

&DWHJRU\�RI�'DWD

$SSOLFDWLRQ�7HFKQRORJ\�
0HWD�'DWD�

$SSOLFDWLRQ�8VH�
6WDWLVWLFV�

$VVHVVPHQW�

$WWHQGDQFH�

&RPPXQLFDWLRQV�

&RQGXFW�
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'HPRJUDSKLFV�

3ODFH�RI�%LUWK�

*HQGHU�

(WKQLFLW\�RU�UDFH�

/DQJXDJH�LQIRUPDWLRQ��QDWLYH��SUHIHUUHG�RU�SULPDU\�
ODQJXDJH�VSRNHQ�E\�VWXGHQW��

2WKHU�GHPRJUDSKLF�LQIRUPDWLRQ�3OHDVH�VSHFLI\��

(QUROOPHQW�

6WXGHQW�VFKRRO�HQUROOPHQW�

6WXGHQW�JUDGH�OHYHO�

+RPHURRP�

*XLGDQFH�FRXQVHORU�

6SHFLILF�FXUULFXOXP�SURJUDPV�

<HDU�RI�JUDGXDWLRQ�

2WKHU�HQUROOPHQW�LQIRUPDWLRQ�3OHDVH�VSHFLI\��

3DUHQW�*XDUGLDQ�&RQWDFW�
,QIRUPDWLRQ�

$GGUHVV�

(PDLO�

3KRQH�

3DUHQW�*XDUGLDQ�,'� 3DUHQW�,'�QXPEHU��FUHDWHG�WR�OLQN�SDUHQWV�WR�VWXGHQWV��

3DUHQW�*XDUGLDQ�1DPH� )LUVW�DQG�RU�/DVW�

6FKHGXOH�
6WXGHQW�VFKHGXOHG�FRXUVHV�

7HDFKHU�QDPHV�

6SHFLDO�,QGLFDWRU�

(QJOLVK�ODQJXDJH�OHDUQHU�LQIRUPDWLRQ�

/RZ�LQFRPH�VWDWXV�

0HGLFDO�DOHUWV��KHDOWK�GDWD�

6WXGHQW�GLVDELOLW\�LQIRUPDWLRQ�

6SHFLDOL]HG�HGXFDWLRQ�VHUYLFHV��,(3�RU������

/LYLQJ�VLWXDWLRQV��KRPHOHVV�IRVWHU�FDUH��

2WKHU�LQGLFDWRU�LQIRUPDWLRQ�3OHDVH�VSHFLI\��
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&DWHJRU\�RI�'DWD� (OHPHQWV�
&KHFN�LI�XVHG�

E\�\RXU�
V\VWHP�

6WXGHQW�&RQWDFW�
,QIRUPDWLRQ�

$GGUHVV�

(PDLO�

3KRQH�

6WXGHQW�,GHQWLILHUV�

/RFDO��6FKRRO�GLVWULFW��,'�QXPEHU�

6WDWH�,'�QXPEHU�

9HQGRU�$SS�DVVLJQHG�VWXGHQW�,'�QXPEHU�

6WXGHQW�DSS�XVHUQDPH�

6WXGHQW�DSS�SDVVZRUGV�

6WXGHQW�1DPH� )LUVW�DQG�RU�/DVW�

6WXGHQW�,Q�$SS�
3HUIRUPDQFH�

3URJUDP�DSSOLFDWLRQ�SHUIRUPDQFH��W\SLQJ�SURJUDP�VWXGHQW�
W\SHV����ZSP��UHDGLQJ�SURJUDP�VWXGHQW�UHDGV�EHORZ�JUDGH�
OHYHO��

6WXGHQW�3URJUDP�
0HPEHUVKLS�

$FDGHPLF�RU�H[WUDFXUULFXODU�DFWLYLWLHV�D�VWXGHQW�PD\�EHORQJ�
WR�RU�SDUWLFLSDWH�LQ�

6WXGHQW�6XUYH\�
5HVSRQVHV� 6WXGHQW�UHVSRQVHV�WR�VXUYH\V�RU�TXHVWLRQQDLUHV�

6WXGHQW�ZRUN�
6WXGHQW�JHQHUDWHG�FRQWHQW��ZULWLQJ��SLFWXUHV�HWF��

2WKHU�VWXGHQW�ZRUN�GDWD��3OHDVH�VSHFLI\��

7UDQVFULSW�

6WXGHQW�FRXUVH�JUDGHV�

6WXGHQW�FRXUVH�GDWD�

6WXGHQW�FRXUVH�JUDGHV�SHUIRUPDQFH�VFRUHV�

2WKHU�WUDQVFULSW�GDWD��3OHDVH�VSHFLI\��

6WXGHQW�EXV�DVVLJQPHQW�

6WXGHQW�SLFN�XS�DQG�RU�GURS�RII�ORFDWLRQ�
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7UDQVSRUWDWLRQ�
6WXGHQW�EXV�FDUG�,'�QXPEHU�

2WKHU�WUDQVSRUWDWLRQ�GDWD��3OHDVH�VSHFLI\��

2WKHU�
3OHDVH�OLVW�HDFK�DGGLWLRQDO�GDWD�HOHPHQW�XVHG��VWRUHG�RU�
FROOHFWHG�WKURXJK�WKH�VHUYLFHV�GHILQHG�LQ�([KLELW�$�
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(;+,%,7�³&´�

'(),1,7,216�

+%�������7KH�VWDWXWRU\�GHVLJQDWLRQ�IRU�ZKDW�LV�QRZ�7H[DV�(GXFDWLRQ�&RGH�&KDSWHU����UHODWLQJ�WR�SXSLO�UHFRUGV��

'DWD�� 'DWD� VKDOO� LQFOXGH�� EXW� LV� QRW� OLPLWHG� WR�� WKH� IROORZLQJ�� VWXGHQW� GDWD�� HGXFDWLRQDO� UHFRUGV�� HPSOR\HH� GDWD��
PHWDGDWD�� XVHU� FRQWHQW�� FRXUVH� FRQWHQW�� PDWHULDOV�� DQG� DQ\� DQG� DOO� GDWD� DQG� LQIRUPDWLRQ� WKDW� WKH� 'LVWULFW� �RU� DQ\�
DXWKRUL]HG�HQG�XVHU�V���XSORDGV�RU�HQWHUV�WKURXJK�WKHLU�XVH�RI�WKH�SURGXFW��'DWD�DOVR�VSHFLILFDOO\�LQFOXGHV�DOO�SHUVRQDOO\�
LGHQWLILDEOH� LQIRUPDWLRQ� LQ� HGXFDWLRQ� UHFRUGV�� GLUHFWRU\� GDWD�� DQG� RWKHU� QRQ�SXEOLF� LQIRUPDWLRQ� IRU� WKH� SXUSRVHV�RI�
7H[DV�DQG�)HGHUDO�ODZV�DQG�UHJXODWLRQV��'DWD�DV�VSHFLILHG�LQ�([KLELW�%�LV�FRQILUPHG�WR�EH�FROOHFWHG�RU�SURFHVVHG�E\�WKH�
2SHUDWRU�SXUVXDQW�WR�WKH�6HUYLFHV��'DWD�VKDOO�QRW�FRQVWLWXWH�WKDW�LQIRUPDWLRQ�WKDW�KDV�EHHQ�DQRQ\PL]HG�RU�GH�LGHQWLILHG��
RU�DQRQ\PRXV�XVDJH�GDWD�UHJDUGLQJ�D�VWXGHQW¶V�XVH�RI�2SHUDWRU¶V�VHUYLFHV��

'H�,GHQWLILHG�,QIRUPDWLRQ��',,���'H�,GHQWLILHG�,QIRUPDWLRQ�LV�'DWD�VXEMHFWHG�WR�D�SURFHVV�E\�ZKLFK�DQ\�3HUVRQDOO\�
,GHQWLILDEOH�,QIRUPDWLRQ��³3,,´��LV�UHPRYHG�RU�REVFXUHG�LQ�D�ZD\�WKDW�HOLPLQDWHV�WKH�ULVN�RI�GLVFORVXUH�RI�WKH�LGHQWLW\�RI�
WKH�LQGLYLGXDO�RU�LQIRUPDWLRQ�DERXW�WKHP��DQG�FDQQRW�EH�UHDVRQDEO\�UH�LGHQWLILHG��

'DWD�'HVWUXFWLRQ��3URYLGHU�VKDOO�FHUWLI\�WR�WKH�'LVWULFW�LQ�ZULWLQJ�WKDW�DOO�FRSLHV�RI�WKH�'DWD�VWRUHG�LQ�DQ\�PDQQHU�E\�
3URYLGHU�KDYH�EHHQ�UHWXUQHG�WR�WKH�'LVWULFW�DQG�SHUPDQHQWO\�HUDVHG�RU�GHVWUR\HG�XVLQJ�LQGXVWU\�EHVW�SUDFWLFHV�WR�DVVXUH�
FRPSOHWH�DQG�SHUPDQHQW�HUDVXUH�RU�GHVWUXFWLRQ��7KHVH�LQGXVWU\�EHVW�SUDFWLFHV�LQFOXGH��EXW�DUH�QRW�OLPLWHG�WR��HQVXULQJ�
WKDW� DOO� ILOHV� DUH� FRPSOHWHO\� RYHUZULWWHQ� DQG� DUH� XQUHFRYHUDEOH�� ,QGXVWU\� EHVW� SUDFWLFHV� GR� QRW� LQFOXGH� VLPSOH� ILOH�
GHOHWLRQV�RU�PHGLD�KLJK�OHYHO�IRUPDWWLQJ�RSHUDWLRQV��

1,67�����������'UDIW�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��³1,67´��6SHFLDO�3XEOLFDWLRQ����������'LJLWDO�
$XWKHQWLFDWLRQ�*XLGHOLQH��

3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ��3,,���7KH�WHUPV�³3HUVRQDOO\�,GHQWLILDEOH�,QIRUPDWLRQ´�RU�³3,,´�VKDOO�LQFOXGH��EXW�
DUH� QRW� OLPLWHG� WR��'DWD��PHWDGDWD�� DQG� XVHU� RU� SXSLO�JHQHUDWHG� FRQWHQW� REWDLQHG� E\� UHDVRQ� RI� WKH� XVH� RI�2SHUDWRU¶V�
VRIWZDUH��ZHEVLWH�� VHUYLFH�� RU� DSS�� LQFOXGLQJ�PRELOH� DSSV��ZKHWKHU� JDWKHUHG�E\�2SHUDWRU� RU� SURYLGHG�E\�/($�RU� LWV�
XVHUV�� VWXGHQWV��RU� VWXGHQWV¶�SDUHQWV�JXDUGLDQV��3,,� LQFOXGHV� ,QGLUHFW� ,GHQWLILHUV��ZKLFK� LV�DQ\� LQIRUPDWLRQ� WKDW��HLWKHU�
DORQH�RU�LQ�DJJUHJDWH��ZRXOG�DOORZ�D�UHDVRQDEOH�SHUVRQ�WR�EH�DEOH�WR�LGHQWLI\�D�VWXGHQW�WR�D�UHDVRQDEOH�FHUWDLQW\�� )RU�
SXUSRVHV� RI� WKLV� '3$��3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ� VKDOO� LQFOXGH� WKH� FDWHJRULHV� RI� LQIRUPDWLRQ� OLVWHG� LQ� WKH�
GHILQLWLRQ�RI�'DWD��

3XSLO�*HQHUDWHG�&RQWHQW��7KH�WHUP�³SXSLO�JHQHUDWHG�FRQWHQW´�PHDQV�PDWHULDOV�RU�FRQWHQW�FUHDWHG�E\�D�SXSLO�GXULQJ�
DQG� IRU� WKH� SXUSRVH� RI� HGXFDWLRQ� LQFOXGLQJ�� EXW� QRW� OLPLWHG� WR�� HVVD\V�� UHVHDUFK� UHSRUWV�� SRUWIROLRV�� FUHDWLYH�ZULWLQJ��
PXVLF� RU� RWKHU� DXGLR� ILOHV�� SKRWRJUDSKV�� YLGHRV�� DQG� DFFRXQW� LQIRUPDWLRQ� WKDW� HQDEOHV� RQJRLQJ� RZQHUVKLS� RI� SXSLO�
FRQWHQW��

6XEVFULELQJ� /($��$�/($�WKDW�ZDV� QRW� SDUW\� WR� WKH� RULJLQDO� 6HUYLFHV�$JUHHPHQW� DQG�ZKR� DFFHSWV� WKH�2SHUDWRU¶V�
*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV��

6XESURFHVVRU���)RU��WKH��SXUSRVHV��RI���WKLV���$JUHHPHQW����WKH���WHUP���³6XESURFHVVRU´����VRPHWLPHV���UHIHUUHG���WR���
DV� WKH� ³6XEFRQWUDFWRU´�� PHDQV� D� SDUW\� RWKHU� WKDQ� /($� RU� 2SHUDWRU�� ZKR� 2SHUDWRU� XVHV� IRU� GDWD� FROOHFWLRQ��
DQDO\WLFV��VWRUDJH��RU�RWKHU�VHUYLFH�WR�RSHUDWH�DQG�RU�LPSURYH�LWV�VRIWZDUH��DQG�ZKR�KDV�DFFHVV�WR�3,,��

7DUJHWHG�$GYHUWLVLQJ��7DUJHWHG�DGYHUWLVLQJ�PHDQV�SUHVHQWLQJ�DQ�DGYHUWLVHPHQW�WR�D�VWXGHQW�ZKHUH�WKH�VHOHFWLRQ�RI�WKH�
DGYHUWLVHPHQW�LV�EDVHG�RQ�VWXGHQW�LQIRUPDWLRQ��VWXGHQW�UHFRUGV�RU�VWXGHQW�JHQHUDWHG�FRQWHQW�RU�LQIHUUHG�RYHU�WLPH�IURP�
WKH� XVDJH� RI� WKH� 2SHUDWRU¶V� ZHEVLWH�� RQOLQH� VHUYLFH� RU� PRELOH� DSSOLFDWLRQ� E\� VXFK� VWXGHQW� RU� WKH� UHWHQWLRQ� RI�VXFK�
VWXGHQW¶V�RQOLQH�DFWLYLWLHV�RU�UHTXHVWV�RYHU�WLPH��

7H[DV�6WXGHQW� 3ULYDF\�$OOLDQFH��7KH� 7H[DV�6WXGHQW� 3ULYDF\�$OOLDQFH� �7;63$�� LV� D� FROODERUDWLYH� JURXS� RI�7H[DV�
VFKRRO�GLVWULFWV�WKDW�VKDUH�FRPPRQ�FRQFHUQV�DURXQG�VWXGHQW�SULYDF\��7KH�JRDO�RI�WKH�7;63$�LV�WR�VHW�VWDQGDUGV�RI�ERWK�
SUDFWLFH� DQG� H[SHFWDWLRQV� DURXQG� VWXGHQW� SULYDF\� VXFK� WKDW� DOO� SDUWLHV� LQYROYHG� KDYH� D� FRPPRQ� XQGHUVWDQGLQJ� RI�
H[SHFWDWLRQV�� 7KH�7H[DV�.����&72�&RXQFLO� LV� WKH� RUJDQL]DWLRQ� WKDW� VSRQVRUV�7;63$�DQG� WKH�7;63$�LV� WKH�7H[DV�
DIILOLDWH�RI�WKH�1DWLRQDO�6WXGHQW�3ULYDF\�&RQVRUWLXP��
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�� ([WHQW�RI�5HWXUQ�RU�'LVSRVLWLRQ

5HWXUQ�RU�'LVSRVLWLRQ�LV�SDUWLDO��7KH�FDWHJRULHV�RI�GDWD�WR�EH�GLVSRVHG�RI�DUH�VHW�IRUWK�EHORZ�RU

DUH�IRXQG�LQ�DQ�DWWDFKPHQW�WR�WKLV�'LUHFWLYH�

5HWXUQ�RU�'LVSRVLWLRQ�LV�&RPSOHWH��'LVSRVLWLRQ�H[WHQGV�WR�DOO�FDWHJRULHV�RI�GDWD��

�� 1DWXUH�RI�5HWXUQ�RU�'LVSRVLWLRQ

'LVSRVLWLRQ�VKDOO�EH�E\�GHVWUXFWLRQ�RU�GHOHWLRQ�RI�GDWD��

5HWXUQ�VKDOO�EH�E\�D�WUDQVIHU�RI�GDWD��7KH�GDWD�VKDOO�EH�WUDQVIHUUHG�WR�WKH�IROORZLQJ�
VLWH�DV�IROORZV��
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Information Security Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
An Information Security Policy details the acceptable processes and practices for an organization to 
follow in order to protect the interests of Charmtech Labs LLC, as well as those of our customers, third-
parties, employees, and other entities. This Information Security Policy is required reading for all users 
who are granted access to Charmtech Labs LLC’s assets upon hire (before being granted access to the 
assets) and then annually. Charmtech Labs LLC’s assets include anything owned or leased by 
Charmtech Labs LLC for operational and business use, to include (but not limited to) systems, data, 
computers, personal devices, applications, facilities, connections, individuals, documentation, and 
electronic media, whether located on Charmtech Labs LLC premise or off-site, and all Charmtech Labs 
LLC locations where cardholder data is present.  
 
All users are required to follow this Information Security Policy at all times, unless a prior exception 
request has been reviewed and approved by a member of Charmtech Labs LLC Senior Management.   
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and/or other staff members at Charmtech Labs LLC, whether conducting activities 
on Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned or leased by Charmtech Labs LLC 
whether located on Charmtech Labs LLC premise or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 
This policy is to be distributed to all users granted access to any Charmtech Labs LLC asset, to include 
Charmtech Labs LLC employees, third-parties, service providers, contractors, temporary employees, 
and/or other staff members. 
 
The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Acknowledgement 
 
This policy is to be reviewed and acknowledged via signature by all users granted access to any 
Charmtech Labs LLC asset, to include Charmtech Labs LLC employees, third-parties, service providers, 
contractors, temporary employees, and/or other staff members. Signature must be obtained from the user 
prior to their initial access and then annually as long as the access is maintained. 



 

 

 
 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO. 
 
 

 
  



 

 

 

Why Information Security? 
 
Information Security helps to: 

● Safeguard Charmtech Labs LLC’s assets and those belonging to our customers, third-parties, 
employees, and other entities. 

● Support Charmtech Labs LLC’s compliance with regulations, standards, and/or laws. 
● Reduce risk to Charmtech Labs LLC’s assets. 
● Support the integrity of information and data. 

Usage of Charmtech Labs LLC Assets 
 
Charmtech Labs LLC’s assets may only be used to support Charmtech Labs LLC business and 
operations. Users may not use Charmtech Labs LLC assets for personal use, unless authorized by their 
manager. Use of Charmtech Labs LLC assets must always be in a professional manner.  
 
The following actions are never permitted when using Charmtech Labs LLC assets: 
 

● Compromising confidentiality, integrity, and availability of Charmtech Labs LLC assets. 
● Threatening, obscene, profane, offensive language or content. 
● Harassing or violating others. 
● Gaming, file sharing, music, and other activities. 
● Work for another business, commercial venture, or non-Charmtech Labs LLC- sponsored 

activities. 
● Advertising, purchasing, selling, and transacting non-Charmtech Labs LLC initiatives. 
● Any illegal activities. 

No Expectation of Privacy 
 
Users are to expect that Charmtech Labs LLC may access or view their actions using Charmtech Labs 
LLC systems at any time and without prior notification. Charmtech Labs LLC reserves the right to disclose 
any user actions and communications to law enforcements or other parties without prior consent from the 
user. 

Legal and Compliance Requirements 
 
Charmtech Labs LLC is required to comply with several regulations, standards, and/or laws for our own 
organization, to meet our third-party contractual requirements, and also perhaps on behalf of our 
customers’ compliance efforts.   
 
See “Compliance List” for a full list of regulations and laws that Charmtech Labs LLC must comply with. 

Roles and Responsibilities 
 



 

 

Users are required to: 
 

● Follow Charmtech Labs LLC policies at all times. 
● Help Charmtech Labs LLC meet and maintain compliance with this Information Security Policy. 
● Acknowledge their agreement with this Information Security Policy before their first access to 

Charmtech Labs LLC’s assets and then annually for the lifetime of their access. 
● Be aware of their role in supporting Charmtech Labs LLC’s information security program. 
● Comply with relevant regulations, standards, and/or laws governing Charmtech Labs LLC and 

Charmtech Labs LLC’s customers, third-parties, and other applicable entities. 
● Safeguard Charmtech Labs LLC’s assets per the policies within this Information Security Policy. 
● Report any deviation from this Information Security Policy to their direct manager immediately. 

 
Managers are required to: 
 

In addition to the above requirements: 
 

● Ensure that their reports follow Charmtech Labs LLC policies at all times and understand their 
roles. 

● Designate owners (if not themselves) for Charmtech Labs LLC assets under their control and 
management. 

● Work with other groups to implement and maintain security controls for assets. 
● Participate (as needed and directed) in incident response procedures. 

 
Asset Owner/Managers are required to: 
 

In addition to the above requirements: 
 

• Manage the definition of user access to the assets under their control and management. 
• Ensure that user access to their assets follows the principle of “least privileges”. 
• Verify that assets are protected sufficiently with the security controls. 
• Properly assess and classify assets. 
• Appoint a backup for when they are unavailable. 

 
Data Security group is required to: 
 

In addition to the above requirements: 
 

● Oversee and manage compliance with Charmtech Labs LLC’s policies. 
● Perform risk assessments. 
● Evaluate and select solutions to reduce risk to Charmtech Labs LLC assets. 
● Write and distribute security policies to all users (as defined in the Introduction). 
● Monitor and analyze security alerts and information and distribute to appropriate personnel.  
● Define and deploy incident response and escalation procedures. 
● Administer user accounts, including additions, deletions, and modifications. 
● Monitor and control all access to data. 
● Develop and implement Security Awareness and Training programs. 
● Receive alerts from users and other systems 24/7/365. 



 

 

● Provide direction to management on best security practices and recommended security controls 
and initiatives. 

 
Senior Management is required to: 
 

In addition to the above requirements: 
 

● Champion best security practices from a “top down” approach. 
● Take ultimate responsibility for safeguarding Charmtech Labs LLC’s assets. 
● Accept residual risk resulting from assessment initiatives. 

Individual Policies 

1. Access Control 
Without defined access privileges and control, users would be allowed to access systems and 
applications in Charmtech Labs LLC’s cardholder data environment, and be able to view, delete, and 
tamper with stored data, code, and configurations. Therefore, controlling who has access to what and 
what actions they are permitted to perform is important to support systems and applications transmitting, 
processing, and/or storing sensitive data from unauthorized access.  
 
A careful review of each system and application should be performed based on results from risk 
assessment activities performed by Charmtech Labs LLC, and user’s granted access privileges based 
upon the principle of “business need-to-know” (where access is based on whether the individual requires 
access based upon their function or role). The general rule to follow is that all users start with no access 
privileges and are granted access to systems, applications, tools, etc. individually, as needed. All access 
granted is to be tracked in Security Priveleges document and reviewed on a quarterly basis as users may; 
leave the company, temporarily need access to specific systems, or, change positions where they no 
longer require access privileges.  
 
Reference: Access Management Policy. 

2. Anti-Virus 
Viruses, and associated spyware, adware, and malware, can infiltrate Charmtech Labs LLC’s network, 
causing incalculable damage to systems and applications transmitting, processing, and/or storing 
sensitive data.  
 
Viruses can shut down complete systems; spyware can capture user actions and take screenshots of 
cardholder data; and malware can spread through your network, causing damage to Charmtech Labs 
LLC, customers, and third-parties.  
 
Anti-virus software must be deployed on all corporate servers, workstations, and gateways that are 
considered to be those commonly affected by viruses. This means that Unix-based systems may not 
require anti-virus to be deployed. Anti-virus software for Unix is available so Charmtech Labs LLC should 
determine whether it would be recommended to deploy such software for these systems based upon risk 
assessment results. The anti-virus software should be an up to date/current enough version that it 
protects against spyware and adware.  
 
Reference: Anti-Virus Policy. 



 

 

 

3. Critical Technologies 
Critical technologies include remote access, wireless, removable media, laptops, tablets, personal 
data/digital assistants (PDAs), e-mail usage and Internet usage. These are all tools used to access 
Charmtech Labs LLC’s network in a “non- standard” method, meaning they can be used remotely and not 
use a Charmtech Labs LLC workstation in a Charmtech Labs LLC location. Special care should be made 
when using these technologies as they are accessing Charmtech Labs LLC’s network from an unknown 
location, therefore safeguarding the connection to the network is critical. It’s also important to limit 
actions, which users can take, using these technologies to protect cardholder data wherever it is 
transmitted, processed, and/or stored.   
 
Reference: Critical Technologies Policy. 

4. Data Classifications 
The purpose of classifying data is to be able to define and implement the appropriate level of security 
controls to protect it from unauthorized access and use. The higher the level of classification, the more 
intensive and comprehensive the security controls should be in place to protect it. Data can be in 
electronic or printed format, and may be transmitted, processed, and/or stored in the cardholder 
environment.  
 
Printed and electronic data is to be classified in terms of its value to Charmtech Labs LLC, sensitivity, 
legal requirements, and impact if it is lost or falls into the ‘wrong hands’. When performing a data 
classification exercise, it’s critical to review the methods in which this data can be transmitted, stored, or 
used. Electronic data can be emailed, faxed, transmitted via instant message and/or other messaging 
technologies. Printed data can be faxed, hand delivered, scanned, and mailed. Data can be stored on 
systems, in code, workstations, devices, mobile media, and similar. Electronic data can be printed or 
copied to another workstation or system. Printed data can be retained in file cabinets and on desks. 
 
“Confidential” 
 
This type of classification is assigned to assets and data sets which, if lost, would cause serious harm to 
Charmtech Labs LLC, Charmtech Labs LLC’s customers, Charmtech Labs LLC’s third-parties, and 
others. Harmful effects can be from a financial, competitive, compliance, legal, branding, and/or 
reputation perspectives. Subsequently, it must be kept confidential.  
 
Examples include cardholder data, financial plans, business and strategic plans, and customer lists. 
 
“Restricted” 
 
This type of classification is assigned to assets and data sets which, if lost, could potentially cause harm 
to Charmtech Labs LLC, Charmtech Labs LLC’s customers, Charmtech Labs LLC’s third-parties, and 
others; however it would not be unrepairable. Subsequently, it should be kept confidential as much as 
possible. By default, all Charmtech Labs LLC data is labeled as Restricted. 
 
Examples include intranet content, performance evaluations, and internal communications (unless they 
contain confidential information). 
 



 

 

“Unrestricted” 
 
This type of classification is assigned to assets and data sets which are readily available and part of the 
public domain so would not cause any harm to Charmtech Labs LLC, Charmtech Labs LLC’s customers, 
Charmtech Labs LLC’s third-parties, and others. Subsequently, it does not require specific security 
controls. 
 
Examples include Charmtech Labs LLC’s website, marketing materials, press releases, and external 
announcements.  
 
Reference: Data Classification Policy. 

5. Data Disposal 
Assets and data sets need to be safeguarded from unauthorized access and use throughout the lifecycle. 
When no longer needed for business reasons, care should be taken to ensure that the asset and its data 
cannot be accessed or regenerated by an unauthorized user when disposed of or transferred to a new 
party. Data can be in electronic or printed format, and may be transmitted, processed, and/or stored in the 
cardholder environment.   
 
Secure disposal methods are required for assets and data sets which are classified as “Confidential” or 
“Restricted”. Items classified as “Unrestricted” may be reused freely. 
 

 
Disposal Requirements for Printed Data: 
 

Labeled as “Confidential” 
 

Printed documentation labeled as “Confidential” assets are required to be shredded using a 
cross-cut shredder. All areas handling documentation with sensitive information must have such a 
shredder located nearbyThese documents are to be securely retained up to their destruction. 
Users should be made aware of the importance of safely destructing these documents.  
 
Assets Labeled as “Restricted” 

 
“Restricted” assets are to be destroyed, and recorded, in the same manner as for those labeled 
as “Confidential”. 

 
Assets Labeled as “Unrestricted” 

 
“Unrestricted” assets are not required to be securely destroyed. If the data is not securely 
deleted, then checks must be made of each asset to ensure that there is no sensitive data 
retained prior to the asset being provided to another party.  

 
Reference: Data Disposal Policy. 

6. Data Handling 
Assets and data sets need to be handled by users according to their classification in order to properly 
safeguard it from unauthorized access and usage (see Data Classification Policy). Data can be in 



 

 

electronic or printed format, and may be transmitted, processed, and/or stored in the cardholder 
environment. Charmtech Labs LLC’s cardholder environment includes all systems, applications, 
equipment, individuals, locations, and connections used for, and involved with, the transmittal, 
processing, and/or storage of cardholder data.  
 
Electronic data can be emailed, faxed, transmitted via instant message and other messaging 
technologies. Printed data can be faxed, hand delivered, scanned, and mailed. Data can be stored on 
systems, in code, workstations, devices, mobile media, and others. Electronic data can be printed or 
copied to another workstation or system. Printed data can be retained in file cabinets and on desks. 
 
Handling Requirements for Assets and Data Sets Labeled as “Confidential”: 
 
Access Business need-to-know only. Reviewed quarterly. 
Non-Disclosure 
(NDA): 

Charmtech Labs LLC third-parties and employees may only access these assets and 
data after signing an NDA. The system owner must then approve the distribution. 

Changes: Changes made to these assets and data sets must be approved by the Data Security 
group and the system owner prior to the change, recorded and retained for minimum of 
one year. 

Email: Only individuals approved by the Data Security group to transmit this data may do so, 
and then only if the email and its attachments are approved using a Charmtech Labs 
LLC-approved encryption method. A receipt request should be used or requested. 

Internet: This data may never be transmitted using a non-Charmtech Labs LLC email system or 
posted/communicated via the internet. This includes posting to websites or using 
internet email and messaging technologies. 

Fax: The person sending the fax with this data is required to be present at the fax machine 
to verify that it has been sent and is not stored in the memory. A receipt request should 
be used or requested. 

Internal Mail: This type of data should not be delivered over internal Charmtech Labs LLC mail, 
unless absolutely necessary and then a return receipt should be used or requested. It 
is preferable to deliver the item in-person. 

External Mail: This type of data is to be packaged in a secure manner and delivered by a commercial 
delivery service which can be tracked. A return receipt should be used or requested, 
such as a delivery signature. 

Printing: This type of data should not be printed unless absolutely needed for business  
purposes, and after approval from the Data Security group. The printing must be 
supervised. 

Print Storage: Printed data is required to be within eyesight or within possession at all times, or 
locked up in a secure manner or location. 

Electronic 
Storage: 

Stored data may not be retained in a readable format and is to be truncated, masked, 
or encrypted using a Charmtech Labs LLC-approved method. This includes data 
storage on workstations, systems, etc. 

 
Handling Requirements for Assets and Data Sets Labeled as “Restricted”: 
 
Access Business need-to-know only. Reviewed quarterly. 
Non-Disclosure 
(NDA): 

Charmtech Labs LLC third-parties and employees may only access these assets and 
data after signing a NDA. 



 

 

Changes: Changes made to these assets and data sets must follows the Charmtech Labs LLC 
Change Management Policy. 

Email: Only individuals approved by the Data Security group to transmit this data may do so, 
and then only if the email and its attachments are approved using a Charmtech Labs 
LLC-approved encryption method. A receipt request should be used or requested. 

Internet: This data may never be transmitted using a non-Charmtech Labs LLC email system or 
posted/communicated via the Internet. This includes posting to websites or using 
Internet email and messaging technologies. 

Fax: The person sending the fax with this data is required to be present at the fax machine 
to verify that it has been sent and is not stored in the memory. A receipt request should 
be used or requested. 

Internal Mail: This type of data should not be delivered over internal Charmtech Labs LLC mail, 
unless absolutely necessary and then a return receipt should be used or requested. It 
is preferable to deliver the item in-person. 

External Mail: This type of data is to be packaged in a secure manner and delivered by a commercial 
delivery service which can be tracked. A return receipt should be used or requested, 
such as a delivery signature. 

Printing: This type of data should not be printed unless absolutely needed for business 
purposes, and after approval from the Data Security group. The printing must be 
supervised. 

Print Storage: Printed data is required to be within eyesight or within possession at all times, or  
locked up in a secure manner or location. 

Electronic 
Storage: 

Stored data may not be retained in a readable format and is to be truncated, masked, 
or encrypted using a Charmtech Labs LLC-approved method. This includes data 
storage on workstations, systems, etc. 

 
Handling Requirements for Assets and Data Sets Labeled as “Unrestricted”: 
 
Access Access is available to everyone 
Non-Disclosure 
(NDA): 

No NDA is required to distribute these assets or data 

Changes: Changes should follow the Change Management Policy 
Email: May be readily emailed 
Internet: May be readily transmitted; however caution should be used if posting to an external 

website to ensure that Charmtech Labs LLC’s reputation will not be harmed. 
Fax: May be readily faxed 
Internal Mail: May be delivered freely via internal mail 
External Mail: Mail be readily mailed outside of Charmtech Labs LLC 
Printing: May be readily printed 
Print Storage: Does not need to be stored securely 
Electronic 
Storage: 

Does not need to be stored securely 

 
Reference: Data Handling Policy. 

7. Data Retention 



 

 

The retention period for assets and data sets may be affected by legal, industry, financial, and/or 
regulatory requirements. In order to reduce risk, however, assets and data sets should not be retained 
longer than absolutely required in the cardholder environment.   
 
Each asset and data set (both electronic and printed formats) should be reviewed by a Legal point-of-
contact to assess Charmtech Labs LLC’s legal, industry, and regulatory requirements for its length of 
retention. The same exercise should be performed by the system owner as well as management to 
assess its industry requirements for retention. When completed, an analysis should be performed with the 
guiding principle that the item should be retained for the least amount of time as is possible. 
 
Reference: Data Retention Policy. 

8. Firewall Configuration and Management 
Firewalls are critical to safeguard Charmtech Labs LLC’s cardholder data environment as they filter 
access to systems and applications transmitting, processing, and/or storing this sensitive data.  
 
Firewalls utilize established rule sets to allow or deny inbound or outbound network traffic between 
trusted and untrusted environments. Trusted environments include known zones that contain systems 
which transmit, process, and/or store cardholder data, and the internal network in general. Untrusted 
environments include Internet-facing access points, unknown environments, wireless networks, and 
zones which do not contain such systems which transmit, process, and/or store cardholder data. Firewalls 
are required to be placed at any Internet connection (to protect against traffic coming in from outside of 
Charmtech Labs LLC) and between internal network zones (should one zone contain sensitive systems 
and the other does not). 
 
Reference: Firewall Configuration and Management Policy. 

9. Incident Response 
Security controls work together to reduce risk in Charmtech Labs LLC’s environment. These controls may 
include intrusion detection systems, file integrity software, firewalls, logging, and many others. Many of 
these security controls are also used to notify the Data Security group whenever a suspected incident 
takes place or there is a system anomaly detected in Charmtech Labs LLC’s cardholder environment. 
This allows the Data Security group to respond to and perform necessary activities to limit damage being 
caused. Charmtech Labs LLC users also play an important role in supporting the incident response 
process, by reporting anomalies they are encountering, such as a suddenly slower computer, accidental 
viewing of cardholder data in the clear, or a lost removable computer drive.  
 
Reference: Incident Response Policy. 

10. Log Management 
Logging enables Charmtech Labs LLC to know who logged on to a system and when, and what actions 
did the user or application do. This is important to proactively monitor access to cardholder data and to 
identify anomalies, and also to review access should there be concern of an incident or breach to 
cardholder data being transmitted, processed, and/or stored.  
 
Logging should be enabled on all systems where it is feasible to do so, which includes databases, 
servers, users desktops, applications (as applicable), networking equipment, wireless access points, etc.   
 



 

 

11. Password Management 
Passwords are the most common method of authenticating the identity of the user before allowing access 
to systems and applications in Charmtech Labs LLC’s cardholder data environment. Subsequently, the 
effective management of user passwords is critical to support systems and applications transmitting, 
processing, and/or storing sensitive data from unauthorized access.  
 
The user is responsible for constructing strong passwords and protecting the secrecy of their password. 
The Charmtech Labs LLC Data Security group is responsible for enforcing password parameters using 
automated access control methodologies, to include the required length of passwords, reuse, lockouts, 
history, change upon first login, secure storage, and other security controls. In addition, the Charmtech 
Labs LLC Data Security group is responsible for deploying additional authentication methods as defined 
by Charmtech Labs LLC Data Security group resulting from risk assessment activities (i.e.: two-factor 
authentication for remote access or for privileged access to critical systems and applications). 
 
Users may not share their passwords with any other parties, even at their direct request. The user should 
notify the Data Security group should they receive a request for their password to initiate the incident 
response plan. In addition, users must take additional precautions to protect the security of their 
passwords by not writing it down, making it something which is readily known, or keeping it stored in an 
accessible location.  
 
Users should not write down their passwords or store them electronically, unless using a pre-approved 
password storage system. In addition, users may not ‘cache’ or select an option to remember their 
password when online, as this may store the password insecurely.  The Data Security group must store 
user passwords in a secure manner, protected from unauthorized access and in unreadable format.  
 

12. Risk Assessment 
The purpose and intent of Charmtech Labs LLC’s security program is to reduce risk as much as possible 
to Charmtech Labs LLC’s environment, while still enabling Charmtech Labs LLC to meet strategic and 
business objectives. Defining the risk level of assets (systems, equipment, applications, data, users, etc.) 
is critical in order to define the level of security controls required to safeguard those assets from harm. As 
it is impossible to reduce risk to zero, there will always be an amount of residual risk left. It is up to 
Charmtech Labs LLC Data Security Group to review and accept this level of risk. The higher the risk level 
associated with an asset, the more intensive and comprehensive the layers of security protecting the 
asset are required for cardholder data being transmitted, processed, and/or stored.  

13. Router Configuration and Management 
Routers are an integral part of Charmtech Labs LLC’s network to safeguard Charmtech Labs LLC’s 
cardholder data environment as they direct traffic to systems and applications transmitting, processing, 
and/or storing this sensitive data.  
 
Routers route traffic will be based upon internal addresses and defined route tables to ensure that it 
arrives at its intended destination. Routers may also assist with functions performed by the firewall(s) 
where certain data packets are blocked. Subsequently, the protection of the router and of its configuration 
file is important in order to protect against external traffic being transmitted into trusted environments that 
contain systems which transmit, process, and/or store cardholder data, and the internal network in 
general.  
 



 

 

Reference: Router Configuration and Management Policy. 

14. Secure Configuration 
As demands on time, productivity, and operations increase, the focus on securely configuring systems 
and network devices may suffer a lack of attention or a heightened amount of exceptions granted. 
Common security vulnerabilities, such as default passwords not being changed or a port remaining open 
after an exception request expires, can open up holes for an individual to gain unauthorized access to 
systems and applications transmitting, processing, and/or storing sensitive data.   
 
Each system and networking component should be included in the annual risk assessment performed by 
Charmtech Labs LLC Data Security group, and their configurations compared against documented best 
security practices and standards. These documents should keep a record of the baseline configuration of 
the system and network component and deviations reviewed on a quarterly basis to ensure that risk 
cannot be introduced into the environment. 
 
Reference: Secure Configuration Policy. 

15. Security Awareness 
Breaches can often be attributed to the actions performed by an organization’s employee(s), whether they 
are intentional or unintentional. If people are not provided with awareness of their roles and 
responsibilities when it comes to protecting Charmtech Labs LLC’s assets and data, they cannot be held 
responsible for their actions or know how their actions impact the security of Charmtech Labs LLC’s 
cardholder environment.  
 
Users must receive security awareness training and sign an acknowledgment of their role in safeguarding 
Charmtech Labs LLC prior to being granted physical and logical access to Charmtech Labs LLC’s 
environment.  
 
All users, for the entire length of time they are, or remain, connected to Charmtech Labs LLC’s 
environment, must receive security awareness training on an annual basis. This training may be provided 
to all users at one time, or may be staggered to take place on an annual basis from the user’s first day of 
employment or access granted.  Training may occur in-person or via a computer-based training (CBT) 
format.  
 
Attendance logs for those who attend security awareness training, both, provided upon hire and annually, 
must be kept by the Data Security group. Exceptions must be communicated to the user’s manager with a 
defined period of time that the user must take the training. Should the user not take the refresher training 
within that period, they are to be found in violation of this policy. 
 
All users, for the entire length of time they are, or remain, connected to Charmtech Labs LLC’s 
environment, are to sign an agreement with Charmtech Labs LLC’s terms and conditions and 
acknowledgment of their role in safeguarding Charmtech Labs LLC’s environment on an annual basis. 
This should also occur when the security refresher training is provided. 
 
Reference: Security Awareness Policy. 

16. Testing and Scanning 



 

 

Testing Charmtech Labs LLC’s systems and network is a critical component of protecting Charmtech 
Labs LLC’s cardholder environment from threats and vulnerabilities.   
 
New vulnerabilities are discovered on a daily basis. Attackers can take advantage of these avenues to 
launch malicious attacks against Charmtech Labs LLC. Scans and penetration tests help find these 
problem areas proactively so they can be blocked.  
 
Reference: Testing and Scanning Policy. 

17. Third-Party Access and Management 
Threats can be introduced to Charmtech Labs LLC’s environment simply by connecting a third-party 
without efficient security practices and controls in place. Should an attacker penetrate the third-party’s 
network, they may route their way via the connected third-party into Charmtech Labs LLC’s network. In 
some cases, third-parties have privileged access (meaning they have direct access to cardholder data in 
the production environment), thus gaining unauthorized access to the cardholder data environment.  
 
Should an unauthorized user obtain access to Charmtech Labs LLC’s network via this route, they may do 
so under the pretense of being the third-party and therefore potentially penetrate systems, applications, 
and other networks unnoticed to gain additional access to sensitive data. This can lead to a security 
breach, causing harm to Charmtech Labs LLC’s finances, operations, and brand name. 
 
A third-party, in Payment Card Industry (PCI) terms, may either transmit, process, and/or store cardholder 
data on behalf of Charmtech Labs LLC, but also may be connected to perform non PCI-related functions. 
Therefore, it is important to safeguard Charmtech Labs LLC from attackers masquerading as an 
authorized third-party, as well as proactively validating the security controls and practices in place at 
connected third-parties.  
 
There are several types of third-parties, the most common being resellers, point of sale (POS) providers, 
Information Technology support companies, software application developers and vendors, shopping cart 
vendors, off-site storage vendors, data center and Web hosting providers, and Service Providers (those 
companies which transmit, process, and store cardholder data on Charmtech Labs LLC’s behalf.. 
 
Reference: Third-Party Access and Management Policy. 

18. Time Synchronization 
An accurate clock which synchronizes time across systems is critical to safeguard Charmtech Labs LLC’s 
cardholder data environment as identical timestamps support systems and applications transmitting, 
processing, and/or storing this sensitive data.   
 
Identical system timestamps support the effectiveness and accuracy of several processes and 
technologies, to include services set to run at a specific time, log management and analysis, forensic 
investigations, server requests, commands, and more. It is common for system components to have their 
time begin to lag or change over an extended period of time. Subsequently, all system components need 
to maintain identical timestamps. A clock synchronization system needs to be implemented across all 
systems-in-scope, with a dedicated server or servers pulling the time from an established external time 
source. Those servers, in turn, distribute the time to the other systems.  

  



 

 

User Signature 
 
Users are to review this Information Security Policy and sign prior to gaining access to Charmtech Labs 
LLC’s assets and network.  Users are then to review and sign this Policy annually as well for the lifetime 
of their access. 
 
___ New User  ___ Annual Signature 
 
 
User Name: ___________________________________________ 
 
User Title: ___________________________________________ 
 
User Company: ___________________________________________ 
 
User Email: ___________________________________________ 
 
User Phone Number: ___________________________________________ 
 
 
 
 
User Signature: ___________________________________________ 
 
Date: ___________________________________________ 
 
 
 
 
 
 
 

  



 

 

Access Management Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
Without defined access privileges and control, users would be allowed to access systems and 
applications in Charmtech Labs LLC cardholder data environment, and be able to view, delete, and 
tamper with stored data, code, and configurations. Therefore, controlling who has access to what and 
what actions they are permitted to perform is important to support systems and applications transmitting, 
processing, and/or storing sensitive data from unauthorized access. Charmtech Labs LLC’s cardholder 
environment includes all systems, applications, equipment, individuals, locations, and connections used 
for, and involved with, the transmittal, processing, and/or storage of cardholder data.  
 
A careful review of each system and application should be performed based on results from risk 
assessment activities performed by Charmtech Labs LLC Data Security group and user’s granted access 
privileges based upon the principle of “business need-to-know” (where access is based on whether the 
individual requires access based upon their function or role). The general rule to follow is that all users 
start with no access privileges and are granted access to systems, applications, tools, etc. individually, as 
needed. All access granted is to be tracked in ”Security Privileges” document, and reviewed on a 
quarterly basis as users may: leave the company, temporarily need access to specific systems, or, 
change positions where they no longer require access privileges.  
 
Access to critical systems, applications, equipment, and data is required in order for the Charmtech Labs 
LLC to maintain business operations; however an user possessing privileges they do not require can lead 
to an intentional or unintentional security breach, causing harm to Charmtech Labs LLC’s finances, 
operations, and brand name. 
 
Purpose 
 
This Access Management Policy details the requirements for the granting, transferring, revoking and 
management of user access in Charmtech Labs LLC’s cardholder data environment for Payment Card 
Industry (PCI) compliance. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, service providers, contractors, temporary 
employees, and/or other staff members at Charmtech Labs LLC, whether conducting activities on 
Charmtech Labs LLC premises or off-site.  
 



 

 

This policy applies to all systems, applications, and equipment owned or leased by Charmtech Labs LLC 
whether located on Charmtech Labs LLC premise or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 
This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, service 
providers, contractors, temporary employees, and/or other staff members. 
 
The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO. 
 
 
 
 



 

 

Policy 
 
Access Privileges 
 
Users are to be assigned access privileges based upon the individual’s business role and function, 
following the practice of business need-to-know and right-to-know. A structure of role based access 
control should be established so that specific functions receive standardized levels of access. Once 
assigned, the access granted should be reviewed to ensure that it is the lowest level necessary for the 
user to perform their job requirements.  
 
Acknowledgement of Access 
 
Users are to receive Charmtech Labs LLC’s information security policy and sign their acknowledgement 
of following Charmtech Labs LLC’s requirements prior to gaining access. 
 
Tracking 
 
All access granted, transferred, or revoked is to be tracked in ”Security Privileges” Document, and signed 
by the user’s manager and the system owner prior to being granted. This form should include the user’s 
name, location, department, date of access action taken, model after existing user (if applicable), and the 
access granted.   
 
Review 
 
Access privileges are to be reviewed on a quarterly basis by the user’s manager and the system owner. 
 
Inactive or Disabled Accounts 
 
Access accounts found to be inactive or not appropriately assigned are to be disabled/revoked and 
removed within 90 days. 
 
Granting Access 
 
Requests for access may be submitted to the Charmtech Labs LLC COO for review and approval using a 
”Security Privilege Request” form and the user’s manager and the system owner are to approve the 
access prior to it being granted.  
 
Changing Access 
 
Requests for changing access may be submitted to the Charmtech Labs LLC COO for review and 
approval using a ”Security Privilege Request” or “Security Privilege Removal” forms and the user’s 
manager and the system owner are to approve the access prior to it being changed.  
 
Removing Access 
 
Requests for removing access may be submitted to the Charmtech Labs LLC COO for review and 
approval using a “Security Privilege Removal” form. If the user has been terminated from the company, 
the user’s manager must notify the COO to disable/revoke the user’s access by a specific date or 
immediately, should the termination be unfriendly.  If the user holds privileged access to PCI systems or 
data, their access ID should be removed unless it is absolutely critical for business operations.  
 



 

 

 
 
 
 
Privileged Users 
 
Individuals with privileged IDs, such as security administrators, are to have separate accounts for their 
user-level activities and for their privileged functions. The user may not use their privileged ID for general 
user activities. 
 
 

 
 

 

 

 

 

 

 

 

 

 

 
  



 

 

Anti-Virus Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
Viruses, and associated spyware, adware, and malware, can infiltrate Charmtech Labs LLC’s network, 
causing incalculable damage to systems and applications transmitting, processing, and/or storing 
sensitive data. Charmtech Labs LLC’s cardholder environment includes all systems, applications, 
equipment, individuals, locations, and connections used for, and involved with, the transmittal, 
processing, and/or storage of cardholder data.  
 
Viruses can shut down complete systems; spyware can capture user actions and take screenshots of 
cardholder data; and malware can spread through your network, causing damage to Charmtech Labs 
LLC, and customers. Anti-virus software can help protect Charmtech Labs LLC systems from being 
affected by attacks and help safeguard Charmtech Labs LLC’s finances, operations, and brand name. 
 
Purpose 
 
This Anti-Virus Policy details the requirements for the deployment, configuration, and management of 
anti-virus software in Charmtech Labs LLC’s cardholder data environment for Payment Card Industry 
(PCI) compliance. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, service providers, contractors, temporary 
employees, and/or other staff members at Charmtech Labs LLC, whether conducting activities on 
Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned or leased by Charmtech Labs LLC 
whether located on Charmtech Labs LLC premise or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 
This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, service 
providers, contractors, temporary employees, and/or other staff members. 
 
The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 



 

 

 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO Dr. Yury Puzis for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO Dr. 
Yevgen Borodin. 
 
 
 



 

 

Policy 
 
Deployment 
 
Anti-virus software must be deployed on all corporate servers, workstations, and gateways which are 
considered to be those commonly affected by viruses. This means that Unix-based systems may not 
require anti-virus to be deployed. Anti-virus software for Unix is available so Charmtech Labs LLC should 
determine whether it would be recommended to deploy such software for these systems based upon risk 
assessment results. The anti-virus software should be an up to date/current enough version that it 
protects against spyware and adware.  
 
Configuration 
 
Configuration of the software must follow the vendor-provided guidance and standards, with exceptions 
reviewed and approved by the Data Security group. The software should be configured so that users 
cannot disable or tamper with it.  
 
Scanning 
 
Anti-virus software should be set to scan in “auto-protect” mode to automatically scan new files in 
creation, incoming and outgoing email attachments, and downloaded files. A full workstation scan should 
be set to be performed at a minimum, weekly, and a full server scan at a minimum, daily. 
 
Lab Testing 
 
If a scan is set to occur during lab testing, the anti-virus should take precedence and be run first. If the 
software needs to be disabled, it must be enabled again once the testing is complete. 
 
Logging 
 
Anti-virus event logs are to be generated and retained for at least 365 days. These logs should contain 
dates of scans performed and incidents found. 
 
User Responsibilities 
 
All users are to be aware/trained on how to prevent, detect, and respond to an incident which may be 
related to a virus, specifically users should know not to click on an attachment from an unknown person 
or if their system is running slow or acting up. Users are to report suspected incidents to the Data Security 
group.  
 
 
 

 
 
 

 



 

 

Secure Configuration Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
As demands on time, productivity, and operations increase, the focus on securely configuring systems 
and network devices may suffer a lack of attention or a heightened amount of exceptions granted. 
Common security vulnerabilities, such as default passwords not being changed or a port remaining open 
after an exception request expires, can open up holes for an individual to gain unauthorized access to 
systems and applications transmitting, processing, and/or storing sensitive data. Charmtech Labs LLC’s 
cardholder environment includes all systems, applications, equipment, individuals, locations, and 
connections used for, and involved with, the transmittal, processing, and/or storage of cardholder data.  
 
Each system and networking component should be included in the annual risk assessment performed by 
Charmtech Labs LLC Data Security group, and their configurations compared against documented best 
security practices and standards. These documents should keep a record of the baseline configuration of 
the system and network component and deviations reviewed on a quarterly basis to ensure that risk 
cannot be introduced into the environment. 
 
Deviations from secure configurations can lead to an intentional or unintentional security breach, causing 
harm to Charmtech Labs LLC’s finances, operations, and brand name. 
 
Purpose 
 
This Secure Configuration Policy details the requirements for the safe configuration of systems and 
networking equipment in Charmtech Labs LLC’s cardholder data environment for Payment Card Industry 
(PCI) compliance. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and/or other staff members at Charmtech Labs LLC, whether conducting activities 
on Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned and/or leased by Charmtech Labs 
LLC whether located on Charmtech Labs LLC premises or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 



 

 

This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, third-parties, 
service providers, contractors, temporary employees, and/or other staff members. 
The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO Dr. Yury Puzis for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO Dr. 
Yevgen Borodin. 
 
 
 



 

 

Policy 
 
Documentation 
 
Secure configuration standards are to be documented for each system and networking component in the 
cardholder environment. These documents are to be based on accepted best security configuration 
practices (to include those from SANS, CIS, ISO) or vendor guidelines (Microsoft, Apache, Oracle) or a 
combination of both. Should the guidance not be applicable in Charmtech Labs LLC’s environment or it 
has been decided to be excluded from Charmtech Labs LLC’s secure configuration standards, an 
exception is required to be created and approved by Charmtech Labs LLC COO. Charmtech Labs LLC 
secure configuration standards must be updated whenever there is a change made to the environment, a 
change made to the system or networking component, or an exception is made. 
 
Basic Requirements  
 
The following are required: 
  

● Services and applications, if not in use, are to be disabled. 
● All insecure services, applications, and protocols must be reviewed and assessed for their risk. 

Charmtech Labs LLC COO must review and sign their acceptance of the risk. An exception 
request, to include their business justification, must be retained for the lifetime of the exception. 

● All firewall ports should be restricted to only those required for the environment. Requests to open 
up a port or make changes must follow Charmtech Labs LLC’s firewall policies. 

● Default vendor passwords must be changed prior to deployment into production, and then 
Charmtech Labs LLC password policies maintained on the server. 

● Patches must be kept current on the servers, and follow Charmtech Labs LLC’s patch 
management policies. 

● Change control must follow Charmtech Labs LLC’s change management policies. 
● Access permissions must be restricted to business-need only and follow the principle of least 

privilege. 
● Root admin should not be used unless absolutely necessary. 
● Access by applications and users must follow Charmtech Labs LLC’s logging policies. 
● Remote access must be two-factor authentication and over secure channels. 

  
 
 
 
 
 
 

 
  



 

 

Data Classification Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
The purpose of classifying data is to be able to define and implement the appropriate level of security 
controls to protect it from unauthorized access and use. The higher the level of classification, the more 
intensive and comprehensive the security controls should be in place to protect it. Data can be in 
electronic or printed format, and may be transmitted, processed, and/or stored in the cardholder 
environment. Charmtech Labs LLC’s cardholder environment includes all systems, applications, 
equipment, individuals, locations, and connections used for, and involved with, the transmittal, 
processing, and/or storage of cardholder data.  
 
Printed and electronic data is to be classified in terms of its value to Charmtech Labs LLC, sensitivity, 
legal requirements, and impact if it is lost or falls into the ‘wrong hands’. When performing a data 
classification exercise, it’s critical to review the methods in which this data can be transmitted, stored, or 
used. Electronic data can be emailed, faxed, transmitted via instant message and/or other messaging 
technologies. Printed data can be faxed, hand delivered, scanned, and mailed. Data can be stored on 
systems, in code, workstations, devices, mobile media, and similar. Electronic data can be printed or 
copied to another workstation or system. Printed data can be retained in file cabinets and on desks. 
 
Classifying data can help protect Charmtech Labs LLC data from unauthorized access and usage, and 
help safeguard Charmtech Labs LLC’s finances, operations, and brand name. 
 
Purpose 
 
This Data Classification Policy details the requirements for the classification of assets and data in 
Charmtech Labs LLC’s cardholder data environment for Payment Card Industry (PCI) compliance. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and/or other staff members at Charmtech Labs LLC, whether conducting activities 
on Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned or leased by Charmtech Labs LLC 
whether located on Charmtech Labs LLC premise or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
 
 
 



 

 

Distribution 
 
This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, third-parties, 
service providers, contractors, temporary employees, and/or other staff members. 
 
The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO Dr. Yury Puzis for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO Dr. 
Yevgen Borodin. 
 
 
 



 

 

Policy 
 
Asset and Data Identification 
 
Any asset (system, workstation, removable media, mobile media, etc.) and data being processed, 
transmitted, and/or stored in the cardholder environment is to be identified and documented, along with 
the asset owner’s name, location, and contact information. 
 
Asset and Data Evaluation 
 
A risk assessment exercise should be performed to determine level of risk associated with each asset 
and data set. The list should be documented and assigned a classification of High, Medium, or Low in 
terms of its value to Charmtech Labs LLC, sensitivity, legal requirements, and impact if lost or misused. 
Once this is completed, the evaluation should be reviewed and approved by Data Security group.   
 
Classification Terminology 
 
Should the asset or data set receive one or more High results during the evaluation exercise, it should be 
labeled as “Confidential”. If there are no High results and the asset or data set carries one or more 
Medium results, it should be labeled as “Restricted”. If the asset or data set receives no High or Medium 
results, it may be labeled as “Unrestricted”. 
 
Security Controls 
 
The level of security controls to be in place to safeguard the asset or data set from unauthorized access 
and misuse will increase with its classification level. For example, a database storing encrypted 
cardholder data should still be classified as High and therefore “Confidential”, even though the contents 
are encrypted, as the loss of this data may still cause non-compliance with legal requirements and harm 
Charmtech Labs LLC’s reputation. This database would require the highest level of security controls to be 
in place, to include, but not limited to, being placed behind a firewall and an intrusion detection/prevention 
system, have restricted access permissions, maintain file integrity software, and have active logging 
enabled. An asset or data set classified as “Unrestricted” may be freely released externally and 
communicated, and may be readily accessible to both internal and external users. 
 
Data Handling 
 
Once the asset or data set have been classified, it is to be transmitted, processed, used, and/or stored 
following the methods outlined in the Data Handling Policy. An asset or data set without an assigned 
classification is to be treated as “Confidential” until it is properly classified. 
 
Incident Response 
 
Should a “Confidential” asset or data set be intentionally or unintentionally accessed, viewed, or used by 
an unauthorized party, the incident response plan is to be initiated. Should it be “Restricted” asset or data 
set, the Data Security group should evaluate the repercussions of the event and initiate the incident 
response plan as appropriate. 
 
 



 

 

Classification Details 
 
“Confidential” 
 
This type of classification is assigned to assets and data sets which, if lost, would cause serious harm to 
Charmtech Labs LLC, Charmtech Labs LLC’s customers, Charmtech Labs LLC’s third-parties, and 
others. Harmful effects can be from a financial, competitive, compliance, legal, branding, and/or 
reputation perspectives. Subsequently, it must be kept confidential.  
 
Examples include cardholder data, financial plans, business and strategic plans, and customer lists. 
 
“Restricted” 
 
This type of classification is assigned to assets and data sets which, if lost, could potentially cause harm 
to Charmtech Labs LLC, Charmtech Labs LLC’s customers, Charmtech Labs LLC’s third-parties, and 
others; however it would not be unrepairable. Subsequently, it should be kept confidential as much as 
possible. By default, all Charmtech Labs LLC data is labeled as Restricted. 
 
Examples include intranet content, performance evaluations, and internal communications (unless they 
contain confidential information). 
 
“Unrestricted” 
 
This type of classification is assigned to assets and data sets which are readily available and part of the 
public domain so would not cause any harm to Charmtech Labs LLC, Charmtech Labs LLC’s customers, 
Charmtech Labs LLC’s third-parties, and others. Subsequently, it does not require specific security 
controls. 
 
Examples include Charmtech Labs LLC’s website, marketing materials, press releases, and external 
announcements.  
 
Requests for Access to “Confidential” or “Restricted” Assets or Data 
 
The system owner is ultimately responsible for individuals and applications which have access to their 
assets, and are to review all access requests. The system owner is to review the access permissions on 
a quarterly basis in tandem with the quarterly access control review exercise.  
 
Awareness 
 
Users are to be trained and made aware of the classifications and their handling requirements. Users who 
have business requirements to view, access, and use “Confidential” and “Restricted” assets and data are 
to receive specialized training on how to properly handle those items.  
 
 
 
 
 
 
 
  



 

 

Data Handling Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
Assets and data sets need to be handled by users according to their classification in order to properly 
safeguard it from unauthorized access and usage (see Data Classification Policy). Data can be in 
electronic or printed format, and may be transmitted, processed, and/or stored in the cardholder 
environment. Charmtech Labs LLC’s cardholder environment includes all systems, applications, 
equipment, individuals, locations, and connections used for, and involved with, the transmittal, 
processing, and/or storage of cardholder data.  
 
Electronic data can be emailed, faxed, transmitted via instant message and other messaging 
technologies. Printed data can be faxed, hand delivered, scanned, and mailed. Data can be stored on 
systems, in code, workstations, devices, mobile media, and others. Electronic data can be printed or 
copied to another workstation or system. Printed data can be retained in file cabinets and on desks. 
 
Handling assets and data according to its classification level can help protect Charmtech Labs LLC data 
from unauthorized access and usage, and help safeguard Charmtech Labs LLC’s finances, operations, 
and brand name. 
 
Purpose 
 
This Data Handling Policy details the requirements for the transmission, storing, and usage of assets and 
data in Charmtech Labs LLC’s cardholder data environment for Payment Card Industry (PCI) compliance. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and/or other staff members at Charmtech Labs LLC, whether conducting activities 
on Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned or leased by Charmtech Labs LLC 
whether located on Charmtech Labs LLC premise or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 
This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, third-parties, 
service providers, contractors, temporary employees, and/or other staff members. 
 



 

 

The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO Dr. Yury Puzis for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO Dr. 
Yevgen Borodin. 
 
 
 



 

 

Policy 
 
Cardholder Data 
 
Cardholder data may never be transmitted using any end-user methodologies unless specifically 
approved by the Data Security group with a valid business need. If required to transmit cardholder data, it 
must be in unreadable format (for example, encrypted, masked, truncated). Users may also not store 
cardholder data without specific approval to do so from the Data Security group at which point it must also 
be retained in a protected format. The only exception is for users who need to view cardholder numbers 
for business reasons, these users must be approved by Data Security group and may only view the 
number individually (meaning one by one).  
 
Handling Requirements for Assets and Data Sets Labeled as “Confidential”: 
 
Access Business need-to-know only. Reviewed quarterly. 
Non-Disclosure 
(NDA): 

Charmtech Labs LLC third-parties and employees may only access these assets and 
data after signing an NDA. The system owner must then approve the distribution. 

Changes: Changes made to these assets and data sets must be approved by the Data Security 
group and the system owner prior to the change, recorded and retained for minimum of 
one year. 

Email: Only individuals approved by the Data Security group to transmit this data may do so, 
and then only if the email and its attachments are approved using a Charmtech Labs 
LLC-approved encryption method. A receipt request should be used or requested. 

Internet: This data may never be transmitted using a non-Charmtech Labs LLC email system or 
posted/communicated via the internet. This includes posting to websites or using 
internet email and messaging technologies. 

Fax: The person sending the fax with this data is required to be present at the fax machine 
to verify that it has been sent and is not stored in the memory. A receipt request should 
be used or requested. 

Internal Mail: This type of data should not be delivered over internal Charmtech Labs LLC mail, 
unless absolutely necessary and then a return receipt should be used or requested. It 
is preferable to deliver the item in-person. 

External Mail: This type of data is to be packaged in a secure manner and delivered by a commercial 
delivery service which can be tracked. A return receipt should be used or requested, 
such as a delivery signature. 

Printing: This type of data should not be printed unless absolutely needed for business  
purposes, and after approval from the Data Security group. The printing must be 
supervised. 

Print Storage: Printed data is required to be within eyesight or within possession at all times, or 
locked up in a secure manner or location. 

Electronic 
Storage: 

Stored data may not be retained in a readable format and is to be truncated, masked, 
or encrypted using a Charmtech Labs LLC-approved method. This includes data 
storage on workstations, systems, etc. 

 
Handling Requirements for Assets and Data Sets Labeled as “Restricted”: 
 
Access Business need-to-know only. Reviewed quarterly. 
Non-Disclosure Charmtech Labs LLC third-parties and employees may only access these assets and 



 

 

(NDA): data after signing a NDA. 
Changes: Changes made to these assets and data sets must follows the Charmtech Labs LLC 

Change Management Policy. 
Email: Only individuals approved by the Data Security group to transmit this data may do so, 

and then only if the email and its attachments are approved using a Charmtech Labs 
LLC-approved encryption method. A receipt request should be used or requested. 

Internet: This data may never be transmitted using a non-Charmtech Labs LLC email system or 
posted/communicated via the Internet. This includes posting to websites or using 
Internet email and messaging technologies. 

Fax: The person sending the fax with this data is required to be present at the fax machine 
to verify that it has been sent and is not stored in the memory. A receipt request should 
be used or requested. 

Internal Mail: This type of data should not be delivered over internal Charmtech Labs LLC mail, 
unless absolutely necessary and then a return receipt should be used or requested. It 
is preferable to deliver the item in-person. 

External Mail: This type of data is to be packaged in a secure manner and delivered by a commercial 
delivery service which can be tracked. A return receipt should be used or requested, 
such as a delivery signature. 

Printing: This type of data should not be printed unless absolutely needed for business 
purposes, and after approval from the Data Security group. The printing must be 
supervised. 

Print Storage: Printed data is required to be within eyesight or within possession at all times, or  
locked up in a secure manner or location. 

Electronic 
Storage: 

Stored data may not be retained in a readable format and is to be truncated, masked, 
or encrypted using a Charmtech Labs LLC-approved method. This includes data 
storage on workstations, systems, etc. 

 
Handling Requirements for Assets and Data Sets Labeled as “Unrestricted”: 
 
Access Access is available to everyone 
Non-Disclosure 
(NDA): 

No NDA is required to distribute these assets or data 

Changes: Changes should follow the Change Management Policy 
Email: May be readily emailed 
Internet: May be readily transmitted; however caution should be used if posting to an external 

website to ensure that Charmtech Labs LLC’s reputation will not be harmed. 
Fax: May be readily faxed 
Internal Mail: May be delivered freely via internal mail 
External Mail: Mail be readily mailed outside of Charmtech Labs LLC 
Printing: May be readily printed 
Print Storage: Does not need to be stored securely 
Electronic 
Storage: 

Does not need to be stored securely 

 
 
 

  



 

 

Data Retention Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
The retention period for assets and data sets may be affected by legal, industry, financial, and/or 
regulatory requirements. In order to reduce risk, however, assets and data sets should not be retained 
longer than absolutely required in the cardholder environment. Charmtech Labs LLC’s cardholder 
environment includes all systems, applications, equipment, individuals, locations, and connections used 
for, and involved with, the transmittal, processing, and/or storage phase(s) of cardholder data.   
 
Each asset and data set (both electronic and printed formats) should be reviewed by a Legal point-of-
contact to assess Charmtech Labs LLC’s legal, industry, and regulatory requirements for its length of 
retention. The same exercise should be performed by the system owner as well as management to 
assess its industry requirements for retention. When completed, an analysis should be performed with the 
guiding principle that the item should be retained for the least amount of time as is possible. 
 
The retention of assets and data for the minimum length of time possible under law and to support 
business operations can help protect Charmtech Labs LLC data from unauthorized access and usage, 
and help safeguard Charmtech Labs LLC’s finances, operations, and brand name. 
 
Purpose 
 
This Data Retention Policy details the requirements for the retention of assets and data in Charmtech 
Labs LLC’s cardholder data environment for Payment Card Industry (PCI) compliance. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and/or other staff members at Charmtech Labs LLC, whether conducting activities 
on Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned or leased by Charmtech Labs LLC 
whether located on Charmtech Labs LLC premise or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 
This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, third-parties, 
service providers, contractors, temporary employees, and/or other staff members. 
 



 

 

The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO. 
 
Policy 
 
Retention of Cardholder Data 
 
Cardholder data will not be retained on Charmtech Labs LLC servers. 
 
Retention of Sensitive Authentication Data 
 
Sensitive Authentication Data (the magnetic strip, PIN blocks, CVV) may never be stored after 
authorization. 
 
Responsibilities 
 
The system owner or the data owner is ultimately responsible for ensuring cardholder data are not 
retained.  
 
Third-Parties 
 
Third-parties will have no access to cardholder data environment. 

 
 

  



 

 

Data Disposal Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
Assets and data sets need to be safeguarded from unauthorized access and use throughout the lifecycle. 
When no longer needed for business reasons, care should be taken to ensure that the asset and its data 
cannot be accessed or regenerated by an unauthorized user when disposed of or transferred to a new 
party. Data can be in electronic or printed format, and may be transmitted, processed, and/or stored in the 
cardholder environment. Charmtech Labs LLC’s cardholder environment includes all systems, 
applications, equipment, individuals, locations, and connections used for, and involved with, the 
transmittal, processing, and/or storage of cardholder data.  
 
Secure disposal and deletion methods are required for assets and data sets which are classified as 
“Confidential” or “Restricted”. Items classified as “Unrestricted” may be reused freely. 
 
The secure disposal and deletion of assets and data according to its classification level can help protect 
Charmtech Labs LLC data from unauthorized access and use, and continue to safeguard Charmtech 
Labs LLC’s finances, operations, and brand name. 
 
Purpose 
 
This Data Disposal Policy details the requirements for the disposal of assets and deletion of data in 
Charmtech Labs LLC’s cardholder data environment for Payment Card Industry (PCI) compliance. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and/or other staff members at Charmtech Labs LLC, whether conducting activities 
on Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned or leased by Charmtech Labs LLC 
whether located on Charmtech Labs LLC premise or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 
This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, third-parties, 
service providers, contractors, temporary employees, and/or other staff members. 
 



 

 

The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO Dr. Yury Puzis for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO Dr. 
Yevgen Borodin. 
 
 
 



 

 

Policy 
 
Disposal Requirements for Printed Data: 
 

Labeled as “Confidential” or “Restricted” 
 

Printed documentation labeled as “Confidential” assets are required to be shredded using a 
cross-cut shredder. All areas handling documentation with sensitive information must have such a 
shredder located nearby. These documents are to be securely retained up to their destruction. 
Users should be made aware of the importance of safely destructing these documents.  
 
Assets Labeled as “Unrestricted” 

 
“Unrestricted” assets are not required to be securely destroyed. If the data is not securely 
deleted, then checks must be made of each asset to ensure that there is no sensitive data 
retained prior to the asset being provided to another party. 
 

Responsibilities 
 
The system owner or the data owner is ultimately responsible for ensuring that electronic and printed 
media is disposed of in a secure manner, and the users’ managers are responsible for ensuring that their 
employees follow these policies. The Data Security group is responsible for performing the actual 
destruction or deletion of data.  
 

Critical Technologies Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
Critical technologies include remote access, wireless, removable media, laptops, tablets, personal 
data/digital assistants (PDAs), e-mail usage and Internet usage. These are all tools used to access 
Charmtech Labs LLC’s network in a “non- standard” method, meaning they can be used remotely and not 
use a Charmtech Labs LLC workstation in a Charmtech Labs LLC location. Special care should be made 
when using these technologies as they are accessing Charmtech Labs LLC’s network from an unknown 
location, therefore safeguarding the connection to the network is critical. It’s also important to limit 
actions, which users can take, using these technologies to protect cardholder data wherever it is 
transmitted, processed, and/or stored. Charmtech Labs LLC’s cardholder environment includes all 
systems, applications, equipment, individuals, locations, and connections used for, and involved with, the 
transmittal, processing, and/or storage of cardholder data.  
 
Properly safeguarding these technologies is critical to help protect Charmtech Labs LLC from 
unauthorized users causing harm to Charmtech Labs LLC’s finances, operations, and brand name. 



 

 

 
Purpose 
 
This Critical Technologies Policy details the requirements for the usage of remote access, modems, 
laptops, tablets, and PDAs in Charmtech Labs LLC’s cardholder data environment for Payment Card 
Industry (PCI) compliance. The other listed critical technologies are detailed in other Charmtech Labs 
LLC Policies. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and/or other staff members at Charmtech Labs LLC, whether conducting activities 
on Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned and/or leased by Charmtech Labs 
LLC whether located on Charmtech Labs LLC premises or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 
This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, third-parties, 
service providers, contractors, temporary employees, and/or other staff members. 
 
The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO Dr. Yury Puzis for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO Dr. 
Yevgen Borodin. 
 
 



 

 

Policy 
 
Remote Access 
 
Remote access into cardhoder data environment must always be comprised of two-factor authentication. 
This means that there is required to be authentication with something the user knows (password, 
passphrase) and something the user has (key fob, fingerprint, or individual certificate). These are to be 
used in conjunction with the user’s individual user ID. Remote access must be via console SSH and 
logged. Remote access may not be used unless for business purposes, and all users must be approved 
by the Charmtech Labs LLC CEO prior to being granted this access. Only Charmtech Labs LLC-approved 
remote access technologies may be used. The session will automatically disconnect after 30 minutes and 
the user will be required to re-authenticate. Third-parties must only be granted remote access 
permissions and capability after being assessed for risk and approved by the CEO, monitored while in 
use, and then immediately disconnected after use. All users may not copy, move, or store cardholder 
data using this technology. 
 
Modems 
 
The use of modems is not authorized. 
 
Laptops, Tablets, and PDAs 
 
All users are to be approved by their manager prior to being granted the equipment and access to the 
environment. Charmtech Labs LLC’s access control and password management policies are to apply to 
the usage of this equipment, and users must be required to authenticate with a unique user ID and 
password. Charmtech Labs LLC’s devices may only be utilized for Charmtech Labs LLC business 
purposes and must be Charmtech Labs LLC sanctioned. Users may not use their own devices unless 
previously authorized to do so by the CEO.  
 

 

 

 

Firewall Configuration and Management Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 



 

 

 
Introduction 
 
Firewalls are critical to safeguard Charmtech Labs LLC’s cardholder data environment as they filter 
access to systems and applications transmitting, processing, and/or storing this sensitive data. 
Charmtech Labs LLC’s cardholder environment includes all systems, applications, equipment, individuals, 
locations, and connections used for, and involved with, the transmittal, processing, and/or storage of 
cardholder data.  
 
Firewalls utilize established rule sets to allow or deny inbound or outbound network traffic between 
trusted and untrusted environments. Trusted environments include known zones that contain systems 
which transmit, process, and/or store cardholder data, and the internal network in general. Untrusted 
environments include Internet-facing access points, unknown environments, wireless networks, and 
zones which do not contain such systems which transmit, process, and/or store cardholder data. Firewalls 
are required to be placed at any Internet connection (to protect against traffic coming in from outside 
Charmtech Labs LLC) and between internal network zones (should one zone contain sensitive systems 
and the other does not). 
 
Should an unauthorized user obtain access to Charmtech Labs LLC’s network via a route unprotected 
with a firewall, they may then potentially penetrate systems, applications, and other networks to gain 
additional access to sensitive data. This can lead to a security breach, causing harm to Charmtech Labs 
LLC’s finances, operations, and brand name. 
 
Purpose 
 
This Firewall Configuration and Management Policy details the requirements for the configuration, 
placement, and maintenance of firewalls in Charmtech Labs LLC’s cardholder data environment for 
Payment Card Industry (PCI) compliance. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and other staff members at Charmtech Labs LLC, whether conducting activities on 
Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned or leased by Charmtech Labs LLC 
whether located on Charmtech Labs LLC premises or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 
This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, third-parties, 
service providers, contractors, and temporary employees. 
 
The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 



 

 

 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO Dr. Yury Puzis for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or non-intentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO Dr. 
Yevgen Borodin. 
 
 
 



 

 

Policy 
 
Placement 
 
Trusted environments include known zones that contain systems which transmit, process, and/or store 
cardholder data, and the internal network in general. Untrusted environments include Internet-facing 
access points, unknown environments, wireless networks, and zones which do not contain such systems 
which transmit, process, and/or store cardholder data.  
 
Firewalls are required to be placed at any Internet connection (to protect against traffic coming in from 
outside Charmtech Labs LLC) and between internal network zones (should one zone contain sensitive 
systems and the other does not). There may not be direct inbound or outbound access without the 
placement of a firewall between trusted and untrusted environments.  
 
Environments which are not segmented from the cardholder data environment with firewalls or other form 
of segmentation (such as a VLAN) must be considered a “flat network” and part of the cardholder 
environment. All systems, users, equipment etc. within this other environment will be in-scope for PCI 
assessments. 
 
Network Diagram 
 
A network diagram (“Network Diagram” document) is to be maintained which accurately depicts the 
networking equipment, systems, applications, wireless networks, and other applicable components of the 
cardholder data environment. This includes all inbound and outbound connections, all connected third-
parties, locations, security controls in place (i.e.: Intrusion Detection/Prevention Systems), and network 
segregation in place.  
 
This network diagram must be reviewed and updated after changes are made to the environment, or 
annually, whichever comes first. The review is to be performed by the Data Security group and the date of 
last review documented on the diagram. 
 
Access Rules 
 
Firewalls are to have implicit deny-all rules, unless specific traffic is authorized. Internal outbound traffic 
from systems within the cardholder environment may only access predefined IP addresses, and admit all 
inbound and outbound traffic on the Charmtech Labs LLC network environment to only what is required 
for business purposes. 
 
Firewall rule sets (“Firewall Rule Sets” document) are to be documented and kept current, and Firewall 
reviewed by COO on a semi-annual basis, at a minimum. The COO must document the review and 
results in a “Firewall Review” log. The COO is to review and sign-off on the findings. Exceptions are to be 
submitted following the Exception process noted earlier in this Policy. 
 
Change Management 
 
Changes may only be made to the configuration of the firewall and the firewall rule sets after a review of 
the impact of the change has been performed by the COO. This is to help protect against the possibility of 
inadvertently introducing open avenues for attack. Once the review has been performed, the change 



 

 

documentation and description of any residual risk from performing the change is to be reviewed and 
accepted by the COO 
 
Firewall changes are to be tested in a tested environment prior to being placed into the production 
environment. Care should be made to carefully monitor deployments of the change once introduced into 
the production environment when more permissive rules have been introduced. 
 
Traffic Control 
 
Stateful inspection firewalls are to be used, with Network Address Translation (NAT) in place to prevent 
against IP Masquerading (the broadcast of IP addresses from the internal network to the Internet). 
 
Ports and Services 
 
Only those ports and services which are required for business purposes may be enabled. The firewalls 
are to explicitly deny inbound and outbound traffic using any other ports and services. 
 
A list of approved ports and services and their business justifications is to be kept current by COO and is 
to be updated after any changed is made (“Approved Ports, Services and Protocols” document). Changes 
are to follow the change management process described earlier in this document. 
 
Protocols 
 
Only those protocols which are required for business purposes may be enabled. The firewalls are to 
explicitly deny inbound and outbound traffic using any other protocols.  
 
Protocols which are considered “risky” may lead to granting an avenue of attack. Types of “risky” 
protocols include Telnet, rlogin, and FTP. As any protocol could be considered “risky” if configured 
incorrectly, care should be made to safeguard against this occurring. These protocols should also not be 
permitted for use on personal computers with access to the cardholder data environment. 
 
A list of approved protocols and their business justifications is to be kept current by COO and is to be 
updated after any changed is made. (“Approved Ports, Services and Protocols” document). Changes are 
to follow the change management process described earlier in this document. 
 
Access Controls 
 
Access to the firewall should be limited to only those individuals with a business need-to-know. Individual 
authentication, meaning a unique userID and unique password, is to be used by the administrators, 
unless an Admin account has been specifically approved by COO.  
 
Remote access to the firewalls may only be performed using a secure network protocol, such as SSH, 
and users must use two-factor authentication (the user must possess something they have and 
something they know in addition to their userID).  
 
Password management is to follow the password requirements specified in the Password Management 
Policy. 
 
Event Management and Response 



 

 

 
Firewall logs are to be generated, reviewed, and maintained for a period of 1 year to provide an audit trail. 
Logs should include capture of events which have an impact on the configuration of the firewall, 
unsuccessful attempts to establish a connection via the firewall, packets which are directed to terminate 
at the firewall.  
 
Incidents, whether suspected or actual, are to be responded to in accordance with the Incident Response 
Plan.  
 
Scanning 
 
Firewalls are to be included in the vulnerability scanning initiatives performed by Charmtech Labs LLC 
and Control Scan. 
 
Time Synchronization 
 
Network Time Protocol (NTP) or other time synchronization tool is to be used for the firewalls and synced 
with the other systems in the cardholder environment to maintain consistent times. 
 
Personal Firewalls 
 
Any computers with access to the Internet which are able to access Charmtech Labs LLC’s network are 
to have a personal firewall enabled and active. This includes computers used by any parties included in 
the scope of this policy. The personal firewall should be deployed in such a way that it cannot be 
tampered with and altered by unauthorized individuals. 
 
Logical Management of Network Components 
 
The following individuals are responsible for the logical management of networking equipment: 
 
Configuration and maintenance of firewall rule sets  Ivan Fesenko System Administrator 
Installation of firewalls     Ivan Fesenko System Administrator 
Deployment of firewalls     Ivan Fesenko System Administrator 
Network diagram maintenance    Ivan Fesenko System Administrator 
Reviews of firewall rule set change requests  Ivan Fesenko System Administrator 
Approvals of firewall rule set change requests   Ivan Fesenko System Administrator 
 

  



 

 

Router Configuration and Management Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
Routers are an integral part of Charmtech Labs LLC’s network to safeguard Charmtech Labs LLC’s 
cardholder data environment as they direct traffic to systems and applications transmitting, processing, 
and/or storing this sensitive data. Charmtech Labs LLC’s cardholder environment includes all systems, 
applications, equipment, individuals, locations, and connections used for, and involved with, the 
transmittal, processing, and/or storage of cardholder data.  
 
Routers route traffic will be based upon internal addresses and defined route tables to ensure that it 
arrives at its intended destination. Routers may also assist with functions performed by the firewall(s) 
where certain data packets are blocked. Subsequently, the protection of the router and of its configuration 
file is important in order to protect against external traffic being transmitted into trusted environments that 
contain systems which transmit, process, and/or store cardholder data, and the internal network in 
general.  
 
Should an unauthorized user obtain access to Charmtech Labs LLC’s network they may potentially 
penetrate systems, applications, and other networks to gain additional access to sensitive data. This can 
lead to a security breach, causing harm to Charmtech Labs LLC’s finances, operations, and brand name. 
 
Purpose 
 
This Router Configuration and Management Policy details the requirements for the configuration, 
placement, and maintenance of routers in Charmtech Labs LLC’s cardholder data environment for 
Payment Card Industry (PCI) compliance. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and/or other staff members at Charmtech Labs LLC, whether conducting activities 
on Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned or leased by Charmtech Labs LLC 
whether located on Charmtech Labs LLC premise or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 
This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, third-parties, 
service providers, contractors, temporary employees, and/or other staff members. 



 

 

The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO Dr. Yury Puzis for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO Dr. 
Yevgen Borodin. 
 
 
 



 

 

Policy 
 
Placement 
 
Trusted environments include known zones that contain systems which transmit, process, and/or store 
cardholder data, and the internal network in general. Untrusted environments include internet-facing 
access points, unknown environments, wireless networks, and zones which do not contain such systems 
that transmit, process, and/or store cardholder data.  
 
Configuration Services 
 
Routers are to have configuration services defined to support the operating system (OS), as the OS 
translates the established access control list (ACL) to the router. Configurations are to be configured to 
permit only authorized inbound and outbound traffic to the trusted environments for only matters required 
for business purposes. 
 
Router files are to be documented and kept current, and reviewed by the COO on a semi-annual basis, at 
a minimum. The COO must document the review and results in a Router Review log. The COO is to 
review and sign-off on the findings. Exceptions are to be submitted following the Exceptions process 
noted earlier in this Policy. 
 
Change Management 
 
Changes may only be made to the configuration of the router and its configuration files after review of the 
impact of the change has been performed by the COO. This is to help protect against the possibility of 
inadvertently introducing open avenues for attack. Once the review has been performed, the change 
documentation and description of any residual risk from performing said change is to be reviewed and 
accepted by the COO.  
 
Router changes are to be tested in a test environment prior to being placed into the production 
environment. Care should be taken to carefully monitor deployments of the change once introduced into 
the production environment when more permissive rules have been introduced. 
 
Synchronization of Router Files 
 
Router files are required to be synchronized upon start-up. Changes that are made only to the running 
configuration won’t be retained upon reboot; therefore, changes must be made to the configuration copy 
in the RAM or to the start-up configuration.  
 
Access Controls 
 
Access to the routers should be limited to only those individuals with a business need-to-know. Individual 
authentication (a unique userID and unique password) is to be used by the administrators, unless an 
Admin account has been specifically approved by COO.  
 
Remote access to the routers may only be performed using a secure network protocol, such as SSH, and 
users must use two-factor authentication (the user must possess something they have and something 
they know in addition to their userID).  



 

 

 
Password management is to follow the password requirements specified in the Password Management 
Policy. 
 
Event Management and Response 
 
Router logs will not be generated since we are using a virtual router from Amazon Web Services which 
does not have this functionality. 
 
Incidents, whether suspected or actual, are to be responded to in accordance with the Incident Response 
Plan.  
 
Time Synchronization 
 
Usage of virtual routers on Amazon Web Services precludes router time synchronization. The servers are 
synchronizing on their own. 
 
Logical Management of Network Components 
 
The following individuals are responsible for the logical management of networking equipment: 
 
Configuration and maintenance of router files   Ivan Fesenko System Administrator 
Installation of routers     Ivan Fesenko System Administrator 
Deployment of routers     Ivan Fesenko System Administrator 
Network diagram maintenance    Ivan Fesenko System Administrator 
Reviews of router config file change requests  Ivan Fesenko System Administrator 
Approvals of router config file change requests   Ivan Fesenko System Administrator 
 
 
 
 

 

 

 

 

  



 

 

Security Awareness Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
Breaches can often be attributed to the actions performed by an organization’s employee(s), whether they 
are intentional or unintentional. If people are not provided with awareness of their roles and 
responsibilities when it comes to protecting Charmtech Labs LLC’s assets and data, they cannot be held 
responsible for their actions or know how their actions impact the security of Charmtech Labs LLC’s 
cardholder environment. The cardholder environment includes systems, applications, equipment, 
individuals, locations, and connections used for, and involved with, the transmittal, processing, and/or 
storage of cardholder data.   
 
All persons with physical and logical access to Charmtech Labs LLC’s environment, whether employees, 
third-parties, service providers, contractors, temporary employees, and/or other staff members, must be 
trained on their role in protecting Charmtech Labs LLC from threats to help safeguard Charmtech Labs 
LLC’s finances, operations, and brand name. 
 
Purpose 
 
This Security Awareness Policy details the requirements for the security awareness and training of users 
with physical and logical access to Charmtech Labs LLC’s cardholder data environment for Payment 
Card Industry (PCI) compliance. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and/or other staff members at Charmtech Labs LLC, whether conducting activities 
on Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned or leased by Charmtech Labs LLC 
whether located on Charmtech Labs LLC premise or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 
This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, third-parties, 
service providers, contractors, temporary employees, and/or other staff members. 
 
The most current version of this policy is to be readily available and accessible from the internal file 
server. 



 

 

 
 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO. 
 
 
 



 

 

Policy 
 
Connection of Users 
 
Users must receive security awareness training and sign an acknowledgment of their role in safeguarding 
Charmtech Labs LLC prior to being granted physical and logical access to Charmtech Labs LLC’s 
environment.  
 
Refresher Training 
 
All users, for the entire length of time they are, or remain, connected to Charmtech Labs LLC’s 
environment, must receive security awareness training on an annual basis. This training may be provided 
to all users at one time, or may be staggered to take place on an annual basis from the user’s first day of 
employment or access granted.  Training may occur in-person or via a computer-based training (CBT) 
format.  
 
Logs 
 
Attendance logs (“Attendance of Security Awarness Training” document) for those who attend security 
awareness training, both, provided upon hire and annually, must be kept by the Data Security group. 
Exceptions must be communicated to the user’s manager with a defined period of time that the user must 
take the training. Should the user not take the refresher training within that period, they are to be found in 
violation of this policy. 
 
Acknowledgements 
 
All users, for the entire length of time they are, or remain, connected to Charmtech Labs LLC’s 
environment, are to sign an agreement with Charmtech Labs LLC’s terms and conditions and 
acknowledgment of their role in safeguarding Charmtech Labs LLC’s environment on an annual basis. 
This should also occur when the security refresher training is provided. 
 
Security Awareness Vehicles 
 
Supporting vehicles for promoting security awareness are to be maintained throughout the year. These 
can include newsletter articles, posters, email reminders, and messages acknowledged upon user login.  
 
Technical Training 
 
In addition to the above, those who have admin or privileged access or roles with systems which transmit, 
process, and store cardholder data must receive additional technical training to further reinforce and 
supplement their knowledge of security practices. 
 
 
 

 

 



 

 

 

Testing and Scanning Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
Testing Charmtech Labs LLC’s systems and network is a critical component of protecting Charmtech 
Labs LLC’s cardholder environment from threats and vulnerabilities. Charmtech Labs LLC’s cardholder 
environment includes all systems, applications, equipment, individuals, locations, and connections used 
for, and involved with, the transmittal, processing, and/or storage of cardholder data.  
 
New vulnerabilities are discovered on a daily basis. Attackers can take advantage of these avenues to 
launch malicious attacks against Charmtech Labs LLC. Scans and penetration tests help find these 
problem areas proactively so they can be blocked. The difference between scans and penetration tests is 
that scans are performed using automated tools of Charmtech Labs LLC’s Internet Protocol (IP) 
addresses and report on vulnerabilities, rating them by level of criticality. Penetration tests are performed 
by trained individuals who are granted explicit permission by Charmtech Labs LLC to actively try to 
penetrate systems and applications as if they are an attacker.  
 
Unauthorized access can potentially lead to a security breach, causing harm to Charmtech Labs LLC’s 
finances, operations, and brand name. 
 
Purpose 
 
This Testing and Scanning Policy details the requirements for the testing of, and reporting on, 
vulnerabilities in Charmtech Labs LLC’s cardholder data environment for Payment Card Industry (PCI) 
compliance. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and other staff members at Charmtech Labs LLC, whether conducting activities on 
Charmtech Labs LLC premises or off-site.  
 
This policy applies to all systems, applications, and equipment owned and/or leased by Charmtech Labs 
LLC whether located on Charmtech Labs LLC premises or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 



 

 

This policy is to be distributed to all those with responsibilities for maintenance and management of 
networking equipment at Charmtech Labs LLC, to include Charmtech Labs LLC employees, third-parties, 
service providers, contractors, and temporary employees. 
 
The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO Dr. Yury Puzis for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or unintentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO Dr. 
Yevgen Borodin. 
 
 
 



 

 

Policy 
 
Authorization 
 
Prior authorization in writing must be obtained from the COO before any type of testing is performed of 
Charmtech Labs LLC’s network and systems. The individual performing the testing must be vetted first to 
possess the qualifications, experience, and skills to perform such testing. The tools and software used 
must also be approved by the COO. No Charmtech Labs LLC users may ever perform their own testing of 
any kind on Charmtech Labs LLC’s network, systems, and assets. This is in direct violation with 
Charmtech Labs LLC policies. 
 
Scoping 
 
All systems defied as in-scope for the cardholder environment are to be tested and scanned per this 
policy. All external network connections are to be included in the scope.  
 
Remediation 
 
Findings for any of the types of testing methods below are to be ranked as Critical, High, Medium, or Low, 
as it relates to the risk assessment results performed for the systems, applications, and data sets in the 
cardholder environment. This meaning that the risk assessment results correlate with the scan rating 
results and increase upon sensitivity. Scan findings rated as Critical and High must be remediated within 
1 day, while findings rated as Medium and Low are to be closed within 7 days.  Once the findings have 
been closed, a rescan or retest must be performed to verify that they were closed adequately. Charmtech 
Labs LLC COO must review these results and provide sign-off. 
 
Retention 
 
All scan and test results, whether initial or remediated findings, must be retained for the purposes of 
compliance with PCI DSS for a minimum of 5 years. These reports and materials are to be classified as 
“Confidential” due to the sensitive nature of the content, and handled per the Data Handling and 
Retention Policies. 
 
External Vulnerability Scans 
 
External scans are required to be performed on a quarterly basis by a PCI authorized third-party scanning 
vendor (ASV) to meet PCI compliance, however additional external scans performed outside these 
windows may be performed by a qualified, experienced, and skilled Charmtech Labs LLC employee. The 
third-party must review and sign a Non-Disclosure Agreement (NDA) and receive a copy of Charmtech 
Labs LLC’s information security policies. External scans must be performed on a quarterly basis, at a 
minimum, and/or after any significant change to the network environment.  
 
Testing of Third Parties 
 
All third-parties connecting to Charmtech Labs LLC’s network must show evidence that they have 
performed the scans and tests listed above and have closed any Critical and High vulnerabilities. This 
evidence is to be provided prior to permitting the third-party access to Charmtech Labs LLC’s network 
and systems. 



 

 

Third-Party Access and Management Policy 
 
Version Date Change/s Author/s Approver/s 

1.0 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
Introduction 
 
Threats can be introduced to Charmtech Labs LLC’s environment simply by connecting a third-party 
without efficient security practices and controls in place. Should an attacker penetrate the third-party’s 
network, they may route their way via the connected third-party into Charmtech Labs LLC’s network. In 
some cases, third-parties have privileged access (meaning they have direct access to cardholder data in 
the production environment), thus gaining unauthorized access to the cardholder data environment. 
Charmtech Labs LLC’s cardholder environment includes all systems, applications, equipment, individuals, 
locations, and connections used for, and involved with, the transmittal, processing, and/or storage of 
cardholder data.  
 
Should an unauthorized user obtain access to Charmtech Labs LLC’s network via this route, they may do 
so under the pretence of being the third-party and therefore potentially penetrate systems, applications, 
and other networks unnoticed to gain additional access to sensitive data. This can lead to a security 
breach, causing harm to Charmtech Labs LLC’s finances, operations, and brand name. 
 
A third-party, in Payment Card Industry (PCI) terms, may either transmit, process, and/or store cardholder 
data on behalf of Charmtech Labs LLC, but also may be connected to perform non PCI-related functions. 
Therefore, it is important to safeguard Charmtech Labs LLC from attackers masquerading as an 
authorized third-party, as well as proactively validating the security controls and practices in place at 
connected third-parties.  
 
There are several types of third-parties, the most common being resellers, point of sale (POS) providers, 
Information Technology support companies, software application developers and vendors, shopping cart 
vendors, off-site storage vendors, data center and Web hosting providers, and Service Providers (those 
companies which transmit, process, and store cardholder data on Charmtech Labs LLC’s behalf.  
 
Purpose 
 
This Third-Party Access and Management Policy details the requirements for the evaluation, connection, 
compliance, and management of third-parties to Charmtech Labs LLC’s cardholder data environment. 
 
Scope 
 
This policy applies to Charmtech Labs LLC employees, third-parties, service providers, contractors, 
temporary employees, and other staff members at Charmtech Labs LLC, whether conducting activities on 
Charmtech Labs LLC premises or off-site.  
 



 

 

This policy applies to all systems, applications, and equipment owned or leased by Charmtech Labs LLC 
whether located on Charmtech Labs LLC premises or off-site, and all Charmtech Labs LLC locations 
where cardholder data is present. 
 
Distribution 
 
This policy is to be distributed to all those with responsibilities for maintenance and management of 
security controls and practices at Charmtech Labs LLC, to include Charmtech Labs LLC employees, 
third-parties, service providers, contractors, and temporary employees. 
 
The most current version of this policy is to be readily available and accessible from the internal file 
server. 
 
Exceptions 
 
There are no exceptions to this policy. Requests for exceptions may be submitted to the Charmtech Labs 
LLC COO Dr. Yury Puzis for review and approval using a “Policy Exception Request” form. 
 
Violations 
 
Individuals found to have violated this policy, whether intentionally or non-intentionally, may be subject to 
disciplinary action and possible termination of employment. 
 
Review Schedule 
 
The next scheduled review date is January 2020 by COO Dr. Yury Puzis, to be approved by the CEO Dr. 
Yevgen Borodin. 
 



 

 

Policy 
 
Assessment of Risk 
 
Third-parties must be given a risk assessment prior to being connected to the Charmtech Labs LLC 
cardholder data environment. No third-party may be connected to the Charmtech Labs LLC environment 
prior to receiving this assessment. Should a third-party have not received this risk assessment and is 
currently connected, the risk assessment is to be performed before they may be reconnected. This 
assessment is to include discovery of threats which may lead to potential vulnerabilities. 
 
Once the review has been performed, the third-party is to close gaps found, and the remaining findings 
and description of risk are to be reviewed and accepted by the CEO.  
 
Network Diagram 
 
A network diagram is to be maintained which accurately depicts all connected third-parties, along with 
networking equipment, systems, applications, wireless networks, and other applicable components of the 
cardholder data environment.  
 
List of Third-Parties 
 
Charmtech Labs LLC is to maintain a current list of connected third-parties with details of whether they 
have direct access to the cardholder environment. This is to clearly denote which third-parties have 
privileged access and so special attention may be paid to them during session monitoring. The list of 
third-parties is to also include their PCI compliance status and date of, whether they have accepted by 
their acquiring bank or VISA or have performed a SAQ (whichever is applicable to their Level as defined 
above). 
 
PCI Compliance Status 
 
The status of connected third-parties achieving PCI compliance is to be reviewed annually. All third-
parties with direct access to the cardholder environment must obtain PCI compliance or have an official 
exception provided by their acquiring bank or VISA. Should a third-party with privileged access not have 
obtained this compliance status, they are to document in writing their efforts in doing so with the target 
completion date. Charmtech Labs LLC is to monitor the compliance efforts of these third-parties. 
 
Terms and Conditions 
 
All connected third-parties are to sign a Non-Disclosure Agreement (NDA). Contracts with Service 
Providers are to contain terms and conditions, as well as an agreement to safeguard Charmtech Labs 
LLC’s cardholder data in all its formats from generation to its destruction, and signed by the third-party 
prior to connection to Charmtech Labs LLC’s network. No third-party may be connected to the Charmtech 
Labs LLC environment prior to signing their agreement with Charmtech Labs LLC’s terms and conditions. 
Should a third-party have not signed their agreement and is currently connected, they are required to do 
so before they may be reconnected.  
 
Terms and conditions should contain the following, but not limited to, the third-party’s obligation to: 
 



 

 

● Protect Charmtech Labs LLC’s cardholder data and environment. 
● Follow Charmtech Labs LLC’s policies and procedures at all times, unless there is specific 

approval from the CEO. 
● Use only Charmtech Labs LLC-approved security controls and practices. 
● Communicate any suspected compromise of third-party systems connected to Charmtech Labs 

LLC’s network. 
● Escalate suspected breaches and incidents to the Charmtech Labs LLC within 3 hours. 
● Retain and dispose of electronic and paper cardholder data media in a secure manner. 
● Comply with federal and industry laws and regulations. 
● Train individuals with access to Charmtech Labs LLC systems and data on effective safeguard 

measures. 
● Maintain security awareness amongst personnel. 
● Conduct criminal background checks on all individuals with access to Charmtech Labs LLC’s 

network, systems, and data. Background checks are to be performed prior to granting individuals 
access. 

● Removing access permissions immediately upon termination of the individual. 
● Maintaining appropriate access control methods, including two-factor remote access. 
● Only attempting to connect to Charmtech Labs LLC’s network during authorized periods, and 

disconnecting when the work is completed. 
● Permitting Charmtech Labs LLC to perform periodic reviews, and forensic investigations upon 

Charmtech Labs LLC CEO determination. 
● Physically and logically segregating Charmtech Labs LLC systems, networks, and data from 

those belonging to any other clients. 
● Implementing logging and audit trail requirements. 
● Notifying and obtaining agreement from Charmtech Labs LLC prior to outsourcing work to other 

third-parties. 
 
Change Management 
 
Any changes made by the third-party in regards to their security controls and practices as well as 
organizational process changes must be communicated to Charmtech Labs LLC. Charmtech Labs LLC is 
to review the change as to its potential impact on Charmtech Labs LLC. This is to help protect against the 
possibility of inadvertently introducing open avenues for attack. Once the review has been performed, the 
change documentation and description of any residual risk from the third-party performing the change is 
to be reviewed and accepted by the CEO.  
 
Any system or application changes with impact on Charmtech Labs LLC are to be tested by the third-
party in a test environment prior to being placed into the production environment.  
 
Event Management and Response 
 
Logs for Charmtech Labs LLC systems, applications, and equipment managed by the third-parties are to 
be generated, reviewed, and maintained in accordance with the Log Management Policy to provide an 
audit trail. Logs are to be synced to a safeguarded central location. 
 
Incidents, whether suspected or actual, are to be reported to Charmtech Labs LLC within 3 hours so they 
may be responded to in accordance with the Incident Response Plan. Determination of the third-party’s 
role in incident response and containment should be clearly defined. 
 



 

 

Security Awareness 
 
Training is to be provided by the third-party at an appropriate level by function. Individuals with access to 
Charmtech Labs LLC’s cardholder environment are to be provided with more detailed training upon hire 
and then on an annual basis, with a focus on the protection of Charmtech Labs LLC’s cardholder 
environment and technical training. Other company individuals are to receive general security awareness 
training upon hire and then annually. 
 
Access Controls 
 
Access to the Charmtech Labs LLC’s cardholder environment is to be limited to only those individuals 
with a business need-to-know. Individual authentication, meaning a unique userID and unique password, 
is to be used. 
 
Remote access may only be performed using a secure network protocol, such as SSH, and users must 
use two-factor authentication (the user must possess something they have and something they know in 
addition to their userID).  
 
Password management is to follow the password requirements specified in the Password Management 
Policy. 
 
Monitoring and Managing Third-Party Access 
 
Third-party access may only be permitted with prior authorization from the COO, and is to be connected 
immediately after use. COO are to monitor the access at all times. In some cases, access is granted to 
third-parties on a 24/7/365 basis. These types of access should be approved by the CEO prior to access 
being granted, and COO is to periodically monitor the connection without prior notification to the third-
party. 
 
The third-party may not attempt to access Charmtech Labs LLC’s network without prior authorization at 
anytime, and doing so may result in the initiation of the incident response plan. 
 
Testing and Scanning 
 
The third-party is to agree to periodic security controls and practices review by Charmtech Labs LLC, and 
to be included in the vulnerability scanning initiatives performed by Charmtech Labs LLC. Additional 
testing procedures, such as penetration testing and application assessments, may also be performed as 
needed. 
 
In the instance of a breach to Charmtech labs LLC’s cardholder environment, Charmtech Labs LLC 
reserves the right to perform forensic activities on the third-party’s environment. 
 
Segregation 
 
The third-party is to logically and physically separate Charmtech Labs LLC’s systems, network, and data 
from any other clients (if applicable). There may not be any shared environments without the explicit 
permission of Charmtech Labs LLC.  
 



 

 

Incident Response Policy 
 
Version Date Change/s Author/s Approver/s 

1 08/15/14 Yury Puzis, Glenn Dausch N/A  

 
 
The person who discovers the incident will immidiately notify the First Response Team by email. First 

Response Team includes the system administrator and the COO of Charmtech Labs LLC.The system 

administrator will immidiately take measures to rectify and terminate the incident (if possible) until the First 

Response Team analyzes the problem and resolves it in a fundamental way. 

 

The COO will coordinate with the sytem administrator to make sure a log of the incident is created, in a 

form of a ticket in Jira, specifically mentioning (when available): 

1) The name of the reporter 

2) Time of the report  

3) The nature of the incident 

4) Equipment or persons involved  

5) Name of system being targeted, along with operating system, IP address, and location.  

6) How the incident was detected 

7) When the event was first noticed that supported the idea that the incident occurred 

8) Is the equipment affected business critical?  

9) Severity of the potential impact  

10) IP address and any information about the origin of the attack.  

 

The COO, the system administrator, and the person(s) responsible for the affected module will discuss 

the incident over the phone or Skype and determine response strategy, adding to the ticket relevant 

information as follows: 

1) Is the incident real or perceived?  

2) Is the incident still in progress?  

3) What data or property is threatened and how critical is it?  

4) What is the impact on the business should the attack succeed? Minimal, serious, or critical?  

5) What system or systems are targeted, where are they located physically and on the network?  

6) Is the incident inside the trusted network?  

7) Will the response alert the attacker and do we care?  

8) What type of incident is this? Example: virus, worm, intrusion, abuse, damage. 

 



 

 

The team members will then take actions to properly and fundamentally rectify the incident and restore 

the systems. After the incident was handled the COO will update the ticket with: 

1) Information about how the incident was rectified, and the effectiveness of the response 

2) Recommended changes to prevent similar incidents in the future (creating new tickets if 

necessary) 

3) Incident evidence: copies of logs, email, and other communication, names of people involved. 

 

The COO will also: 

1) Notify proper external agencies (e.g., the police) if prosecution of the intruder is possible. 

2) Assess the damage to the organization and estimate both the damage cost and the cost of the 

containment efforts 
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