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|
CALIFORNIA STUDENT DATA PRIVACY AGREEMENT
| Version 20 (September 7, 2018)

School District/Local Education: Agency:
Mountain View Los Altos Union High School District

AND
| Provider:

Platform Athletics, LLC [DBA: PLT4M]

Date:
05/05/2020




This Cakifomiq
View L
Athletic

i

os Alfos mon ' High School Di:
8, LLC {DBA. ?LT4M] (hereinafier referred to as “Provider”) on 05/85/2020. The Parties
the terms as %mted hfrem

. fhf mia state student priva

t Etudt daia transmitted to
i cludmrg compham:é with all
, AB. %1 584, other apphca le California State laws, all as may be amended from time

ottt s s s et i

i

S md Data Privacy Agreement (“DPA™) is entered into by and between the Mountain
strict (hereinafier referred to as “LEA™) and Platform

ord¢r to pr?wde the Services described in the Service Agreement, the Provider may

DI creqte, aqd the LEA may provide documents or data that are covered by several federal
v azmmg‘ erp, the Family Education:
. Part| 99), EChﬂdre'p’s Online Priva
on of Pppi! R?ghts Amendment (“PP

Rights and Privacy Act (“FERPA™) at 20 U.S.C. 1232g
Protection Act (“COPPA™), 15 U.S.C. 6501-6506;
") 20 U.S.C. 1232h; and

d from LEAs and created by the Provider’s Services are
.  laws, including AB 1584, found at California Education

73.1 and the Student Online Personal Information Protection Act (“SOPIPA”) found at
ss arxd Prafessmns Code section 22584; and

e doguments }and data transfe

L mg;edmlténal records pur uant to the Semce Agreement, and

Pames wish to enter into this DPA to ensure that the Service Agreement conforms to
pnvacy laws referred to above and to establish implementing procedures and

), th e}Pmmder mg;;, by signing the “General Offer of Privacy Terms™ (Exhibit “E™), agree 0

NOW 'II]ER
ARTICLE I:

HAs in California the opportunity to accept and enjoy the benefits of this DPA for the

ibe harem, wxfhout the need to negotiate terms in a separate DPA.

., for g&od and valuable consideration, the parties agree as follows:

purpose of this DPA is to describe the duties and responsibilities to
;rovxde: from LEA pursuant to. the Service Agreement,
cable statutes, including the FERPA, PPRA, COPPA,

tq time. In. pgformm these services, the Provider shall be considered a School Official with a

I gitimalte cdgcauona! interest, and.

rforming services otherwise provided by the LEA. With

respect fo| thej use and maintenance of Student Data, Provider shall be under the direct control

ryisi n of thc% 'LEA.

b rvice isP - The Provider has agreed to provide the following digital
p:@oducts

:?nd services desc¢ribed below and as may be further outlined in Exhibit “A”
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LT4M is an educatjon fitness app that helps educators administer fitness and weight training
rriculums within their physical education classes.
dex ided. The|Parties shall indicate the categorics of student data to be

ﬁrovidedvin tbe Schedule of Data, attached hereto as Exhibit “B”.

The definition of terms used in this DPA is found in Exhibit “C”. In the event

olf aco ct, beﬁmtl used in this DPA shall prevail over term used in the Service Agreement.
ARTICTE I1: DA
1.

UTHORIZED ACCESS

%\ OWRSHIB AND

d njt MMA All Student Data transmitted to the Provider pursuant to the

CI'VIC&

Agreement is and will continy

to be the property of and under the control of the LEA.

'I]he Prov der {further gcknowledges and agrees that all copics of such Student Data transmitted to

e Pro
sub
e P

ier, nu:}wd,lgg any modifications or additions or any portion thereof from any source,
to| the proyisions of this A ent in the same manner as the ongmal Student Data.
, all rights, including all intellectual property rights in and

gs j,ree mat as between the:
Student Data contemplated per the Semce Agreement shall remain the exclusive property of

the LEA. For the pm'poses of FERPA, the Provider shall be considered a School Official, under

‘the Provldm' shall refer ti

e confrol a:;d dxrecpon of the LEAS as it pertains to the use of Student Data notwithstanding
aboye. Provider may transfer pup
>dures sc; forth bflow

l-generated content 1o a separate account, according to the

s LEA' shall establish reasonable procedures by which a parent, legal guardian, or

deht may review Student Data in the pupil’s records, correct erroneous information,

? s for thb transfer of pupil-generated content to a personal account, consistent with

xty of services. Provider shall respond in a timely manner (and no later than 45

1!16 dateio tthe request) to the LEA’s request for Student Data in a pupil’s records held

' @er to: vmw Or correct as necessary. In the event that a parent of a pupil or other

contacts the Provider to review any of the Student Data accessed pursuant to the

parent or individual to the LEA, who will follow the
ding the requested information.

and. proper procedures

Iﬁ pupil generat | content is stored or maintained by the Provider as part of
escn m Exhibit “A'. Provider shall, at the request of the LEA, transfer said
nt 1o a separate student account upon termination of the Service
nsfer shall only apply to pupil generated content that is

. Should a Third Party, including law enforcement and government

c ntqct Provider with a request for data held by the Provider pursuant to the Services,
o 1 ershallrcc%xrectﬂxe Third Party to request the data directly from the LEA. Provider

thp LEA 1? advance of a compelled disclosure to a Third Party.

pﬁsg_r_g Provxder shall enter into written agreements with all Subprocessors performing

functions pur;uant to the Service Agreement, whereby the Subprocessors agree to protect

? | ?




dent Data jin manner consistent with the terms of this DPA.
: |

UTIES OF LEA

i

emphanc

iance FE

¢, LEA shall prov;'dc data for the purposes of the Service Agreement in

PA, COPPA, PPRA, SOPIPA, AB 1584 and all other California privacy

2. al Nofification [ Rights. If the LEA has a policy of disclosing education records under
A/(4 CFR § 99%1 (@) (1)), LEA shall include a specification of criteria for determining
; ltutés a school official and what constitutes a legitimate educational interest in its
tification of rights. '
TP ofred
3. Reasonable Precautions. LEA shall take reasonable precautions to secure usernames,
‘passwords, and any other means of gaining access to the services and hosted data.
4. ] o S i Notification. LEA shall notify Provider promptly of any known or
uthorize? access. LEA will assist Provider in any efforts by Provider to investigate
) any unguthorized access.
ARTICL TIES OF PROVIDER
1. Privacy Compliance; The Provider shall comply with all applicable state and federal laws and
regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA, SOPIPA,
% 1584 and ?.II other|California privacy statutes.
|
2. Authorized U

therwise a
edges| and ag'}'ecs that it shall not make any re-disclosure of any Student Data or any

Use data shared purshant to the Service Agreement, including persistent unique
al “beust for no purpox{:: other than the Services stated in the Service Agreement

thorized under _‘the}stamtes referred to in subsection (1), above. Provider also

there }f,‘, including without limitation, meta data, user content or other non-public
n-and/or personally identifiable information contained in the Student Data, without the
'ﬁeﬁ-wnse of the LEA.

| |
3. eel Obligati I. Provider shall require all employees and agents who have access to
nt Data tp comply with all applicable provisions of this DPA with respect to the data shared
- the Se: ceAgre%ement.
4, No Discl -De-idzemiﬁed information may be used by the Provider for the purposes of
develo nt, Tese ch;, and improvement of educational sites, services, or applications, as any
ember pf the p;ublic or party would be able to use de-identified data pursuant to 34 CFR
9 Provider agrees not to attempt to re-identify de-identified Student Data and not to
tra a-id ?, tified $tuden‘ti)ata to| any party unless (a) that party agrees in writing not to
attempt fe iderftlﬁcatiqn, and (b) prior| written notice has been given to LEA who has provided
prior written consent for such transfer, Provider shall not copy, reproduce or transmit any data
obtained | 'ndeﬂ‘ the Service Agreement and/or any portion thereof, except as necessary to fulfill
the Ser'vi};c Ag%'eement
| i
N 4
N
.
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advertising,

i

Upcn written

request and in accordance with the applicable terms in

i grcément when xt is no longer needed for thé purpose for which it was obtained.

nably

tbe StUdﬁnt Data has beet
: data that ha§ been de-ldenui

& f“m'm_, a copy of whwh is attacl
LEA thq Pmﬂdm' will immedia

ve i
| i

a dr b, wow Provider sgall dispose or delete all Student Data obtained under the

g of any hard copies of any Sm_dcnt‘Data, (2) Erasing;
nal information in those records to make it unrcadable or
means. Nothing in the Service Agreement authorizes

Prc vnier o ngamtain Studcnt D&ta obuamed under the Service Agreement beyond the time period
' needed tg complete the 313;3031&011. Provider shall provide written notification to

1 disposed. The duty to- dispose-of Student Data shall not
ied or placed in a separate Student account, pursuant to the
ay employ a “Request for Return or Deletion of Student
ned hereto. as Exhibit “D”. Upon receipt of a request from
tely provide the LEA with any specified portion of the

ata thhm tqn ( 10) calendar days of receipt of said request.
drtial Disposal During Term of Service Agreement. Throughout the Term of the

request partial disposal of Student Data obtained under the
longer needed. Partial disposal of data shall be subject to

rvice A ent that is no
’s reques; to transfer data to a separate account, pursuant to Article II, section 3,

miplete Dmpnsal Upon Termination of Service Agreement. Upon Termination of
: Service Agreement Provider shall dispose or delete all Student Data obtained under

the Service Agreement. Prior

to disposition of the data, Provider shall notify LEA in

%vr}ltmg of its opuon to transfer data to a separate account, pursuant to Article II, section

c

-

ising Prokib u»u Provider is

; or ’)u[seﬂleStudemDatafor

ith industry standards

boVe In no event shall Prd
until P[mwder has received affirmative written confirmation from LEA that data will not
tmfsferred to a scparate accomat.

vider dispose of data pursuant to this provision unless and

prohibzted from using or selling Student Data to (a) market

1 advertise #o smdegnts or faﬁnhes!guardxans, (b) inform, influence, or enable marketing,
v, or other mmmerc:al eﬁ"oﬂs by a Provider; (c) develop a profile of a student, family
) archan or group, for any commemml purpose other than providing the Service to

development of commercial products or services, other
ice to LEA. This section does not prohibit Provider from
g or customized student learning purposes.

|

{
 abide by and maintain adequate data security measures,
technology best practices, to protect Student Data from

c ,d é!sclﬂsu#e or acqmsmon by an unauthorized person. The general security duties of
re set forth| {below. Prowdex;

may further detail its security programs and measures in

hmeto Tthe measures shali include, but are not limited to:

. Provider shall secure usernames, passwcrds, and any



c.

|

{
| '
}h hcablcé standards, as set forth in Article 4.3 of NIST 800-63-3. Provider shall only
rovide accegs to Student Data to employees or contractors that are performing the
¢rviges. Employecs with access to Student Data shall have signed confidentiality
reements regarding said Student Data. All employees with access to Student Records
11 5e subjcct to criminal background checks in compliance with state and local
manoes. * g

S ==

4 Acw‘ o

trpcnon of Data. Provider shall destroy or delete all Student Data obtained under the
Tvige Agreement when it is no longer needed for the purpose for which it was obtained,
trapsfer said data to LEA or LEA’s designee, according to the procedure identified in
‘f\ icle 1V, section 5, above. Nothing in the Service Agreement authorizes Provider to
gmtpm Student Data beyond the time period reasonably needed to complete the
g _po?ttion. : ;

H
H

cunty concerns or quesﬁons,

S Thc service secumy measures sha]l mciude server aumentxcatzon and data
encryption. Provider shall host data pursuant to the Service Agreement in an environment
jing a ﬁmwgll that is updated according to industry standards.

: unty Coerdinator. If different from the designated representative identified in
xcie VII, section 5, Provider shall provide the name and contact information of
: 1der s Security Coordinator for the Student Data received pursuant to the Service
(2% .eement i

, bpmcessoys Bound. meder shall enter into written agreements whereby
S bpx;occssors agree to secure and protect Student Data in a manner consistent with the
terms of this Article V. Provider shall periodically conduct or review compliance

omtonng and assessments of Subprocessors to determine their compliance with this
/ icle

Penox‘hc Bxsk Assessment. Provider further acknowledges and agrees to conduct digital
1aq'nd thswal periodic (no less than semi-annual) risk assessments and remediate any
ic entzﬁed secunty and pnvacy vulnerabilities in a timely manner.




reach. In the event that Student Data is accessed or obtained by an unauthorized
» Provider shall provide notification to LEA within a reasonable amount of time of the
and not exceeding forty-eight (48) hours. Provider shall follow the following process:

The security breach notification shall be written in plain language, shall be titled “Notice
o] D#a Breach,” and shall present the information described herein under the following
headings: “What Happened,” “What Information Was Involved,” “What We Are Doing,”

“What You Can Do,” and “For More Information.” Additional information may be
Ip’OVi?Bd__;ﬂs a supplement to the notice,

The :*fecuntybreach mtiﬁcaﬁon described above in section 2(a) shall include, at a
minimum, the following information:

i * The name and contact information of the reporting LEA subject to this section.

i f A list of the types of personal information that were or arc reasonably believed to
| have been the subject of a breach.

ifi. | If the information is possible to determine at the time the notice is provided, then
| either (1) the date of the breach, (2) the estimated date of the breach, or (3) the
date range within which the breach occurred. The notification shall also include
the date of the notice. -

iv. | Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice is
provided.

V. | A general description éof the breach incident, if that information is possible to
determine at the time the notice is provided.

At LEA’s discretion, the security breach notification may also include any of the
following:

i. %Informétion about what the agency has done to protect individuals whose
 information has been breached.

&

| ik fAdvice‘on steps thaxath;- person whose information has been breached may take to

g}
i

| protect himself or herself.

Provider agrees to adhere to all requirements in applicable State and in federal law with
«h pect 10 a data breach related to the Student Data, including, when appropriate or
required, the required responsibilities and procedures for notification and mitigation of
any such data breach. f

Pro vidér.:r further acknowledges and agrees to have a wrilten incident response plan that
reflects best practices and is consistent with industry standards and federal and state law
for. responding to a data breach, breach of security, privacy incident or unauthorized
quisition or use of Student Data or any portion thereof, including personally
Pl

} 7




|
|
|
|
+

identifiable mformanon and agrees to provide LEA, upon request, with a copy of said
written mcideizt response plan.

Provider is prohiblted from directly contacting parent, legal guardian or eligible pupil
! expressly requested by LEA. If LEA requests Provider’s assistance providing
tme of unauthorized access, and such assistance is not unduly burdensome to Provider,
w er shall notify the affected parent, legal guardian or eligible pupil of the
i onzed access, which shall include the information listed in subsections (b) and (c),
; ove. If requeswd by LEA, meder shall reimburse LEA for costs incurred to notify
‘arents/fmmhes of a breach not originating from LEA's use of the Service.

T

n| thq event of a breach originating from LEA’s use of the Service, Provider shall
pe;ate with LEA to the extent necessary to expeditiously secure Student Data.

E‘{ERAL OFFER OF PRIVACY TERMS

b mgmng the attached Form of General Offer of Privacy Terms (General Offer, attached
ibi “E”), be bound by the terms of this DPA to any other LEA who signs the acceptance
Exhibit. 'l‘lie Form is limited by the terms and conditions described therein.

%CELLANEOUS

e Provider shall be bound by this DPA for the duration of the Service Agreement or so
Provider maintains any Student Data.

ination, In the event that either party secks to terminate this DPA, they may do so by
mutual Wwritten consent so long as the Service Agreement has lapsed or has been terminated. LEA
s‘nalll have thc -right to terminate the DPA and Service Agreement in the event of a material
bre&ch fithe terms of this DPA.

flect ?f Termmatmn Survival. If the Service Agreement is terminated, the Provider shall
oy all of LEA’s data pursuant to Article V, section 1(b), and Article 11, section 3, above.

- Priority Iﬁ Agreements. This DPA shall govern the treatment of student data in order to comply
ith privacy pprotections, including those found in FERPA and all applicable privacy statutes
identified| in |this DPA. In the event there is conflict between the DPA and the Service
reement, -tbc DPA shall apply and take precedence. Except as described in this paragraph
ein, all other provisions of the Service Agreement shall remain in effect.

: notices or other communication required or permitted to be given hereunder must be
in writin an'd given by personal dehvery, or e-mail transmission (if contact information is

‘ %ior the specific mode of delivery), or first-class mail, postage prepaid, sent to the
signate representatives before:

a D ig;lxateﬂ Representatives

djsxgnated repz‘esentaﬁve for the LEA for this Agreement is:




6.

5
Contact Information:

P ¥y 1Y b vy § % i

§-4673
The designated representative for the Provider for this Agreement is:
Nhm e% lex Relp}
Title: Co-Preside

1 t:ﬁacatwn of Acceptance of General Offer of Terms. Upon execution of Exhibit E,
Pv al Offer of Terms, Subscribing LEA shall provide notice of such acceptance in

ting and given by personal delivery, or e-mail transmission (if contact information is
rpvided for the specific mode of delivery), or first-class mail, postage prepaid, to the
lgxiated representative below.

e @sagnated representative for the notice of acceptance of the General Offer of
vacy Terms is:

e Alex Relph

» N '(i

Citle:

E;ntirg éAhreg ment. This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral-or wiitten, by the parties relating thereto. This DPA may be amended and the observance of
ny pro vision of this DPA may be waived (either generally or in any particular instance and
either retrpactively or prospectively) only with the signed written consent of both parties. Neither
fiﬂ,m‘e no delay on the part of any party in exercising any right, power, or privilege hereunder
shall operate as a waiver of such right, nor shall any single or partial exercise of any such right,
ppwer, ot privilege preclude.any further exercise thereof or the exercise of any other right,
pr‘wer, cfr privilege.

- Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
1all, ag tp such jurisdiction, be ineffective to the extent of such prohibition or unenforceability

v lifh‘o’ut i} validating the remaining provisions of this DPA, and any such prohibition or

enforgepbility in any jurisdiction shall not invalidate or render unenforceable such provision in

y other jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly

drawn sp as not to be prohibited or unenforceable in such jurisdiction while, at the same time,

intaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn
thout

thout l]lwahdaimg the remaining provisions of this DPA or affecting the validity or
etforceability of such provision in any other jurisdiction.




RUED IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS
M T ;s, EXECUTED WITHOUT REGARD To‘ CONFLICTS OF LAW

LATED HEREBY

P,mwder represents that it is authorized to bind to the terms of this Agreement,
conﬁdeﬂnahty and destruction of Student Data and any portion thereof contained
| related or associated institutions, individuals, employees or contractors who may have
o the Student Data and/or any portion thereof, or may own, lease or control equipment or
ies of any kind where the Student Data and portion thereof stored, maintained or used in
q’y. Provider agrees that any purchaser of the Provider shall also be bound to the
it

. No delay or oxmsmon of the LEA to exercise any right hereundex shall ‘be construed as a

6 Provider in the evem of a merger acquismon, consohdanon or other bnsmess reorgamzahon
ar sale : flall or substantially all of the assets of such business.
! |

[Signature Page Follows]

10




%
IN WITNESS :REOF, the parties have executed this California Student Data Privacy Agreement as
of the last day noted below.

Provider; Platfetim Athleti ' [DBA: PLT4M
BY: _é Date: 05/05/2020
\-_
Printed N Title/Position: Co-President
Local Educaﬁon
BY: ‘7 /m D Date: 05/05/2020

Title/Position: Associate Superintendent, Business

Note: Electronic|signature not permitted.

1"




EXHIBIT “A”
DESCRIPTION OF SERVICES

PLT4M s a w?b, i08, and Android application with 600+ cxercise demo videos, and over 12 programs
and curriculums. It is primarily used by Phys Ed departments between 6-12th grade.

web or app. F rom here, they can be assigned programs and train through the app. Teachers can monitor

Teachers create class groups within their account and then students can join these groups through the
v par-tici:%tion and progress, along with the student.

12




EXHIBIT “B”

Plcase list on the next page cach
additional data element used,
swmdorcoﬁccwdby your
application o

SCHEDULE OF DATA
i
Student disability information
} Check Specialized education services
Categoryof - if used -(IF-PQrSM)
Data | Elements oy i
i ! system (lmmelwsithsm care)
1P Addresses of users, Use of - "Other indicator -
- Amm:; | cookies ete, r\ ‘Eﬂ’otmatm-l’kasespec@:
echnology Meta . .
piid ﬂ‘:‘r application technology Stadent Contact,  |-odress T
data-Please specify: Inf o Email
Application|Use data on user interaction b e el '
Statistics apphcanm ) 7( -Local (bchml dxstrwt) ID
Sfarhardw 15t scores . Fanis
Cbstrvation data tudent = ?AWW»&. —
s o Othér assessment data-Please Idemtifiers ID number
< mmm (daity) ssendance |y - Student app passwords P _
Amdamre First and/or Last R
Studerit class attendance data - " ey
e e g iy | PO g y
Communications 1 (Emails. blog entrics) :afmm i O N
-Conduct ict or behavioral data reading program-student reads
{ Birth below grade level)
of Birth
: - ; Academic or extracurricular -
Place of Birth Student Program ) ?L
bership - activities & student may belong to
(I-jt::iucr Mioxe il ar Em'ncuﬁc in
icity or race YR S z -
Demographics [ Lan uage information (native, SindemSmey SMdcﬂlm[;:\su o smeys or )[
pft or primary language 4 - —
spoken by stadent) mmdmng mmpm d&m
Jiher demographic Student work
information-Please specify: gf:]’ ﬁSrIWCkm work data Tleme
Student school enroliment
Student grade fevel J zhxdcn: wurse i;ics
Homeroom N i t“d"' i mmmwa )
¢ '@anne setor Transeript’ _SA-W i .
IPOTI £, . ..l o A | grades/performance scores
5o chriciin progees ! Other wanscript data -Please
of graduation. g specify: o
enroliment Student bus assignment.
‘Student pick up and/or drop off
Teanspirtats location
raRsporiation.  I"Suudent bus card T mumber
Other tansvortation data Pl
specify:

designation is

13

No Student Data Collected at this time .
* Provider shall immediatcly notify LEA if this

no longer applicable.



this bo

x, if more space is needed]
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|
|
|
} DEFINITIONS

AB 15841 Bucl;anan. The statutory designation for what is now California Education Code § 49073.1,
relating to pupil records.

De-Identifiable nformation (DII): De-identification refers to the process by which the Provider
removes|or o tLres any Personally Identifiable Information (“PII”) from student records in a way that
removes ot mirpnmzes the risk of disclosure of the identity of the individual and information about them.

Edueational { ecords: Educational Records are official records, files and data directly related to a
student gnd maintained by the school or local education agency, including but not limited to, records
encompﬁssing %l] the material kept in the student’s cumulative folder, such as general identifying data,

endance and of academic work completed, records of achievement, and results of
ealth data, disciplinary status, test protocols and individualized education programs.
is DPA, Educational Records are referred to as Student Data.

evaluative testsl,k
For purppses oﬁ

NIST: l%aﬁ Nziupnal Institute of Standards and Technology (“NIST”) Special Publication Digital
Authentication ;G[undeime

Operatar The| erm “Operator” means the operator of an Internet Website, online service, online
applicatipn, or |mobile application with actual knowledge that the site, service, or application is used
pnmarﬂ for K12 school purposes and was designed and marketed for K—12 school purposes. For the
purpose of the S..rvwe Agreement, the term “Operator” is replaced by the term “Provider.” This term
shall en m thc term “Third Party,” as it is found in applicable state statutes.

Pemnagy Identifiable Information (PII): The terms “Personally Identifiable Information” or “PII”

shall i lnc t are not limited to, student data, metadata, and user or pupil-generated content obtained
by reaso e(use of Provider’s software, website, service, or app, including mobile apps, whether
gaﬂxered by 1der or provided by LEA or its users, students, or students’ parents/guardians. Pll
includes | Identtﬁers, which is any information that, either alone or in aggregate, would allow a

reasonal pe n to be able to identify a student to a reasonable certainty. For purposes of this DPA,
Personal Identnﬁable Information shall include the categories of information listed in the definition of
Student I

Provid ‘*. For)purposes of the Service Agreement, the term “Provider” means provider of digital
educati yare or services, including cloud-based services, for the digital storage, management,
and retri val o Epmpll records. Within the DPA the term “Provider” includes the term “Third Party” and
the term ?‘Opcra{mir” as used in applicable state statutes.

|

Pupil ‘G?nerat ed
pupil during ay
portfolms, cat
enables qngom

Content: The term “pupil-generated content™ means materials or content created by a
| for the purpose of education including, but not limited to, essays, research repots,
e writing, music or other audio files, photographs, videos, and account information that
T wnershxp of pupil content.

Pupil Rqeerds eans both of the foliowmg. (1) Any information that directly relates to a pupil that is
mamtamgd by |LEA and (2) any information acquired directly from the pupil through the use of
15
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|
instructional software or applications assigned to the pupil by a teacher or other LEA employee. For the
purposes of th1$ Agreement, Pupil Records shall be the same as Educational Records, Student Personal
}nformatlon d Covered Information, all of which are deemed Student Data for the purposes of this
Agreeant ‘
Serwee Tzﬁtz Refers to the Contract or Purchase Order to which this DPA supplements and
modifi

School Official; For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School
actor that: (1) Performs an institutional service or function for which the agency or
institution woxill otherwise use employees; (2) Is under the direct control of the agency or institution
wnh 10 he use and mamtaname of educauon records, and (3) Is subject to 34 CFR 99.33(a)

ipassed, the requl_rements, of SOPIPA were added to Chapter 22.2 (commencing with
Division 8 of the Business and Professions Code relating to privacy.

Student Data includes any data, whether gathered by Provider or provided by LEA orits
ar students’ parenm/guardmns, that is descriptive of the student including, but not limited
n ip the student’s educational record or email, first and last name, home address, telephone
number,l em '7 ‘gddress, or other information allowing online contact, discipline records, videos, test
results, ‘spec" - keducation data, juvenile dependency records, grades, evaluations, criminal records,

medical 1ds, health records, social security numbers, biometric information, disabilities,
socio omi information, food purchases, political affiliations, religious information text messages,
documents, t identifies, search activity, photos, voice recordings or geolocation information.

Student Data shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of

Californja and|federal laws and regulations. Student Data as specified in Exhibit “B” is confirmed to be
conected or d by the Provider pursuant to the Services. Student Data shall not constitute that
in ion that|has been anonymized or de-identified, or anonymous usage data regarding a student’s

uscvof Provider’d services.

SDPC e Stl%fienf Data Pmacy ‘Consortium): Refers to the national collaborative of schools,
dlsmcts,i territories and state agencies, policy makers, trade organizations and marketplace

provxders adc earmg real-world, adaptable, and implementable solutions to growing data privacy
con

Students Personal Information: “Student Personal Information” means information collected through a
school service| personally identifies an individual student or other information collected and
mamtamcd ut an individual student that is linked to information that identifies an individual student,
as 1dent}ﬁed by Washmgton Compact Provision 28A.604.010. For purposes of this DPA, Student
Personal Information is referred to as Student Data.

Subseribing : An LEA that was not party to the original Services Agreement and who accepts the
Prowdeﬁ’ s Gengeral Offer of Privacy Terms.

Subp essor For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to as
t”) means a party other than LEA or Provider, who Provider uses for data collection,
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> or other service to operate and/or improve its software, and who has access to Pil.

Target | Advertising: Targeted advertising means presenting an advertisement to a student where the
selection of the advertisement is based on student information, student records or student generated
content pr inferred over time from the usage of the Provider’s website, online service or mobile
applicatifm by u]:h student or the retention of such student’s online activities or requests over time.

Third W The term “Third Party” means a provider of digital educational software or services,
includin cloud- services, for the digital storage, management, and retrieval of pupil records.
Howevet, for the purpose of this Agreement, the term “Third Party” when used to indicate the provider
of digital educ$ ipnal software or services is replaced by the term “Provider.”
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“D”
DIRECTIVE FOR DISPOSITION OF DATA

of data gbtained by Provider pm'suam to the terms of thc Scmce Agreement between LEA and Provider.
The terms of the Disposition are set forth below:

en | Disnosition Partial. The categories of data to be
1 disposed of are as follows:
Disposition shall be:

__Complete. Disposition extends to all
categories of data.

Destruction or delction of data.

. t
Disposition shall be by: ____ Transfer of data. The data shall be
‘ transferred as set forth in an attachment to this
Directive. Following confirmation from LEA that
data was successfully transferred, Provider shall
destroy or delete all applicable data.

As soon as commercially practicable

By (Insert Date)

Authorize

Verification of Disposition of Data. Date
by Authorized Representative of Provider

18
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