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7his &DliIorQiD StXGHQt DDtD 3riYDc\ $JrHHPHQt �“D3$”� is HQtHrHG iQto E\ DQG EHtZHHQ thH  

�hHrHiQDItHr rHIHrrHG to Ds “/($”� DQG  
�hHrHiQDItHr rHIHrrHG to Ds “3roYiGHr”� oQ   � 7hH 3DrtiHs DJrHH to 
thH tHrPs Ds stDtHG hHrHiQ� 

RECITALS 

WHEREAS, thH 3roYiGHr hDs DJrHHG to SroYiGH thH /ocDl (GXcDtioQ $JHQc\ �“/($”� Zith cHrtDiQ 
GiJitDl HGXcDtioQDl sHrYicHs �“SHrYicHs”� SXrsXDQt to D coQtrDct GDtHG       
�“SHrYicH $JrHHPHQt”�� DQG 

WHEREAS, iQ orGHr to SroYiGH thH SHrYicHs GHscriEHG iQ thH SHrYicH $JrHHPHQt� thH 3roYiGHr 
PD\ rHcHiYH or crHDtH, DQG thH /($ PD\ SroYiGH GocXPHQts or GDtD thDt DrH coYHrHG E\ 
sHYHrDl IHGHrDl stDtXtHs� DPoQJ thHP� thH )DPil\ (GXcDtioQDl 5iJhts DQG 3riYDc\ $ct 
�“)(53$”� Dt �� 8�S�&� ����J ��� &)5 3Drt ���� &hilGrHQ’s 2QliQH 3riYDc\ 3rotHctioQ 
$ct �“&233$”�� �� 8�S�&� ���������� 3rotHctioQ oI 3XSil 5iJhts $PHQGPHQt �“335$”� �� 8�S�&� 
����h� DQG 

WHEREAS, thH GocXPHQts DQG GDtD trDQsIHrrHG IroP /($s DQG crHDtHG E\ thH 3roYiGHr’s SHrYicHs DrH 
Dlso sXEMHct to &DliIorQiD stDtH stXGHQt SriYDc\ lDZs� iQclXGiQJ $% ����� IoXQG Dt &DliIorQiD 
(GXcDtioQ &oGH SHctioQ ������� DQG thH StXGHQt 2QliQH 3HrsoQDl ,QIorPDtioQ 3rotHctioQ $ct 
�“S23,3$”� IoXQG Dt &DliIorQiD %XsiQHss DQG 3roIHssioQs &oGH sHctioQ ������ DQG 

WHEREAS� Ior thH SXrSosHs oI this D3$� 3roYiGHr is D school oIIiciDl Zith lHJitiPDtH HGXcDtioQDl 
iQtHrHsts iQ DccHssiQJ HGXcDtioQDl rHcorGs SXrsXDQt to thH SHrYicH $JrHHPHQt� DQG  

WHEREAS� thH 3DrtiHs Zish to HQtHr iQto this D3$ to HQsXrH thDt thH SHrYicH $JrHHPHQt coQIorPs 
to thH rHTXirHPHQts oI thH SriYDc\ lDZs rHIHrrHG to DEoYH DQG to HstDElish iPSlHPHQtiQJ SrocHGXrHs 
DQG GXtiHs� DQG 

WHEREAS� thH 3roYiGHr PD\� E\ siJQiQJ thH “*HQHrDl 2IIHr oI 3riYDc\ 7HrPs” �([hiEit “(”�� DJrHH to 
DlloZ othHr /($s iQ &DliIorQiD thH oSSortXQit\ to DccHSt DQG HQMo\ thH EHQHIits oI this D3$ Ior 
thH SHrYicHs GHscriEHG hHrHiQ� ZithoXt thH QHHG to QHJotiDtH tHrPs iQ D sHSDrDtH D3$� 

NOW THEREFORE, Ior JooG DQG YDlXDElH coQsiGHrDtioQ� thH SDrtiHs DJrHH Ds IolloZs� 

1. Purpose of DPA� 7hH SXrSosH oI this D3$ is to GHscriEH thH GXtiHs DQG rHsSoQsiEilitiHs to
prRteFt stXGeQt GDtD trDQsmLtteG tR PrRYLGer IrRm /E$ pXrsXDQt tR tKe SerYLFe $JreemeQt, 
iQclXGiQJ coPSliDQcH Zith Dll DSSlicDElH stDtXtHs� iQclXGiQJ thH )(53$� 335$� &233$� 
S23,3$� $% ����� DQG othHr DSSlicDElH &DliIorQiD StDtH lDZs� Dll Ds PD\ EH DPHQGHG IroP tiPH 
to tiPH� ,Q SHrIorPiQJ thHsH sHrYicHs� thH 3roYiGHr shDll EH coQsiGHrHG D School 2IIiciDl Zith 
D lHJitiPDtH HGXcDtioQDl iQtHrHst� DQG SHrIorPiQJ sHrYicHs othHrZisH SroYiGHG E\ thH /($� 
:ith rHsSHct to thH XsH DQG PDiQtHQDQcH oI StXGHQt DDtD� 3roYiGHr shDll EH XQGHr thH GirHct 
coQtrol DQG sXSHrYisioQ oI thH /($�

ARTICLE I: PURPOSE AND SCOPE 



� 

2. Nature of Services Provided� 7hH 3roYiGHr hDs DJrHHG to SroYiGH thH IolloZiQJ GiJitDl
HGXcDtioQDl SroGXcts DQG sHrYicHs GHscriEHG EHloZ DQG Ds PD\ EH IXrthHr oXtliQHG iQ ([hiEit ³$´
hHrHto�

3. Student Data to Be Provided� 7hH 3DrtiHs shDll iQGicDtH thH cDtHJoriHs oI stXGHQt GDtD to EH
SroYiGHG iQ thH SchHGXlH oI DDtD� DttDchHG hHrHto Ds ([hiEit ³%´�

4. DPA Definitions� 7hH GHIiQitioQ oI tHrPs XsHG iQ this D3$ is IoXQG iQ ([hiEit ³&´� ,Q thH HYHQt
oI D coQIlict� GHIiQitioQs XsHG iQ this D3$ shDll SrHYDil oYHr tHrP XsHG iQ thH SHrYicH $JrHHPHQt�

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Student Data Property of LEA� $ll StXGHQt DDtD trDQsPittHG to thH 3roYiGHr SXrsXDQt to thH
SHrYicH $JrHHPHQt is DQG Zill coQtiQXH to EH thH SroSHrt\ oI DQG XQGHr thH coQtrol oI thH /($�
7hH 3roYiGHr IXrthHr DcNQoZlHGJHs DQG DJrHHs thDt Dll coSiHs oI sXch StXGHQt DDtD trDQsPittHG to
thH 3roYiGHr� iQclXGiQJ DQ\ PoGiIicDtioQs or DGGitioQs or DQ\ SortioQ thHrHoI IroP DQ\ soXrcH�
DrH sXEMHct to thH SroYisioQs oI this $JrHHPHQt iQ thH sDPH PDQQHr Ds thH oriJiQDl StXGHQt DDtD�
7hH 3DrtiHs DJrHH thDt Ds EHtZHHQ thHP,  Dll riJhts� iQclXGiQJ Dll iQtHllHctXDl SroSHrt\ riJhts iQ DQG
to StXGHQt DDtD coQtHPSlDtHG SHr thH SHrYicH $JrHHPHQt shDll rHPDiQ thH H[clXsiYH SroSHrt\ oI
thH  /($� )or thH SXrSosHs oI )(53$� thH 3roYiGHr shDll EH coQsiGHrHG D School 2IIiciDl� XQGHr
thH coQtrol DQG GirHctioQ oI thH /($s Ds it SHrtDiQs to thH XsH oI StXGHQt DDtD QotZithstDQGiQJ
thH DEoYH� 3roYiGHr PD\ trDQsIHr SXSil�JHQHrDtHG coQtHQt to D sHSDrDtH DccoXQt� DccorGiQJ to thH
SrocHGXrHs sHt Iorth EHloZ�

2. Parent Access� /($ shDll HstDElish rHDsoQDElH SrocHGXrHs E\ Zhich D SDrHQt� lHJDl JXDrGiDQ� or
HliJiElH stXGHQt PD\ rHYiHZ StXGHQt DDtD iQ thH SXSil¶s rHcorGs� corrHct HrroQHoXs iQIorPDtioQ�
DQG SrocHGXrHs Ior thH trDQsIHr oI SXSil�JHQHrDtHd  coQtHQt to D SHrsoQDl DccoXQt� coQsistHQt Zith
thH IXQctioQDlit\ oI sHrYicHs� 3roYiGHr shDll rHsSoQG iQ D tiPHl\ PDQQHr �DQG Qo lDtHr thDQ ��
GD\s IroP thH GDtH oI thH rHTXHst� to thH /($¶s rHTXHst Ior StXGHQt DDtD iQ D SXSil¶s rHcorGs hHlG
E\ thH 3roYiGHr to YiHZ or corrHct Ds QHcHssDr\� ,Q thH HYHQt thDt D SDrHQt oI D SXSil or othHr
iQGiYiGXDl coQtDcts thH 3roYiGHr to rHYiHZ DQ\ oI thH StXGHQt DDtD DccHssHG SXrsXDQt to thH
SHrYicHs� thH 3roYiGHr shDll rHIHr thH SDrHQt or iQGiYiGXDl to thH /($� Zho Zill IolloZ thH
QHcHssDr\ DQG SroSHr SrocHGXrHs rHJDrGiQJ thH rHTXHstHG iQIorPDtioQ�

3. Separate Account� ,I SXSil JHQHrDtHG coQtHQt is storHG or PDiQtDiQHG E\ thH 3roYiGHr Ds SDrt oI
thH SHrYicHs GHscriEHG iQ ([hiEit ³$´� 3roYiGHr shDll� Dt thH rHTXHst oI thH /($� trDQsIHr sDiG
SXSil JHQHrDtHG coQtHQt to D sHSDrDtH stXGHQt DccoXQt XSoQ tHrPiQDtioQ oI thH SHrYicH
$JrHHPHQt� SroYiGHG� hoZHYHr� sXch trDQsIHr shDll oQl\ DSSl\ to SXSil JHQHrDtHG coQtHQt thDt is
sHYHrDElH IroP thH SHrYicH�

4. Third Party Request� ShoXlG D 7hirG 3Drt\� iQclXGiQJ lDZ HQIorcHPHQt DQG JoYHrQPHQt
HQtitiHs� coQtDct 3roYiGHr Zith D rHTXHst Ior GDtD hHlG E\ thH 3roYiGHr SXrsXDQt to thH SHrYicHs�
thH 3roYiGHr shDll rHGirHct thH 7hirG 3Drt\ to rHTXHst thH GDtD GirHctl\ IroP thH /($� 3roYiGHr
shDll QotiI\ thH /($ iQ DGYDQcH oI D coPSHllHG GisclosXrH to D 7hirG 3Drt\�



� 

5. Subprocessors� 3roYiGHr shDll HQtHr iQto ZrittHQ DJrHHPHQts Zith Dll SXESrocHssors SHrIorPiQJ
IXQctioQs SXrsXDQt to thH SHrYicH $JrHHPHQt� ZhHrHE\ thH SXESrocHssors DJrHH to SrotHct
StXGHQt DDtD iQ PDQQHr coQsistHQt Zith thH tHrPs oI this D3$�

ARTICLE III: DUTIES OF LEA 

1. Privacy Compliance� /($ shDll SroYiGH GDtD Ior thH SXrSosHs oI thH SHrYicH $JrHHPHQt
iQ coPSliDQcH Zith )(53$� &233$� 335$� S23,3$� $% ���� DQG Dll othHr &DliIorQiD
SriYDc\ stDtXtHs�

2. Annual Notification of Rights� ,I thH /($ hDs D Solic\ oI GisclosiQJ HGXcDtioQ rHcorGs XQGHr
)(53$ �� &)5 � ����� �D� ����� /($ shDll iQclXGH D sSHciIicDtioQ oI critHriD Ior GHtHrPiQiQJ
Zho coQstitXtHs D school oIIiciDl DQG ZhDt coQstitXtHs D lHJitiPDtH HGXcDtioQDl iQtHrHst iQ its
$QQXDl QotiIicDtioQ oI riJhts�

3. Reasonable Precautions� /($ shDll tDNH rHDsoQDElH SrHcDXtioQs to sHcXrH XsHrQDPHs�
SDssZorGs� DQG DQ\ othHr PHDQs oI JDiQiQJ DccHss to thH sHrYicHs DQG hostHG GDtD�

4. Unauthorized Access Notification� /($ shDll QotiI\ 3roYiGHr SroPStl\ oI DQ\ NQoZQ or
sXsSHctHG XQDXthori]HG DccHss� /($ Zill Dssist 3roYiGHr iQ DQ\ HIIorts E\ 3roYiGHr to iQYHstiJDtH
DQG rHsSoQG to DQ\ XQDXthori]HG DccHss�

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance� 7hH 3roYiGHr shDll coPSl\ Zith Dll DSSlicDElH stDtH DQG IHGHrDl lDZs DQG
rHJXlDtioQs SHrtDiQiQJ to GDtD SriYDc\ DQG sHcXrit\� iQclXGiQJ )(53$� &233$� 335$� S23,3$�
$% ���� DQG Dll othHr &DliIorQiD SriYDc\ stDtXtHs�

2. Authorized Use� 7hH GDtD shDrHG SXrsXDQt to thH SHrYicH $JrHHPHQt� iQclXGiQJ SHrsistHQt XQiTXH
iGHQtiIiHrs� shDll EH XsHG Ior Qo SXrSosH othHr thDQ thH SHrYicHs stDtHG iQ thH SHrYicH $JrHHPHQt
DQG/or othHrZisH DXthori]HG XQGHr thH stDtXtHs rHIHrrHG to iQ sXEsHctioQ ���� DEoYH� 3roYiGHr Dlso
DcNQoZlHGJHs DQG DJrHHs thDt it shDll Qot PDNH DQ\ rH�GisclosXrH oI DQ\ StXGHQt DDtD or DQ\
SortioQ thHrHoI� iQclXGiQJ ZithoXt liPitDtioQ� PHtD GDtD� XsHr coQtHQt or othHr QoQ�SXElic
iQIorPDtioQ DQG/or SHrsoQDll\ iGHQtiIiDElH iQIorPDtioQ coQtDiQHG iQ thH StXGHQt DDtD� ZithoXt thH
H[SrHss ZrittHQ coQsHQt oI thH /($�

3. Employee Obligation� 3roYiGHr shDll rHTXirH Dll HPSlo\HHs DQG DJHQts Zho hDYH DccHss to
StXGHQt DDtD to coPSl\ Zith Dll DSSlicDElH SroYisioQs oI this D3$ Zith rHsSHct to thH GDtD shDrHG
XQGHr thH SHrYicH $JrHHPHQt�

4. No Disclosure� DH�iGHQtiIiHG iQIorPDtioQ PD\ EH XsHG E\ thH 3roYiGHr Ior thH SXrSosHs oI
GHYHloSPHQt� rHsHDrch� DQG iPSroYHPHQt oI HGXcDtioQDl sitHs� sHrYicHs� or DSSlicDtioQs� Ds DQ\
othHr PHPEHr oI thH SXElic or SDrt\ ZoXlG EH DElH to XsH GH�iGHQtiIiHG GDtD SXrsXDQt to �� &)5
������E�� 3roYiGHr DJrHHs Qot to DttHPSt to rH�iGHQtiI\ GH�iGHQtiIiHG StXGHQt DDtD DQG Qot to
trDQsIHr GH�iGHQtiIiHG StXGHQt DDtD to DQ\ SDrt\ XQlHss �D� thDt SDrt\ DJrHHs iQ ZritiQJ Qot to
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DttHPSt rH�iGHQtiIicDtioQ� DQG �E� Srior ZrittHQ QoticH hDs EHHQ JiYHQ to /($ Zho hDs SroYiGHG 
Srior ZrittHQ coQsHQt Ior sXch trDQsIHr� 3roYiGHr shDll Qot coS\� rHSroGXcH or trDQsPit DQ\ GDtD 
oEtDiQHG XQGHr thH SHrYicH $JrHHPHQt DQG/or DQ\ SortioQ thHrHoI� H[cHSt Ds QHcHssDr\ to IXlIill 
thH SHrYicH $JrHHPHQt�  

5. Disposition of Data� 8SoQ ZrittHQ rHTXHst DQG iQ DccorGDQcH Zith thH DSSlicDElH tHrPs iQ
sXEsHctioQ D or E� EHloZ� 3roYiGHr shDll GisSosH or GHlHtH Dll StXGHQt DDtD oEtDiQHG XQGHr thH
SHrYicH $JrHHPHQt ZhHQ it is Qo loQJHr QHHGHG Ior thH SXrSosH Ior Zhich it ZDs oEtDiQHG�
DisSositioQ shDll iQclXGH ��� thH shrHGGiQJ oI DQ\ hDrG coSiHs oI DQ\ StXGHQt DDtD� ��� (rDsiQJ�
or ��� 2thHrZisH PoGiI\iQJ thH SHrsoQDl iQIorPDtioQ iQ thosH rHcorGs to PDNH it XQrHDGDElH or
iQGHciShHrDElH E\ hXPDQ or GiJitDl PHDQs� 1othiQJ iQ thH SHrYicH $JrHHPHQt DXthori]Hs
3roYiGHr to PDiQtDiQ StXGHQt DDtD oEtDiQHG XQGHr thH SHrYicH $JrHHPHQt EH\oQG thH tiPH SHrioG
rHDsoQDEl\ QHHGHG to coPSlHtH thH GisSositioQ� 3roYiGHr shDll SroYiGH ZrittHQ QotiIicDtioQ to
/($ ZhHQ thH StXGHQt DDtD hDs EHHQ GisSosHG� 7hH GXt\ to GisSosH oI StXGHQt DDtD shDll Qot
H[tHQG to GDtD thDt hDs EHHQ GH�iGHQtiIiHG or SlDcHG iQ D sHSDrDtH StXGHQt DccoXQt� SXrsXDQt to thH
othHr tHrPs oI thH D3$� 7hH /($ PD\ HPSlo\ D ³5HTXHst Ior 5HtXrQ or DHlHtioQ oI StXGHQt
DDtD´ IorP� D coS\ oI Zhich is DttDchHG hHrHto Ds ([hiEit ³D´� 8SoQ rHcHiSt oI D rHTXHst IroP
thH /($� thH 3roYiGHr Zill iPPHGiDtHl\ SroYiGH thH /($ Zith DQ\ sSHciIiHG SortioQ oI thH
StXGHQt DDtD ZithiQ tHQ ���� cDlHQGDr GD\s oI rHcHiSt oI sDiG rHTXHst�

a. Partial Disposal During Term of Service Agreement. 7hroXJhoXt thH 7HrP oI thH
SHrYicH $JrHHPHQt� /($ PD\ rHTXHst SDrtiDl GisSosDl oI StXGHQt DDtD oEtDiQHG XQGHr
thH SHrYicH $JrHHPHQt thDt is Qo loQJHr QHHGHG� 3DrtiDl GisSosDl oI GDtD shDll EH
sXEMHct to /($¶s rHTXHst to trDQsIHr GDtD to D sHSDrDtH DccoXQt� SXrsXDQt to $rticlH ,,�
sHctioQ �� DEoYH�

b. Complete Disposal Upon Termination of Service Agreement. 8SoQ 7HrPiQDtioQ oI
thH SHrYicH $JrHHPHQt 3roYiGHr shDll GisSosH or GHlHtH Dll StXGHQt DDtD oEtDiQHG
XQGHr thH SHrYicH $JrHHPHQt� 3rior to GisSositioQ oI thH GDtD� 3roYiGHr shDll QotiI\
/($ iQ ZritiQJ oI its oStioQ to trDQsIHr GDtD to D sHSDrDtH DccoXQt� SXrsXDQt to $rticlH
,,� sHctioQ �� DEoYH� ,Q Qo HYHQt shDll 3roYiGHr GisSosH oI GDtD SXrsXDQt to this
SroYisioQ XQlHss DQG XQtil 3roYiGHr hDs rHcHiYHG DIIirPDtiYH ZrittHQ coQIirPDtioQ
IroP /($ thDt GDtD Zill Qot EH trDQsIHrrHG to D sHSDrDtH DccoXQt�

6. Advertising Prohibition� 3roYiGHr is SrohiEitHG IroP XsiQJ or sHlliQJ StXGHQt DDtD to �D� PDrNHt
or DGYHrtisH to stXGHQts or IDPiliHs/JXDrGiDQs� �E� iQIorP� iQIlXHQcH� or HQDElH PDrNHtiQJ�
DGYHrtisiQJ� or othHr coPPHrciDl HIIorts E\ D 3roYiGHr� �c� GHYHloS D SroIilH oI D stXGHQt� IDPil\
PHPEHr/JXDrGiDQ or JroXS� Ior DQ\ coPPHrciDl SXrSosH othHr thDQ SroYiGiQJ thH SHrYicH to
/($� or �G� XsH thH StXGHQt DDtD Ior thH GHYHloSPHQt oI coPPHrciDl SroGXcts or sHrYicHs� othHr
thDQ Ds QHcHssDr\ to SroYiGH thH SHrYicH to /($� 7his sHctioQ GoHs Qot SrohiEit 3roYiGHr IroP
XsiQJ StXGHQt DDtD Ior DGDStiYH lHDrQiQJ or cXstoPi]HG stXGHQt lHDrQiQJ SXrSosHs�

ARTICLE V: DATA PROVISIONS 

1. Data Security� 7hH 3roYiGHr DJrHHs to DEiGH E\ DQG PDiQtDiQ DGHTXDtH GDtD sHcXrit\ PHDsXrHs�
coQsistHQt Zith iQGXstr\ stDQGDrGs DQG tHchQoloJ\ EHst SrDcticHs� to SrotHct StXGHQt DDtD IroP
XQDXthori]HG GisclosXrH or DcTXisitioQ E\ DQ XQDXthori]HG SHrsoQ� 7hH JHQHrDl sHcXrit\ GXtiHs oI
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3roYiGHr DrH sHt Iorth EHloZ� 3roYiGHr PD\ IXrthHr GHtDil its sHcXrit\ SroJrDPs DQG PHDsXrHs iQ 
([hiEit ³)´ hHrHto� 7hHsH PHDsXrHs shDll iQclXGH� EXt DrH Qot liPitHG to� 

D� Passwords and Employee Access� 3roYiGHr shDll sHcXrH XsHrQDPHs� SDssZorGs� DQG
DQ\ othHr PHDQs oI JDiQiQJ DccHss to thH SHrYicHs or to StXGHQt DDtD� Dt D lHYHl
sXJJHstHG E\ thH DSSlicDElH stDQGDrGs� Ds sHt Iorth iQ $rticlH ��� oI 1,S7 ���������
3roYiGHr shDll oQl\ SroYiGH DccHss to StXGHQt DDtD to HPSlo\HHs or coQtrDctors thDt
DrH SHrIorPiQJ thH SHrYicHs� (PSlo\HHs Zith DccHss to StXGHQt DDtD shDll hDYH
siJQHG coQIiGHQtiDlit\ DJrHHPHQts rHJDrGiQJ sDiG StXGHQt DDtD� $ll HPSlo\HHs Zith
DccHss to StXGHQt 5HcorGs shDll EH sXEMHct to criPiQDl EDcNJroXQG chHcNs iQ
coPSliDQcH Zith stDtH DQG locDl orGiQDQcHs�

E� Destruction of Data� 3roYiGHr shDll GHstro\ or GHlHtH Dll StXGHQt DDtD oEtDiQHG
XQGHr thH SHrYicH $JrHHPHQt ZhHQ it is Qo loQJHr QHHGHG Ior thH SXrSosH Ior Zhich
it ZDs oEtDiQHG, or trDQsIHr sDiG GDtD to /($ or /($¶s GHsiJQHH� DccorGiQJ to thH
SrocHGXrH iGHQtiIiHG iQ $rticlH ,9� sHctioQ �� DEoYH� 1othiQJ iQ thH SHrYicH
$JrHHPHQt DXthori]Hs 3roYiGHr to PDiQtDiQ StXGHQt DDtD EH\oQG thH tiPH SHrioG
rHDsoQDEl\ QHHGHG to coPSlHtH thH GisSositioQ�

F� Security Protocols� %oth SDrtiHs DJrHH to PDiQtDiQ sHcXrit\ Srotocols thDt PHHt
iQGXstr\ stDQGDrGs iQ thH trDQsIHr or trDQsPissioQ oI DQ\ GDtD� iQclXGiQJ HQsXriQJ thDt
GDtD PD\ oQl\ EH YiHZHG or DccHssHG E\ SDrtiHs lHJDll\ DlloZHG to Go so� 3roYiGHr
shDll PDiQtDiQ Dll GDtD oEtDiQHG or JHQHrDtHG SXrsXDQt to thH SHrYicH $JrHHPHQt iQ D
sHcXrH GiJitDl HQYiroQPHQt DQG Qot coS\� rHSroGXcH� or trDQsPit GDtD oEtDiQHG
SXrsXDQt to thH SHrYicH $JrHHPHQt� H[cHSt Ds QHcHssDr\ to IXlIill thH SXrSosH oI GDtD
rHTXHsts E\ /($�

G� Employee Training� 7hH 3roYiGHr shDll SroYiGH SHrioGic sHcXrit\ trDiQiQJ to thosH
oI its HPSlo\HHs Zho oSHrDtH or hDYH DccHss to thH s\stHP� )XrthHr� 3roYiGHr shDll
SroYiGH /($ Zith coQtDct iQIorPDtioQ oI DQ HPSlo\HH Zho /($ PD\ coQtDct iI
thHrH DrH DQ\ sHcXrit\ coQcHrQs or TXHstioQs�

H� Security Technology� :hHQ thH sHrYicH is DccHssHG XsiQJ D sXSSortHG ZHE EroZsHr�
3roYiGHr shDll HPSlo\ iQGXstr\ stDQGDrG PHDsXrHs to SrotHct GDtD IroP XQDXthori]HG
DccHss� 7hH sHrYicH sHcXrit\ PHDsXrHs shDll iQclXGH sHrYHr DXthHQticDtioQ DQG GDtD
HQcr\StioQ� 3roYiGHr shDll host GDtD SXrsXDQt to thH SHrYicH $JrHHPHQt iQ DQ
HQYiroQPHQt XsiQJ D IirHZDll thDt is XSGDtHG DccorGiQJ to iQGXstr\ stDQGDrGs�

I� Security Coordinator� ,I GiIIHrHQt IroP thH GHsiJQDtHG rHSrHsHQtDtiYH iGHQtiIiHG iQ
$rticlH 9,,� sHctioQ �� 3roYiGHr shDll SroYiGH thH QDPH DQG coQtDct iQIorPDtioQ oI
3roYiGHr¶s SHcXrit\ &oorGiQDtor Ior thH StXGHQt DDtD rHcHiYHG SXrsXDQt to thH
SHrYicH $JrHHPHQt�

J� Subprocessors Bound� 3roYiGHr shDll HQtHr iQto ZrittHQ DJrHHPHQts ZhHrHE\
SXESrocHssors DJrHH to sHcXrH DQG SrotHct StXGHQt DDtD iQ D PDQQHr coQsistHQt Zith
thH tHrPs oI this $rticlH 9� 3roYiGHr shDll SHrioGicDll\ coQGXct or rHYiHZ coPSliDQcH
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PoQitoriQJ DQG DssHssPHQts oI SXESrocHssors to GHtHrPiQH thHir coPSliDQcH Zith 
this $rticlH�  

h. Periodic Risk Assessment� 3roYiGHr IXrthHr DcNQoZlHGJHs DQG DJrHHs to coQGXct
GiJitDl DQG Sh\sicDl SHrioGic �Qo lHss thDQ sHPi�DQQXDl� risN DssHssPHQts DQG
rHPHGiDtH DQ\ iGHQtiIiHG sHcXrit\ DQG SriYDc\ YXlQHrDEilitiHs iQ D tiPHl\ PDQQHr�

�� Data Breach� ,Q thH HYHQt thDt StXGHQt DDtD is DccHssHG or oEtDiQHG E\ DQ XQDXthori]HG
iQGiYiGXDl� 3roYiGHr shDll SroYiGH QotiIicDtioQ to /($ ZithiQ D rHDsoQDElH DPoXQt oI tiPH oI thH
iQciGHQt� DQG Qot H[cHHGiQJ Iort\�HiJht ���� hoXrs� 3roYiGHr shDll IolloZ thH IolloZiQJ SrocHss�

D� 7hH sHcXrit\ ErHDch QotiIicDtioQ shDll EH ZrittHQ iQ SlDiQ lDQJXDJH� shDll EH titlHG
³1oticH oI DDtD %rHDch�´ DQG shDll SrHsHQt thH iQIorPDtioQ GHscriEHG hHrHiQ XQGHr
thH IolloZiQJ hHDGiQJs� ³:hDt +DSSHQHG�´ ³:hDt ,QIorPDtioQ :Ds ,QYolYHG�´
³:hDt :H $rH DoiQJ�´ ³:hDt <oX &DQ Do�´ DQG ³)or 0orH ,QIorPDtioQ�´
$GGitioQDl iQIorPDtioQ PD\ EH SroYiGHG Ds D sXSSlHPHQt to thH QoticH�

E� 7hH sHcXrit\ ErHDch QotiIicDtioQ GHscriEHG DEoYH iQ sHctioQ ��D� shDll iQclXGH� Dt D
PiQiPXP� thH IolloZiQJ iQIorPDtioQ�

L� 7hH QDPH DQG coQtDct iQIorPDtioQ oI thH rHSortiQJ /($ sXEMHct to this sHctioQ�
LL� $ list oI thH t\SHs oI SHrsoQDl iQIorPDtioQ thDt ZHrH or DrH rHDsoQDEl\ EHliHYHG to

hDYH EHHQ thH sXEMHct oI D ErHDch�
LLL� ,I thH iQIorPDtioQ is SossiElH to GHtHrPiQH Dt thH tiPH thH QoticH is SroYiGHG� thHQ

HithHr ��� thH GDtH oI thH ErHDch� ��� thH HstiPDtHG GDtH oI thH ErHDch� or ��� thH
GDtH rDQJH ZithiQ Zhich thH ErHDch occXrrHG� 7hH QotiIicDtioQ shDll Dlso iQclXGH
thH GDtH oI thH QoticH�

LY� :hHthHr thH QotiIicDtioQ ZDs GHlD\HG Ds D rHsXlt oI D lDZ HQIorcHPHQt
iQYHstiJDtioQ� iI thDt iQIorPDtioQ is SossiElH to GHtHrPiQH Dt thH tiPH thH QoticH is
SroYiGHG�

Y� $ JHQHrDl GHscriStioQ oI thH ErHDch iQciGHQt� iI thDt iQIorPDtioQ is SossiElH to
GHtHrPiQH Dt thH tiPH thH QoticH is SroYiGHG�

F� $t /($¶s GiscrHtioQ� thH sHcXrit\ ErHDch QotiIicDtioQ PD\ Dlso iQclXGH DQ\ oI thH
IolloZiQJ�

L� ,QIorPDtioQ DEoXt ZhDt thH DJHQc\ hDs GoQH to SrotHct iQGiYiGXDls ZhosH
iQIorPDtioQ hDs EHHQ ErHDchHG�

LL� $GYicH oQ stHSs thDt thH SHrsoQ ZhosH iQIorPDtioQ hDs EHHQ ErHDchHG PD\ tDNH to
SrotHct hiPsHlI or hHrsHlI�

G� 3roYiGHr DJrHHs to DGhHrH to Dll rHTXirHPHQts iQ DSSlicDElH StDtH DQG iQ IHGHrDl lDZ
Zith rHsSHct to D GDtD ErHDch rHlDtHG to thH StXGHQt DDtD� iQclXGiQJ� ZhHQ DSSroSriDtH
or rHTXirHG� thH rHTXirHG rHsSoQsiEilitiHs DQG SrocHGXrHs Ior QotiIicDtioQ DQG
PitiJDtioQ oI DQ\ sXch GDtD ErHDch�
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e. 3roYiGHr IXrthHr DcNQoZlHGJHs DQG DJrHHs to hDYH D ZrittHQ iQciGHQt rHsSoQsH SlDQ
thDt rHIlHcts EHst SrDcticHs DQG is coQsistHQt Zith iQGXstr\ stDQGDrGs DQG IHGHrDl DQG
stDtH lDZ Ior rHsSoQGiQJ to D GDtD ErHDch� ErHDch oI sHcXrit\� SriYDc\ iQciGHQt or
XQDXthori]HG DcTXisitioQ or XsH oI StXGHQt DDtD or DQ\ SortioQ thHrHoI� iQclXGiQJ
SHrsoQDll\ iGHQtiIiDElH iQIorPDtioQ DQG DJrHHs to SroYiGH /($� XSoQ rHTXHst� Zith D
coS\ oI sDiG ZrittHQ iQciGHQt rHsSoQsH SlDQ�

f. 3roYiGHr is SrohiEitHG IroP GirHctl\ coQtDctiQJ SDrHQt� lHJDl JXDrGiDQ or HliJiElH
SXSil XQlHss H[SrHssl\ rHTXHstHG E\ /($� ,I /($ rHTXHsts 3roYiGHr¶s DssistDQcH
SroYiGiQJ QoticH oI XQDXthori]HG DccHss� DQG sXch DssistDQcH is Qot XQGXl\
EXrGHQsoPH to 3roYiGHr� 3roYiGHr shDll QotiI\ thH DIIHctHG SDrHQt� lHJDl JXDrGiDQ or
HliJiElH SXSil oI thH XQDXthori]HG DccHss� Zhich shDll iQclXGH thH iQIorPDtioQ listHG
iQ sXEsHctioQs �E� DQG �c�� DEoYH� ,I rHTXHstHG E\ /($� 3roYiGHr shDll rHiPEXrsH
/($ Ior costs iQcXrrHG to QotiI\ SDrHQts/IDPiliHs oI D ErHDch Qot oriJiQDtiQJ IroP
/($
s XsH oI thH SHrYicH�

g. ,Q thH HYHQt oI D ErHDch oriJiQDtiQJ IroP /($¶s XsH oI thH SHrYicH� 3roYiGHr shDll
cooSHrDtH Zith /($ to thH H[tHQt QHcHssDr\ to H[SHGitioXsl\ sHcXrH StXGHQt DDtD�

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS 

3roYiGHr PD\� E\ siJQiQJ thH DttDchHG )orP oI *HQHrDl 2IIHr oI 3riYDc\ 7HrPs �*HQHrDl 2IIHr� DttDchHG 
hHrHto Ds ([hiEit ³(´�� EH EoXQG E\ thH tHrPs oI this D3$ to DQ\ othHr /($ Zho siJQs thH DccHStDQcH 
oQ iQ sDiG ([hiEit� 7hH )orP is liPitHG E\ thH tHrPs DQG coQGitioQs GHscriEHG thHrHiQ�  

ARTICLE VII: MISCELLANEOUS 

1. Term� 7hH 3roYiGHr shDll EH EoXQG E\ this D3$ Ior thH GXrDtioQ oI thH SHrYicH $JrHHPHQt or so
loQJ Ds thH 3roYiGHr PDiQtDiQs DQ\ StXGHQt DDtD� �

2. Termination� ,Q thH HYHQt thDt HithHr SDrt\ sHHNs to tHrPiQDtH this D3$� thH\ PD\ Go so E\
PXtXDl ZrittHQ coQsHQt so loQJ Ds thH SHrYicH $JrHHPHQt hDs lDSsHG or hDs EHHQ tHrPiQDtHG� /($
shDll hDYH thH riJht to tHrPiQDtH thH D3$ DQG SHrYicH $JrHHPHQt iQ thH HYHQt oI D PDtHriDl
ErHDch oI thH tHrPs oI this D3$�

3. Effect of Termination Survival� ,I thH SHrYicH $JrHHPHQt is tHrPiQDtHG� thH 3roYiGHr shDll
GHstro\ Dll oI /($¶s GDtD SXrsXDQt to $rticlH 9� sHctioQ ��E�� DQG $rticlH ,,� sHctioQ �� DEoYH�

4. Priority of Agreements� 7his D3$ shDll JoYHrQ thH trHDtPHQt oI stXGHQt GDtD iQ orGHr to coPSl\
Zith SriYDc\ SrotHctioQs� iQclXGiQJ thosH IoXQG iQ )(53$ DQG Dll DSSlicDElH SriYDc\ stDtXtHs
iGHQtiIiHG iQ this D3$� ,Q thH HYHQt thHrH is coQIlict EHtZHHQ thH D3$ DQG thH SHrYicH
$JrHHPHQt� thH D3$ shDll DSSl\ DQG tDNH SrHcHGHQcH� ([cHSt Ds GHscriEHG iQ this SDrDJrDSh
hHrHiQ� Dll othHr SroYisioQs oI thH SHrYicH $JrHHPHQt shDll rHPDiQ iQ HIIHct�

5. Notice� $ll QoticHs or othHr coPPXQicDtioQ rHTXirHG or SHrPittHG to EH JiYHQ hHrHXQGHr PXst EH
iQ ZritiQJ DQG JiYHQ E\ SHrsoQDl GHliYHr\� or H�PDil trDQsPissioQ �iI coQtDct iQIorPDtioQ is
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SroYiGHG Ior thH sSHciIic PoGH oI GHliYHr\�� or Iirst�clDss PDil� SostDJH SrHSDiG� sHQt to thH 
GHsiJQDtHG rHSrHsHQtDtiYHs EHIorH� 

a. Designated Representatives

 7hH GHsiJQDtHG rHSrHsHQtDtiYH Ior thH /($ Ior this $JrHHPHQt is� 

1DPH� BBBBBBBBBBBBBBBBBBBBBBB 
7itlH� BBBBBBBBBBBBBBBBBBBBBBBB 

&oQtDct ,QIorPDtioQ� 
BBBBBBBBBBBBBBBBBBBBBBBBBBBB 
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB 
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB 

7hH GHsiJQDtHG rHSrHsHQtDtiYH Ior thH 3roYiGHr Ior this $JrHHPHQt is� 

1DPH� BBBBBBBBBBBBBBBBBBBBBBB 
7itlH� BBBBBBBBBBBBBBBBBBBBBBBB 

&oQtDct ,QIorPDtioQ� 
BBBBBBBBBBBBBBBBBBBBBBBBBBBB 
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB 
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB 

b. Notification of Acceptance of General Offer of Terms� 8SoQ H[HcXtioQ oI ([hiEit (�
*HQHrDl 2IIHr oI 7HrPs� SXEscriEiQJ /($ shDll SroYiGH QoticH oI sXch DccHStDQcH iQ ZritiQJ
DQG JiYHQ E\ SHrsoQDl GHliYHr\� or H�PDil trDQsPissioQ �iI coQtDct iQIorPDtioQ is SroYiGHG Ior
thH sSHciIic PoGH oI GHliYHr\�� or Iirst�clDss PDil� SostDJH SrHSDiG� to thH GHsiJQDtHG
rHSrHsHQtDtiYH EHloZ�

7hH GHsiJQDtHG rHSrHsHQtDtiYH Ior thH QoticH oI DccHStDQcH oI thH *HQHrDl 2IIHr oI 3riYDc\ 7HrPs is� 

1DPH� BBBBBBBBBBBBBBBBBBBBBBB 
7itlH� BBBBBBBBBBBBBBBBBBBBBBBB 

&oQtDct ,QIorPDtioQ� 
BBBBBBBBBBBBBBBBBBBBBBBBBBBB 
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB 
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB 

6. Entire Agreement� 7his D3$ coQstitXtHs thH HQtirH DJrHHPHQt oI thH SDrtiHs rHlDtiQJ to thH
sXEMHct PDttHr hHrHoI DQG sXSHrsHGHs Dll Srior coPPXQicDtioQs� rHSrHsHQtDtioQs� or DJrHHPHQts�
orDl or ZrittHQ� E\ thH SDrtiHs rHlDtiQJ thHrHto� 7his D3$ PD\ EH DPHQGHG DQG thH oEsHrYDQcH oI
DQ\ SroYisioQ oI this D3$ PD\ EH ZDiYHG �HithHr JHQHrDll\ or iQ DQ\ SDrticXlDr iQstDQcH DQG
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HithHr rHtroDctiYHl\ or SrosSHctiYHl\� oQl\ Zith thH siJQHG ZrittHQ coQsHQt oI Eoth SDrtiHs� 1HithHr 
IDilXrH Qor GHlD\ oQ thH SDrt oI DQ\ SDrt\ iQ H[HrcisiQJ DQ\ riJht� SoZHr� or SriYilHJH hHrHXQGHr 
shDll oSHrDtH Ds D ZDiYHr oI sXch riJht� Qor shDll DQ\ siQJlH or SDrtiDl H[HrcisH oI DQ\ sXch riJht� 
SoZHr� or SriYilHJH SrHclXGH DQ\ IXrthHr H[HrcisH thHrHoI or thH H[HrcisH oI DQ\ othHr riJht� 
SoZHr� or SriYilHJH� 

�� Severability� $Q\ SroYisioQ oI this D3$ thDt is SrohiEitHG or XQHQIorcHDElH iQ DQ\ MXrisGictioQ
shDll� Ds to sXch MXrisGictioQ� EH iQHIIHctiYH to thH H[tHQt oI sXch SrohiEitioQ or XQHQIorcHDEilit\
ZithoXt iQYDliGDtiQJ thH rHPDiQiQJ SroYisioQs oI this D3$� DQG DQ\ sXch SrohiEitioQ or
XQHQIorcHDEilit\ iQ DQ\ MXrisGictioQ shDll Qot iQYDliGDtH or rHQGHr XQHQIorcHDElH sXch SroYisioQ iQ
DQ\ othHr MXrisGictioQ� 1otZithstDQGiQJ thH IorHJoiQJ� iI sXch SroYisioQ coXlG EH PorH QDrroZl\
GrDZQ so Ds Qot to EH SrohiEitHG or XQHQIorcHDElH iQ sXch MXrisGictioQ ZhilH� Dt thH sDPH tiPH�
PDiQtDiQiQJ thH iQtHQt oI thH SDrtiHs� it shDll� Ds to sXch MXrisGictioQ� EH so QDrroZl\ GrDZQ
ZithoXt iQYDliGDtiQJ thH rHPDiQiQJ SroYisioQs oI this D3$ or DIIHctiQJ thH YDliGit\ or
HQIorcHDEilit\ oI sXch SroYisioQ iQ DQ\ othHr MXrisGictioQ�

�� Governing Law; Venue and Jurisdiction� 7+,S D3$ :,// %( *29(51(D %< $1D
&21S758(D ,1 $&&25D$1&( :,7+ 7+( /$:S 2) 7+( S7$7( ,1 :+,&+ 7+,S
$*5((0(17 ,S (;(&87(D� :,7+287 5(*$5D 72 &21)/,&7S 2) /$:
35,1&,3/(S� ($&+ 3$57< &21S(17S $1D S8%0,7S 72 7+( S2/( $1D
(;&/8S,9( -85,SD,&7,21 72 7+( S7$7( $1D )(D(5$/ &2857S )25 7+(
&2817< ,1 :+,&+ 7+,S $*5((0(17 ,S )250(D )25 $1< D,S387( $5,S,1*
287 2) 25 5(/$7,1* 72 7+,S S(59,&( $*5((0(17 25 7+( 75$1S$&7,21S
&217(03/$7(D +(5(%<�

�� Authority. 3roYiGHr rHSrHsHQts thDt it is DXthori]HG to EiQG to thH tHrPs oI this $JrHHPHQt�
iQclXGiQJ coQIiGHQtiDlit\ DQG GHstrXctioQ oI StXGHQt DDtD DQG DQ\ SortioQ thHrHoI coQtDiQHG
thHrHiQ� Dll rHlDtHG or DssociDtHG iQstitXtioQs� iQGiYiGXDls� HPSlo\HHs or coQtrDctors Zho PD\ hDYH
DccHss to thH StXGHQt DDtD DQG/or DQ\ SortioQ thHrHoI� or PD\ oZQ� lHDsH or coQtrol HTXiSPHQt or
IDcilitiHs oI DQ\ NiQG ZhHrH thH StXGHQt DDtD DQG SortioQ thHrHoI storHG� PDiQtDiQHG or XsHG iQ
DQ\ ZD\� 3roYiGHr DJrHHs thDt DQ\ SXrchDsHr oI thH 3roYiGHr shDll Dlso EH EoXQG to thH
$JrHHPHQt�

��� Waiver� 1o GHlD\ or oPissioQ oI thH /($ to H[HrcisH DQ\ riJht hHrHXQGHr shDll EH coQstrXHG Ds D
ZDiYHr oI DQ\ sXch riJht DQG thH /($ rHsHrYHs thH riJht to H[HrcisH DQ\ sXch riJht IroP tiPH to
tiPH� Ds oItHQ Ds PD\ EH GHHPHG H[SHGiHQt�

��� Successors Bound� 7his D3$ is DQG shDll EH EiQGiQJ XSoQ thH rHsSHctiYH sXccHssors iQ iQtHrHst
to 3roYiGHr iQ thH HYHQt oI D PHrJHr� DcTXisitioQ� coQsoliGDtioQ or othHr EXsiQHss rHorJDQi]DtioQ
or sDlH oI Dll or sXEstDQtiDll\ Dll oI thH DssHts oI sXch EXsiQHss�

>Signature Page Follows@ 
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EXHIBIT “A” 

D(S&5,37,21 2) S(59,&(S 

>,1S(57 D(7$,/(D D(S&5,37,21 2) 352D8&7S $1D S(59,&(S +(5(� ,) 025( 7+$1 
21( 352D8&7 25 S(59,&( ,S ,1&/8D(D� /,S7 ($&+ 352D8&7 +(5(@ 
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EXHIBIT “B” 

S&+(D8/( 2) D$7$ 

Category of 
Data Elements 

Check if used 
by your 
system 

$SSlicDtioQ 
7HchQoloJ\ 
0HtD DDtD 

,3 $GGrHssHs 
oI XsHrs� 8sH 

oI cooNiHs Htc� 
2thHr 

DSSlicDtioQ 
tHchQoloJ\ 
PHtD GDtD�

3lHDsH sSHciI\� 

$SSlicDtioQ 
8sH StDtistics 

0HtD GDtD oQ 
XsHr 

iQtHrDctioQ 
Zith 

DSSlicDtioQ 

$ssHssPHQt 

StDQGDrGi]HG 
tHst scorHs 

2EsHrYDtioQ 
GDtD 

2thHr 
DssHssPHQt 
GDtD�3lHDsH 

sSHciI\� 

$ttHQGDQcH 

StXGHQt school 
�GDil\� 

DttHQGDQcH 
GDtD 

StXGHQt clDss 
DttHQGDQcH 

GDtD 

&oPPXQicDtioQs 

2QliQH 
coPPXQicDtioQs 

thDt DrH 
cDStXrHG 

�HPDils� EloJ 
HQtriHs� 

&oQGXct 
&oQGXct or 
EHhDYiorDl 

GDtD 

DHPoJrDShics 

DDtH oI %irth 
3lDcH oI %irth 

*HQGHr 
(thQicit\ or 

rDcH 
/DQJXDJH 

iQIorPDtioQ 
�QDtiYH� 

SrHIHrrHG or 
SriPDr\ 
lDQJXDJH 
sSoNHQ E\ 
stXGHQt� 
2thHr 

GHPoJrDShic 
iQIorPDtioQ�

3lHDsH sSHciI\� 

(QrollPHQt 

StXGHQt school 
HQrollPHQt 

StXGHQt JrDGH 
lHYHl 

+oPHrooP 
*XiGDQcH 
coXQsHlor 
SSHciIic 

cXrricXlXP 
SroJrDPs 
<HDr oI 

JrDGXDtioQ 
2thHr 

HQrollPHQt 
iQIorPDtioQ�

3lHDsH sSHciI\� 

3DrHQt/*XDrGiDQ
&oQtDct 
,QIorPDtioQ 

$GGrHss 
(PDil 
3hoQH 



�� 

3DrHQt/
*XDrGiDQ ,D

3DrHQt ,D 
QXPEHr 

�crHDtHG to 
liQN SDrHQts to 

stXGHQts� 

3DrHQt/  
*XDrGiDQ 1DPH

)irst DQG/or 
/Dst 

SchHGXlH 

StXGHQt 
schHGXlHG 
coXrsHs 
7HDchHr 
QDPHs 

SSHciDl 
,QGicDtor 

(QJlish 
lDQJXDJH 
lHDrQHr 

iQIorPDtioQ 
/oZ iQcoPH 

stDtXs 
0HGicDl DlHrts 

/hHDlth GDtD 
StXGHQt 

GisDEilit\ 
iQIorPDtioQ 
SSHciDli]HG 
HGXcDtioQ 

sHrYicHs �,(3 
or ���� 
/iYiQJ 

sitXDtioQs 
�hoPHlHss/
IostHr cDrH� 

2thHr 
iQGicDtor 

iQIorPDtioQ�
3lHDsH sSHciI\� 

StXGHQt 
&oQtDct 
,QIorPDtioQ 

$GGrHss 
(PDil 
3hoQH 

StXGHQt 
,GHQtiIiHrs 

/ocDl �School 
Gistrict� ,D 

QXPEHr 
StDtH ,D 
QXPEHr 

PrRYLGer/$SS 
DssiJQHG 

stXGHQt ,D 
QXPEHr 

StXGHQt DSS 
XsHrQDPH 

StXGHQt DSS 
SDssZorGs 

StXGHQt 1DPH )irst DQG/or 
/Dst 

StXGHQt ,Q 
$SS 
3HrIorPDQcH 

3roJrDP/DSSli� 
cDtioQ 

SHrIorPDQcH 
�t\SiQJ 

SroJrDP�stXGHQt 
t\SHs �� ZSP� 

rHDGiQJ 
SroJrDP�stXGHQt 

rHDGs EHloZ 
JrDGH lHYHl� 

StXGHQt 
3roJrDP 
0HPEHrshiS 

$cDGHPic or 
H[trDcXrricXlDr 

DctiYitiHs D 
stXGHQt PD\ 
EHloQJ to or 
SDrticiSDtH iQ 

StXGHQt 
SXrYH\ 
5HsSoQsHs 

StXGHQt 
rHsSoQsHs to 
sXrYH\s or 

TXHstioQQDirHs 

StXGHQt ZorN 

StXGHQt 
JHQHrDtHG 
coQtHQt� 
ZritiQJ� 

SictXrHs Htc� 
2thHr stXGHQt 
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ZorN GDtD �
3lHDsH sSHciI\� 

7rDQscriSt 

StXGHQt coXrsH 
JrDGHs 

StXGHQt coXrsH 
GDtD 

StXGHQt coXrsH 
JrDGHs/SHrIor� 
PDQcH scorHs 

2thHr 
trDQscriSt GDtD 

�3lHDsH
sSHciI\�

7rDQsSortDtioQ 

StXGHQt EXs 
DssiJQPHQt 
StXGHQt SicN 

XS DQG/or GroS 
oII locDtioQ 
StXGHQt EXs 

cDrG ,D 
QXPEHr 

2thHr 
trDQsSortDtioQ 
GDtD �3lHDsH 

sSHciI\� 

2thHr 

3lHDsH list 
HDch 

DGGitioQDl GDtD 
HlHPHQt XsHG� 

storHG or 
collHctHG E\ 

\oXr 
DSSlicDtioQ 

1o StXGHQt DDtD &ollHctHG Dt this tiPH BBBBBBB� 

3roYiGHr shDll iPPHGiDtHl\ QotiI\ /($ iI this
GHsiJQDtioQ is Qo loQJHr DSSlicDElH�

27+(5� 8sH this Eo[� iI PorH sSDcH QHHGHG�
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EXHIBIT “C” 

D(),1,7,21S 

AB 1584, Buchanan: 7hH stDtXtor\ GHsiJQDtioQ Ior ZhDt is QoZ &DliIorQiD (GXcDtioQ &oGH � �������� 
rHlDtiQJ to SXSil rHcorGs� 

De-Identifiable Information (DII): DH�,GHQtiIicDtioQ rHIHrs to thH SrocHss E\ Zhich thH 
PrRYLGer rHPoYHs or oEscXrHs DQ\ 3HrsoQDll\ ,GHQtiIiDElH ,QIorPDtioQ �³3,,´� IroP stXGHQt rHcorGs iQ 
D ZD\ thDt rHPoYHs or PiQiPi]Hs thH risN oI GisclosXrH oI thH iGHQtit\ oI thH iQGiYiGXDl DQG iQIorPDtioQ 
DEoXt thHP� 

Educational Records� (GXcDtioQDl 5HcorGs DrH oIIiciDl rHcorGs� IilHs DQG GDtD GirHctl\ rHlDtHG to 
D stXGHQt DQG PDiQtDiQHG E\ thH school or locDl HGXcDtioQ DJHQc\� iQclXGiQJ EXt Qot liPitHG to� 
rHcorGs HQcoPSDssiQJ Dll thH PDtHriDl NHSt iQ thH stXGHQt¶s cXPXlDtiYH IolGHr� sXch Ds JHQHrDl 
iGHQtiI\iQJ GDtD� rHcorGs oI DttHQGDQcH DQG oI DcDGHPic ZorN coPSlHtHG� rHcorGs oI 
DchiHYHPHQt� DQG rHsXlts oI HYDlXDtiYH tHsts� hHDlth GDtD� GisciSliQDr\ stDtXs� tHst Srotocols DQG 
iQGiYiGXDli]HG HGXcDtioQ SroJrDPs� )or SXrSosHs oI this D3$� (GXcDtioQDl 5HcorGs DrH rHIHrrHG to Ds 
StXGHQt DDtD�  

NIST� DrDIt 1DtioQDl ,QstitXtH oI StDQGDrGs DQG 7HchQoloJ\ �³1,S7´� SSHciDl 3XElicDtioQ DiJitDl 
$XthHQticDtioQ *XiGHliQH� 

Operator: 7hH tHrP ³2SHrDtor´ PHDQs thH oSHrDtor oI DQ ,QtHrQHt :HEsitH� oQliQH sHrYicH� 
oQliQH DSSlicDtioQ� or PoEilH DSSlicDtioQ Zith DctXDl NQoZlHGJH thDt thH sitH� sHrYicH� or DSSlicDtioQ 
is XsHG SriPDril\ Ior .±�� school SXrSosHs DQG ZDs GHsiJQHG DQG PDrNHtHG Ior .±�� school 
SXrSosHs� )or thH SXrSosH oI thH SHrYicH $JrHHPHQt� thH tHrP ³2SHrDtor´ is rHSlDcHG E\ thH tHrP 
³3roYiGHr�´ 7his tHrP shDll HQcoPSDss thH tHrP ³7hirG 3Drt\�´ Ds it is IoXQG iQ DSSlicDElH stDtH stDtXtHs� 

Personally Identifiable Information (PII): 7hH tHrPs ³3HrsoQDll\ ,GHQtiIiDElH ,QIorPDtioQ´ or 
³3,,´ shDll iQclXGH� EXt DrH Qot liPitHG to� stXGHQt GDtD� PHtDGDtD� DQG XsHr or SXSil�JHQHrDtHG coQtHQt 
oEtDiQHG E\ rHDsoQ oI thH XsH oI 3roYiGHr¶s soItZDrH� ZHEsitH� sHrYicH� or DSS� iQclXGiQJ PoEilH 
DSSs� ZhHthHr JDthHrHG E\ 3roYiGHr or SroYiGHG E\ /($ or its XsHrs� stXGHQts� or stXGHQts¶ 
SDrHQts/JXDrGiDQs� 3,, iQclXGHs ,QGirHct ,GHQtiIiHrs� Zhich is DQ\ iQIorPDtioQ thDt� HithHr DloQH or iQ 
DJJrHJDtH� ZoXlG DlloZ D rHDsoQDElH SHrsoQ to EH DElH to iGHQtiI\ D stXGHQt to D rHDsoQDElH cHrtDiQt\� 
)or SXrSosHs oI this D3$� 3HrsoQDll\ ,GHQtiIiDElH ,QIorPDtioQ shDll iQclXGH thH cDtHJoriHs oI 
iQIorPDtioQ listHG iQ thH GHIiQitioQ oI StXGHQt DDtD� 

Provider: )or SXrSosHs oI thH SHrYicH $JrHHPHQt� thH tHrP ³3roYiGHr´ PHDQs SroYiGHr oI 
GiJitDl HGXcDtioQDl soItZDrH or sHrYicHs� iQclXGiQJ cloXG�EDsHG sHrYicHs� Ior thH GiJitDl storDJH� 
PDQDJHPHQt� DQG rHtriHYDl oI SXSil rHcorGs� :ithiQ thH D3$ thH tHrP ³3roYiGHr´ iQclXGHs thH tHrP 
³7hirG 3Drt\´ DQG thH tHrP ³2SHrDtor´ Ds XsHG iQ DSSlicDElH stDtH stDtXtHs� 

Pupil Generated Content: 7hH tHrP ³SXSil�JHQHrDtHG coQtHQt´ PHDQs PDtHriDls or coQtHQt crHDtHG E\ D 
SXSil GXriQJ DQG Ior thH SXrSosH oI HGXcDtioQ iQclXGiQJ� EXt Qot liPitHG to� HssD\s� rHsHDrch 
rHSorts� SortIolios� crHDtiYH ZritiQJ� PXsic or othHr DXGio IilHs� ShotoJrDShs� YiGHos� DQG DccoXQt 
iQIorPDtioQ thDt HQDElHs oQJoiQJ oZQHrshiS oI SXSil coQtHQt� 
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Pupil Records: 0HDQs Eoth oI thH IolloZiQJ� ��� $Q\ iQIorPDtioQ thDt GirHctl\ rHlDtHs to D SXSil thDt is 
PDiQtDiQHG E\ /($ DQG ��� DQ\ iQIorPDtioQ DcTXirHG GirHctl\ IroP thH SXSil throXJh thH XsH oI 
iQstrXctioQDl soItZDrH or DSSlicDtioQs DssiJQHG to thH SXSil E\ D tHDchHr or othHr /($ HPSlo\HH� )or thH 
SXrSosHs oI this $JrHHPHQt� 3XSil 5HcorGs shDll EH thH sDPH Ds (GXcDtioQDl 5HcorGs� StXGHQt 3HrsoQDl 
,QIorPDtioQ DQG &oYHrHG ,QIorPDtioQ� Dll oI Zhich DrH GHHPHG StXGHQt DDtD Ior thH SXrSosHs oI this 
$JrHHPHQt�  

Service Agreement� 5HIHrs to thH &oQtrDct or 3XrchDsH 2rGHr to Zhich this D3$ sXSSlHPHQts DQG 
PoGiIiHs� 

School Official� )or thH SXrSosHs oI this $JrHHPHQt DQG SXrsXDQt to �� &)5 ����� �%�� D School 
2IIiciDl is D coQtrDctor thDt� ��� 3HrIorPs DQ iQstitXtioQDl sHrYicH or IXQctioQ Ior Zhich thH DJHQc\ or 
iQstitXtioQ ZoXlG othHrZisH XsH HPSlo\HHs� ��� ,s XQGHr thH GirHct coQtrol oI thH DJHQc\ or iQstitXtioQ 
Zith rHsSHct to thH XsH DQG PDiQtHQDQcH oI HGXcDtioQ rHcorGs� DQG ��� ,s sXEMHct to �� &)5 ������D� 
JoYHrQiQJ thH XsH DQG rH�GisclosXrH oI SHrsoQDll\ iGHQtiIiDElH iQIorPDtioQ IroP stXGHQt rHcorGs�  

SOPIPA: 2QcH SDssHG� thH rHTXirHPHQts oI S23,3$ ZHrH DGGHG to &hDStHr ���� �coPPHQciQJ Zith 
SHctioQ ������ to DiYisioQ � oI thH %XsiQHss DQG 3roIHssioQs &oGH rHlDtiQJ to SriYDc\� 

Student Data: StXGHQt DDtD iQclXGHs DQ\ GDtD� ZhHthHr JDthHrHG E\ 3roYiGHr or SroYiGHG E\ /($ or its 
XsHrs� stXGHQts� or stXGHQts¶ SDrHQts/JXDrGiDQs� thDt is GHscriStiYH oI thH stXGHQt iQclXGiQJ� EXt Qot liPitHG 
to� iQIorPDtioQ iQ thH stXGHQt¶s HGXcDtioQDl rHcorG or HPDil� Iirst DQG lDst QDPH� hoPH DGGrHss� tHlHShoQH 
QXPEHr� HPDil DGGrHss� or othHr iQIorPDtioQ DlloZiQJ oQliQH coQtDct� GisciSliQH rHcorGs� YiGHos� tHst 
rHsXlts� sSHciDl HGXcDtioQ GDtD� MXYHQilH GHSHQGHQc\ rHcorGs� JrDGHs� HYDlXDtioQs� criPiQDl rHcorGs� 
PHGicDl rHcorGs� hHDlth rHcorGs� sociDl sHcXrit\ QXPEHrs� EioPHtric iQIorPDtioQ� GisDEilitiHs� 
socioHcoQoPic iQIorPDtioQ� IooG SXrchDsHs� SoliticDl DIIiliDtioQs� rHliJioXs iQIorPDtioQ tH[t PHssDJHs� 
GocXPHQts� stXGHQt iGHQtiIiHs� sHDrch DctiYit\� Shotos� YoicH rHcorGiQJs or JHolocDtioQ iQIorPDtioQ� 
StXGHQt DDtD shDll coQstitXtH 3XSil 5HcorGs Ior thH SXrSosHs oI this $JrHHPHQt� DQG Ior thH SXrSosHs oI 
&DliIorQiD DQG IHGHrDl lDZs DQG rHJXlDtioQs� StXGHQt DDtD Ds sSHciIiHG iQ ([hiEit ³%´ is coQIirPHG to EH 
collHctHG or SrocHssHG E\ thH 3roYiGHr SXrsXDQt to thH SHrYicHs� StXGHQt DDtD shDll Qot coQstitXtH thDt 
iQIorPDtioQ thDt hDs EHHQ DQoQ\Pi]HG or GH�iGHQtiIiHG� or DQoQ\PoXs XsDJH GDtD rHJDrGiQJ D stXGHQt¶s 
XsH oI 3roYiGHr¶s sHrYicHs� 

SDPC (The Student Data Privacy Consortium): 5HIHrs to thH QDtioQDl collDEorDtiYH oI schools� 
Gistricts� rHJioQDl� tHrritoriHs DQG stDtH DJHQciHs� Solic\ PDNHrs� trDGH orJDQi]DtioQs DQG PDrNHtSlDcH 
SroYiGHrs DGGrHssiQJ rHDl�ZorlG� DGDStDElH� DQG iPSlHPHQtDElH solXtioQs to JroZiQJ GDtD SriYDc\ 
coQcHrQs� 
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Subscribing LEA: $Q /($ thDt ZDs Qot SDrt\ to thH oriJiQDl SHrYicHs $JrHHPHQt DQG Zho DccHSts thH 
3roYiGHr¶s *HQHrDl 2IIHr oI 3riYDc\ 7HrPs� 

Subprocessor: )or thH SXrSosHs oI this $JrHHPHQt� thH tHrP ³SXESrocHssor´ �soPHtiPHs rHIHrrHG to Ds 
thH ³SXEcoQtrDctor´� PHDQs D SDrt\ othHr thDQ /($ or 3roYiGHr� Zho 3roYiGHr XsHs Ior GDtD collHctioQ� 
DQDl\tics� storDJH� or othHr sHrYicH to oSHrDtH DQG/or iPSroYH its soItZDrH� DQG Zho hDs DccHss to 3,,�  

Targeted Advertising� 7DrJHtHG DGYHrtisiQJ PHDQs SrHsHQtiQJ DQ DGYHrtisHPHQt to D stXGHQt ZhHrH thH 
sHlHctioQ oI thH DGYHrtisHPHQt is EDsHG oQ stXGHQt iQIorPDtioQ� stXGHQt rHcorGs or stXGHQt JHQHrDtHG 
coQtHQt or iQIHrrHG oYHr tiPH IroP thH XsDJH oI thH 3roYiGHr¶s ZHEsitH� oQliQH sHrYicH or PoEilH 
DSSlicDtioQ E\ sXch stXGHQt or thH rHtHQtioQ oI sXch stXGHQt¶s oQliQH DctiYitiHs or rHTXHsts oYHr tiPH� 

Third Party� 7hH tHrP ³7hirG 3Drt\´ PHDQs D SroYiGHr oI GiJitDl HGXcDtioQDl soItZDrH or sHrYicHs� 
iQclXGiQJ cloXG�EDsHG sHrYicHs� Ior thH GiJitDl storDJH� PDQDJHPHQt� DQG rHtriHYDl oI SXSil rHcorGs� 
+oZHYHr� Ior thH SXrSosH oI this $JrHHPHQt� thH tHrP ³7hirG 3Drt\´ ZhHQ XsHG to iQGicDtH thH SroYiGHr 
oI GiJitDl HGXcDtioQDl soItZDrH or sHrYicHs is rHSlDcHG E\ thH tHrP ³3roYiGHr�´ 
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EXHIBIT “F” DATA SECURITY REQUIREMENTS 
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