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compelled disclosure to a Third Party, unless legally prohibited. The Provider will not use,
disclose, compile, transfer, sell the Student Data and/or any portion thereof to any third party or
other entity or allow any other third party or other entity to use, disclose, compile, transfer or sell
the Student Data and/or any portion thereof, without the express written consent of the LEA or
without a court order or lawfully issued subpoena. Student Data shall not constitute that
information that has been anonymized or de-identified, or anonymous usage data regarding a
student’s use of Provider’s services.

5. No Unauthorized Use. Provider shall not use Student Data or information in a Pupil Record for
any purpose other than as explicitly specified in this DPA.

6. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to this DPA, whereby the Subprocessors agree to protect Student Data in
manner consistent with the terms of this DPA.

ARTICLE II1: DUTIES OF LEA

1. Provide Data In Compliance With Laws. LEA shall provide data for the purposcs of the DPA
in compliance with the FERPA, PPRA, IDEA, 603 C.M.R. 23.00, 603 CMR 28.00, and
Massachusetts General Law, Chapter 71, Sections 34D to 341, and the other privacy statutes
quoted in this DPA. LEA shall ensure that its annual notice under FERPA includes vendors,
such as the Provider, as “School Officials.™

7. Reasonable Precautions. LEA shall take reasonable precautions to secure usernames,
passwords, and any other means of gaining access to the services and hosted data.

3. Unauthorized Access Notification. LEA shall notify Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all Massachusetts and Federal laws and
regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA, , 603
C.M.R. 23.00 and Massachusetts General Law, Chapter 71, Sections 34D to 34H.

2. Authorized Use. Student Data shared pursuant to this DPA, including persistent unique
identifiers, shall be used for no purpose other than the Services stated in this DPA and as
authorized under the statutes referred to in subsection (1), above. Provider also acknowledges
and agrees that it shall not make any re-disclosure of any Student Data or any portion thereof,
including without limitation, any student data, meta data, user content or other non-public
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information and/or personally identifiable information contained in the Student Data, without the
express written consent of the LEA, unless it fits into the de-identified information exception in
Article TV, Section 4, or there is a court order or lawfully issued subpoena for the information.

3. Emplovee Obligation. Provider shall require all employees and agents who have access to
Student Data to comply with all applicable provisions of this DPA with respect to the data shared
under this DPA. Provider agrees to require and maintain an appropriate confidentiality
agreement from each employee or agent with access to Student Data pursuant to the DPA.

4. No Disclosure. De-identified information, as defined in Exhibit “C”, may be used by the
Provider for the purposes of development, research, and improvement of educational sites,
services, or applications, as any other member of the public or party would be able to use de-
identified data pursuant to 34 CFR 99.31(b). The Provider and LEA agree that the Provider
cannot successfully de-identify information if there arc fewer than twenty (20) students in the
samples of a particular field or category of information collected, i.e., twenty students in a
particular grade, twenty students of a particular race, or twenty students with a particular
disability. Provider agrees not to attempt to re-identify de-identified Student Data and not to
transfer de-identified Student Data to any party unless (a) that party agrees in writing not to
attempt re-identification, and (b) prior written notice has been given to the LEA who has
provided prior written consent for such transfer. Provider shall not copy, reproduce or transmut
any data obtained under this DPA and/or any portion thereof, except as necessary to fulfill the
DPA.

5. Disposition of Data. Provider shall dispose or delete all personally identifiable data obtained
under the DPA when it is no longer needed for the purpose for which it was obtained and transfer
said data to LEA or LEA’s designee within sixty (60) days of the date of termination and
according to a schedule and procedure as the Parties may reasonably agree. Nothing in the DPA
authorizes Provider to maintain personally identifiable data obtained under any other writing
beyond the time period reasonably needed to complete the disposition. Disposition shall include
(1) the shredding of any hard copies of any Pupil Records; (2) Erasing; or (3) Otherwise
modifying the personal information in those records to make it unreadable or indecipherable.
Provider shall provide written notification to LEA when the Data has been disposed. The duty to
dispose of Student Data shall not extend to data that has been de-identified or placed in a
separate Student account, pursuant to the other terms of the DPA. The LEA may employ a
“Request for Return or Deletion of Student Data™ FORM, A Copy of which is attached hereto as
Exhibit “D™). Upon receipt of a request from the LEA, the Provider will immediately provide
the LEA with any specified portion of the Student Data within three (3) calendar days of receipt
of said request.

6. Advertising Prohibition. Provider is prohibited from using Student Data to (a) market or
advertise to students or families/guardians; (b) inform, influence, or enable marketing or

advertising efforts by a Provider; (c) develop a profile of a student, family member/guardian or
group, for any commercial purpose other than providing the Service to Client; or (d) use the
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c. At LEA’s discretion, the security breach notification may also include any of the
following:

i. Information about what the agency has done to protect individuals whose
information has been breached.

ii. Advice on steps that the person whose information has been breached may take to
protect himself or herself,

d. Provider agrees to adhere to all requirements in the Massachusetts Data Breach law and
in federal law with respect to a data breach related to the Student Dara, including, when
appropriate or required, the required responsibilities and procedures for notification and
mitigation of any such data breach,

e. Provider further acknowledges and agrees to have a written incident response plan that
reflects best practices and is consistent with industry standards and federal and state law
for responding to a data breach, breach of sceurity, privacy incident or unauthorized
acquisition or use of Student Data or any portion thereof, including personally
identifiable information and agrees to provide LEA, upon request, with a copy of said
written incident response plan.

f. At the request and with the assistance of the District, Provider shall notify the affected
parent, legal guardian or eligible pupil of the unauthorized access, which shall include the
information listed in subsections (b) and (¢), above.

ARTICLE VI: MISCELLANEOUS

1. Term. The Provider shall be bound by this DPA for so long as the Provider maintains any
Student Data, Notwithstanding the foregoing, Provider agrees to be bound by the terms and
obligations of this DPA for three (3) years.

2. Termination. In the event that either party seeks to terminate this DPA, they may do so by
mutual written consent and as long as any service agreement or terms of service, to the extent
one exists, has lapsed or has been termimated.

The LEA may terminate this DPA and any service agreement or contract with the Provider if the
Provider breaches any terms of this DPA.

3. Effect of Termination Survival. If the DPA is terminated, the Provider shall destroy all of
LEA’s data pursuant to Article V, section 1(b).

4. Priority of Agreements. This DPA shall govern the treatment ol student records in order (o
comply with the privacy protections, including those found in FERPA, IDEA. COPPA, PPRA,
603 CMR 28.00, 603 C.M.R. 23.00, and Massachusetts General Law, Chapter 71, Sections 34D
to 34H. In the event there is conflict between the terms of the DPA and any other writing, such
as service agreement or with any other bid/RFP, terms of service, privacy policy, license
agreement, or writing, the terms of this DPA shall apply and take precedence. Exceptas
described in this paragraph herein, all other provisions of any other agreement shall remain in
effect.
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ARTICLE VII- GENERAL OFFER OF TERMS

Provider may, by signing the attached Form of General Otfer of Privacy Terms (General Offer,
attached hereto as Exhibit “E™), be bound by the terms of this to any other school district who signs the

acceptance in said Exhibit.
[Signature Page Follows]
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IN WITNESS WHEREOF, the partics have executed this Massachusetts Student Data Privacy

Agreement as of the last day noted below.

NATICK PUBLIC SCHOOLS
Grace Magley

Grace Magley (Jun 57202071:47 EDT)

June9, 2020
Date:

! Grace Magley
Printed Name:

CSAWESOME

Director of Digital Learning

Title:
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EXHIBIT “A”
DESCRIPTION OF SERVICES

CSAwesome, an official College Board endorsed curriculum and professional development provider for
AP CSA.
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EXHIBIT “B”

= Cllded

SCHEDULE OF DATA
Check if nsed Check if used
Category of Data Elements by your Category of Data Elemenis by your
system system
IF Addresses of users, Use of Student scheduled courses
Application e Schedule B
Techaokogy Meta cookies Eil-l. | w Teacher names
Dhaia Other application technology —
meta dats-Please specify: English language lcamer
information
Application Use Meta data on user interaction Low income stalus
Siatistics with application 1 Medical alerts
Student disability information X opripvia |
Srandardized test scores Special ndicator Specialized cducation
Ab t ODhservation dats gervices (TFP or 504)
SEREMET R e
Other assessment dia-Please Living situstions
specifi: {homeless/ foster care)
pecity
Ciher indicator information=
Student school (daily) SNNAB ApauL ¥
Attendance aitendance dua
Check if used
” wysivin
Onling communicutions that
Communications arc captured (emails, blog Address
entries) Student Contact Email X
Informuation
Phone
Conduct Conduct or behovioral data
Local {Schoo! distric) 1D
Die of Hirth nmber
| _Place of Birth Statg ID number
| Crender 'ﬂﬁu“ Studem Identifiers Vendor/App sssigned student
Ethnicity or race 1D number
Demogruphics Language infinmation Student app username X
(native, preferred or primary Student app passwords X
lnnguage spoken by student)
Oither demographic Siudent Namg First and/or Lasi
information-Please specify:
Student school enrollment P'l"ng:rnm."nppli:nrgm
Student grade level performance (Iyping
i Emdor In App program-ciudent bypes &l }f.
L Performance wpm, reading program-
Brisalknat Guidance counselos student reads below grade
Specific curriculum programs level)
Y ear of graduntion
Oriher enrollment : Academic or extracurricular
information-Please specily: mﬁﬂlﬁm " activitics a student may
P belong o or participate in
Aild -
Parent/\Guandian E 'T“ Studem Survey Student responses 1o sUrveys x
Cuninit Infiormation F‘““" HResponses o questionnnires ﬂ'Eh
=i Student generated confent; .i(
. Parent 1D number {created w wriling, piciures etc.
Parent/Guardian 1T link parents to students) Student work Other stadent work data -
L S Please specify:
Parent/ Cuardian First and/or Last
Name Transcript Student course grudes
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Check if used Check if used
Categury of Data Elements by your Category of Data Elements by your
aystem sysiem
Swdent course data Student bus card 1D number
Sundent course Oiher irunsporiation dats -
_grades/performance scorcs Please specify;
Other transeript data -Please
specify: Please list each additional
Other data element used, stored or
Swdent bus assignment collected by your application
Transpewtation Sturdent pick np amd/or drop
off location
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EXHIBIT “D”
DIRECTIVE FOR DISPOSITION OF DATA

[Name or District or LEA] directs [Name of Company] to dispose of data obtained by Company
pursuant to the terms of the DPA between LEA and Provider. The terms of the Disposition are set forth
below:

1. Extent of Disposition

Disposition is partial. The categories of data to be disposed of are set forth below or are found in
an attachment to this Directive:

[Insert categories of data here]

____ Disposition is Complete. Disposition extends to all categories of data.
2. Nature of Disposition

___Disposition shall be by destruction or deletion of data.

___Disposition shall be by a transfer of data. The data shall be transferred to the following site as
follows:

[Insert or attach special instructions. |

3. Timing of Disposition

Data shall be disposed of by the following date:
~___Assoon as commercially practicable

By (Insert Date]

4. Signature

(Authorized Representative of LEA

Date

5. Verification of Disposition of Data

Authorized Representative of Company Date

)
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OPTIONAL: EXHIBIT “F”
DATA SECURITY REQUIREMENTS

Having robust data security policies and controls in place are the best ways to ensure data privacy. Please
answer the following questions regarding the security measures in place in your organization:

i. Does your organization have a data security policy? ):,‘s:"h’es 0 No
If yes, please provide it. hHP } Funeston€. » ata dem ‘j / runestoine {% L";"Hﬂ/
2, Has your organization adopted a cybersecurity framework to minimize the risk of a data hl‘ﬂ? h? Irsn
which one(s):
[SO 27001/27002

CIS Critical Security Controls

NIST Framework for Improving Critical Infrastructure Security
X Other: S¢€ PH—FJ{ t.L*'-:!' PU f:Z-Lj 'n # f

3. Does your organization store any customer data outside the United States? 0 Yes if;-Nn
4, Does your organization encrypt customer data both in transit and at rest? "xi: Yes o No
- Please provide the name and contact info of your Chief Information Security Officer (CISO) or the

person responsible for data security should we have follow-up questions.

Name: Pfib{] H ﬂ‘ﬁtmm
Contact 111Fu1n111[1un. MO%GM h @ “5 im 5 e-d"“‘{—

0. Please provide any additional information that you desire.
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