WISCONSIN STUDENT DATA PRIVACY AGREEMENT
School District/Local Education Agency:

Steven Point Area Public School district

AND
Provider:

Bloomz, Inc.

Date:

November 7%, 2019.



This Wisconsin Student Data Privacy Agreement (“DPA™) is entered into by and between the
Steven Point Area Public School district (hereinafter referred to as “LEA™) and Bloomz, Inc.
(hercinafter referred to as “Provider™) on November 7M. 2019, The Parties agree Lo the terms as
stated herein.

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency (“L.LEA”) with certain
digital educational services (“Secrvices™) pursuant to a contract dated November T8 2019
(*Service Agreement™); and

WHEREAS, in order lo provide the Services described in the Service Agreement, the Provider
may receive or create, and the LEA may provide documents or data that are covered hy scveral
federal statutes, among them, the Family Educational Rights and Privacy Act ("FERPA”) at 20
U.S.C. 1232g and 34 CIR Part 99, Children’s Online Privacy Protection Act ("COPPA”), 15
1.8.C. 6501-6506; Protection of Pupil Rights Amendment (“PPRA™) 20 U.8.C. 1232h; and

WHEREAS, the documenis and data transferred from LEAs and crcated by the Provider’s
Services are also subject to Wisconsin state student privacy laws, including pupil records law under
Wis. Stat. § 118.125 and notice requircments for the unauthorized acquisition of personal
information under Wis. Stat. § 134.98; and

WHEREAS, for the purposes of this DPA, the Provider is a school district official with legitimate
cducational intercsts in accessing educational records pursuant to the Service Agreement; and

WHEREAS, the Partics wish to enter into this DPA o ensurc that the Servicc Agreement
conlorms to the requirements of the privacy laws referred to above and to establish implementing
procedures and duties; and

WHERFEAS, the Provider may, by signing the “General Offer of Privacy Terms” (Exhibit “E”),
agree to allow other LEAs in Wisconsin the opportunity to accept and enjoy the benefits of this
DPA for the Services described herein, without the need to negotiate terms in a separatc DPA.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:
ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to describe the dutics and responsibilitics to
protect student data transmitted to the Provider from LEA pursuant to the Service Agreement,
including compliance with all applicable statutes, including the FERPA, PPRA, COPPA, and
applicable Wisconsin law, all as may be amended from time to time. In performing these services,
the Provider shall be considered a School District Official with a legitimate educational interest,
and performing services otherwise provided by the LEA. With respeet to the use and maintenance
of Student Data, the Provider shall be under the direct control and supervision of the LEA.




2. Nature of Services Provided. The Provider has agreed to provide the following digital
educational products and scrvices described below and as may be further outlined in Lxhibit “A”
herelo:

Parent and student communication platform, available on computers’ web browsers and mobile
devices through Provider’s mobile applications.

3. Student Data to Be Provided. The Partics shall indicate the categories of student data to
be provided in the Schedule of Data, attached hereto as Exhibit “B”.

Application Technology Metadata
Application Usc Statistics
Attendance
Communications
Conduct
Demographics
Enrollment
Parent/Guardian Contact Information
Parent/Guardian Namc
Schedule
Student Contact Information
Student Identifiers
Studeni Name
Student Program Membership
Student work

4, DPA Definitions. The definition of lerms used in this DPA is found in Exhibit *C”. In
the event ol a conflict, definitions used in this DPA shall prevail over term used in the Service
Agreement,

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. All Student Data transmitied to the Provider pursuant
to the Service Agreement is and will continue to be the property of and under the control of the
LEA. The Provider further acknowledges and agrees that all copies of such Student Data
transmitted to the Provider, including any modifications or additions or any portion thereof from
any source, are subject lo the provisions of this Agreement m the same manner as the original
Student Data. The Parties agree that as between them, all rights, including all intellectual property
rights in and to Student Data contemplated per the Service Agreement shall remain the exclusive
property of the LEA. For the purposes of FERPA, the Provider shall be considered a School
District Official, under the control and direction of the LEAs as it pertains to the usc of Student
Data notwithstanding the above. The Provider may transfer pupil-generated content Lo a scparate
account, according to the procedures set forth below.

2 Parent Access. LEA shall cstablish reasonable procedures by which a parent, legal
guardian, or eligible student may review Student Data in the pupil’s records, correct erroneous




information, and procedurcs for the transfer of pupil-generated content to a personal account,
consistent with the functionality of services. The Provider shall respond in a timely manner (and
no later than 30 days from the date of the request) to the LEA’s request for Student Data in a
pupil’s records held by the Provider to view or correct as necessary. Tn the event that a parent of
a pupil or other individual contacts the Provider to review any of the Student Data accessed
pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who will
follow the necessary and proper procedures regarding the requested information.

3. Separate Account. T pupil generated content is stored or maintained by the Provider as
part of the Services described in Exhibit “A”, the Provider shall, at the request of the LEA, transler
said pupil generated content to a separate student account upon termination of the Service
Agreement; provided, however, such transfer shall only apply to pupil generated content that is
severable from the Service.

4. Third Party Request. Should a Third Party, including law enforcement and government
entities, contact the Provider with a request for data held by the Provider pursuant Lo the Services,
the Provider shall redirect the Third Party to request the data directly [rom the LEA. The Provider
shall notify the LEA as soon as possible in advance of a compelled disclosurc to a Third Party.

5. Subprocessors. The Provider shall enter into writlen agreements with all Subprocessors
performing functions pursuant to the Service Agreement, whereby the Subprocessors agree to
protect Student Data in manner consistent with the terms of this DPA, as well as stale and federal
law.

ARTICLE L11: DUTTES OF LEA

j & Privacy Compliance. LEA shall provide data for the purposes of the Service Agrecment
in compliance with FERPA, COPPA, PPRA, and applicable Wisconsin law.

2. Annual Notification of Rights. The LEA shall include a specification of criteria under
FERPA for determining who constitutes a school official and what constitutes a legitimate
educational interest in its Annual notification ol rights.

3. Reasonable Precautions. LEA shall take reasonable precautions to secure usernames,
passwords, and any olher means of gaining access to the services and hosted data.

4. Unauthorized Access Notification. LEA shall notify the Provider promptly of any known
ot suspected unauthorized access. LEA will assist the Provider in any cfforts by the Provider to
investigate and respond to any unauthorized access.

ARTICLE IV: DUTIES OF THE PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable state and federal laws
and regulations pertaining to dala privacy and securily, including FERPA, COPPA, FTRA, and
applicable Wisconsin law.




p.A Authorized Use. The data shared pursuant to the Service Agreement, including persistent
unique identifiers, shall be used for no purpose other than the Services slated in the Service
Agreement and/or otherwise authorized under the statutes referred Lo in subsection (1), above. The
Provider also acknowledges and agrees that it shall not make any re-disclosure of any Student Data
or any portion thereof, including without limitation, meta data, user content or other non-public
information and/or personally identifiable information contained in the Student Data, without the
express written consent of the LEA.

3. Emplovee Obligation. The Provider shall require all employees and agenis who have
access to Student Data to comply with all applicable provisions of this DPA with respect to the
data shared under the Service Agreement.

4. No Disclosure. The Provider shall not copy, reproduce or transmit any data obtained under
the Scrvice Agreemcnt and/or any portion thereof, except as necessary to fulfill the Service
Agreement.

5. Disposition of Data. Upon written request and in accordance with the applicable terms in
subsection a or b, below, the Provider shall dispose or delete all Student Data obtained under the
Scrvice Agreement when it is no longer needed for the purpose for which it was obtained.
Disposition shall include (1) the shredding of any hard copics of any student data; (2) erasing; or
(3) otherwise modilying the personal information in those records to make it unreadable or
indeciphcrable by human or digital means. Nothing in the Scrvice Agreement authorizes the
Provider to maintain Student Data obtained under the Service Agrecment beyond the time period
reasonably needed to complete the disposition. The Provider shall provide written notification to
LEA when the Student Data has been disposed. The duty to dispose ol Student Data shall not
extend to data that has been de-identified or placed in a separate Student account, pursuant Lo the
other terms of the DPA. The LEA may employ a “Request for Return or Deletion of Student Data™
form, a copy of which is attached hereto as Exhibit “D”. Upon receipt of a request [rom the LEA,
the Provider will immediately provide the LEA with any specified portion of the Student Data
within ten (10) calendar days of receipt of said request.

a. Partial Disposal During Term of Service Agreement. Throughout the Term of
the Service Agreement, LEA may request partial disposal of Student Data obtained
under the Service Agreement that is no longer needed. Partial disposal of data shall
be subject to LEA’s request to transfer data to a separatc account, pursuant to
Arlicle 11, section 3, above.

b. Complete Disposal Upon Termination of Service Agreement.  Upon
Termination of the Scrvice Agreement the Provider shall dispose or delcte all
Student Data obtained under the Service Agreement. Prior to disposition of the
data, the Provider shall notify LEA in writing of its option to transfer data to a
separale account, pursuant to Article TI, section 3, above. In no event shall the
Provider disposc of data pursuant to this provision unless and until the Provider has
received affirmative written confirmation from LEA that data will not be
transferred to a separate accounl.



6. Advertising Prohibition. The Provider is prohibited from using or selling Student Data
to (a) market or advertise lo students or familics/guardians; (b) inform, influcnce, or enable
marketing, advertising, or other commercial efforts by a Provider; (¢) develop a profile of'a student,
family member/guardian or group, for any commercial purpose other than providing the Service
to LEA; or (d) use the Student Data for the development of commercial products or services, other
than as necessary to provide the Service to LEA. The Provider is also prohibiled from mining data
for any purpose other than those agreed to by the parties. Data mining or scanning of user content
for the purpose of advertising or marketing to students or their parents is prohibited. This section
does not prohibit the Provider from using Student Data for adaptive learning or customized student
learning purposes.

While Provider is prohibited from using or selling Student Data for advertising purposes,
ILLEA acknowledges that under the Provider’s terms of use, Provider does use class
sponsorships and advertisements by hand-picked third party family-friendly brands and
companics to cover for the costs of free teacher or school accounts. These class sponsorships
and advertisements arc only intended for parents and educators and no student in Provider’s
platform will be exposed to them. Sponsorship/advertisement-free accounts are available to
teachers, schools and districts under a premium (paid) subscription. More details are
provided in Exhibit A.
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