AN OVERVIEW OF THE CALIFORNIA STUDENRT DATA PRIVACY AGREEMENT

Introduction: Since the passage of AB 1384, (now found at Califormia Education Code section 49073.1).
schoo! disiricts have strugsled to incorporate iis reguired provisions in their contracts with digital
providers. Two rewsons account for a larpe portion of these diffsculties. First. school distnicis often do
not have the legal resources to negotiate with legally compliam privacy provisions, especially when they
are negotiating with digital providers who may be resistant i change contract provisions the providers
have crafied for their own purposes ofien at considerable expense. Second, other school disticls are
often reluetant to adopt the produets for their school district, especially if they do pot know whether
these other apreements have been legally reviewed. and by persons who are comfortable in the new law
of duta privacy.

The California Siudent Data Privacy Agreement (referred 10 here as the "DPA”Y aitetmpis to tackle these
two challenges hiead on. First, it has been reviewed by several sets of fegal and sabject marter experts
ranging fron the Federal goverpment, private attomeys, and educators working in the data privacy field
bothr within the State of California and beyond. Users of this decument can know. with a high degree of
confidence, that # meets boil the requirements of Federal and California State law.

School districts using this DPA for their digital contracts can, by uploading the executed DPA inta the
California Swudenz Privacy Alltance ("CSPA") website, make the DPA available for use by other school
districts. This includes school districts both within California and outside of California, since California
is now a member of a nationwide data contract exchange maintained by the Student Data Privacy
Consortium {"SDPC",

Practical Document: f.egal compliance was not the only objective of the diafiers of this DPA. They alse
soughi lo make this a practical and useful document; therefore this document contains provisions that
will be of ussistance to those persons. at the District and the Vendars who will administer the digital
program established by the underlying agreernent. We will briefly note some of the more important
pravisions of the DPA:

(a) Nature of Digital Services: Paragvaph 2 of Artdcle | of the DPA describes the service 0 be
provided by the digital vendor. Such a deseription is often missing in many digital contracts, Having a
short and workable summary of the services will also provide a description of the benefits of such a
service w members of the educational community. a vimd component in the acceptance and
dizsemination of educational digital products.

(b} Tyvpes of Data 1o be Transferred: Paragraph 3 of Aricle L provides an opportunity for the
Vendor und the District 1o list the types of student dats that the providers will need in order to perform
its services. This listing can be accomplished either by listing the types of data to be wansierred in the
text of the DPA or by checking the dara "boxes™ in Exhibit B. the Schedule of Data, attached 10 the
DPA.



() Descrfpions of Data Security. This provision is found st Paragraph 1 of Article V. It was
perhaps the most challenping section of the DPA. especially given the lack of specific data security
requirements  in Californig  law.  We  therefore resorled 1o some  helpfud  cutegonies  of
data protection, (iselnding regulating Provider Subprocessors, a-fopic oflen neglected in the law). The
paragraph while also atlowing the provider 1o flesh out their secwrity measurss in an sttachment o the
DPA. We are optinnisiic that provider attachments will increase public confidence in digital products.
because it has been our experience that many digital providers have elaborate and robust data securiiy
systems,

(d) Definitions: In development of the DPPA. we foend that different laws used identical wenws
but witly different meanings. To avoid confusion and enable ail stakeholders to understand the DPA, we
felt an important component was # Delinition of Terms or Exhibit C.

Partnership: Readers of this DPA may detect # more “neutral” tope than that found in many DPAs and
which takes inlo account provider interests. This includes the creation of commensurate data protection
duites for school disiricts, This approach is deliberate. The authars of this DPA believe that to be
effective, digital contracts must create & parmership. 2 recognition that js as vitally important to
providers as vl as schoot district to protect the infegrity of student data.

Scalability: Perhaps the most ambitious secgon of the DPA s the "General OfTer of Tenns™ by the
Provider regarding student data privacy righis. Providers making this voluntary offer (found st Exhibnt
"E"), agree 10 be bound to the same privacy twms as found in the DPA (0 other. futare school districss
who also sign the DPA. Why would a provider ascribe to this offer? Because they, like school
districts, also wish to avoid the transaciion cosws and uncertainties of separatelv negouiating the privacy
seetions of their dala agreements with ndividual school distriets. They are also protecied by the fact
that the privacy olfer does not include such items as pricing, which the providers are free 1o negotiale
separatety, and by the livvwed duration of the offer.

Length: The drafiing of contracts frequently involves the sacrifice of certin principles. Here the
sacrificed quality may be compactness, This DPA is rather long. but it is long for four reasons. Firat, it
hopes to be versatite and used ia a pumber of settings. To do so it must be comprehensive. Secondly in
order to be useful, i emplovs several atachments which could, in the appropriate circumstances. be
discarded. Third, the formating and font size is generous for case of reading. The Ffant size can be
decressed. Finally. the world of digital education is complicated and changing. Perhaps it is in this is
the one context where we can venture to say that brevity is not & virtue,

Mechanics: Here are a few practical tips to help you complete the DPA:
The DPA is provided in .pdf format with fillable fields. To see the text that needs 10 be replaced,

howver aver (he fillable fields. On a MAC, w see the text that needs 1o added.
vou may need w hover on the fillable field and setect Control,

On the specified pages, vou will need to:



On Caver Page:

Locate fillaiie fleld insert Name Of School District or Loca! Educatian Agency and insert the namsé of your LEA,
Locate fillable field Insert Name of Provider and insert the name of the Pravider.

Locate fillable field Date of Service Agreement and insert the actual date of the agreement.

On Page 1; -

tacate fillable field Insert Name Qf Schoaof District or Local Education Agency and insert the name of your LEA.
Locate fiflable Deld tnsert Name of Provider and insert the namae of the Provider.

Lacate fillable field insert Date and insert the date of the agreement.

Locate second filiatde field insert Date and insert the date of the agreement.

On Page 2

Locate fillable field Insert Brief Descriptian of Services and insert See Exhibit A or mark Not Applicable.

On Page 3:

Locate fillabie field lnsert Categories of Student Data to be provided ta the Provider and insert See Exhibit B or
mark Mot Appficable.

On Page &:

Lecate fillable field Insert County and insert the name of the jerisdictienal county.

On Page 9:

Locate fillable field Insert Name of School District or LEA and insert the name of the 1EA.

Locate fillable field Signature Mo Elactronic Signaturas Altowed and manually sign the CDSPA,

Locate fillable field Date of Service Agreement and insert the date signed by the LEA,

Locate flilable fietd Printed Name and insert the name of the individual signing on behaif of the LEA.

Locate fillable field Title/Position and insert the title/position of the individual signing on behalf of the LEA.
Locate secand filtable fiekt Insert Name of Provider and insert the name of the Provider,

Locate second fillable field Signature No Electronic Signatures Allowed and manually sign the CDSPA.

tocate sacand filtable field Date of Service Agreement and insert the date signed by the frovider.

Locate second filiahle field Printed Mame and insert the name of the individual signing on behalf of the Provider.
Locate second filiable field Title/Position and insert the title/position of the individuat sisning on behatf of the
Provider,

On Page 10:

Locate fitlable fiekd insert Detailed Description of Services Hers found as Exhibit A and insert Description of
Services or mark Not Applicable,

On Pages 11-12:

Locate filiable fields Chack f Use By Your System and check appropriate data element boxes.

On Page 16:

Locate fillable field Insert Additional Data Security Requirements Here found as Exhibit D and insert Data
Securlty Requirements ar mark Mot Applicable,

For Providers who wish to sign the General Qffer of Privacy Terms:

tocate fillabte field Insert Name of Initiating LEA and insert the name of the initiating LEA,

tocate fillable field Insert Date and insert the date of the original inftiating DPA,

Locate fillabfe field lnsert Provider Name and insert the name of the Provider,

Locate fillable field Signature No Electronic Signatures Allowed and manually sign the General Qffer of Terms.
Locate fillable field Date and insert the date signed by the Provider.

Locate fillable field Printed Name and insert the name of the individual signing on behatf of the Provider.

Locate fHilable field Title/Position and insert the title/position of the individual signing on behalf of the Provider.
For Subscribing LEAs who wish to accept the General Offer of Privacy Terms signed by a given Provider:

On Page 17 #Z Subscribing LEA {without making any changes to #1)

Locate fillable fiald insert Subscribing LEA Name and insert the name of the subscribing LEA,

Locate fillable field Signature No Electronic Signatusres Allowed and manwually sign the General Offer of Terms.
iocate fillable field Date and insert the date the Subscribing LEA accepts the General Offer of Privacy Terms.
Locate fillable field Printed Name and insert the name of the individual signing on behalf of the Subscribing LEA.
tocate fillable field Titie/Position and insert the title/position of the individual signing on bekalf of the
Subscribing LEA.
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CALITFORNIA STUDENT DATA FRIVACY AGREEMENT

Yepsion 1.0

Veniura County of Education

and

Clever

Aprit 1, 2017



This California Student Data Privacy Agreement ("DPA") is entered into by and between the
Ventura County Office of EAUCANIon” (hereinafier referred tn as "LEA") and

Clever (hereinafier referred to as "Provider) on ApFil 1, 2017
The Patties agree to the terms as stated hersin,

RECITALS
WHERF.AS, the Provider has apreed to provide the Local Fducation Agency ("LEA") with certain
digital educational serviees ("Services™} pursuant to a coatract dated Aprit 1, 2017 ("Service

Agreement'); and

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider may
recefve and the LEA may provide documents or data that are covered by sevenal federal and statutes,
among them, the Family Educational Rights and Privacy Act ("FERPA™ at 20 U.S,C. 1232y, Children's
Onkine Privacy Protection Act ("COPPA"™. 15 L28.C. 6501-6502; Frotection of Puptl Rights
Amendment ("PFRA"} 200 U.S.C, 1232 h: and

WHEREAS, the documents and data transferred from California LEAs are also subject to several
Califormia student privacy laws. including AB 1384, found w Californis Education Code Section
49073.1 and the Student Online Personal Information Protection Act (sometimes referred w as either
"SB 1177" or "SOPIPA™) found at CaliTorniz Business and Professions Code section 22584 and

WHEREAS, the Paries wish to enter into this DPA 1 ehsure that the Service Agreement conforms o
the requirements of the privacy laws referred 1o above and to establish implementing procedures and
duties: and

WHEREAS. the Provider muy, by signing the "General Offer of Privacy Terms”, agrees 1o allow other
LEAs in California the epportumity w accept and enjov the bencfits of this DPA for the Services
described herein. without the need (0 negotiate terms in 4 separaie DPA.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE 1: PURPOSE AND SCOPE

L. Purposc of DPA. The purpose of this DPA is to describe the duties and responsibilities to
protect student data (rupsmitied to Provider from the LEA pursuant to the Service Agresment.
including compliance with all applicable privacy stanuzes. inchuding the FERPA, PPRA, COPPA,
3B 1177 (SOPIPA). and AB 1584, In perfonming these services. the Provider shall be
considered a Schaol Official with a legitimate educational interest, and performing services
otherwise provided by the LEA. Provider shall be under the direct control and supervision of the
LEA. Control duties are set forth below.

2. Nature of Services Provided. The Provider has agreed to provide the following digital
educational services described below and as mav be further outlined in Exhibil "A" hereto:
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Student Data to Be Provided. ln order to perform the Servicss described in the Service
Agreement, LEA shall provide the categories of data described below or as indicated in the
Schedule of Data, attached hereto as Exhibit "B™:

DPA Definitions. The definition of terms used in this DPA is found in Exhibit "C". In the event
of a contlict, definitions used in this DPA shall prevail over term used in the Service Agreement.

ARTICLE 1I: DATA GWNERSHIP AND AUTHORIZED ACCESS

Student Data Propertv of LEA. Al Stadent Dats or any other Fupi] Records transmitted 1o the
Provider pursuant 1o the Service Agreement is and will contimue to be the property of and under
the control of the LEA. The Panies agree that as between them all rights. including all
intellectual property rights in and to Student Data or any ather Pupil Records comtemplated per
the Service Agreement shall remain the exclusive property of the LEA. For the purposes of
FERPA. the Provider shall be considered a School Official. under the control and divection of the
LEAs as it pertains ta the use of student data norwithstanding the ahove. Provider may transfer
pupit-gencrated content to g separate account. according to the procedures set forth below.

Parent Access. LEA shall eseablish reasonable procedures by which a parent. legal guardian, or
chigible student may review personally identifiable informater on the pupil's records, comect
erroncous information, and procedures for the transfer of pupil-generated content o a personal
account, consistent with the functionality of services. Provider shall respond in a reasonably
timely manner to the LEA's request for personally identifiable information i a pupil’s records
held by the Provider 1o view or cofrect as necessary. In the event that a parent of 2 pupil or other
individual comacts the Provider to review any of the Pupil Records of Student Data accessed
pursuant o the Services, the Provider shal] refer the parent or individual to the LEA, who will
follow the necessary and proper procedures regarding the requested information,

Separate Account. Provider shall, at the request of the LEA, transfer Student penerated content
W a separate student gecount.

Third Partv Request. Should a Third Party, including law cnforcement and SOV CrNIment
entitics, contact Provider with a request for data heid by the Provider pursuant to the Services.
the Provider shall redirect the Third Party to request the data directly from the LEA. Provider
shall noufy the LLEA in advance of a compelfed disclosure to a Third Parly unless lesally
prohibited.
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Nu Unautharized Use. Provider shall not use Student Daia or iaformation in a Pupil Record for
any purpose ather than as explicitly specified in the Service Apreement.

Subprocessors. Provider shall enter inta writien agrecments witls all Subprocessors performing
funcfions pursuant 10 the Service Agreement, whereby the Subprocessors agree prafect Swdent
Data in manner consistent with the terms of tiis DPA

ARTICLE IH1: DUTIES OF LEA
Provide Data In Compliance With FERPA. LEA shall provide data for the purposes of the

Service Agreement in compliance with the Family Fducational Rights and Privacy Act
("FERPA"), 20 US.C. secrion 1232 g AB 1584 and the other privacy statutes quoted in this
DEA,

Reagonable Precautions. TEA shall wke reasonable precautions o secure usernames,
passwords, and any other mieans of gaining access o the services and hosted data.

Unauthorized Access Nofification, LEA shafl notify Provider promply of any keown or
suspeeted unauthonized access. LEA wiil assist Provider in any cfforts by Provider o investigate
and respond 10 any unauthorized access,

District Representutive,  As request of Provider, LEA shall designate an employee or agent of
the [Mistrict as the District representative for the coerdination and fulHliment of the duties of s
DPA,

ARTICLE IV: DUTIES OF PROVIDER

Privacv Compliance, The Provider shall comply with all California and Federal laws and
regulations pertaining to data privacy and security, including FERPA. COPPA, PPRA, AB 1584,
and SOPIPA,

Authorized Use.  The data shared pursuant (o the Serviee Agreement. including persistent
unique idemifiers. shalt be used for no purpose other than the Services stated in the Service
Agreement and/or othenvise authorized under the statutes referred w in subsection (1), above.

Emplovee Obligation. Provider shall require all employees and agents who have access to
Student Data to comply with all applicable provisions of FERPA laws with respect to the data
shared under the Service Agreement. Provider agrees to require and maintain an appropriate
confidentialiiy agreerment from each esnployee or agent wirh access to Student Data pursuant to
the Service Agreement.

Led
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G.

No Disclogure. LEA shall not disclose any data obteitied under the Service Agreement in a
manner that could identify an individual student to any other entity in published resuits of studies
as authonized by the Service Agreement. Deidentified information may be used by the vendor
for the purposes of development and fmprovement of edueations? sites. services, or applications,

Disposition of Data. Provider shall dispose of all personally identifiable data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obtained and
transfer said data io LEA or LEA's desigiee within 60 days of the date of termination and
according to a schedule and procedure as the Parties may reasonably agree. Wothing in the
Serviee Agreemcent authorizes Provider to maintain personally identifiable data obtained under
the Service Agreement beyond the time perjod reasonably needed 1o complete the disposition,
Disposition shatl include (1) the shredding of any hard copies of any Pupll Records; (2} Erasing;
or {3y Otherwise modifving the personal information in those records 1o make it unreadable or
indecipherable. Provider shall provide written notification t¢ LEA when the Data has heen
disposed. The duty to dispose of Student Daw shatl not extend 10 dats that ks been de-idemified
or placed in & separate Student account, pursuant t the other lerms of the DPA, Nothing in the
Service Apreement authorizes Provider ro maintain personally identifiable data beyond the time
penod reasonably needed 1o complate the disposition.

Advertising Prohibition. Provider is prohibited from using Student Data ty conduct or assist
targeted advertising directed at students or their families/guardians. This prohibition includes (he
development of u profile of a student, or (heir families/guardians or group, for any commercial
purpose other than' providing the service to chient, This shall not prohibit Providers from using
data to make product or service recommendations to LEA.

ARTICLE V: DATA PROVISIONS

Data Securitv. The Provider sgrees to abide by and maintain adequate data SSCUrity measures o
protect Student Data from unauthorized disclosure or acquisition by an unauthorized person.
The pencral security duties of Provider are set forth below, Provider may further detail its
secunity programs and measures in i Exhibit "D” hereto. These measures shalt include. but are
not limited to:

a. Passwords and Employee Access. Provider shall make best efforts practices to securc
usernames, passwords, and any other means of gaining access to the Services or to
Student Data, at 4 level suggested by Anicle 4.3 of NIST 800-63-3. Provider shall only
provide access o Student Data to employees or contractors that are performing the
Services. As stated elsewhere in this DPA. employees with access o Student Data shall
have signed confidentiality agreements regarding said Student Data. All employees with
aceess 10 Student Records shall pass criminal background checks.

b. Destruction of Data. Provider shall destroy all persomally idemtifiable dsta obtained
under the Service Agreement when i is no longer needed for the purpose for which it was
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obtained or transfer said data to LEA or LEA's designee. according 1o a schedule and
procedure as the pariies may reasonable agree. Nothing in the Service Agreement
authorizes Provider to maintain personally identifiable datz bevond the time period
reasonably needed 10 complete the disposition.

Security Protecols. Both panies agree 10 mainlain security protocols that meet industry
best practices in the transfer or trapsmission of any dats, including ensuring that data may
only be viewed or accessed by parties legally allowed 10 do so. Provider shall maintain
all data obtained or gencrated pursiast to the Serviee Agreement in a secure computer
environment and not copy, reproduce. or transinit data oblained pursuant 1o the Service
Agreement, except as necessary 10 fulfill the purpose of data requests by TEA.

Employee Training. The Provider shall provide periodic security training to those of its
employees who operate or have access to the system, Futher, Provider ghall provide
LEA with contact information of an emplovee who LEA may contact if there are any
SCCLTILY concermns oF guestions.

Security Technology. When the service is accessed using a supported web browser,
Seeure Socket Layer ("SSL"). or equivalent iechnology protects information, using both
server authenticafion and data encryption to help ensure that data are safe secure only to
authonized users. Provider shall host data pursuant to the Service Agreoment in an
environment using a firewall that is periodically updared according to industey standards.

Security Coordinator. Frovider shall provide the name and contact information of
Provider's Security Coordinator for the Studem Data received pursuant fo the Service
Agrecment

Subprocessors Bound.  Provider shall emer into written agreements wherehy
Subprocessors agree 1o secure and protect Student Datz in a manner consistent with the
erms of this Amicle V. Provider shalt perodically conduct or review compliance

monitoring and assessments. of Subprocessors 1o determine their compliance with this
Article.

2. Data Breach. In the event that Student Daia is accessed or obtained by an upauthorized
individual, Provider shall provide notification o LEA within a reasonable amount of time of the
incident. Provider shall follow the following process:

aa

I'he security breach notification shall be written in plain lanpuage. shall be diled "Notice
of Data Breach," and shall preseat the information described herein under the follawd ing
headings: "What Happened." "What Infornsation Was Involved.” "What We Are Doing.”
"What You Can Do." and "For More Information.® Additional information may be
provided as a supplement to the notice.

The secuwrity breach notification described above in section 2{a) shall inciude, at a
minimum, the following information;

i. The name and contact information of the reporting LEA subject to this seetion.

. A list of the types of personal information (that were or are 1easonably belisved 1o
have been the subject of a breach.

LA
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iil. 1f the information is possible o determine ar the time the notice is provided, then
either (1} the date of the breach, (2) the esnmated date of the breach. or (3) the
date range within which the breach occurred. The ntification shall also include
the date of the natice.

iv. Whether the notification was delayed as a resubt of s law enforcement
investigation, if that inforimastion is possible to determine at the time the notice is
provided,

v. A general description af the breach incident, if’ that information is possiblc o
delermine at the time the notice is provided.

At LEA’s discretion, the security breach notification may also include any of the
following:

i Information about what the agency has dene 10 protect individuals whase
infornration has been breached,

it. Advice on steps that the person whose information has been breached may take 1o
proteet himself or hersetf,
Any agency that is required to issue a security breach nitification pursuant to this section
te more than 500 Catifornia residents as a result of a sinale breach of the security system
shall eleetronically submit a single sample copy of that security breach notification,
excluding any personally identifiable information, to the Atomey General. Provider shall
assist LEA In these efforts.

At the request and with the assistance of the District, Provider shall notify the affeeted
parent, legal guardian or eligible pupil of the unsuthorized aceess, which shall inelude the
information listed in subsections {(b) and (¢}, shave.

ARTICLE VI: GENERAL OFFER OF PRIVACY TERMS

Provider may. by signing the attached Form of General Offer of Privacy Terms {"General
Offer"), (attached bereto as Exhibit "E™), be hound by the terms of this DPA to any other LEA who
signs the Acceptance on said Exhibit. The Form is limited by the terms and conditions described

therein.

ARTICLE V1L MISCELLANEGUS

1. Term. The Provider shall be bound by this DPA for the duration of the Scrvice Agreement or so
long as the Provider maintains any Student Data.  Notwithsianding the faregoing, Provider
agrees 1o be bound by the terms and obligations of this DPA for no tess than three (3) vears.

2. Termination. In the event that either party seeks to terminate this DPA, they mauy do so by
mutual written consent so long as the Service Apreement has lapsed or has been tenminated.

3. Effect of Termination Survival. If the Service Agreement is terminated, the Provider shatl
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estroy all of LEA's data pursuant to Article V. section 1{h).

Priority of Agreements. This DPA shall povern the treatment of student records in order o
comply with the privacy protections, inchuding those found in FERPA and AB 1584, In the
event there 15 conflict between the terms of the DPA and the Service Agreement, or with any
other bi/RFP, license agreement, or writing, the terms of this DPA shall apply and take
precedence.  Except as deseribed in this paragraph herein, all other provisions of the Service
Agreement shall remain in effeet,

Notice, All notices cr ather communication required or permitted 10 be given bereunder must be
in wriung and given by personal delivery, facsimile or c-mail transeission (i contact
mtormation is provided for the specific mode of delivery), or fiest class mail, postage prepaid,
set o the addresses set {ourih herein.

Application of Agreement tg Other Agencies, Provider may agree by sioning the Generat
Of¥er of Privacy Terms be bound by the terms of this DPA for the services described therein for
any Successir Agency who signs a Joinder to this DFA.

Entire Agreement. This DPA congtitules the entire agreement of the parties relating o the
subject matter hercof and supersedes all prior communications, representations. or BPreSMENs,
oryl or writlen, by the parties relating thereto. This DPA may be amended and the observanee of
any provision of this DPA may be waived (either generally or in any partieular instance and
either retroactively or prospectively) only with the signed written consent of hoth parties.
Neither fatlure nov delay on the part of any party in exercising any right, powsr, or privilege
hereunder shall operate us a waiver of such right, nor shalt any single or partial exercise of any
such right. power, or privilege preclude uny further exercise thereof or the exercise of any other
might, power, or privilege,

Severability, Any pravision of this DPA that is prohibited or unenforceabie in uny jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
withowt invalidating the remaining provisions of this DPA, and apy such probibition or
unenforceability in any jurisdiction shall not invalidate or render unenforceable such provision in
any other junsdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn 50 as nof to be prohibited or unenforceable in such jurisdiction while, at the same time.
maintaining the intent of the parties, it shall, as 10 such jurisdiction, be so narrewly drawn
without invalidating the remaining provisions of this DPA or affecting the validity or
enforceability of such provision in any other jurisdiction.

Governing Lawi Venue and Jurisdiction. THIS DPA WILI. BF GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF CALIFORNIA.

)



WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES, EACH PARTY CONSENTS
AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND
FEDERAL COURTS LOCATED IN Ventua COUNTY, CALIFORNIA
FOR ANY DISPUTE ARISING QUT OF OR RELATING TO THIS SERVICE AGREEMENT
OR THE TRANSACTIONS CONTEMPLATED HEREBY,

[Signatire Page Follows)



IN WITNESS WHEREQF, the parties have executed this California Student Data Frivacy Agreement
as of the last day noted helow.

Ventura Cqunty Cffice of Education

April 1, 2017

Date:
_ Director of Business

Printed Name: Tom Etchart . Title/Position:

_Ben Adida Aprit 1, 2017
- Date:

{;’ 2 e _ VP of Engineering

Printed Name: | < o ———"= . Title/Position:

Note: Elecironie signature nof peemitted.



EXHIBIT A"
DESCRIPTION OF SERVICES

Clever is an application management system offered at no cost to districts subject to
the terms and cenditions set forth in Clever's Terms of Use availabie at: hitps:#
clever.comfaboutfierms. It is integrated into the district student-information-system
and identity system o create easy and secure data transpartation for restering and
provisioning of studant accounts for partner applications. Clevsr offers single-sign-on
intg any application, a customizable student and teacher portal, and an administrator
dashhoard that allows for easy trouble-shooting and application management.

The exact data elements used by our application partners varies, according to needs
and system of each application. The minimum required fields are: Scheool ID, School
Name, School Number, Student (D, Last Nams, First Name, Teacher ID, Teacher
Email, Teacher First Name, Teacher Last Name, Section ID, Course Name. Some
applications require additional fields.
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EXHIBIT "B
SCHEDULE OF DATA
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EXHIBIT "C"
DEFINITIONS

AR 1584, Buchanan: The stannory designation for what is now California Educarion Code § 49073.1,
relating 1o pupil records.

De-identifiable Information (DIl): De-ldentification refers to the process by which the Vendor
remaves or obscures any Personally Identifiable tnformation ("PII™) [rem student records in o way that
removes or minmizes the nisk of disclosure of the identity of the individual and information about them,

NIST 800-63-3: Draft Natonal Instituie of Standards and Technology ("™WIST™} Special Publication
800-03-3 Digital Authentication Guideline,

Operator: For the purposes of SB 1177, SOPIPA. the term “operator” means the operator of an
Internct Website, online service, online applicatios, or mobile application with actuat knowledge that the
siie, service, or application s used primarily for K-12 school purposes and was designed and marketed
for K-12 school purposes. For the purpose of the Service Agreement, the temi "Operator” is reptaced
by the term "Provider.” This term shall encompass the term "Third Party,” as it s found in AB 1584,

Personally Identifiable fnformation (P1f): The terms "Personally Idontifiable Information™ or "PIT™
shall include, but are not limited to, student data, metadata, and user or pupil-generated content obtained
by reasen of the use of Provider's sofiware, website, service, or app, including mobile apps, whether
gathered by Provider or provided by LEA or its wsers, students, or students' parents/guardians, I
includes, without Hmitation, at least the following:

First and Last Name Home Address
Telephone Number Eenal Address
Discipline Records Test Results

Special Education Data Juvenile Dependency Records
(rades Evaluations

Criminal Records Medical Records
Health Records Social Security Number
Biometric Information Digabilities
Sociceconamic Information  Faod Purchases
Political Affiliations Religious Information
Text Messages Documents

Student Identifiers Search Activity

Photos Voles Recordings
Videos

General Categories:

Indirect Identifiers: Any information that, either alonc or in aggrepate, would allow a reasonable person
to be able 10 identily a student (o a reasonahle certainty

Information in the Student’s Educational Recard



Information in the Stedent’s Email

Provider: For purposes of the Service Agreement, the term "Provider” means provider of digital
educational software or services. including cloud-based services, for the digital storage, management.
and eetricval of pupil records. Within the Service Agreement the term "Provider" replaces the term
"Third Party as defined in California Education Code § 49073.1 (AB 1584, Buchanan). and mplaces the
term as "Operator" as detined in SB 1177, SOPIPA.

Pupil Generated Content: The term “pupil-generated content” means materials or content created by a
pupit during and for the purpose of cducation including, but not limited to. essays. research reports,
portfolios, creative writing, music or other audio (iles, photographs, videos, and account information that
enables ongoing ownership of pupil contens.

Pupil Records: Means both of the following: (1) Any infonmation that directly relates to a pupil that is
maintained by LEA and (2) any information acquired direetly from the pupil through the use of
wstructional software or apphications assigned (o the pupil by a teacher or other loeal educational LEA
employes, ’

SB 1177, SOPIPA: Once passed. the requirements of SB 1177, SOPIPA were added to Chapter 22.2

{(commencing with Seciion 22384) o Division 8 of the Business and Professions Code relatng ta
privacy.

Service Agreement: Refers o the Contract or Purchase Order w which this DPA supplemenis and
modifies.

Schoeol Officiak: For the purposes of this Agreement and pursuant to CFR 99.31 (R), a School Official is
a contractor that: (1) Performs an institutional service or function for which the agency or institution
would otherwise use employees; (2) Is under the direct contrel of the agency or institution with respect
to the use and maintenanes of education records; and (3) Is subject to CFR 99.33(2) governing the use
and re-disclosure of personally identifiable information from student records.

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its
users, students, of students’ parents/guardians, that is descriptive of the student including, but not limited
to, information in the student's educational record or email. first and tast name, home address, telephone
number, email address. or other information aflowing online contact, discipline records, videos, test
results, special education data, juvenile dependency records, grades, evaluations, criminal records.
medical records. health records, social security numbers, biometric indormation, disabilities,
socioceconomic information. food purchases, political affiliations, religious information text messages.
documents, student idemtifies. search activity, photos, volee recordings or geolocation information.
Student Data shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of
California and Federal Taws and regulations. Btudent Duta as specified in Exhibit B is confirmed to be
collected or processed by the Provider pursuant w the Services. Student Data shall not constitute that
mformation that has been anonymized or de-identified, or anonymous usage data regarding a student's
use of Provider's services.

Subseribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider's General Offer of Privacy Terms.

Subproeessor: For the purposes of this Agreement, the term "Subprocessor” (sometimes referred to as
the "Subcontractor”} means a party other than L.LEA or Provider. who Provider uses for data collection,
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analytics, storage, or other service o operate andfor improve its software, and who has access 1o PIL.
This term shall aiso include in it meaning the term "Service Provider,” as it is found in SOPIPA.

Targeted Advertising: Targeted adverticing meang preseniing an advertisement to a student where the
selection of the advertissment is based on student information, student records or student penerated
content or inferred over time from the usage of the Provider's websiie, online service or mobile
application by such student or the retention of such student's online activities or requests over time,

Third Party: The term "Third Party” as appears in Califurnia Educaiion Cede § 49073.1 (AB 1584,
Buchanan) means a provider of digital educational software or serviees. ineluding cloud-based services,
for the digital storage, managemnent, and retrieval of pupil records. However, for the purpase of this
Agreement, the teon "Third Party” when used to indicate the provider of digital educational software or
services is replaced by the term "Provider,”

o
L)



EXHIBIT “D"
DATA SECURITY REQUIREMENTS

See aftached sheet
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DATA TRANSFER:

Clever requires that all data transfer via its website and ARl use the Transport Layer Security
{TLS) cryptographic protocol over a HTTPS connection. This means that unigue session keys are
used to encrypt and decrypt data transmissions and te validate fransmission integrity. Clever
servers prefer perfect forward secrecy {using ECDHE) to encrypt data vsing 256 bit Advanced
Encryption Standard {AES) — which surpasses the standard adopted by theconsumer banking
industry and the US Government fof the secure transmission of classified

data.

S50 AND AUTHENTICATION:

SAML 2.0 is an XML-based protocol that uses security tokens containing assertions to pass
information about @ principal betwesn a SAML autharity (Identity Provider} and a SAML
consumer {Service Provider). QAuth 2.0 authentication accurts over TES/SSL protocols.

TRAMSPORT LAYER SECURETY:

Clever requires that all data transfer via its website and APt use the Transport Layer Security
{TLS} or Secure Sockets Layer version 3 {5SLv3} crypiographic protocol over a HTTRS connection.
This means that unique session keys are used to encrypt and decrypt data transmissions and to
validate transmissian integrity.

INTERNAL SECURITY AND PRIVACY AT CLEVER,
Clever has an effective information security pragram which includes employee security training,
device security policies, and 2 secure software-development lifecycle. Clever has developed,
implemented appropriate administrative, technicat and physical security measures to preserve
the confidentiality, integrity and availability of all electrenically maintained or transmitted pupil
recards received from or an behalf of District. Clever has designated and trained responsible
individuals to ensure the security and confidentiality of pupil recards. Clever daes this in the
following ways:
Designation and train|ng
+ We create a culture of security for alt Clever employees through activitios like:
0 security awareness training
o Legal training on FERPA and COPPA and pertinent state laws
e Clever has a team that is focused on maintaining data securlty at Clever.

This team meets regularly te discuss the latest threats and countermeasures, and is responsible
for monitoring the various security-related information feeds and respanding to security
incidents. Our support agents are also trained {0 not share confidential data and how to
securely handle credentials.

We regularly calebrate employee efforts to make data more secure through public recognition,
a small bonus and maney to give to the charity of their choice. See http://clever.com/security
for more details. Alt Clever services run in AWS, which has several information security
certifications, including 150 27001, SOC 1/2/3, and more. See
https://aws.amazen.com/compliance/ for more details.



EXHIBIT "E"
GENERAE OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and YeNtura County Office of
and which is dated April 1, 2017 toany other LEA ("Subseribing L EA™} to anywhe accepts this
General Offer though ity signature below. This General Offer shall extend only to privacy protections
and Provider™s stenaturc shall not necessarily bind Provider to other terms. such as price, term, or
schedule of services, or to any other provision not addressed in this DPA. The Provider and the other
LEA muy alse agree w change the data provided by LEA to the Provider te suit the unigue needs of the
LEA. The Provider may withdraw the General Offer in the event oft (1} 2 material change in the
applicable privacy statutes; (2) a material change n the services and products isted ip the Originating
Service Agreement: or three (3) vears afier the date of Provider's sipnstire to this Form, Provider shall
nofify the Califorma Studemt Privacy Alliance in the event of any withdrawal so that this information
may be gansmitted {0 the Allianee's ugers.

Clever
j_a‘:-/‘__/ ; P :
| e @ Aprit 1, 2017
Pate:
Ben Adida VP of Engineering
Printed Nams: Title/Position;

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreenient with Provider. and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore he
bound by the same terms of this DPA.

BASS LaKE TJoiw T Uniop) ESH
Date: /{/ZOI/Z(/'?JQ

Printed Namc:___KA"JMLL /l'/ . 55’4"; Titie/Pasition Sﬁﬁff(ﬂ"’ 7ew Den Y
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