DPA: 09-2020

Student Data Privacy Agreement (U.S. Educational Institutions)

This Student Data Privacy Agreement (“DPA”) is entered into on this day of
May 5 , 202 lbetween Autodesk, Inc. (“Autodesk™) and the educational
institution that has signed this DPA (the “Educational Institution™).

1. DEFINITIONS. For purposes of this DPA, the following terms have the meanings
set forth below:

“Administrative Contact” means the administrative contact for the Educational
Institution identified below, or as updated by Educational Institution by written
notice to Autodesk.

“Breach” means the unlawful or unauthorized destruction, loss, alteration,
disclosure, exfiltration of or access to PII or Student-Generated Content

“CCPA” means California Consumer Privacy Act of 2018, Cal. Civ. Code §
1798.100 ef seq., and its implementing regulations.

“FERPA” means the Family Educational Rights and Privacy Act, 20 U.S.C.
§ 1232g, and its implementing regulations enacted at 34 C.F.R. Part 99.

“Personally Identifiable Information” (“PII”) has the same meaning as
defined under FERPA at 34 C.F.R. § 99.3. To the extent that Educational
Institution provides Autodesk with Student Personal Information from California
residents in connection with the Service, PII shall also include the “personal
information” of such California residents, as that term is defined under CCPA at
Cal. Civ. Code § 1798.140(0).

“PPRA” means the Protection of Pupil Rights Amendment, 20 U.S.C. § 1232h
“Service” means Autodesk Fusion 360.

“School Official” has the same meaning as under FERPA at 34
C.F.R. § 99.31(a)(1), and includes contractors, consultants, volunteers, or other
parties to which an educational institution has outsourced institutional services
or functions.

“Student” means a student enrolled at the Educational Institution using a
Student Account.

“Student Account” means an Autodesk Account for an individual registered as
a “Student,” which permits access to the Service for educational purposes.
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“Student-Generated Content” means materials created by a Student using the
Service through a Student Account such as, for example. models. circuit designs,
and codeblocks.

“Subprocessor[s]” means a service provider of Autodesk, [nc. or its affiliates.

RESPONSIBILITIES OF AUTODESK

Autodesk and Educational Institution acknowledge that Educational Institution
must comply with applicable federal and state laws, such as FERPA and PPRA.
Autodesk shall conduct the Service consistent with the requirements of
applicable federal and state laws, such as FERPA and PPRA.

Autodesk agrees that to the extent that Educational Institution is subject to
FERPA and provides Autodesk with Student PII in connection with the Service,
Autodesk will be considered a School Official.

Autodesk agrees that to the extent that Educational Institution provides Autodesk
with Student PII from California residents in connection with the Service,
Autodesk will handle all Student Personal Information as a “service provider” to
Educational Institution with respect to such Student Personal Information, as that
term is defined by CCPA.

As between the parties, Autodesk acknowledges that the Educational Institution
is the owner of Student PII and Student-Generated Content provided by the
Educational Institution through the Service.

Autodesk will collect, use, and otherwise process Student PIf and Student-
Generated Content provided by Educational Institution through the Service only
as described in this DPA and the Autodesk Privacy Statement, including the
Autodesk  Children’s Privacy Statement, available at

e ;vhich is incorporated' into this DPA by
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reference. This includes features which may allow Students to post Student-
Generated Content and PII to interactive features on Autodesk website and in the
Service, which may be viewed by other Autodesk users outside of the
Educational Institution. Autodesk will not (i) use Student PII or Student-
Generated Content for any purposes not specified in this DPA, or not authorized
by the parent/guardian or the Educational Institution, (ii) use Student PII or
Student-Generated Content for advertising or marketing purposes; (iii) use
Student PII or Student-Generated Content to amass a profile about a student
except in furtherance of the Service; (iv) sell Student PII or Student-Generated
Content, or (v) disclose Student PII or Student-Generated Content, unless
permitted by law or upon approval of the Educational Institution. Autodesk will
not collect more information than is reasonably necessary in order to provide the
Service.

To the extent that Autodesk transfers any Student PII or Student-Generated
Content collected through the Service to Subprocessors, Autodesk agrees to have
written agreements with said Subprocessors, so that data is processed in
accordance with this DPA.

Autodesk agrees that it will destroy Student PII or Student-Generated Content
provided through the Service within its possession, custody, or control within
ninety (90) days following the time that the Student Account is deleted.
Notwithstanding the foregoing, Autodesk shall be permitted to retain an archival
copy of the Student PII or Student-Generated Content as may be required by law
or permitted by law.

3. RESPONSIBILITIES OF EDUCATIONAL INSTITUTION

3.1.

3.2.

3.3.

Educational Institution shall gather and/or provide consent in accordance with
applicable law prior to Students’ use of the Service, if such consent is required.

Educational Institution acknowledges that it is Educational Institution’s sole
responsibility to ensure that any Student PII it discloses to Autodesk or authorizes
Autodesk to collect under this DPA is in compliance with all applicable laws and
regulations, including but not limited to FERPA and the Protection of Pupil
Rights Amendment, set forth in 20 U.S.C. § 1232h.

Educational Institution understands that Autodesk permits only Students who
indicate that they are age 13 and older to use the Service in the United States.
Educational Institution shall ensure that all Students that use the Service are age
13 or older. Educational Institution shall ensure that its students access the
Service through Autodesk Education Community (or any successor Autodesk
education platform), register as a student, and provide accurate registration
information.
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4. DATA SECURITY

4.1.

4.2.

43.

4.4.

4.5.

4.6.

4.7.

4.8.

Autodesk agrees to protect and maintain Student PII and Student-Generated Content
with commercially reasonable security measures that include appropriate
administrative, physical, and technical safeguards to secure Student PII and
Student-Generated Content from unauthorized access, disclosure, and use.

Autodesk agrees to use best practices to secure usernames, passwords, and any
other means of gaining access to the Service or Student PII or Student-Generated
Content.

When the Service is accessed using a supported web browser, Autodesk agrees
to use Hyper Text Transfer Secure (HTTPS) technology, which uses bothserver
authentication and data encryption to help keep Student PII and Student-Generated

Content secure.

Autodesk agrees to maintain security protocols that meet industry best practices
in the transfer or transmission of data related to the Service, including that data
may only be viewed or accessed by parties authorized to do so.

Autodesk agrees to provide periodic security training to employees who process
Student PII and Student-Generated Content, and require such employees to comply
with applicable student privacy laws.

Autodesk agrees to conduct periodic risk assessments of the Service.

When hosting Student PII and Student-Generated Content, Autodesk agrees to host
data in an environment using a firewall that is periodically updated according to
industry standards.

Access, edit, and deletion of Student PII and Student-Generated Content subject to
this DPA, is available as a self- service feature through the Service. If a legal
guardian or Student would like to access, edit, delete, or exercise any other right
under applicable law with respect to any Student PII or Student-Generated Content
subject to this DPA, to the extent not available through the Service, they must
route such requests to the Educational Institution. Administrative Contact can
make such requests to Autodesk on behalf of Educational Institution, legal
guardian, or Student and Educational Institution by providing Autodesk with the
Student’s name and email address for the applicable Student Account.
Educational Institution shall verify the identity of the Student, including
Student’s enrollment at Educational Institution, and the legal guardian.
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Download of Student-Generated Content is available as a self-service feature
through the Service.

In the event of a verified Breach arising from Autodesk’s provision of the
Service, Autodesk shall notify the affected Student and Educational Institution
in compliance with applicable law as related to the Breach. Actions following a
Breach may also include a summary of remediation actions, depending on
incident type.

If Autodesk becomes compelled by law or regulation (including securities laws),
subpoena, court order, or other administrative directive to disclose any Student
PII or Student-Generated Content, Autodesk will provide Student and Educational
Institution with prompt written notice, to the extent permitted by law and to the
extent that the Student maintains accurate school information in their Student
Account, so that Student or Educational Institution may seek an appropriate
protective order or other remedy. If a remedy acceptable to Educational
Institution or Student is not obtained by the date that Autodesk must comply with
the request, Autodesk will furnish only that portion of the Student PII and
Student-Generated Content that it is legally required to furnish, and Autodesk
shall take reasonable steps to require the recipient of the Student PII or Student-
Generated Content to exercise commercially reasonable efforts to keep the
Student PII or Student-Generated Content confidential, to the extent permitted
by law.

5. MISCELLANEOUS

5.1

5.2.

5.3.

Term. The term of this DPA shall commence on the date specified below
and terminate in accordance with the terms of this DPA.

Termination. Either party may terminate this DPA upon 90 days prior
written notice to the other party. Prior to the expiration of such 90-day period,
Educational Institution shall instruct Students to delete any Student PII and
Student-Generated Content provided by Educational Institution pursuant to this
DPA that is required to be deleted under applicable law or the Educational
Institution’s policies and ensure such deletions are made.

Changes to Terms. To the maximum extent permitted by applicable law,
Autodesk reserves the right from time to time to (and Educational Institution
acknowledges that Autodesk may) modify this DPA as set forth in this
Section. Autodesk will notify (the “Modification Notice”) Educational
Institution of the modification to this DPA (the “Modified Agreement”). If
Educational Institution does not agree to the terms of the Modified
Agreement, it may reject the modification by notifying Autodesk in writing
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of the rejection within 30 days of the Modification Notice. [t Educational
Institution rejects a modification under these circumstances, its access to and
use of the Service will continue to be governed by this DPA in effect
immediately before the modification until 90 days after the Modification
Notice. Within such 90-day period. Educational Institution shall instruct
Students to delete all Student PII and Student-Generated Content and ensure
such deletions are made. Use of the Service after such 90-day period shall be
under the terms of the Modified Agreement. Notwithstanding the forgoing.
modifications to the Privacy Statement will be handled as described therein.

Priority of Agreements. [n the event there is conflict between the terms of
this DPA and the Terms of Use for the Service, the terms of this DPA shall
apply and take precedence.

Notice. All notices or other communication required or permitted to be given
hereundcr will be in writing and given by e-mail transmission sent to/from
AR . Notifications to Educational Institution shall be

prov1ded via emml to the Admmlstratlve Contact.

Entire Agreement. This DPA constitutes the entire agreement of the parties
relating to the subject matter hereof and supersedes all prior communications.
representations, or agreements, oral or written. by the parties relating thereto.
Neither failure nor delay on the part of any party in exercising any right,
power, or privilege hereunder shall operate as a waiver of such right, nor shall
any single or partial exercise of any such right, power, or privilege preclude
any further exercise thereof or the exercise of any other right, power, or
privilege. Neither party shall assign this DPA or any right, interest, or benefit
under this DPA . without the prior written consent of the other party, provided
that Autodesk may assign or transfer this DPA to an affiliate or in connection
with a merger, change of control, reorganization or sale or other disposition
of the Service or assets related to the Service.

Severability. Any provision of this DPA that is prohibited or unenforceable
in any jurisdiction shall. as to such jurisdiction, be ineffective to the extent of
such prohibition or unenforceability without invalidating the remaining
provisions of this DPA, and any such prohibition or unenforceability in any
jurisdiction shall not invalidate or render unenforceable such provision in any
other jurisdiction. Notwithstanding the foregoing, if such provision could be
more narrowly drawn so as not to be prohibited or unenforceable in such
Jurisdiction while, at the same time. maintaining the intent of the parties. it
shall. as to such jurisdiction, be so narrowly drawn without invalidating the
remaining provisions of this DPA or aftfecting the validity or enforceability
of such provision in any other jurisdiction.






AMENDMENT TO STUDENT DATA PRIVACY AGREEMENT (U.S. EDUCATIONAL INSTITUTIONS)

This AMENDMENT TO STUDENT DATA PRIVACY AGREEMENT (U.S. EDUCATIONAL INSTITUTIONS
(“Amendment”) by and between Autodesk, Inc. (“Autodesk”) and IRVINE UNIFIED SCHOOL DISTRICT on
behalf of itself and its affiliated schools (“Customer” or “IUSD”), is entered into on May 5, 2021 (the
“Effective Date”), with reference to the facts set forth below. Autodesk and IUSD agree to amend the
terms and conditions of the Student Data Privacy Agreement (U.S. Educational Institutions)
(“Agreement”), upon and subject to the terms and conditions of this Amendment, notwithstanding
anything to the contrary in the Agreement. Initial capitalized terms not otherwise defined herein shall
have the meaning set forth in the Agreement.

RECITALS

a. Autodesk and IUSD have mutually agreed to amend the Agreement as set forth in this
Amendment.

AGREEMENT

NOW THEREFORE, in consideration of the mutual covenants, promises, representations, warranties, and
conditions set forth herein, Autodesk and IUSD hereby agree as follows:

1. Section 2.1 of the Student Data Privacy Agreement (U.S. Educational Institutions) is hereby
deleted and replaced with the following: “Autodesk and Educational Institution acknowledge
that Educational Institution must comply with applicable federal and state laws, such as FERPA
(20USC 1232g — 34CFR Part 99), PPRA (20 USC 1232), AD 1584 (California Education Code
49073.1), SOPIPA (California Business and Professions Code 22584), and all other applicable data
privacy statutes. Autodesk shall conduct the Service consistent with the requirements of these
laws.”

2. Section 2.5 of the Student Data Privacy Agreement (U.S. Educational Institutions) is hereby
amended to add the following: “For avoidance of doubt, Autodesk shall not use Student PIl or
Student Generated Content for targeted advertising purposes.”

3. The Agreement is hereby amended to clarify that this Amendment is valid for all IUSD
subscriptions to the Service. Subscription periods for the Service shall not be automatically
renewed without the confirmation of IUSD that it would like to continue Education access.

4. Except as otherwise expressly modified herein, all terms and conditions of the Agreement shall
remain in full force and effect. To the extent there is a conflict between this Amendment and
the Agreement, this Amendment shall control.

5. This Amendment may be executed in muiltiple counterparts, each of which shall be deemed an
original and, together shall constitute one document.

IN WITNESS WHEREOF, Autodesk and IUSD have executed this Amendment to Student Data Privacy
Agreement (U.S. Educational Institutions as of the Effective Date.

<<Signature Page Follows>>

| kl"l Pa ge
Amendment to Student Data Privacy Agreement (U.S. Educational Institutions)
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¢ view, interact with and download content
o take tutorials, create, edit, and import content
* like or follow other creators and their content
¢ comment on others’ content
. upload‘a photo
¢ participate in contests

* view in-application notifications
During the registration process, we will ask the child to provide certain personal data, including:

* a parent or guardian’s email address
* the child’s name (only in the case of parent moderation)
the child’s member or account username, and password
the child’s birthdate to validate age.

We will not require a child to provide more data than is reasonably necessary to use Children’s
applications. If a child chooses not to share certain personal data (such as a parent or guardian’s
email for purposes of gathering consent) with us, we may limit their access to account creation and
certain features, such as publishing content publicly.

We use the information provided during registration for security purposes and to send notices to or
gather consent from parents or guardians. We also use this personal data to provide the Children’s
application, as described in Autodesk’s Privacy Statement. We retain data consistent with our
retention practices. If we do not receive parental consent within reasonable time, we will delete the
parental contact information provided by the child.

Some activities, such as completing tutorials, do not need personal data from children, and we may
not notify parents or guardians or seek their consent if we are not collecting or otherwise processing
personal data from their child.

Parental or guardian consent

Our Children’s applications sometimes allow children to create, share and publically post content.
Before allowing children to use certain features and functionality that collect personal data from
them, we seek further parental or guardian consent:

* by asking for a credit card or other payment method for verification (with a nominal charge
involved), or

°* by requiring a signed consent form to be submitted by mail or email attachment.

We also require parents or guardians to open their own account so that they can view and moderate
their child’s account. For further details, please see “Moderator Choices and Controls (#controls)”
below. T

After providing further parental consent, we may offer parents or guardians the opportunity touse a
password in future communications as a way to confirm the parent’s identity.

Teacher consent in lieu of a parent

https:/fwww.autodesk.com/company/legal-notices-trademarks/privacy-statement/childrens-privacy-statement
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In some of our applications, we may collect online contact information, such as an email address, in
order to communicate with a child who makes a specific request through customer service. For
example, a child may email us to ask for help in understanding how to use a design tool that the child
is having trouble with. Or the child may want to sign up for a monthly newsletter.

If we have actual knowledge that we are communicating with a child under the age of 13 without
parental consent, we will respond once to the communication, delete their personal data, and will not

participate in any ongoing communication.
Here is how we would handle communication requests:
* One-time communication

After we respond to the child’s question or request, we or our service provider will delete this
data immediately after responding to the question or request.

If a child initiates additional communication, submits additional tickets, or signs up for
newsletters, we will delete the child’s personal data in each instance, and will not retain a
record. The parent may need to opt-out of each communication separately.

¢ Communicating more than once

Where there is an activity or service where we need to communicate with a child more than once
and we have not already obtained parental consent:

If we collect the child’s contact data for ongoing communications, we will also require a
parent’s email address (if we have not already obtained verifiable parental consent) so we can
notify the parent about the collection and use, and to provide the parent with an opportunity to
prevent further contact with the child.

Persistent Identifiers

When children interact with us, certain personal data and non-personally identifiable data may be
collected automatically, both to make our applications more interesting and useful to children and for
various purposes related to our business.

Examples include:

° the type of computer operating system

* the child’s IP address or mobile device identifier

* the web browser used

* the frequency with which the child visits various parts of our applications

* data regarding the online or mobile service provider

This data is collected using technologies such as cookies, pixel tags, web beacons, and other unique
identifiers (“Cookies”). This data may be collected by Autodesk or by a third-party. For a list of third
parties that use Cookies on our Children’s applications and links to their privacy policies, please visit
the Children’s Privacy Statement - Analytics List

and a list of third parties that use Cookies on our general interest applications.

https://www.autodesk.com/companyllegal-notices-lrademarks/pn‘vacy-statement/childrens-pﬁvacy-statament 4/8
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CARU COPPA Safe Harbor

This Privacy Statement and the CARU icon shown on Tinkercad.com confirm that Autodesk, Inc. is a
valid licensee and participating member in the CARU Safe Harbor Program (“CARU Safe Harbor”). To
protect your privacy, we have voluntarily undertaken this privacy initiative. CARU has reviewed and
certified that we meet established online information collection and use practices on all applications

where our icon is posted.

As part of the CARU Safe Harbor, we are subject to audits and frequent monitoring of our applications
and other enforcement and accountability mechanisms administered independently by CARU.

If you believe that we have not responded to your inquiry or your inquiry has not been satisfactorily
addressed, please contact CARU at:

infocaru@bbbnp.org (mailto:infocaru@bbbnp.org)

CARU Safe Harbor

Attn: Director

112 Madison Avenue, 3" Floor
New York, NY 10016

FOLLOW AUTODESK

ﬁ Facebook (https://www.facebook.com/autodesk)
Instagram (https://www.instagram.com/autodesk)

O Twitter (https://twitter.com/autodesk)

@ LinkedIn (https://www.linkedin.com/company/autodesk)

All social media (/social-media)
@ worldwide sites (/site-selector)

PRODUCTS (/PRODUCTS)
BUYING (HTTPS://WWW.AUTODESK.COM/STORE)
SUPPORT & LEARNING (HTTPS://KNOWLEDGE.AUTODESK.COM/SUPPORT)

AUTODESK (/COMPANY)

Privacy settings (javascript;) | Privacy/Cookies {https:;//www.autodesk.com/company/legal-notices-trademarks/privacy-
statement) | About our Ads (https://www.autodesk.com/company/legal-notices-trademarks/privacy-statement/autodesk-
privacy-statement-2015-english#fmixpanel) | Legal (https://www.autodesk.com/company/legal-notices-trademarks) |

https:/Awww.autodesk.com/company/legal-nolices-trademarks/privacy-statement/childrens-privacy-statement 7/8
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example, in the “About Box” or a .txt file), on a web page specified by Autodesk or in the Special Terms
or Documentation for the Offering for which the Third-Party Materials/Services are provided
(collectively, “Third-Party Terms”). If there are no Third-Party Terms, Your use must be (i) limited to
the same terms as the Offering for which You received the Third-Party Material/Services, and (ii)
solely in connection with Your use of such Offering. You take sole responsibility for determining,
obtaining and complying with all Third-Party Terms. Autodesk will have no responsibility for, and
makes no representations and warranties regarding, (a) any Third-Party Material/Services or Your use
of such Third-Party Material/Services, and (b) the Third-Party Terms or Your compliance with such
Third-Party Terms.

11.4 Use of Your Content

In order for You to access or use certain Offerings, or for Autodesk to provide You with certain
services, You may wish to upload or otherwise share Your Content. Autodesk personnel will not use
Your Content except (i) at Your request, or with Your consent—for example, when providing You
support, or addressing a technical issue or other request; (ii) in connection with providing and
improving Offerings (including maintaining, securing, updating or otherwise modifying Offerings); or
(iii) in connection with legal-related obligations, enforcement, investigations or proceedings (for
example, in response to a valid subpoena). In general, Autodesk does not screen or review content
that is posted to any Offering, website or service or otherwise made available to Autodesk. Autodesk
reserves the right, however, to screen and review Your Content, and may block or remove content for
any reason, including because it is not in compliance with these Terms (for example, illegal, offensive
or phishing-related postings or spam). When You provide or make accessible Your Content, You
authorize Autodesk and its designees to use, reproduce, modify, distribute and make available Your
Content in connection with providing You with Offerings and allowing Autodesk to fulfill its
obligations and as otherwise permitted by these Terms.

You (a) are responsible for all of Your Content and for ensuring that Your Content and its use with any
Offering comply with all applicable laws and regulations and these Terms, and (b) warrant that Your
Content will not infringe or misappropriate any intellectual property or proprietary rights of any
person or violate any applicable laws or regulations. Autodesk recommends that You secure and
protect Your Content by using appropriate encryption and security technology. You acknowledge that
online services may suffer occasional disruptions or outages, and You may not be able to retrieve Your
Content as a result. Autodesk recommends that You regularly backup Your Content to Your own
storage. You are at all times responsible for storing and maintaining any such backup copies of Your
Content.

11.5 Collaboration and Sharing of Your Content

Some Offerings permit You to collaborate with others, including sharing Your Content or publishing
Your Content—for example, to a forum or to other services. If You choose to share or publish Your
Content (whether by collaboration on or sharing files with a project, emailing, sharing a link, sharing
files with other applications or services, posting in a forum or gallery or otherwise), then others
(including, in some cases, the general public) may be able to use, sell, reproduce, modify, distribute,
make available, display, transmit and communicate Your Content. Forums and galleries may be public,
and submissions are generally public. Once You share or publish Your Content, suspending or
terminating access will not delete or inhibit access to any of Your Content that was earlier copied,
transferred or otherwise shared or published. If You do not want others to have any such access or
any of those rights, do not use the sharing, publishing or other collaboration features of the Offerings
and set Your permissions accordingly.

An Offering may feature links to third parties that offer services, software or other materials that
complement such Offering. Such links are provided as a convenience to You. Autodesk does not
monitor or control what such third parties will do with Your Content. You are responsible for ensuring
the appropriate level of access to Your Content by any third party. If You authorize any of Your

https:/iwww.autodesk.com/company/terms-of-use/en/general-terms 8/25
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15. Limitations On Use
15.1 Offerings are tools

The Offerings are tools and are intended only to assist You with Your design, analysis, simulation,
estimation, testing and other activities and are not a substitute for Your professional judgment or
Your own independent design, analysis, simulation, estimation, testing or other activities, including
those with respect to product stress, safety and utility. Due to the large variety of potential
applications for the Offerings, they have not been designed or tested for any specific uses, and it is
Your responsibility to determine whether the use of an Offering is appropriate for the purposes You
pursue. Autodesk will not be responsible or liable in any manner whatsoever for the results obtained
through use of the Offerings, including any Output. You are responsible for Your (including Your
Authorized Users') use of the Offerings and any results produced by the Offerings, including any
Output. Your responsibilities include, without limitation, the determination of appropriate uses for the
Offerings and the selection of the Offerings and other computer programs and materials to help
achieve Your intended results. You are also responsible for establishing the adequacy of independent
procedures for testing the reliability, accuracy, completeness, compliance with applicable legal
requirements, and other characteristics of any Output, including, without limitation, all items
designed with the assistance of the Offerings. You further acknowledge that the Offerings and Output
may not achieve the results You desire within Your design, analysis, simulation, estimation, testing
and other constraints.

15.2 Offerings are not designed for storage of sensitive personal information

The data storage functionality associated with Offerings is NOT suitable for the storage of Social
Security numbers, credit or debit card numbers, financial account numbers, driver’s license numbers,
medical information or health insurance information; data about personal characteristics or other
personal information, such as race or ethnic origin, religion or philosophical beliefs, political
affiliation or opinions, genetic or biometric data, sexual orientation or trade union membership; or
other information that may expose, or pose a risk of harm to, an individual if improperly disclosed or
used (collectively, “Sensitive Personal Information”). Except as expressly required by Autodesk (for
example, a credit card number used to purchase a subscription), You will not upload or otherwise
make available to Autodesk any Sensitive Personal Information, including any files containing
Sensitive Personal Information, in connection with Your use of any Offering.

15.3 Acceptable use of offerings

You will access and use (and permit access to and use of) Offerings only in conformance with (and will
comply with) all applicable laws. Except as expressly authorized by these Terms, including any
Additional Agreement or Special Terms, or as otherwise expressly permitted in writing by Autodesk,
You will not:

* Reproduce, modify, adapt, translate, port or create derivative works of all or any portion of any
Offering, except as expressly permitted by applicable law notwithstanding a contractual
prohibition to the contrary;

® Sublicense, distribute, transmit, sell, lease, rent, loan or otherwise make available all or any
portion of any Offering (including any functionality of any Offering) to a third party or provide
any functionality of any Offering to a third party (whether on a service bureau basis or
otherwise); and

* Access or use any Offering on or through the internet (other than as made available by
Autodesk through the internet), any wide-area network (WAN) or any other non-local network;
on or through any virtual private network (VPN); or on or through any application virtualization
technology, remoting virtualization technology, web-hosting, timesharing, software as a

hitps://www.autodesk.com/company/terms-of-use/en/general-terms 10/25
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service, platform as a service, infrastructure as a service, cloud or other web-based, hosted or
similar service.

In addition, You will not:

* Remove any copyright, trademark, confidentiality or other proprietary rights notice from any
Offering, Documentation or related material;

* Remove, disable or otherwise limit the effectiveness of any technical protection used by
Autodesk to (i) manage, monitor, control or analyze the installation of, access to, or use of any
Offering or (ii) protect Autodesk’s intellectual property rights;

® Post, transmit or otherwise make available using the Offerings any information or material that

is or may be:
o false, libelous, defamatory, fraudulent or otherwise unlawful or tortious;

o threatening, harassing, degrading, hateful or intimidating, or that otherwise fail to
respect the rights and dignity of others;

© obscene, indecent, pornographic or otherwise objectionable;

°© protected by copyright, trademark, design rights, trade secret rights, right of publicity or
privacy, or any other proprietary right, without the express prior written consent of the
applicable owner;

© anational or state secret, classified information or any other information or material
(including any photograph, drawing, plan or model) that is subject to official
confidentiality treatment;

© secret codes, countersigns, crypto-currency, passwords or other similar information;

© advertising, spam, an offer to sell or buy any goods or services, a “chain letter” or any
other form of solicitation; or

© any malware (such as a virus, worm, Trojan horse, Easter egg, time bomb or spyware) or
other computer code, file or program that is or is potentially harmful or invasive or
intended to damage or hijack the operation of, limit the use of, or monitor the use of, any
hardware, software or equipment;

* Use the Offerings in any way that is fraudulent or otherwise unlawful or tortious, or has any
fraudulent or other unlawful or tortious purpose or effect;

* Interfere with or disrupt the operation of any Offering or the servers or networks used to make
any Offering available, including by hacking or defacing any portion of an Offering;

* Attempt to probe, scan or test the vulnerability of any Offering or to breach or circumvent any
security or authentication measures used by any Offering;

* Use any Offerings as storage for “remote loading” or as a “door” or “signpost” to other web
pages or internet resources, whether inside or beyond the sites through which the Offerings are
provided,;

¢ Impersonate any other individual or entity or falsely state or otherwise misrepresent Your
affiliation with any person or entity;

* Use the Offerings in connection with any inherently dangerous application, including any

application that could result in death, personal injury, catastrophic damage or mass
destruction;

* Collect content or information, from or with an Offering, using automated means (such as any
robot, spider, site search/retrieval application or other device to retrieve, index, “scrape,” or
“data mine”);

hitps:/fwww.autodesk.com/company/terms-of-use/en/general-terms 11/25


















12/4/2020 Terms of Use | General Terms | Autodesk

the event of such a termination by You, Autodesk (or an applicable reseller) will refund the prorated
portion of any prepaid fees applicable to the remaining term of Your subscription for the affected
Offerings after the effective date of termination. Such date will be the end of the term of such
Offerings. If the subscription is renewed or extended, it will be under the then-current Terms. Notices
by You or Autodesk will be provided as set forth below, except that You may also provide Your notice
of rejection (within the 30-day period described above) to the email address, or in any other manner,
specified in the Modification Notice.

Notwithstanding the forgoing, modifications to the Privacy Statement, Special Terms, Subscription
Types, Subscription Benefits or other policies will be handled as described therein.

You acknowledge that Your commitments with respect to the Offerings and Subscription Benefits are
not contingent on delivery of future features or functionality (or oral or written statements about
future features or functionality).

21.3 Language of terms; Interpretation

The English language version of these Terms will be the version used when interpreting or construing
these Terms, and any notices or other communications in connection with these Terms will be
provided in the English language. Any reference in these Terms to “days” are to calendar days unless
otherwise specified. The words “including” and “for example” or “e.g.,” and words of similar import, are
not limiting or exclusive and will be deemed followed by “without limitation,” whether or not such
language is included. Section and other headings are for ease of reference only and are not to be used
to interpret the meaning of any provision. Any rights and remedies provided for in these Terms are
cumulative and are in addition to, and not in lieu of, any other rights and remedies available under
applicable law.

21.4 Autodesk Party, Governing Law, and Dispute Resolution

Depending on where Your principal place of business is (or, if You are an individual, where You are
resident), these Terms are between You and the Autodesk Party set out below. The governing law for
these Terms, including any rights, obligations and claims of the parties, will be as specified below.
Similarly, any dispute, claim or controversy arising out of or relating to these Terms, including the
breach, performance, termination, enforcement, interpretation or validity of these Terms (and whether
under contract, tort, including and strict liability, competition law or otherwise), and including the
determination of the scope or applicability of the dispute resolution provisions of these Terms, will be
finally determined under the law, in the location and by the dispute resolution process specified

below (except as may be specified in the "Country/Jurisdiction-Specific Terms" section (Section 23).

- Your principal place of References to “Autodesk Governing law is: Exclusiv

" business (or, if You are an Party” means the ¢ jurisdict

_individual, the place of following Autodesk dispute |
Your residency) entity:

United States Autodesk, Inc., a Delaware (i) State of California, and . (i) Unite

corporation (ii) to the extent Court fol
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of the United States San Fran

. Superior

' State of

of Marin
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Mainland China, Hong Autodesk, Inc., a Delaware Hong Kong Arbitrati

Kong and Macau corporation arbitratc
administ
Kong Int
Arbitrati
(HKIAC)
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Europe, the Middle East or Autodesk Ireland Ireland Courts o
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Worldwide unlessin a Autodesk, Inc., a Delaware (i) State of California, and (i) Unite

country or region corporation (ii) to the extent Court fo
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of the United States San Fran

Superior
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If You have any dispute with respect to an Offering or otherwise arising from or relating to these
Terms (including any Additional Agreement, any Special Terms, the Autodesk Privacy Statement or any
other applicable terms), You will first seek to resolve the dispute informally with the Autodesk Party
as set forth above by providing notice of the dispute (including a description of the dispute and
related documentation) in the manner described below for Notices and cooperating with the Autodesk
Party to try to address the matter amicably. If the dispute is not resolved within 30 days from receipt
of the notice, either You or the Autodesk Party may file a formal claim in the forum for dispute
resolution described above (depending on Your principal place of business or, if You are an individual,
Your place of residence).

Notwithstanding the foregoing, Autodesk may apply for injunctive relief and other equitable remedies
(or their equivalent) in any jurisdiction or forum.

21.5 Compliance

Autodesk has the right to verify (electronically or otherwise) Your installation of, access to, and use of
any Offerings, including installation, access and use by Your Authorized Users. As part of any such
verification, Autodesk or its authorized representative will have the right, on 15 days' prior notice to
You, to inspect Your records, systems, and facilities, including machine IDs, serial numbers and other
related information. Additionally, within 15 days of the verification request, You will, if requested,
provide copies of all records and other additional information related to Your (including Your
Authorized Users') installation of, access to, and use of the Offerings. If Autodesk determines that
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Your installation, access or use is not in conformity with these Terms (including any Additional
Agreement, Special Terms or other applicable terms), You will promptly remedy the noncompliance,
which may include purchasing valid subscriptions to bring Your usage into compliance, and pay the
reasonable costs of the verification. Autodesk reserves the right to seek any other remedies available
at law or in equity.

21.6 Force majeure

Neither party will be responsible or have any liability for any delay or failure to perform to the extent
due to unforeseen circumstances or causes beyond its reasonable control, including acts of God,
earthquake, fire, flood, sanctions, embargoes, strikes, lockouts or other labor disturbances, civil
unrest, failure, unavailability or delay of suppliers or licensors, riots, terrorist or other malicious or
criminal acts, war, failure or interruption of the internet or third party internet connections or
infrastructure, power failures, acts of civil and military authorities and severe weather (“Force
Majeure”). The affected party will give the other party prompt written notice (when possible) of the
failure to perform and use its reasonable efforts to limit the resulting delay in its performance.

21.7 Export

When You obtain, access or use an Offering, You must comply with the export control and
international trade laws and regulations of the United States and of any other country whose laws
apply to You or Your Content. You must not access or use any Offering from within a U.S. sanctioned
locaticn or if You appear on any U.S. government restricted parties list. You must obtain U.S.
government and any other required authorization before You obtain, access or use, or allow any third
party to obtain, access or use, any Offering for a U.S.-restricted end use. Restricted end uses include,
but are not limited to, work on nuclear, chemical or biological weapons or on missile systems capable
of delivering them. You must not upload or otherwise provide Autodesk with any content or materials
(including Your Content) that constitute classified information or that are subject to the International
Traffic in Arms Regulations (“ITAR") or its foreign counterparts. You must not upload or otherwise
provide Autodesk with any content or materials that cannot legally be transferred from Your location
to the United States or from the United States to Your location. You must not use any Offering to make
Your Content or any other content or materials available to any country, entity or other party that
cannot legally receive them under U.S. and other applicable law.

21.8 Government

For U.S. Government procurement, all Offerings that constitute or include Software are deemed to be
commercial computer software as defined in FAR 12.212 and DFARS 227.7202, as applicable, and any
successor regulations. Any use, modification, reproduction release, performance, display or disclosure
of the Software by the U.S. Government will be solely in accordance with the license rights,
restrictions and other terms set forth in these Terms (including any Additional Agreement or Special
Terms).

21.9 Assignment

You may not assign or otherwise transfer these Terms or Your rights or obligations under these Terms
(whether by operation of law or otherwise) without Autodesk’s prior written consent, and Autodesk
may terminate these Terms (including Your rights under these Terms) if You are acquired by, or come
to be controlled by, any other person or entity (whether by acquisition of shares, merger, or other
transaction) without such written consent of Autodesk. Autodesk may assign or otherwise transfer
these Terms (without Your consent or notice to You) as part of a reorganization, merger, sale of assets
or other transaction that involves all or a portion of the Offerings or related business.

21.10 No waivers
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Offering made by Autodesk to You that You rely on in purchasing the Offering; or (b) failure to provide
pre-contract information regarding an Offering that Autodesk is required by the law of the country
where You reside to provide to You before purchasing the Offering.

Also, nothing in these Terms purports to restrict or exclude (1) Autodesk’s liability for death or
personal injury caused by Autodesk’s negligence or (2) statutory liability for products under the
statute of a Member State of the European Union (e.g., the German Product Liability Act).

In addition, notwithstanding any limitations on Territory in these Terms, these Terms do not limit
cross-border access or use (such as access or use in one Member State of the European Union of
Offerings purchased in another Member State of the European Union) that is expressly authorized by
applicable law.

23.2 Australia

The following provision may apply to You depending on Your circumstances:

Our goods come with guarantees that cannot be excluded under the Australian
Consumer Law. You are entitled to a replacement or refund for a major failure
and for compensation for any other reasonably foreseeable loss or damage.
You are also entitled to have the goods repaired or replaced if the goods fail to
be of acceptable quality and the failure does not amount tc a major failure.

In addition to your other rights and remedies under law in relation to the Offerings, Offerings that are
legitimately purchased also come with a 90-day limited warranty as set out in these Terms. For
Australian customers, the warranty is given by Autodesk Australia Pty Ltd, an Australian company with
principal offices at Level 5, Building C, 11 Talavera Road, Macquarie Park, New South Wales, Australia.
If an Offering does not provide the general features and functions described in the Documentation in
the 90-day period after delivery to You, please call (+61) (0) 2 9844 8000 with details of Your product,
serial number, place of purchase, details of the defect and Your return contact details.

Autodesk will not be responsible for user error and may refer any such issues to a supporting reseller,
if any. You may be required to return the Offering to the address we provide to You at the time, at Your
own cost.

DESPITE ANYTHING ELSE IN THESE TERMS, IF ANY OFFERING IS SUBJECT TO THE MANDATORY
WARRANTIES OR GUARANTEES OF THE COMPETITION AND CONSUMER ACT (CTH) OR OTHER
APPLICABLE LAW IN AUSTRALIA (THE “LAW”"), AND SUCH LAW PERMITS AUTODESK TO LIMIT ITS
LIABILITY FOR BREACH OF THESE WARRANTIES OR CONDITIONS, THEN AUTODESK'S LIABILITY FOR
BREACH OF ANY SUCH WARRANTY OR GUARANTEE WILL BE LIMITED AT AUTODESK’S OPTION TO THE
REPAIR, REPLACEMENT OR REPERFORMANCE (OR THE COST OF DOING SO) OF THE RELEVANT
OFFERING.

23.3 Mainland China, Hong Kong, Macau and Taiwan

If You acquired Your subscription in mainland China, the “Territory” for such subscription is Mainland
China. Likewise, if You acquired Your subscription in Hong Kong, the “Territory” for such subscription
is Hong Kong; if You acquired Your subscription in Macau, the “Territory” for such subscription is
Macau, and if You acquired Your subscription in Taiwan, the “Territory” for such subscription is Taiwan.
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FOLLOW AUTODESK

ﬂ Facebook (https://www.facebook.com/autodesk)
Instagram (https://www.instagram.com/autodesk)

O Twitter (https://twitter.com/autodesk)

@ LinkedIn (https://www.linkedin.com/company/autodesk)

All social media (/social-media)

@ Worldwide sites (/site-selector)

PRODUCTS (/PRODUCTS)

BUYING (HTTPS://WWW.AUTODESK.COM/STORE)

SUPPORT & LEARNING (HTTPS://KNOWLEDGE.AUTODESK.COM/SUPPGRT)
AUTODESK (/COMPANY)

Privacy settings {javascript:;) | Privacy/Cookies (https.//www.autodesk.com/company/legal-notices-trademarks/privacy-
statement) | About our Ads (https://www.autodesk.com/company/legal-notices-trademarks/privacy-statement/autodesk-
privacy-statement-2015-english#mixpanel) | Legal (https://www.autodesk.com/company/legal-notices-trademarks) |
Report Noncompliance (https://www.autodesk.com/genuine/report-piracy) | Site map (https://www.autodesk.com/sitemap)
| © 2020 Autodesk Inc. All rights reserved
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the school district, who provide Students with access to Products and/or work with Students in
connection with Products.

“Products” means Autodesk software or Autodesk web or cloud based services made available
by Autodesk pursuant to the terms of the applicable software license agreement, terms of use
or terms of service.

“Student” means an individual person enrolled as a student at an Education Provider.

“Student Data” means information maintained by Autodesk or any third party on Autodesk’s
behalf relating to a Student, including any education records (as defined under FERPA) that are
disclosed by Education Providers to Autodesk, except that Student Data does not include a
record that has had personal data removed such that the Student’s identity is not uniquely
identifiable from the record and there is no reasonable basis to believe that the remaining
information can be used to identify an individual.

Back to top

Privacy settings (javascript:;)
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e Commercial information, such as details about your subscription plans, the applications that
you have purchased or expressed interest in, and events you have attended

¢ Financial account information, such as payment information you provide when making a
purchase through the applications (a third party processes these transfers on our behalf as
described below)

* Education information, such as your educational background
* Protected characteristics, such as your age (where applicable)

* Visual, audio and electronic information, such as your picture or signature, records of our
interactions, such as correspondence, details of complaints and their resolutions, service
records, and your preferences, including your preferred tools, experience, language and the
frequency at which you wish to receive marketing communications

When you make purchases through our websites, we use payment processors (Digital River

payment in a certain amount has been made). We collect contact and account information from you
that we pass through to the payment processor to facilitate the transaction. For more information you
can contact our providers as set forth in their privacy notices.

Information we obtain from your use of our applications:

We automatically collect and generate certain personal information about your use of our applications
and may associate that information with your account. The information we collect includes:

° Identifiers, such as unique device identifiers, IP addresses, cookie identifiers, product IDs,
information about product licenses, account usernames and email addresses

° Internet or other electronic network activity information, such as the website domain visited,
which activities and applications are used, how and for how long, how the applications are
accessed, posts, discussions and other types of engagement with us, including on our blogs,
discussion forums or chat rooms, the use of any hyperlinks or downloadable content available
through the applications, and other Metrics as defined in our General Terms

e Geolocation information

° Electronic information, such as information about operating systems, device types, information
about browsers, information relating to automatic updates and technical errors, information
about your use of our applications, including your preferred tools and experiences, and your
engagement with our activities.

° Commercial information, such as records about interest in our applications or completed
purchases

* Inferences drawn from any of the personal and application usage information available to us

We also use cookies (small text files stored by your web browser when you use websites) and related
technologies, such as pixels and beacons (collectively “Cookies”), to collect and store information
when you use our applications. We use Autodesk Analytics programs
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