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A") is entered into by and between the
referred to as "LEA) and
referred to as "Provider") on August 4,20L7

agreë

RACITALS

IVHER&AS, tho Provider has agreed to provide the Local with certain
digital educatíonal services ("Services") pursuant to a confrâct
Agreement"); and

WIIIREAS, in order to provide the Servíces described in ths Service Agreement, the Provider may
receive and the LEA may provide documents or data that are covered by several federal and statutos,
among them, the Family Educational Rights and Privacy Act ('FERPAtr) at 20 U.S.C. 12329, Chil&en's
Onlíne Privacy Protection Act (ilCOPPAU), t5 U.S.C. 6501-6502; Protection of Pupil Rights
Amendment ("PPRA'|) 20 U.S.C. 1232 h; and

ITIIDRßAS, the documents and data transferred from Califomia LEAs are also subject to several
Califomia student privacy laws, íncluding AB 1584, found at Californi¿ Education Code Section
49073.1and ths Student Online Personal Information Protection Act (sometimes refsrred to as either
"SB 1177' or "SOPIPA") found at California Business and Professions Code section 22584; and

WIIEREÀS, the Parties wish to enter into this DPA to ensure th¿t the Seryice Agreement conforms to
the requirements of the privacy laws referred to above and to establish implomonting procedures and
duties; and

\TIIERüAS, the Provider may, by signing the "General Offer of Privacy Terms'r, agr€es to allow other
LEAs in Califomia the opporhrnity to accept and enjoy the benefits of this DPA for the Services
described herein, without the need to negotiate terms in a separate DPA.

NOW TIrunüFORE, for good and valuable consideratÍon, the parties agtee as follows:

ARTICLE I: PURPOSE AND SCOPE

1' Purqosqp.f DLA. The pqpose of this DPA is to desqibe the duties and responsibilities to
protect student data transmitted to Provider from the LEA prusuant to the Service Agreemont,
including compliance with all applicable privacy statutes, including the FERPA, PPRA, COPPA,
SB ll77 (SOPIPA), and AB 1584. In performing these services, tho Provider shall be
considered a School Official with a legitimate educational interest, and performing services
otherwise provided by the LEA. Provider shall be underthe direct control and supervision of the
LEA. Conbol duties are set forth below.

2. I,Yçtq¡e .qf $ervices Prdded. The Provider has agreed to provide the following digital
educational services described below and as may be further outlined in Erhibit lAl hereto:
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3, Sludpnt Dats to Þ*ç.Ifovide{. In order to perform the Servioes describsd in the Service
Agreement, LEA shall provide the categories of data described below or as indicated in the

Schedule of Datq attached hereto as Exhibjt "B"t

lease mark data neededin Exhibít A & B

4. P!,4 D.Sfinitiqns, The definition of terms used in this DPA is found in Exhibit 'lC'i. In the event
.of a conflict definitions used in thís DPA shall prevail over term used in the Service Agreement.

ARTICLE rI: DATA OWNBRSIüP AI\D.ÀITTIIORIUüD ACCTSS

1. Studçnt Ð.¡f¡.ProepfÍvof,L$å. All Student Þata or any other Pupil Records hansmitted to the
Provider pursuant to the Service Agreement is and will continue to be the property of and under
the control of the LË4. Tho Parties agree that as between them all rights, including all
intelloctual property rights in and to Student Data or any other Pupil Records contemplated per
the Service Agreement shall remain the exclusive property of the LEA. For the purposes of
FER?A, the Provider shall be considered a School Official, under the contol and directiõn of the
LEAs as it pertains to the use of student data notwithstanding the above. Provider may transfer
pupil-generated content to a separate accouÌlt, according to the procedures set forth below.

2, F$rqnt Accegs. LEA shall establish reasonable procedures by which a parent, legal guardian, or
eligible student may teview personally id.entifiable information ou tle pupil's records, correçt
elroneoüs information, and procedures for the kansfer of pupil-generated contont to a personal
account, consistent with the flrnctionality of services. Provider shall respond in a reasonably
timely mânner to the LEA's request for personally identifiable information in a pupil's records
held by the Provider to view or correct as necessary. k¡ the event that a parent of a pupil or other
individual contacts the Provider to rcview any of the Pupil Records of Student Data accessed
pursuant to the Scrvices, the Provider shall refer the parent or individual to the LEA, who will
follow the necessary and proper procedures regarding tho requested information.

3. Sçpgr{tê åçpouqt. Provider shall, at the request of the LEA, transfer Student generated content
to a separate student account,

4. Tï¡r*,P¿ftv 4gg$esï. Should a Third Party, including law enforcement and government
entities, contâct Provider with a request for data held by the Provider pursuant to the Services,
the Provider shall redircct the Third Party to request the data directly from the LEA. Provider
shall notify the LEA in advance of a compelled disclosure to a Third Party unless legally
prohibited.
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5, Np Un¡ïthorized_Use. Provider shall not use Student Data or information in a Pupil Record for
anypurpose other than as explicitly specified in the Service Agreement.

6. Ëuþpropeflpors. Provider shall enter into writlen agrçements with all Suþrocessors performing
functions pursuant to the Service Agreement, whereby the Subprocsssors agree protect Student
Data in manner consistent with the terms of this DPA

ARTICLE III: DUÏIES OF.LEÄ

1. Frovide D+ta Ln.Sqru.lieqB,e*wjtJt-I!ry4. LEA shall provide data for the purposes of the
Service Agreemerrt in compliance with the Family Educational Rights and Privaoy Act
(UFEPüA||), 20 U.S.C, section 1232 g, AB 1584 ¿nd the other privacy statrtes quoted in this
DPA.

2. F,çaqqnnþIe. Lr,qçautiqnq. LËA shall t¿ke reasonable precautions to seoure usemames,
passwords, and any other means of gaining access to the services and hosted data.

3' Unq.ufllqrizeC Açpçös Notificqtign. LËA shall notiþ Provider promptly of any known or
suspeoted unauthorized access. LEA will assist Ptovider in any efforts by Provider to ínvestigate
and respond to any unauthorized acce$s.

4, Þiqf.rict Rqursssntg$ve. At request of Provider, LEA shall designate an employee or agent of
the District as the District reprôsöntâtive for the coordination and fulfillment of the duties of this
DPA.

ARTICLE TV: DUTIES OF PROYÍDEN

l. Privacv C.om,qli.q¡lc.e. The Provider shall comply with all Califomia and Fcderal laws and
regulations pertaining to data privacy and security, including FÊRPA, COPPA, PPRA, AB 1584,
and $OPIPA,

2. A,gf[q*1+ed Upe. The data shared pursuant to the Service Agreement, including persistent
unique identifiers, shall be used for nCI putpose other than the Services stated in the Service
Agreement and/or otherwise authorized under the ståtutes referrcd to in subseotion (t ), above.

3. $¡.npl$r$o.9}lisation. Provider shall require all employees aud agents who have access to
Sh¡dent Data to comply with all applicable provisioru of FERPA laws $'ith respect to the data
shared under the Service Agreement. Provider âgrees to require and maintain an appropriate
confidentiality agreement *om each employee or âgent with access to Student Data pursuant to
the Service Agreement.
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4. Ifo Di$closufç. Provider shall not disclose any data obtained under the Service Agreement in a
manner that could idenfi$ an individual student to any other entify in published results of studies
as authorized by the Service Agreement. Þeidentified information may be used by the vendor
for the purposcs of development and improvement of educational sites, services, or applications.

5. Ðiqpqslgpq gf Þrtg. Provider shall dispose of all personally identifiable data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obtained and
transfer said data to LEA or LEA's designee within 60 days of the date of termination and
according fo a schedule and procedure as the Parfies may reasonably agree. Nothing in the
Service Agreement authorizes Provider to maintain personally identifiable data obtained under
the Sorvice Agreement beyond the time period reasonably needed to complete the disposition.
Disposition shall include (1) the shredding of any hard copies of any Pupil Records; (2) Erasing;
or (3) Otherwise modi$ing the personal information in those records to make it unreadable or
indecipherable, Provider shall provide written notification to LEA when the Data has been
disposed. The duty to dispose of Student Data shall not extend to data that has been de-identified
or placed in a separate Student account, pursuant to the otåer terrns of the ÐPA. Nothing in the
Service Agreement authorizes Provider to maintain personally identifiable data beyond the time
period reasonably needed to complete the disposition.

6. ,À.dver*ising,.Prp$jbitign. Provider is prohibited from using Studont Þata to conducr or assist
targeted advertising directed at students or their families/guardians. This prohibition includes the
development of a profÌie of a studonf or their families/guardians or group, for any cornmercial
puqpose other than providing the service to client. This shall not prohibit Providers from using
data to make product or service recommendations to LEÀ,

.A,RTïCLE V; D.A.TA PROWSIONS

1. Pgt¡ $ccur¡f,Y. The Provider agrees to abide by and maintain adequate data security meâsures to
protect Student Ðata from unauthorized disclosure or acquisition by an unauthorized person.
The general security duties of Provider are set forth below. Provider may firrther ¿etail its
security programs and measures ilr in E¡hiþit i'D. hereto. These measures shall include, but are
not limited to:

a' PasslYords and Employee Access. Provider shall make best efforts practices to secure
usernarnes, passwords, and any other means of gaining âccess to the Services or to
Student Data, at a lcvel suggested by Article 4.3 of NIST 800-63.3. provider shall only
provide âocess to Student Data to employees or contractors that are performing the
Services. As stated elsewhere in this DPA, employees with âccess to Sfudent Þataìhall
have signed confìdentiality agreemonts regardíng said Student Data. AII employees with
acce$s to Student Records shall pass criminal background checks.

b, Destruction of Data. Provider shall deshoy all personally identifìable data obtained
under the Service Agreement when it is no longer needed for the purpose for which it was
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obtained or transfer said data to LEA or LEA's designee, according to a schedule and
procedure as the parties may reasonabìe agree. Nothing in the Service Agrcement
autlaorizes Provider to maintain personally identifiable data beyond the time period
reasonably needed to complete the disposition.

c. $ecurity Protocols. Both parties agree to rnaintain security protocols that meet industry
best practices in the transfer or tansmission of any data, including ensuring that data may
only be viewed or accessed by parties legally allowed to do so, Provider shall maintain
all data obtained or generated pursuant to the Service Agreement in a secure computer
environment and not cop¡ reproduce, or transmit data obtained pursuant to the Service
Agreernent, except as necessary to fulfill tbe purpose of data requests by LEA,

d. Employee Training. The Provider shall provide periodic s€curity training to those of its
employees who operate or have access to the system, Further, Provide¡ sball provide
LBA with contact information of an employee who LBA may contact if there ars any
seourity concems or questions.

e. Securify Technology. IVhen the service Ís accessed using a supported web brorrsor,
Secure Socket Layer ("SSL'), or equivalent technology protects information, using both
sorvêÍ authentication and data encry¡rtion to help ensurc that data are safe s€cure only to
authorized users. Provider sh¿ll host data pursuant to the Service Agreement in an
environmeut using a firewall that is periodically updated according to índusky standards,

f' Securify Coordinator" Provider shall provide the narne and contact information of
Provider's Security Coordinato¡ for the Student Data received pursuant to the Service
.A.greement

g. Subprocessors Bound. Provider shall enter into written agreements whereby
Subprocessors agree to secure and protect S¡¡dent Data in a manner çonsistent with the
terms of this A¡ticle V. Frovider shall periodically conduct or review compliance
monitoring and assessmsnts of Subprocessors to determine their compliance wittr tlris
A¡ticle.

Z. PnÍf*åfgeçb. In the evçnt that Student Data is accessed or obtained by an unauthorized
individual, Provider shall provide notification to LÊA within a reasonable amlunt of time of the
incident. Provider shall follow the following procËâs:

a. The security breach notification shall be u¡ritten in plain language, sh¿ll be tiged "Notice
of Þata Brsach," and shall present the information described hcrein under the following
headings: "TVhat Happened," "What Information Vy'as Involved," "What TVe Are Doing,;
"'What You Can Do," and "For More Information." Additional information rnay be
provided as a supplement to the notice.

b' The security breach notification described above ín section 2(a) shall include, at a
minimum, the fol lowing information :

i. The name and contact information of the reporting LEA subject to this section.

ii. A list of thÊ types of personal information that were or are reasonably believed to
have been the subject of a breach.
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iii. If the information is possible to detsrmine at tho time the notioe is provided, then
either (l) the date of the breach, (2) the estimated date of the breach, or (3) the
date range within which the breach occurred, The notification shall also include
the date of the notice.

iv. \ffhether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice is
provided,

v. A general desmiption of the breach incident, if that information is possible to
determine at the time the notice is provided.

c, At LE.Á.'s discretion, the security breach notification may also include any of the
following;

i. Information about what the agenoy has done to protect individuals whose
information has been breached.

ii. Advice on steps that the person whose information has been breached may take to
protest himself or herself.

d. Any agency that is required to issue a security breach notification pursuant to this section
to morc than 500 California residents as a result of a single breach of the security system
shall electronically submit a single sample copy of tbat security breach notification,
excluding ¿ny pêrsonâlly identifiable information, to the Attomey Ceneral. Provider shall
assist LËA in these efforts.

€. At the request and with the assistance of the Distriot, Provider shall noti$ ths affected
parent, legal guardian or eligible pupil of the unauthorized access, which shall include the
information listed in subsections (b) and (c), above.

ARTICLE VI; G$NERAL OFFER OF PRTVACY TEAMS

Provider may, by signing ths attached Form of General Offe¡ of Privacy Terms ("General
Offeru), (attached hereto as Hxlliþit:'lEll), be bound by the terms of this DPA to any other LEA who
signs the Acceptance on said Exhibit. The Form is timited by the terms and conditions described
therein.

ARTTCLE VII¡ IVIISCDLLANEOUS

l. Te¡m. The Provider shall be bound by this DPA for the duration of the Service Agreement or so
long as the Provider maintains any Student Þata. Notwithstanding the foregoing, Provider
âgroes to be bound by the terms and obligations of this DPA for no less than three (3) years.

2. Ter¡r¡inatip4. In thc event thât either party seeks to terminate this DPA, they may do so by
mutuål written consent so long as the Service Agreement has lapsed or has been terminated.

3. Effect of Terntiuq(io¡"$qfyiy+|. If the Sorvice Agreement is terminated, the Provider shall
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destroy all of LËA's data pursuant to Article V, section l(b).

4. Pfioritl gf Aereemqntq. This DPA shall govem the heahnent of student records in order to
comply with the privacy protections, including those found in FERPA and AB 1584. In the
event there is conflict between thc terms of the DPA and ihe Service Agreement, or with any
other bid/RFP, license âgr€ement, or writingo the terms of this DPA shall apply and take
precedence, Except as described in this paragraph herein, all other provisions of the Service
Agreement shall remain in effect.

5. Noüce. All notioes or other commuuicafion required or permitted to be given hereunder must be
in writing and given by personal delivery facsimile or e-mail transmission (if contact
information is provided for the speciftc mode of delivery), or firut olass mail, postage prepaid,
sent to the addresses set foúh herein.

6. Applicatìon ç{,4gre¡n,fnt.tq Sthçt AgeIçlSË" Provider måy agrôe by signing the General
Offer of Privacy Terms be bound by the terms of this DPA for the servioes described therein for
any Successor Agency who signs a Joinder to this ÐPA.

7. 4ïtirs Àsqp.gpcnf. This DPA constitutes the entire agreement of the parties relating to thc
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and
either retroactively of prospectively) only with the signed written consent of both parties.
Neither failure nor delay on the part of any party in exercisiug any right, power, or privilege
hereunder shall operate as a waiver ofsuch right, nor shall any single or partial exerciee ofany
such right, power, or privilege preclude any further exercise thereof or the exerciso of any other
right, power, or privilege,

8. Sgye4pþ}ity. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent ofsuch prohibition or unenforceabilify
rvithout invalidating the remaining provisious of this ÐPA, and any such prohibition or
unenforceability in anyjurisdiction shall not invalidate or render unenforceable such provision in
any other jurisdíction. Notwithstanding the foregoing, if such provision could be mole narrowly
drawn so as nst to be prohibited or unenforceable in such jurisdiction while, at the same time,
maintaining the intent of the pafiies, it shall, as to such jurisdiction, be so narrowly drawn

'üi/ithout invalidating the remaining provisions of tbis DPA or affecting the validity or
enforceability of such provision in any other jurisdiction,

9. $pvor$iÌrg LËry¡ Veque and,4¡risdtptipq. THIS DPA TVILL BE GOVERNED BY ANÐ
CONSTRUED fN ACCORDANCË TVITH THE LAWS OF THE STATE OF CALIFORNIA,
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WITT{OUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS
Al.lÞ SUBMITS TO TI{E S0LB ANÐ JURISDICTION TO 1f{B STATE AND
FEDERAL COURTS TOCATED TN COÏTNTY, CALIFCIRNI.A

SERVICE ACREEMENTFOR ANY DISPUTE ARTSING
OR TÏÏE TRÆ.'TSACTIONS CONTEMPLATED }trREBY.

f\ignature P age Followsl

LUIS OBISPO
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IN MîI$E$8,1V.ffSRi@I',thoparties,have qoeuted thís Calif,ortia $tudent Þata Privaoy Ag¡oonaent

æ of the lart day,noted belory.

P'rittod

Ffintõd N,srrlai

Nats¡ fu an-oníe efuaefire ttol pernlü.ed,

Sehool Þictrlct
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EXIITBJII rÂll

DESCRIPTION OF SERVICES

Províder will provide LEA with access to the Apex Learning digitaì curriculum and professional services during the
period August 6, 2017 through August 5, 2018 as follows:

Apex Learning Dtgital Cuniculum:

Courses:

250 Unlimited Enrollment Subscriptions to Courses.

Price: $25,000.00

Each "Unlimited Enrollment Srrbscription" provides access for one student enrolled in any number of Comprehensive
Courses at the same time. If a student cornpletes or withdraws from all Comprehensive Cãurses in which hã or she is
enroll€d, the Unlimited Enrollment Subscription may be used to en¡oll another student in any number of
Comprehensive Courses. The nu¡nber of students enrolled at the same tim€ ¡nay not exceed ihe number of Unlimited
Enrollment Subscriptions purchased. Client may purchase additional Unlimited Enrollment Subscriptions for access
cluring the period August 6, 2017 through August 5, 2018 at $100.00 per Unlimíted Enrollment Subsiriprion.

Tutorialc:

125 Tutorials Subscriptions,

Price: $6,250.00

Each "Tutorials Subscription" provides access for one student enrolled in any number of Tutorials at the same time. If a
student cornpletes or withdraws from all Tutorials ín which he or she is enrolled, the Tutorials Subscription may be usecl
to enroll another student in any number of Tutorials. The number of students enrolled at the same time may not exceed
the number of Tutorials Subscriptions purchased. Client may purchase additional Tutorials Subscriptions for access
during the period August 6, 2017 through August 5, 2018 at $50.00 per Tutorials Subscription.

The price for the Apex Curriculum does not include any Course Materials. A list of Course Materials offered for sale by
Apex Learnirrg can be found at http;//www.apexlearning.co¡n/i¡ìfo/materialsJist,pdf. There are no returns, credits, or
refunds on Course Materials purchased.

Professional Services:

One (1) 6-hour onsite session.

Price: $2,200.00

The following prof'essional services to be deliverecl via a combination of phone, two (2) 3-hour web conference ses$ions,
and one (l) 6-hour onsite session:

Price:

Implementation Strategy and Planningi
Coaching and Mentorìng; and
Program Review and Optimization.

$2,500.00

Total Prics $35,950.00
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üXHJBIT "Crr

DEFINITIONS

AB 1584, Buchanan: The statutory designation for what is now Califomia Education Code $ 49073,1.,
relating to pupil records.

De-Identiflable Information (DIt): De-Identification refers to the procoss by which the Vendor
removes or obscures any Personally ldentifiable Inform¿tion ("PII") from afudent records in a way that
temtves or minimizes the risk of disclosure of the identity of the individual and information about them"

NISÏ 800-63-3: Draft Natíonal Institute of Standards and Technology ("NIST") Special Publisation
800-63-3 Digital Authentication Guideline.

Operator; For the purposes of SF t 177, SOPIPA, the term 'bperator" meaüs the operator of an
Intemet TVebsite, online service, online application, or mobile applioation with actual knowledge that the
site, serrice, or application is used primarily for K*12 school purposes and was designed and marketed
for K*12 school purposes. For the purposs of the Service Agreement, the terrn "OpËrator" is r.eplaced
by the term "P¡ovider." This term ehall encompass ihe term "Third Parf¡/," as it is found in AB 1584.

Personally ldcntifi¡ble Information (PII): The terms "Personally Iderrtifiable Informationu or [FIlu
shall include, but are not limited to, sfudent data, metadata, and user or pupil-generated content obtained
by reason of the use of Provider's software, website, service, or app, including mobile apps, whether
gathered by Provider or provided by LEA or its users, student$, or studentsìparents/guaidians. pII
includos, without limitation, at least the followingl

First and LætName
Telephone Number
Discipline Records
Special Education Data
Grades

Criminal Records

He¿lth Records
Biomehic Information
Socioeconomic Information
Political .A,ffi liati ons
Text Mossages
Student ldentifrers
Photos
Videos

Home Add¡ess
Email Address
Test Results
Juvenile Dependency Records
Evaluations
Medical Records
Social SecurityNumber
Disabilities
Food Purchases

Religious lnformation
Documents
Search Activity
Voice Recordings

General Categories:

h¡direot ldentifiers: Any information that, either alone or in aggregate, would allow a rcasonable person
to be able to identify a student to a reasonable certainty

Information in the Student's Educational Record
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Information in the Student's Email

Provider: For purposes of the Service Agreement, the term "Provider" means provider of digital
educational software. or services, including oloud-based services, for the digital storuge, management,
and retrieval of pupil records. Within the Service Agreement the term "Provider" r"plac"s tñe term
"Third Parfy as dofined in California Education Code g 49073.1(AB 1584, Buchanan), ánd replaces the
term as "Operator" as defined in SB 1177, SOPIPA.

Pupil Generated Content: The term'þupil-generated content''meåns materials or content created by a
pupil during and for the purpose of education including, but not limited to, essays, research r*portr,
portfolios, creative writing, music or other audio files, photographs, videos, and accóunt information that
enables ongoing ownership cfpupit content,

Pupil Records: Means both of the following: (l) Any information that directly relates to a pupil that is
maintained by LEA and (2) any information acquired directly from the pupil through-the use of
inshuctional software or applications assigned to the pupil by a ieacher o. ottt"i loeal educational LEA
employee.

SB 1177' SOPIPA¡ Once passed the requirements of SB 1l?7, SOPIPA wore added to Chapter 22.2
(cornmencíng with Section 22584) to Division I of the Business and Professions Code rjating to
privacy.

Service Agreement: Refers to the Contract or Purchase Order to which this DpA supplements and
modifies.

School Official: For the purposes of this ,A.greement and pursuant to CFR 99.31 (B), a Schooi Official is
¿ contrac{or that: (1) Performs an institutional service or flrnction for which the ágency or institution
would otherwise use employees; (2) Is under the direct control of the agency or insñtu6ón with respect
to the use and m¿intenance of educ¿tion records; and (3) Is subject to CFf99.33(a) governing the use
and re-disclosure of personally idontifiable information from sháent records,

Student Datal Student Data includes any data, whether gathered by Provider or provided by LEA or its
users, students, or students'parents/guardians, that is descriptive of lhe student inðluding, bui not limited
to, information in the studentrs educational record or omail, first and last name, home aãàress, telephone
number, email address, or other information allowing online contart, Oiscþtine records, videos, test
results, special education data, juvenile dependency records, grades, evaluations, criminal records,
medical recordso health record$, social security nurnbers, 

- 
biornetris information, disabilities,

socioeconomic inform¿tion, food purchases, political afüliations, religious information text messages,
documents, student identifies, search activity, photos, voice recordiågs or geotocation jnformation,
Student Þat¡ shall conslitute Pupil Records for the purposes of this Agrãemeni and for the purposes of
California and Federal laws and regulations. Student Data as specifieã in nxhiþifq is conflrmed to be
collected or processed by the Provider pursuant to the Sewices. Student Drtâ sh"ll not constitute that
information that has been anonymized or de-identified, or ânon)¡rnous usâge data regardiug a student's
use of Providefs services.

Subrcribing LE^A; An LEA that was not party to the original Services Agreement and who accepts the
Provider's General Offerof Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term "subprocessor" (sometimes referred to as
the "Subcontractor") means a party other than LEA or Provider, who Provid"i urr* for data collection,

l4



analytics, storage, or other service to operate and/or improve its sofrware, and who has access to PII.
This term shall also include in it meaning the term "Service Provider," as it is found in SOPIPA,

Targeted ,{dvertising: Targeted advertising meâns presenting an advertisement to a student where the
selecfion of the advertisement is based on student information, student records or student ganerated
content or inferred over time *om the usage of the Provider's website, online service or mobile
application by such student or the retention of such student's online activities or requests over time.

Third Party: The term "Third pârfyn as appeârs in Califomi¿ Education Code g 49073.1(A8 1584,
Buchanan) means a provider of digital educational softirare or services, including cloud-based services,
for the digitâl stotage, manâgem€nt, and retrieval of pupil records. However, for the purposc of this
Agreement, the term uThird Pârty" when used to indicate the provider of digital educational software or
services is replaced by the term "Provider."
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pxsIBIï "D'1

DÁ,TA SECURITY REQUIREÀ4ËNTS

Not appficable.
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AXHIBTT "8"
CENERAL OFFER OF PRIVACY TERMS

l. Offer of Terms

Provider offers ttre found in this DFA between it
and which is any other LEA ("Subscribing LËA to accepts
General Offer . This General Offer shall extend only to privacy protections
and Provider's signature shall not necessarily bind Provider to other terms, such as prioe, tenn, or
schedule of services, or to any other provisisn not addressed in this DPA. The Provider and the other
LEA may also agree to change the data provided by LEA to the Provider to suit the unique needs of the
LEA, The Provider may withdraw the General Offcr in the event of: (1) a material chânge in the
applicable privacy statutes; (2) a material change in the services and products listed in the Originating
Service Agreennent; or three (3) years after the date of Provider's signature to this Forrn. Prov.ider shall
noti$t the California Student Privacy Alliance in the event of any withdrawal so that this information
may be transmitted to the Alliancers users.

Apex Learning lnc.

Date: March 19, 2018

Printed Name:
Cheryl Vedoe

2. Subscribing LEA

A Subscribing LEA, by signing â sepârate Service Agreement with Provider, and by its signature below,
aecepts the Ceneral Offer of Privacy Terrns. The Subscribing LEA and the Provider shall therefore be
bsund by the same terms of this DPA.

20L7
USD

*,&

cEo

Printed
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