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AGREEMENT BETWEEN

THE SCHOOL BOARD OF CITRUS COUNTY, FLORIDA

AND

RUCKUS WIRELESS, INC.

STANDARD STUDENT DATA PRTVACY AGREEMENT

This Student Data Privacy Agreement ("DPA"), as developed by the Student Data

Privacy Consortium ("SDPC") and as modified by The School Board of Citrus County,

Florida, is entered into on the date of full execution (the "Effective Date") and is entered

into by and between:

The School Board of Citrus County, Florida, located at 1007 W. [Vain Street,

lnverness, Florida 34450 (the "LEA")

and

Ruckus Wireless, lnc., located at 350 W. Java Dr., Sunnyvale, CA 94089, and its

affiliates (the "Provider").

WHEREAS, the Provlder is providing educational or digital services to LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally

identifiable student information and other regulated data exchanged between them as

required by applicable laws and regulations, such as the Family Educational Rights and

Privacy Act ("FERPA") at 20 U.S.C. $ 12329 (34 CFR Part 99); the Children's Online

Privacy Protection Act ("COPPA") at 15 U.S.C. S 6501-6506 (16 CFR Part 312), and

applicable state privacy laws and regulations and

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose

of establishing their respective obligations and duties in order to comply with applicable

laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree

as follows:

l. A description of the Services to be provided, the categories of Student Data that

may be provided by LEA to Provider, and other information specific to this DPA

are contained in the Standard Clauses hereto.

Agreement between the School Board of Citrus County, Florida and

Ruckus Wireless, lnc..

Page | 1 oI29

Version 3 (23 08 22)



DocuSign Envelope lD: BE50Fg34-E45C-405A-8F19-48882FA5FF10

2. Special Provisions. Check if Required

lf checked, the Supplemental State Terms and attached hereto as S[i!!!
lfl are hereby incorporated by reference into this DPA in their entirety'

/ lf checked, LEA and Provider agree to the additional terms or modifications

set forth in Exhibit "H". (Optional)

lf Checked, the Provider, has signed Exhibit "E" to the Standard

Clauses, otherwise known as General Offer of Privacy Terms

3. ln the event of a conflict between the SDPC Standard clauses, the state or

Special Provisions will control. ln the event there is conflict between the terms

of the DPA and any other writing, including, but not limited to the Service

Agreement and Provider Terms of Service or Privacy Policy the terms of this

DPA shall control.

4. This DPA shall stay in effect for three (3) years. Exhibit "E" (if applicable) will

expire three (3) years from the date the original DPA was signed.

6. Notices. All notices or other communication required or permitted to be given

EEInde'. may be given via e-mail transmission, or first-class mail, sent to the

designated representatives below.

The designated representative for the LEA for this DPA is:

N ame: Lance Fletcher

Title: Coordinator of Educational Technology

Address: 3741 W. Educational Path' Lecanto, FL 34461

Phone: (352)746'3437

Email: FletcherLA@citrusschools.org

The designated representative for the Provider for this DPA is

Agreement between the School Board of Citrus County, Florida and
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Name Krista Bowen

Title Deputy General Counsel

Address: 1 100 CommScope Place SE

Email legal notices@com mscope.com

lN WTTNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA: The School Board of Citrus County, Florida

Signature:

Printed Name

Title

Date

Ruckus Wireless, lnc

Signature

Title

Date

Douglas A. Dodd

Chairman

G*i:l-""
Printed Name: eart Giordano

SVP & President, NICS

18-oct-2 3
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STANDARD CLAUSES

Version 1.0

Article l. ARTICLE l: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to describe the duties and

responsibilities to protect student Data including compliance with all applicable

federal, state, and local privacy laws, rules, and regulations, all as may be

amended from time to time. ln performing the Services, the Provider shall be

considered a School Official with a legitimate educational interest, and

performing services otheruvise provided by the LEA Provider shall be under the

direct control and supervision of the LEA, with respect to its use of Student Data

2. Student Data to Be Provided. ln order to perform the Services described

above, LEA shall provide Student Data as identified in the Schedule of Data,

attached hereto as Exhibit ,.8,,

3. DPA Definitions. The definition of terms used in this DPA is found in Bbj-bj!
"C". ln the event of a conflict, definitions used in this DPA shall prevail over

terms used in any other writing, including' but not limited to the Service

Agreement, Terms of Service, Privacy Policies etc.

Article ll. ARTICLE ll: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Prooertv of LEA. All Student Data transmitted to the Provider

pursuant to the Service Agreement is and will continue to be the property of and

under the control of the LEA. The Provider further acknowledges and agrees

that all copies of such Student Data transmitted to the Provider, including any

modifications or additions or any portion thereof from any source, are subject to

the provisions of this DPA in the same manner as the original Student Data. The

Parties agree that as between them, all rights, including all intellectual property

rights in and to Student Data contemplated per the Service Agreement, shall

remain the exclusive property of the LEA. For the purposes of FERPA, the

Provider shall be considered a school official, under the control and direction

of the LEA as it pertains to the use of student Data, notwithstanding the above.

2.ParentAccess.TotheextentrequiredbylawtheLEAshallestablish
reasonable procedures bywhich a parent' legal guardian, or eligib le student may

review Education Records and/or student Data correct erroneous information,

and procedures for the transfer of student-generated content to a personal

account, consistent with the functionality of services. Provider shall respond in

a reasonably timely manner (and no later than fortyJive (45) days from the date

Agreement between the School Board of Citrus County, Florida and Pagel4ol29
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of the request or pursuant to the time frame required under state law for an LEA

to respond to a parent or student, whichever is sooner) to the LEA's request for

Student Data in a student's records held by the Provider to view or correct as

necessary. ln the event that a parent of a student or other individual contacts the

Provider to review any of the Student Data accessed pursuant to the Services,

the Provider shatl refer the parent or individual to the LEA, who will follow the

necessary and proper procedures regarding the requested information.

3. Separate Account. lf Student-Generated Content is stored or maintained by

the Provider, Provider shatl, at the request of the LEA, transfer, or provide a

mechanism for the LEA to transfer, said StudenlGenerated Content to a

separate account created by the student.

4. Law Enforcement Requests. Should law enforcement or other government

entities ("Requesting Party(ies)") contact Provider with a request for Student

Data held by the Provider pursuant to the Services, the Provider shall notify the

LEA in advance of a compelled disclosure to the Requesting Party, unless

lawfully directed by the Requesting Party not to inform the LEA of the request.

5. Subprocessors. Provider shall enter into written Agreements with all

Subprocessors performing functions for the Provider in order for the Provider to

provide the Services pursuant to the Service Agreement, whereby the

Subprocessors agree to protect Student Dala in a manner no less stringent than

the terms of this DPA.

Article lll. ARTIGLE lll: DUTIES OF LEA

1. Provide Data in Compliance with Applicable Laws. LEA shall provide any

Student Data required for the purposes of obtaining the Services in compliance

with all applicable federal, state, and local privacy laws, rules, and regulations,

all as may be amended from time to time.

2. Annua I Notification of Riqhts. lf the LEA has a policy of disclosing Education

Records and/or Student Data under FERPA (34 CFR $ 99.31(a)(1)), LEA shall

include a specification of criteria for determining who constitutes a school official

and what constitutes a legitimate educational interest in its annual notification
of rights.

3. Reasonable Precautions. LEA shall take reasonable precautions to secure
usernames, passwords, and any other means of gaining access to the services
and hosted Student Data, if applicable.

Agreement between the School Board of Citrus County, Florida and
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4. Unauthorize d Access Notification. LEA shall notify Provider promptly of any

known unauthorized access. LEA will assist Provider in any efforts by Provider to

investigate and respond to any unauthorized access

Article lV. ARTICLE lV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable federal,

state, and local laws, rules, and regulations pertaining to Student Data privacy

and security, all as may be amended from time to time.

2. Authorized U SE . Any Student Data shared pursuant to the Service Agreement,

including any persistent unique identifiers, shall be used for no purpose other

than the Services outlined in Exhibit "A" or stated in the Service Ag reement

and/or otherwise authorized under the statutes referred to herein this DPA

3. Provider Emplovee Obliqation, Provider shall require all of Provider's

employees and agents who have access to Student Data to comply with all

applicable provisions of this DPA with respect to any Student Data shared under

the Service Agreement. Provider agrees to require and maintain an appropriate

confidentiality Agreement from each employee or agent with access to Student

Data pursuant to the Service Agreement.

4. No Disclosulq. Provider acknowledges and agrees that it shall not make any

re-disclosure of any Student Data or any portion thereof, including without

limitation, user content or other non- public information and/or personally

identifiable information contained in the Student Data other than as directed or

permitted by the LEA or this DPA. This prohibition against disclosure shall not

apply to aggregate summaries of De-ldentified information, Student Data

disclosed pursuant to a lawfully issued subpoena or other legal process, or lo

Subprocessors performing services on behalf of the Provider pursuant to thls

DPA. Provider will not Sell Student Data to any third party.

(a) DeJdentified Data: Provider agrees not to attempt to re-identify De-

ldentified Student Data. De- ldentified Data may be used by the Provider for

those purposes allowed under FERPA and the following purposes: ('1) assisting

the LEA or other governmental agencies in conducting research and other

studies; and (2) research and development of the Provider's educational sites,

services, or applications, and to demonstrate the effectiveness of the Services;

and (3) for adaptive learning purpose and for customized student learning'

Providefs use of De-ldentified Data shall survive termination of this DPA or any

request by LEA to return or destroy student Data. Except for subprocessors,

Provider agrees not to transfer de-identified student Data to any party unless (a)

that party agrees in writing not to attempt re-identification, and (b) prior written

Agreement between the School Board of Citrus County, Florida and Pagel6of29
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notice has been given to the LEA who has provided prior written consent for such

transfer. Prior to publishing any document that names the LEA explicitly or

indirectly, the Provider shall obtain the LEA's written approval of the manner in

which De-ldentified Data is presented.

5. Disposition of Data. Upon written request from the LEA, Provider shall dispose

of or provide a mechanism for the LEA to transfer Student Data obtained under

the Service Agreement, within sixty (60) days of the date of said request and

according to a schedule and procedure as the Parties may reasonably agree.

Upon termination of this DPA, if no written request from the LEA is received,

Provider shall dispose of all Student Data after providing the LEA with

reasonable prior notice. The duty to dispose of Student Data shall not extend to

Student Data that had been De-ldentified or placed in a separate student

account pursuant to section ll 3. The LEA may employ a "Directive for
Disposition of Data" form , a copy of which is attached hereto as Exhibit jD-. lf
the LEA and Provider employ Exhibit "D", no further written request or notice

is required on the part of either party prior to the disposition of Student Data

described in Exhibit "D".

6. Advertisin m tations. Provider is prohibited from using, disclosing, or sellingL
Student Data to (a) inform, influence, or enable Targeted Advertis ing; or (b)

develop a profile of a student, family member/guardian or group, for any purpose

other than providing the Service to LEA. This section does not prohibit Provider
from using Student Data (i) for adaptive learning or customized student learning
(including generating personalized learning recommendations); or (ii) to make
product recommendations to teachers or LEA employees; or (iii) to notify account
holders about new education product updates, features, or services or from
otherwise using Student Data as permitted in this DPA and its accompanying
exhibits.

Article V. ARTICLE V: DATA PROVISIONS

1. Data Storaqe. Where required by applicable law, Student Data shall be stored
within the United States. Upon request of the LEA, Provider will provide a list of
the locations where Student Data is stored.

2. Audits. No more than once every other calendar year, or following unauthorized
access, upon receipt of a written request from the LEA with at least ten ('10)

business days' notice and upon the execution of an appropriate confidentiality
Agreement, the Provider will allow the LEA to audrt the security and privacy
measures that are in place to ensure protection of Student Data or any portion
thereof as it pertains to the delivery of services to the LEA. The Provider will
cooperate reasonably with the LEA and any local, state, or federal agency with
oversight authority or jurisdiction in connection with any audit or investigation of

Agreement between the School Board af Citrus County, Florida and
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the Provider and/or delivery of Services to students and/or LEA, and shall

provide reasonable access to the Provider's facilities, staff, agents and LEA's

Student Data and all records pertaining to the Provider, LEA and delivery of

services to the LEA. Failure to reasonably cooperate shall be deemed a material

breach of the DPA.

3. Data Securitv . The Provider agrees to utilize administrative' physical, and

technical safeguards designed to protect student Data from unauthorized

access, disclosure, acquisition, destruction, use, or modification. The Provider

shall adhere to any applicable law relating to data security. The provider shall

implement an adequate Cybersecurity Framework based on one of lhe

nationally recognized standards set forth in Exhibit "F". Exclusions, variations,

or exemptions to the identified cybersecurity Framework must be detailed in an

attachment to Exhibit "H". Additionall y, Provider may choose to further detail

its security programs and measures that augment or are in addition to the

Cybersecurity Framework in $h!!i!1fl. Provider shall provide, in the Standard

Schedule to the DPA, contact information of an employee who LEA may contact

if there are any data security concerns or questions.

4. Data Breach. ln the event of an unauthorized release, disclosure or acquisition

of student Data that compromises the security, confidentiality or integrity of any

student Data maintained by the Provider the Provider shall provide notification

to LEA as soon as practically possible of confirmation of the incident, unless

notification within this time limit would disrupt investigation of the incident by Iaw

enforcement. ln such an event, notification shatl be made within a reasonable

time after the incident. Provider shall follow the following process:

(1) The security breach notification described above shall include, at a
minimum, the following information to the extent known by the Provider

and as it becomes available:
i. The name and contact information of the reporting LEA subject to

this section.
ii. A list of the types of personal information that were or are

reasonably believed to have been the subject of a breach'

iii.lftheinformationispossibletodetermineatthetimethenoticeis
provided, then either (1) the date of the breach, (2) the estimated

date of the breach, or (3) the date range within which the breach

occurred. The notification shall also include the date of the notice'

Whether the notification was delayed as a result of a law

enforcement investigation, if that information is possible to

determine at the time the notice is provided; and

iv.Ageneraldescriptionofthebreachincident'ifthatinformationis

Agreement between the School Board of Citrus County' Florida and PagelSof29
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possible to determine at the time the notice is provided.

(2) Provider agrees to adhere to all federal and state requirements with

respect to a data breach related to the Student Data, including, when

appropriate or required, the required responsibilities and procedures for

notification and mitigation of any such data breach.

(3) Provider further acknowledges and agrees to have a written incident

response plan that reflects best practices and is consistent with industry

standards and federal and state law for responding to a data breach,

breach of security, privacy incident or unauthorized acquisition or use of

Student Data or any portion thereof, including personally identifiable

information and agrees to provide LEA, upon request, with information

about said written incident response plan.

(4) LEA shall provide notice and facts surrounding the breach to the affected

students, parents or guardians.

(5) ln the event of a breach originating from LEA's use of the Service, Provider

shall reasonably cooperate with LEA to the extent necessary to

expeditiously secure Student Data.

Pagel9of29

Version 3 (23 A8.22)

Agreement between the School Board of Citrus County, Florida and
Ruckus Wireless. lnc .

Article Vl. ARTICLE Vl: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of "General Offer of Privacy Terms"

(General Offer, attached hereto as Exhibit "E"), be bound by the terms of qhj!i!-q,
to any other LEA who signs the acceptance on said Exhibit. The form is limited by the

terms and conditions described therein.

ArticleVll. MISCELLANEOUS

'1. Termination. ln the event that either Parly seeks to terminate this DPA, they may

do so by mutual written consent so long as the Service Agreement has lapsed or
has been terminated. Either party may terminate this DPA and any service
Agreement or contract if the other party breaches any terms of this DPA.

2. Etfect of Termination Survival. lf the Service Agreement is terminated, then
upon LEA's request, the Provider shall destroy all of LEA's Student Data.

3. Prioritv of Aqreements. This DPA shall govern the treatment of Student Data
in order to comply with the privacy protections, including those found in FERPA
and all applicable privacy statutes identified in this DPA. ln the event there is

conflict between the terms of the DPA and the Service Agreement, Terms of
Service, Privacy Policies, or with any other bid/RFP, license Agreement, or
writing, the terms of this DPA shall apply and take precedence. ln the event of a
conflict between Exhibit "H", the SDPC Standard Clauses, and/or the
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Supplemental State Terms, Exhibit "H" will control , followed by the
rein, allSupplemental State Terms. Except as described in this paragraph he

other provisions of the Service Agreement shall remain in effect.

4 Entire Aqreement. This DPA and the service Agreement constitute the entire

Agreement of the Parties relating to the subject matter hereof and supersedes

all prior communications, representations, or Agreements, oral or written, by the

Parties relating thereto. This DPA may be amended and the observance of any

provision of this DPA may be waived (either generally or in any particular

instance and either retroactively or prospectively) only with the signed written

consent of both Parties. Neither failure nor delay on the part of any Party in

exercising any right, power, or privilege hereunder shall operate as a waiver of

such right, nor shall any single or partial exercise of any such right, power, or

privilege preclude any further exercise thereof or the exercise of any other right,

power, or privilege.

Severabilitv. Any provision of this DPA that is prohibited or unenforceable in any

jurisdiction shall, as to such jurisdiction, be ineffective to the exlent of such

prohibition or u nenforceability without invalidating the remaining provisions of

this DPA, and any such prohibition or u nenforceability in any jurisdiction shall

not invalidate or render unenforceable such provision in any other jurisdiction.

Notwithstanding the foregoing, if such provision could be more narrowly drawn

so as not to be prohibited or unenforceable in such jurisdiction while, at the same

time, maintaining the intent of the Parties, it shall, as to such jurisdiction, be so

narrowly drawn without invalidating the remaining provisions of this DPA or

affecting the validity or enforceability of such provision in any other jurisdiction.

6. Governin q Law: Venue andJurisdiction. THIS DPA WILL BE GOVERNED

BY AND CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE

OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES.

EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE

JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE COUNTY

OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR RELATING TO THIS

DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

7. Successors Bound: This DPA is and shall be binding upon the respective

successors in interest to Provider in the event of a merger, acqu isition,

5

consolidation or other business reorganization or sale of all or substantially all of

the assets of such business ln the event that the Provider sells' merges' or

otherwise disposes of its business to a successor during the term of this DPA'

the Provider shall provide written notice to the LEA no later than sixty (60) days

aftertheclosingdateofsale,merger,ordisposal'suchnoticeshallincludea
written, signed ir.rruna" that the successor will assume the obligations of the

Agreement belween the School Board of Citrus County' Florida and Page | 10 of 29
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DPA and any obligations with respect to Student Data within the Service

Agreement. The LEA has the authority to terminate the DPA if it disapproves of

the successor to whom the Provider is selling, merging, or otherwise disposing

of its business.

8. Authoritv. Each party represents that it is authorized to bind to the terms of this

DPA, including confidentiality and destruction of Student Data and any portion

thereof contained therein, all related or associated institutions, individuals,

employees or Contractors who may have access to the Student Data and/or any

portion thereof.

g. Waiver. No delay or omission by either party to exercise any right hereunder

shall be construed as a waiver of any such right and both Parties reserve the

right to exercise any such right from time to time, as often as may be deemed

expedient.

[THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK]
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EXHIBIT "A"

DESCRIPTION OF SERV!CES

RUCKUS Analytics from CommScope is a cloud service for network analytics and assurance. Powered by machine learning (ML)

and artificial intelligence (Al), it helps customers get the most from their RUCKUS network' The service gives lT comprehensive

visibility into network operations. lt accelerates troubleshooting and helps lT teams meet their network service-level

agreements (SLAs).
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EXHIB lT "B"

SGHEDULE OF DATA

x
P Addresses of users*, Use of cookies, etc.

lP Addresses of devices connected to LEA's network
re collected but they are not metadata and cannot be

r application technology meta data-PIease
ifv:

to ide a student

Application Technology
lVeta Data

tr

trApplication Use

Statistics F
eta data on user interaction with application

ndardized test scores

bservation data

er assessment data-Please specify

Assessment

tr

tr

Attendance dent school (daily) attendance data

dent class attendance data

fontine com munications captured (emails, blog
lentries)

Communications

[-",
uct or behavioral dataConduct

of BirthDemographics

lace of Birth

nder

thnicity or race tr

Agreement between the School Board of Citrus County, Florida and
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nguage information (native, or primary

anguage spoken by student)

tr

Other demographic i nformation-Please specify:

Student school enrollment

Student grade level

trHomeroom

Guidance counselor

Specific curriculum programs

trYear of graduation

Other enrollment information-Please specify:

Enrollment

trAddress

Email

trPhone

ParenVGuardian
Contact lnformation

trParent lD number (created to link parents to
students

ParenVGuardian lD

First and/or LastParenUGuardian Name

Student scheduled courses

Teacher names

Schedule

English language learner information

Low income status

Special lndicator

Agreement between the Schoot Board of Citrus County' Florida and Page | 14 of 29
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lVedical alerts/ health data

trStudent disability information

Specialized education services (lEP or 504)

Living situations (homeless/foster care)

Other indicator information-Please specify:

trAddress

trEmail

Student Contact
lnformation

Phone

Local (School district) lD number

State lD number

Provider/App assigned student lD number

Student app username

Student ldentifiers

Student app passwords

trStudent Name First and/or Last

Student ln App
Performance

Program/application performance (typing program-

student types 60 wpm, reading program-student
reads below grade level)

Student Program
lVembership

Academic or extracurricular activities a student
may belong to or participate in

tr

Student Survey
Responses

Student responses to surveys or questionnaires tr

Agreement between the School Board of Citrus County, Florida and
Ruckus Wireless, lnc..
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trStudent generated content; writing, pictures, etc.Student work

tr

Other student work data -Please specify:

Student course grades

trStudent course data

nStudent course grades/ performance scores

Other transcript data - Please specify:

Transcript

Student bus assignment

trStudent pick up and/or drop off location

trStudent bus card lD number

tr

Other data - Please specifY:

Transportation

Please list each additional data element used,

stored, or collected by your application:

Client MAC Address

Client lP Address

Username

OS [t/anufacturer

OS Type

Device Type

First Connection Time

Other

AgreementbetweentheSchoolBoardofCitrusCounty,Floridaand
Page | 16 of 29

Version 3 (23 08.22)Ruckus Wireless, lnc'.



DocuSign Envelope lD: 8E50F934-E45C-405A-8F19-48B82FA5FF'10

Disconnect Time

None No Student Data collected at this time. Provider will

immediately notify LEA if this designation is no longer
applicable.

Agreement between the School Board of Citrus County, Florida and
Ruckus Wireless, lnc..
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EXHIBIT "C"

DEFINITIONS

De-ldentified Data and De-ldentification: Records and information are considered to

be De-ldentified when all personally identifiable information has been removed or

obscured, such that the remaining information does not reasonably identify a specific

individual, including, but not limited to, any information that, alone or in combination is

linkable to a specific student and provided that the educational agency, or other party,

has made a reasonable determination that a student's identity is not personally

identifiable, taking into account reasonable avarlable information.

Educational Records: Educational Records are records, files, documents, and other

materials directly related to a student and maintained by the school or local education

agency, or by a person acting for such school or local education agency, including but

not Iimited to, records encompassing all the material kept in the student's cumulative

folder, such as general identifying data, records of attendance and of academic work

completed, records of achievement, and results of evaluative tests' health data,

disciplinary status, test protocols and individualized education programs.

Metadata: means information that provides meaning and context to other data being

collected; including, but not limited to: date and time records and purpose of creation

Metadata that have been stripped of all direct and indirect identifiers and are not

considered Personally ldentifiable lnformation.

operator: means the operator of an internet website, online service, online application,

or mobile application with actual knowledge that the site, service, or application is used

for K-12 school purposes. Any entity that operates an internet website, online service,

online application, or mobile application that has entered into a signed, written

Agreement with an LEA to provide a service to that LEA shall be considered an

"operator" for the purposes of this section.

originating LEA: An LEA who originally executes the DPA in its entirety with the

Provider.

Provider: For purposes of the DPA, the term "Provider" means provider of digital

educational software or services, including cloud-based services, for the digital storage,

management, and retrieval of Student Data- within the DPA the term "Provider" includes

the term,'Third Party" and the term "operator" as used in applicable state statutes.

student Generated content: The term "student-Generated content" means materials

or content created by a student in the services (if applicable) including, but not limited

to,essays,researchreports,portfolios,creativewriting,musicorotheraudiofiles'
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photographs, videos, and account information that enables ongoing ownership of
student content.

School Official: For the purposes of this DPA and pursuant to 34 CFR $ 99.31(b), a

School Official is a Contractor that: (1) Performs an institutional service or function for

which the agency or institution would otheruvise use employees; (2) ls under the direct

control of the agency or institution with respect to the use and maintenance of Student

Data including Education Records; and (3) ls subject to 34 CFR $ 99.33(a) governing

the use and re-disclosure of Personally ldentifiable lnformation from Education

Records.

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or

Terms of Use.

Student Data: Student Data includes any data, whether gathered by Provider or

provided by LEA or its users, students, or students' parents/g uardians, that is
descriptive of the student including, but not limited to, information in the student's

educational record or email, first and last name, birthdate, home or other physical

address, telephone number, email address, or other information allowing physical or

online contact, discipline records, videos, test results, special educatlon data, juvenile

dependency records, grades, evaluations, criminal records, medical records, health

records, social security numbers, biometric informalion, dlsabilities, socioeconomic

information, individual purchasing behavior or preferences, food purchases, political

affiliations, religious information, lext messages, documents, student identifiers, search

activity, photos, voice recordings, geolocation information, parents' names, or any

other information or identification numberthat would provide information about a specific

student. Student Data includes [,4eta Data. Student Data fudher includes "Personally

ldentifiable lnformation (Pll)," as defined in 34 C.F.R. $ 99.3 and as defined under any

applicable state law. Student Data shall constitute Education Records for the purposes

of this DPA, and for the purposes of federal, state, and local laws and regulations.
Student Data as specified in Exhibit "B" is confirmed to be collected or processed by
the Provrder pursuant to the Services. Student Data shall not constitute that information
that has been anonymized or De-ldentified, or anonymous usage data regarding a

student's use of Provider's services.

Subprocessor: For the purposes of this DPA, the term "Subprocessor" (sometimes
referred to as the "Su bcontractor" ) means a party other than LEA or Provider, who
Provider uses for data collection, analytics, storage, or other service to operate and/or
improve its service, and who has access to Student Data.

subscribing LEA: An LEA that was not party to the original service Agreement and
who accepts the Provtder's General Offer of privacy Terms.
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Targeted Advertising: means presenting an advertisement to a student where the

selection of the advertisement is based on Student Data or inferred over time from the

usage of the operator's lnternet web site, online service or mobile application by such

student or the retention of such student's online activities or requests over time for the

purpose of targeting subsequent advertisements. "Targeted Advertising" does not

include any advertising to a student on an lnternet web site based on the content of

the web page or in response to a student's response or request for information or

feedback.

Third party: The term "Third Party" means a provider of digital educational software or

services, including cloud-based services, for the digital storage, management, and

retrieval of Education Records andlor Student Data, as that term is used in some state

statutes. However, for the purpose of this DPA, the term "Third Party" when used to

indicate the provider of digital educational software or services is replaced by the term

"Provider."

Agreement between the Schoo/ Board of Citrus County' Florida and Page | 20 ol29

Version 3 (23.08 22)Ruckus Wireless, lnc.



DocuSign Envelope lD: BE50F934-E45C-405A-8F19-48882FA5FF10

EXHIB lT nD"

SAMPLE DIRECTIVE FOR DISPOSITION OF DATA

The School Board of Citrus County, Florida, Provider to dispose of data obtained by

Provider pursuant to the terms of the Service Agreement between LEA and Provider.

The terms of the Disposition are set forth below:

1. Extent of Disposition

_Disposition is partial. The categories of data to be disposed of are set

forth below or are found in an attachment to this Directive:

flnsert categories of data herel

X Disposition is Complete. Disposition extends to all categories of data.

2. Nature of Disposition

_Disposition shall be by destruction or deletion of data.

X Disposition shall be by a transfer of data. The data shall be transferred to

the following site as follows:

flnsert or attach special instructionsl

3. Schedule of Disposition

Data shall be disposed of by the following date:

X As soon as commercially practicable following LEA's request.

_By finsert Date]

4. Siqnature

Authorized Representative of LEA Date

5. Verification of Disposition of Data

Authorized Representative of Provider Date
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GENERAL OFFER OF TERMS

1. OFFER OF TERMS

provider offers the same privacy protections found in this DPA between it and The School

Board of citrus county, Florida ("originating LEA"), which is dated to any

other LEA (,,subscribing LEA")who accepts this General Offer of Privacy Terms ("General

Offer") through its signature below. This General Offer shall extend only to privacy

protections, and Provider's signature shall not necessarily bind Provider to other terms,

such as price, term, or schedule of services, or to any other provision not addressed in

this DpA. The Provider and the Subscribing LEA may also agree to change the data

provided by Subscribing LEA to the Provider to suit the unique needs of the Subscribing

LEA. The Provider may withdraw the General Offer in the event of: (1) a material change

in the applicable privacy statues; (2)a material change in the services and products listed

in the originating Servlce Agreement; or three (3) years after the date of Provider's

signature to this Form. Subscribing LEAs should send the signed Exhibit "E" to Provider

at the following email address:

*Pnovider Narne

**NOT APPLICABLE - SAMPLE FORM ONLYBY

Date:

Printed N
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t. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider and by its

signature below, accepts the General Offer of Privacy Terms. The Subscribing LEA

and the Provider shall therefore be bound by the same terms of this DPA for the term

of the DPA between The Schoot Board of Citrus County, Florida, and the Provider.
-*PRIOR TO ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE

OF ACCEPTANCE TO PROVIDER PURSUANT TO ARTICLE VII, SECTION 5. --

The School Board of Citrus County, Florida

BY

Date

Printed Name

Name;

SCHOOL DISTRICT NAME: THE SCHOOL BOARD OF CITRUS COUNTY, FLORIDA

DESIGNATED REPRESENTATIVE OF LEA:

Title:

Address
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Telephone
Number:

Email:

EXHIB lT "F"

DATA SECU RITY REQUIREMENTS

Adequate CybersecuritY

Frameworks 212412020

The Education Security and Privacy Exchange ("Edspex") works in partnership with

the Student Data Privacy Consortium and industry leaders to maintain a list of known

and credible cybersecurity frameworks which can protect digital learning ecosystems

chosen based on a set of guiding cybersecurity principles* ("Cybersecurity

Frameworks")that may be utilized by Provider.

Cybersecurity Frameworks

MAI NTAIN ING ORGAN IZATION/GROUP FRAMEWORK(S)

National lnstitute of Standards and

Technology (NIST)

NIST Cybersecurity Framework Version
1.1

National lnstitute of

Technology (NIST)
Standards and NIST SP 800-53, CYbersecuritY

Framework for lmProving Critical

lnfrastructure Cybersecurity (CSF),

Special Publication 800-1 71

D

lnternational Standards Organization

(rso)
lnformation technologY SecuritY

techniques lnformation securitY

management sYstems (lSO 27A00

series)

Secure Controls Frarnewo rk Council, LLC Security Controls Framework (SCF )

Attachment C

Center for lnternet SecuritY (crsr
* Provider is currently engaged in gaining

compliance with CIS Top 18. ln the near

term, Provider abides bY Exhibit H

CIS CriticalSecuritY Controls (CSC, CIS

Top 20)
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Office of the Under Secretary of Defense

for Acquisition and Sustainment
(ousD(A&s))

Cybersecurity h/aturity Model

Certiflcation (ClMl\llC, -FAR/DFAR)

Please visit http://www.edspex.orq for fufther details about the noted frameworks.

*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here

Agreement between the School Board of Citrus County, Florida and

Ruckus Wireless, lnc..

Page | 25 of 29

Version 3 (23.08 22)



DocuSign Envelope lD: 8E50F934-E45C405A-8F19-48882FA5FF10

EXHIBIT "G"

Supplemental SDPC State Terms for [State]

Version

[The State Supplement is an optional set of terms that will be generated on an as-

needed basis in collaboration between the national SDPC legal working group and the

State Consortia. The scope of these State Supplements will be to address any state

specific data privacy statutes and their requirements to the extent that they require terms

in addition to or different from the National Standard Clauses. The State Supplements

will be written in a manner such that they will not be edited/updated by individual Parties

and will be posted on the SDPC website to provide the authoritative version of the

terms. Any changes by LEAs or Providers will be made in amendment form in an

Exhibit (Exhibit "H" in this proposed structure).1
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EXHIBIT "H"

Additional Terms or Modifications

THIS EXHIBIT "H" effective simultaneously with attached Student Data Privacy

Agreement ("DPA") between The School Board of Citrus County, Florida, (the "Local

Education Agency" or "LEA") and Ruckus Wireless, lnc., (the "Providel') is incorporated

in the attached DPA and amends the DPA (and all supplemental terms and conditions

and policies applicable to the DPA) as follows:

1. The second WHEREAS CLAUSE is amended to add "the Protection of Pupil Rights

Amendment ('PPRA") at 20 U.S.C. 1232h (34 CFR Part 98)" after "1 5 U.S.C. S 6501-

6506 (16 CFR Part 312)".

2. Paragraph 3 on the page 2 of the DPA is deleted in its entirety and replaced with the

following: ln the event of a conflict between the DPA Standard Clauses, the State or

Special Provisions will control. ln the event there is conflict between the terms of the

DPA and any other writing, including Provider Terms of Service or Privacy Policy, the

terms of Technology [\/aster Service Agreement (if applicable), and then this DPA

shall control.

3. The last sentence of Article ll, Paragraph 1 is amended as follows: Provider agrees

that for purposes of this Agreement, it will be designated a "School Official," under the

control and direction of the LEA as it pertains to the use of Student Data, with

"legitimate educational interests" as those terms have been interpreted and defined

under FERPA. Provider may transfer student-generated content to a separate

account, according to the procedures set forth below. Provider agrees to abide by

FERPA and Fla. Stat. 1002.22 while performing its service for the LEA.

4. Article l, Paragraph 2 is amended to add the following: lndemnification. Provider shall

indemnify, hold harmless, and defend the LEA and all of LEA's current, past, and

future officers, agents, and employees (collectively, "lndemnified Party") from and

against any and all causes of action, demands, claims, losses, liabilities, and

expenditures of any kind, including attorneys' fees, court costs, and expenses,
including through the conclusion of any appellate proceedings, raised or asserted by
any person or entity not a party to this Agreement, and caused or alleged to be caused,
in whole or in part, by any breach of this Agreement by Provider, third-Parties, or
subprocesso(s) related to Attachment A, Exhibit B (Schedule of Data), including but
not limited to, failure to notify the LEA of any additional students' Pll collected and not
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updated by Provider in Exhibit B.

5. Articte ll, Paragraph 5 is deleted in its entirety and replaced with the

following: Provider shall enter into written Agreements with all subprocessors

performing functions for the Provider in order for the Provider to provide the services

pursuant to the service Agreement, whereby the subprocessors agree to protect

student Data in a manner consistent with the terms of this DPA. Provider agrees to

share the subprocessors names and Agreements with LEA upon LEA's request.

6. Article lll, Paragraph 1 is amended to add the following sentence: LEA will allow

Provider access to Student Data necessary to perform the services and pursuant to

the terms of this DPA and in compliance with FERPA, COPPA, PPRA, and all other

privacy statutes cited in this DPA.

7. Article lV, Paragraph 1 is amended to add the following sentence: The Parties expect

and anticipate that Provider may receive personally identifiable information in

education records from the District only as an incident of service or training that

Provider provides to the LEA pursuant to this Agreement. The Provider shall comply

with all applicable state and Federal laws and regulations pertaining to student Data

privacy and security, including FERPA, COPPA, PPRA, Florida Statutes Sections

1001.41 and 1002.22, and all other privacy statutes cited in this DPA. The Parties

agree that Provider is a "school official" under FERPA and has a legitimate educational

interest in personally identifiable information from education records because for

purposes of the contract, Provider: ('1 ) provides a service or function for which the LEA

would otherwise use employees; (2) is under the direct control of the LEA with respect

to the use and maintenance of education records; and (3) is subject to the

requirements of FERPA governing the use and redisclosure of personally identifiable

information from education records

8. Article lV, Paragraph 2 is amended to add the following sentence: Provider also

acknowledges and agrees that it shall not make any re-disclosure of any student Data

or any portion thereof, including without limitation, meta Student Data, USer content or

other non-public information and/or personally identifiable information contained in the

Student Data, without the express written consent of the LEA'

g.ArticlelV,Paragraph6isdeletedinitsentiretyandreplacedwiththefollowing:
ProviderisprohibitedfromusingorsellingstudentDatato(a)marketoradvertiseto
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students or fam ilies/guard ia ns; (b) inform, influence, or enable marketing, targeted

advertising, or other commercial efforts by Provider; (c) develop a profile of a student,

family member/guardian or group, for any commercial purpose other than providing

the Service to LEA; or (d) use the Student Data for the development of commercial

producls or services, other than as necessary to provide the Service to LEA. This

section does not prohibit Provider from generating legitimate personalized learning

recom mendations.

1 O. Article V, Parag raph '1 is deleted in its entirety and replaced with the following: Student

Data shall be stored within the United states. Upon request of the LEA, Provider will

provide a list of the locations where student Data is stored. Provider shall not, without

the express prior written consent of District: Transmit Student Data or Pll to any

Providers or Subprocessors Iocated outside of the United States; distribute, repurpose

or share Student Data or Pll with any Partner Systems not used for providing services

to the LEA; use Pll or any portion thereof to inform, influence or guide marketing

or advertising efforts, or to develop a profile of a student or group of students for any

commercial purpose [or for any other purposes]; use Pll or any portion thereof to

develop commercial products or services; use any Pll for any other purpose other

than in connection with the services provided to the LEA; and engage in targeted

advertising, based on the Student Data collected from the LEA.

ll.Arlicle Vll, is hereby amended to add Paragraph 10 as follows: Assignment. None

of the Parties to this DPA may assign their rights, duties, or obligations under this

DPA, either in whole or in part, without the prior written consent of the other party to

this DPA.

'l2.Article Vll, is hereby amended to add Paragraph 11 as follows: Click through. Any
"click through" terms and conditions or terms of use are superseded by the

Technology lVaster Servrce Agreement (if applicable) and this DPA, and acceptance

of the terms and conditions or terms of use through the "click through" do not indicate

acceptance by the entity.

l3.Article Vll, is hereby amended to add Paragraph 12 as follows: Security Controls.
Security Controls- Provider represents and warrants that any software licensed
hereunder shall not at the time of sale contain any virus, worm, Trojan Horse, tracking
software or be capable of identifying non-approved users or tracking any approved
user, or any undocumented software locks or drop dead devices that would render
inaccessible or impair in any way the operation of the software or any other hardware,
software or data for which the software is designed to work with.
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l4.Article Vll, is hereby amended to add Paragraph 13 as follows: Authority to Execute

Agreement. Each person signing this Agreement on behalf of either Party individually

warrants that he or she has full legal power to execute this Agreement on behalf of

the Party for whom he or she is signing, and to bind and obligate such Party with

respect to all provisions contained in this Agreement.

THE PARTIES REPRESENT THAT THEY HAVE THOROUGHLY DISCUSSED ALL

ASPECTS OF THE AGREEMENT AND ADDENDUM WITH THEIR RESPECTIVE

ATTORNEY(S), THAT THEY FULLY UNDERSTAND ALL OF ITS PROVISIONS, AND

THAT THEY ARE VOLUNTARILY ENTERING INTO THE AGREEMENT AND

ADDENDUM WITH THE FULL KNOWLEDGE OF lTS LEGAL SIGNIFICANCE AND

WITH THE INTENT TO BE LEGALLY BOUND BY ITS TERMS.

The School Board of Citrus County, Florida

Doug Dodd, trman

Date t/ I

I

Ruckus Wireless, lnc
DocuSigned by:

bovt Aorlout
By

Title:
SVP & President, NrcS

.18-oct-23Date
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ATTACHMENT A

RUCKUS TERMS OF SERVICE

Ruckus Cloud Hosted Service Terms and Conditions for End Users and Partners

This agreement sets forth the terms and conditions under which Ruckus Wireless, Inc'

("Ruckus") is willing to grant the entity identified on the Order ("Customer") access to

the Services. In consideration of the covenants and conditions set forth herein, each of

Ruckus and the Customer agree as follows:

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS CAREFULLY. BY

CLICKING ON THE "I ACCEPT" BUTTON, COMPLETING THE REGISTRATION

PROCESS, AND/OR USING THE SERVICE, CUSTOMER ACKNOWLEDGES THAT (1)

IT HAS READ THIS AGREEMENT AND AGREES TO BE BOUND BY ITS TERMS

AND CONDITIONS, (2) THE PERSON ACCEPTING THIS AGREEMENT IS OF A

LEGAL AGE TO FORM A BINDING AGREEMENT WITH RUCKUS, AND (3) THE

PERSON ACCEPTING THIS AGREEMENT HAS THE AUTHORITY TO ENTER INTO

THIS AGREEMENT PERSONALLY OR ON BEHALF OF THE COMPANY HE/SHE

HAS NAMED AS THE CUSTOMER, AND TO BIND THAT ENTITY TO THIS

AGREEMENT. IF YOU ARE A RUCKUS CHANNEL PARTNER (AS DEFINED

BELOW) READING THIS AT A CUSTOMER'S REQUEST, THE CUSTOMER MUST

REVIEW AND ACCEPT THESE TERMS, YOU MAY NOT ACCEPT THESE TERMS ON

THE CUSTOMER'S BEHALF. IF CUSTOMER DOES NOT AGREE TO THESE TERMS

AND CONDITIONS, CUSTOMER MAY NOT USE THE SERVICE.

1) Definitions
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"Authorized Device Limit" means the maximum number of Ruckus access points that

the Service will support during the Service Term, as set forth in the applicable Order.

"Cloud MSP' means a Ruckus Channel Partner authorized by Ruckus to onboard End

Users on Ruckus cloud platform, manage Ruckus Cloud Service and provide First Call

(1st), and Onsite support to their End Users. Ruckus will provide Level2+ Support'

"Customer Data" means all data collected by the Service (other than authentication

keys and related data used by Ruckus to authorize Customer's use of the Service),

including but not limited to any data regarding the devices or users that connect to a

network operated by Customer.

"Documentation" means the published technical or user instruction manuals, including

any updates thereto, relating to the use of the Service made generally available by

Ruckus to its customers.

"Evaluation Term" means a limited period of time during which Customer is permitted

to use the Service without placing an Order;provided, that the Evaluation Term is

subject to early termination as provided in this agreement'

,,End lJser" means entity that receive support directly from the Customer as part of the

Program

"First (1st) Call Support" means providing support including the following

Receiving first call from End User

. performing basic Level 1 troubleshooting of the product and issues. This includes

validating that the configuration is appropriate for End User requirements, collecting

support logs, traces, dumps and output of basic commands and researching Ruckus

technical forums for known solutions
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. Determine if the issue is being caused by APs not able to connect to the cloud due

to firewall mis-confi guration

Determining if the issue being faced is a known problem

' Providing evidence that debugging has been performed to isolate the issue to a

Ruckus product problem (i.e. documentation of commands and logs that indicate a

problem with Ruckus products)

. Escalate issues to Ruckus Technical Assistance Center when necessary providing

end username and IDs, detailed description of problem and priority level, on behalf of

the End User.

. Assisting End User with RMA process, which might include receiving replacement

products and installing replacement products at End LJser's site

"Level2+ Support" means providing support including the following:

Provide in-depth technical assistance for reported problems

Analyze trace and dump information

Determine if failure was caused by microcode defects or hardware defects

' If the problem was caused by a software defect, determine the software module

and line of microcode and recommended corrective action to the microcode

' Perform detailed analysis of gathered traces and processor dumps to confirm
defect

Develop, test and release patches or work-around solutions
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Drive product defects into Ruckus sustaining engineering for Permanent fix for a

fufure release

Implement hardware, software and firmware fixes as directed by Ruckus technical

support

"Onsite Support" means the procedure to connect APs so that APs can connect to the

cloud

"Order" means the ordering or quote document, either physical or electronic, accepted

by Ruckus that sets forth Customer's Scope of Use (as defined below) of the Service.

"Ruckus Channel Partner" means an entity authorized by Ruckus to sell subscription

licenses to access the Service

"Service" means the online network management service identified in the applicable

Order that is made available for use by Ruckus to Customer (using equipment hosted

by Ruckus or a third party data center for use and access by Customer), including

support services made available through the Service Portal and those provided from the

United States or India and any related Documentation, and excluding any Ruckus

access points or other hardware products.

,,Service Portal" means the online administrative site for the Service located at the URL

set forth in the Order.

,,Service Term" means the period of time for which access to the Service is authorized,

as set forth in the applicable Order.

2) Service
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a) Trial Evaluation and License. Upon Customer's request for a trial Period to evaluate

the Service, Ruckus may make the Service avaiiable to Customer via the Service Portal

solely for evaluation and demonstration purposes upon Customer's acceptance of these

terms. Upon Customer initially accessing the Service, the Evaluation Term shall

commence. Customer understands and accepts that during the Evaluation Term, the

Service may have limited functionality as well as features that are restricted.

b) Activation and Delivery. Upon acceptance of an Order or Customer's request for a

trial period, Ruckus or a Ruckus Channel Partner will provide Customer with

instructions to activate the Service. During activation, Customer must confirm the

terms of this agreement prior to being provided access to the Service. Once Customer

completes activation, Ruckus will make the Service available to Customer and provide

Customer with credentials allowing access to and use of the Service.

c) Service License. During the applicable Evaluation Term or Service Term, subject to

Customer's compliance with the terms and conditions of this agreement, including the

payment of any applicable subscription license fees, Ruckus grants Customer a non-

exclusive, non-transferable, non-sublicensable right to access and use the Service via an

internet connection in accordance with the Documentation and any limitations or

restrictions set forth in the applicable Orders or trial request, including but not limited

to the Authorized Device Limit and Service Term (the "Scope of Use"). Only the

employees, contractors and agents of Customer acting on Customer's behalf may

exercise the licenses granted to Customer in this section. Customer is solely responsible

for acquiring, separately from this agreement, any wireless client endpoints or other

devices for use in conjunction with its use of the Service.

d) Scope of Use. Customer may use the Service only in accordance with the Scope of

Use. If Customer desires to exceed the Scope of Use, Customer may place an Order to

increase the Scope of Use. Upon written acceptance by Ruckus or its Ruckus Channel

Partner, Customer may use the Service in accordance with the new Scope of Use.
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e) Service Operations. Generally, the Service is installed and runs in third Party data

centers contracted by Ruckus to make the Service available for access to Customer via

an internet connection. However, Ruckus may choose to oPerate such a data center at

any time. While Ruckus endeavors to contract with reputable third parties that provide

global hosting services, Ruckus bears no responsibility or liability with respect to the

actions or malfeasance of such third parties. Licenses to access and use the Service are

personal to Customer, and Customer shall be ultimately responsible for the interaction

with any

instance of the Service made available to Customer, including but not limited to, (1) the

management of all Customer Data stored by or accessed through the Service and (2) the

use of or access to the Service by Ruckus support or a third party (including but not

limited to a Ruckus Channel Partner) where such use or access is enabled or authorized

by Customer. Customer is solely responsible for acquiring, separately from this

agreemen! any wireless client endpoints or other devices for use in conjunction with its

use of the Service.

i) Customer Data. As between Customer and Ruckus, Customer retains sole ownership

in the Customer Data. Any functionality in the Service that allows for the collection,

storage, access or use of Customer Data is provided solely for Customer's benefit.

Neither Ruckus nor any third party is authorized by Ruckus to access Customer Data,

unless authorized by Customer or in connection with the provision or operation of the

Service by Ruckus. However, Ruckus and such third-party service providers will

comply with any lawful process served upon them. Customer hereby grants to Ruckus

a limited, non-exclusive, non-transferable , royalty-free license to reproduce, translate,

encode, process and use Customer Data for the purpose of providing and improving

the Service and to fulfill Ruckus's obligations under this agreement. Ruckus's

processing, storage or transmission of any Customer Data shall be governed by the

terms of the "Privacy Policy" available here (and any annexes or suPplemental policies

incorporated by reference): https://support.ruckuswireless.com/ruckus-cloud-privacy-

policy. pursuant to the Privacy Policy, the Customer is the data collector and the data

controller of all of the personal data contained within the Custorner Data and is

therefore solely responsible for and represents and warrants that it has provided all
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notices and obtained all consents necessary to permit Ruckus to lawfully collect, store,

process, access, transfer and use Customer Data in accordance with the terms herein

and those set out in the Privacy Policy

ii) Security Bleaches. Ruckus believes strongly in providing a secure Service and takes

reasonable steps considering industry practices to help secure the Service and any

Customer Data stored on the Service from unauthorized access, including those set out

in the Security Schedule to the Privacy Policy. However, despite these steps, no method

of security is 100% secure, and Customer acknowledges that unauthorized access may

occur. Ruckus will promptly comrnunicate to Customer regarding arry unauthorized

access to Customer Data, of which Ruckus is aware, as soon as reasonably practical

upon Ruckus's confirmation of the access. As the owner and collector of the Customer

Data, Customer shall be solely responsible for any further communication or

annollncement regarding any unauthorized access to Customer Data to any individuals

or other entities to which the Customer Data pertains or relates, or any governmental,

law enforcement, or regulatory authorities having, or purporting to have, jurisdiction

over the Customer Data (each a "Governmental Authority") in compliance with all

applicable laws; provided, however, that Ruckus shall have the right (but, as between

Ruckus and Customer, not any obligation) to provide any legally required notifications

regarding any unauthorized access and to cooperate with, or provide information about

the Service or the Customer Data to, any Governmental Authority in accordance with

applicable laws.

f) Restrictions. Customer will no! and will not permit any third party to: (1) modify,

copy, or otherwise reproduce the Service in whole or in part; (2) reverse engineer,

decompile, disassemble, or otherwise attempt to derive the source code form or

structure of the code used in the Service; (3) provide, lease or lend the Service to any

third party except as expressly authorized hereunder; (4) remove any proprietary
notices or labels displayed on the Service; (5) modify or create a derivative work of any

part of the Service; (6) use the Service for any unlawful purpose; (7) interfere with or
disrupt the integrity or performance of the Service or third-party data contained

therein; (8) attempt to gain unauthorized access to or breach the security mechanisms of
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the Service or its related systems or networks; (9) Permit direct or indirect access to or

use of any Service in a way that circumvents the Scope of Use; (10) access any Service or

Content in order to build a competitive product or service or (11) disclose the results of

any benchmarking of the Service (whether or not the results were obtained with

assistance from Ruckus) to any third party. The Service is not designed, intended,

authorized or warranted to be suitable for use in connection with any high risk, mission

critical or strict liability activity (including, without limitation, air or sPace travel,

aircraft navigation systems, aircraft communication systems, air traffic control, weaPons

systems, operation of nuclear facilities and other power plants, military or space

equipment requiring radiation hardened components, life support applications, devices

or systems or other medical operations, and Enhanced 911 or the E911 emergency

calling system). Any such use by Customer is solely at Customer's risk' TO THE

MAXIMUM EXTENT ALLOWED BY LAW, CUSTOMER SHALL INDEMNIFY

RUCKUS FROM ANY LIABILITY ARISING OUT OF OR RELATED TO CUSTOMER

DATA, OR CUSTOMER'S USE OF THE SERVICE IN CONTRAVENTION OF THE

TERMS OF THIS AGREEMENT.

g) Proprietary Rights. As between Ruckus and Customer, Ruckus, and its suppliers,

own all rights, title and interests in and to the Service and Documentation, including all

improvements to the foregoing. If the Service includes software provided by a third

party, that software is governed by the applicable third party license. All rights not

expressly granted to Customer are reserved by Ruckus'

3) Fees & Payment

In the event that Customer is purchasing the Service licenses from a Ruckus Channel

partner, then the payment terms shall be exclusively as defined between such Ruckus

Channel partner and Customer. In the event that Customer is purchasing access to the

service directly from Ruckus, then Customer shall pay the fees stated in the order

within thirty (30) days of the date of the applicable Ruckus invoice. All payment

obligations, including for the length of a Service Term or volume-based fees relating to

Scope of Use, are non-cancelable and nonrefundable. Customer acknowledges that a
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failure to pay the applicable fees (either to Ruckus directly or to a Ruckus Channel

Partner) may result in Ruckus suspending Customer's access to the Service, without

prejudicing the rights of any party for remedies of a breach of contractual obligations.

Delinquent invoices are also subject to interest of 7.0% per month on any outstanding

balance, or the maximum permitted by law, whichever is less, plus all exPenses of

collection. All fees owed by Customer in connection with this agreement are exclusive

of, and Customer shall pay, all sales, use, excise and other taxes that may be levied

upon Customer in connection with this agreement, except for employment taxes and

taxes based on Ruckus's net income.

4) Support and Services

a) Technical support services during the Service Term are included in the subscription

fees for the Service (as set forth in an Order) and shall be provided in accordance with

the technical support information set forth on the Service Portal.

b) Ruckus Cloud MSP are required to deliver onsite support and First (1st) call support'

Ruckus will provide Level2+ support to the Cloud MSPs only on those products sold

by Ruckus Cloud MSP in the territory and only for the term of this Agreement.

However, if the Cloud MSP uses spares or components which have not been purchased

through a Ruckus authorized distributor, support offered on that unit will no longer be

valid.

c) Any additional services, including consulting or training, shall be provided on an as-

quoted basis and subject to a separate Order.

d) Technical support services are available to Ruckus Customers and not the End Users

without prior approval from Ruckus Technical Assistance Center
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e) Ruckus Cloud MSP acknowledges that Cloud MSP End Users do not have the right

to contact Ruckus support directly. Person acknowledging this terms and conditions

understands this.

5) Training

a) Ruckus Cloud Specialization Training Program. Cloud MSP shall undertake cloud

specialization training. All associates responsible for supporting End User support are

encouraged to maintain adequate level of training

b) Ruckus Cloud Training Requirements. Cloud MSP shall undertake, at its own cost

and expense, all training and certification necessary to meet the compliance

requirements for Ruckus Cioud specialization. Cloud MSP will designate the required

amount of personnel for initial and ongoing training.

6) Term & Termination

a) Term. This agreement commences as of the date the parties execute the initial Order

and continues until the end of the Evaluation Term or Service Term as applicable,

unless otherwise terminated earlier as provided for in this agreement. To ensure

uninterrupted use of the Service, you must place an Order to renew the Service Term no

less than ninety (90) days prior to the expiration of the then current Service Term. Any

Service Term renewal shall be subject to the then current terms applicable to the Service,

including pricing, which terms will be provided to you by Ruckus or the applicable

Ruckus Channel Partner at the time of your Order'

b) Termination for Cause. Either party may terminate this agreement and any licenses

granted hereunder (1) for cause uPon thirty (30) days written notice to the other party

of a material breach of this agreement if such breach remains uncured at the expiration

of such period.; (2) either party ceases to do business as an oPerating concern; or (3)

Customer is finally adiudged as financially insolvent, makes an assignment for the

benefit of creditors, or files for bankruptcy which is not dismissed within sixty (60) days
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following the filing. Except as provided herein, Customer hereby waives its right to

unilaterally terminate this Agreement pursuant to Article 21,25 of the Civil Code of

Quebec.

c) Effect of Termination. Termination will not relieve Customer of the obligation to pay

any fees due or payable to Ruckus (or a Ruckus Channel Partner, as applicable) prior to

the effective date of termination, including any other fees or payments that Customer

has committed to under this agreement. Upon termination of this agreement, all rights

and licenses granted by Ruckus hereunder shall immediately terminate. The provisions

of this agreement that by their nature extend beyond the expiration or other termination

of this agreement will survive and remain in effect until all obligations are satisfied.

Ruckus will make a file of the Customer Data (as it exists on the effective date of

termination) available within 30 days of termination if Customer so requests in writing

at the time of termination; provided, that Customer acknowledges Ruckus has no

obligation to retain any Custorner Data more than 30 days beyond termination, and

n'ray clelete such Customer Data thereafter. Customer is solely responsible for any data

retention requirements under applicable law.

7) Warranties

a) Warranty. During the Service Term, Ruckus warrants that the Service when used in

accordance with the Documentation, will operate in all material respects substantially

as set forth in the Documentation. If Customer notifies Ruckus of any breach of the

foregoing warranty, Ruckus's sole obligation and Customer's exclusive remedy shall be

for Ruckus to, at its option, (a) provide an error correction or update to the Service to

remedy the failure; or (b) terminate the applicable Service license and provide a

prorated refund of fees paid by Customer for the Service. This warranty and the

remedies offered are applicable only if: (i) the failure is reasonably reproducible by

Ruckus; (ii) Customer reports the failure with reasonable specificity in writing within
thirty (30) days from its occurrence; and (iii) Customer provides Ruckus with
reasonable assistance in the diagnosis and remedy of the failure.
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b) DISCLAIMER OF ALL OTHER WARRANTIES. EXCEPT AS EXPRESSLY

PROVIDED IN SECTIONS 4 AND 7(A), AND TO THE MAXIMUM EXTENT

PERMITTED BY APPLICABLE LAW, THE SERVICE AND DOCUMENTATION ARE

PROVIDED -AS IS' AND "AS AVAILABLE", AND RUCKUS AND ITS SUPPLIERS

MAKE NO OTHER WARRANTIES, WHETHER EXPRESS, IMPLIED OR STATUTORY,

INCLUDING, BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY,

SATISFACTORY QUALITY, NONINFRINGEMENT AND FITNESS FOR A

PARTICULAR PURPOSE. RUCKUS DOES NOT WARRANT THAT THE SERVICE

MEETS CUSTOMER'S REQUIREMENTS OR THAT USE OF THE SERVICE WILL BE

SECURE, UNINTERRUPTED OR ERROR-FREE. SOME STATES OR JURISDICTIONS

DO NOT ALLOW THE EXCLUSION OF CERTAIN WARRANTIES, SO THE ABOVE

EXCLUSION MAY NOT APPLY TO CUSTOMER. THESE WARRANTIES GIVE

CUSTOMER SPECIFIC LEGAL RIGHTS AND CUSTOMER MAY HAVE OTHER

RIGHTS THAT VARY FROM STATE TO STATE OR JURISDICTION TO

JURISDICTION.

8) Intellectual Property Infringement

Ruckus agrees to defend Customer and pay any damages finally awarded or, at its

option settle and pay any settlement agreed to by Ruckus, with respect to any claim

made or brought against Customer by an entity unaffiliated with Customer alleging

that Customer's use of the unaltered Service infringes or misapproPriates any U.S'

patent, copyright or trademark of such entity, provided that Customer (a) provides

prompt written notice of such claim to Ruckus, (b) grants Ruckus the sole right to

control and defend such claim, and (c) provides Ruckus, at Ruckus's exPense, with all

information and assistance reasonably requested by Ruckus in the defense of such

claim. In the event of such a claim or threatened claim, Ruckus may, at its option, (i)

provide Customer with revised Service that is substantially equivalent to the accused

service in functionality in material respects but is non-infringing, (ii) obtain the right for

Customer to continue using the Service, or (iii) terminate this agreement upon 30 days'

notice and refund any license fees previously paid for the service that is the subject of a

claim on a pro-rata basis for the remaining portion of the Service Term'
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Notwithstanding the foregoing, Ruckus shall have no obligation or liability with respect

to (a) use of the Service in combination with any materials not provided by Ruckus, if

the infringement would be avoided by use of the Service without such combination, (b)

any alleged patent infringement related to the implementation of a standard; (c) any

modification of the Service by any party other than Ruckus, (d) any oPen source code

contained within the Service, (e) damages based on the value of product, services or

business methods not provided by or performed by Ruckus, (f) any use of the Service

outside the scope of the license or (g) any use of the Service after Ruckus has terminated

access to the Service. THIS PARAGRAPH REPRESENTS THE SOLE AND EXCLUSIVE

LIABILITY OF RUCKUS AND THE EXCLUSIVE REMEDY OF CUSTOMER FOR

INFRINGEMENT OR MISAPPROPRIATION OF THIRD PARTY RIGHTS.

9) Limitation of Liability.

RUCKUS AND ITS SUPPLIERS SHALL NOT UNDER ANY CIRCUMSTANCES BE

LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIAL

DAMAGES, ANY LOSS OF PROFITS, BUSINESS, DATA OR REVENUES, OR THE

COSTS OF REPLACEMENT OR SUBSTITUTE PRODUCTS, ARISING FROM THE

PURCHASE, USE OR INABILITY TO USE THE SERVICE, WHETHER IN CONTRACT

OR TORT (INCLUDING NEGLIGENCE), EVEN IF RUCKUS HAS BEEN INFORMED

IN ADVANCE OF THE POSSIBILITY OF SUCH DAMAGES. RUCKUS'S TOTAL

AGGREGATE LIABILITY FOR DAMAGES OF ANY NATURE, REGARDLESS OF THE

FORM OF ACTION, IS LIMITED TO AN AMOUNT EQUAL TO THE FEES PAID BY

THE CUSTOMER DURING THE TWELVE (12) MONTH PERIOD PRECEDING THE

EVENT(S) CIVING RISE TO LIABILITY HEREUNDER. SOME JURISDICTIONS DO

NOT ALLOW THE EXCLUSION OF CERTAIN LIABILITY, SO THE ABOVE

LIMITATION OF LIABILITY MAY NOT APPLY TO CUSTOMER.

10) RUCKUS AND ITS SUPPLIERS SHALL NOT UNDER ANY CIRCUMSTANCES BE

LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIAL
DAMAGES, ANY LOSS OF PROFITS, BUSINESS, DATA OR REVENUES, OR THE
COSTS OF REPLACEMENT OR SUBSTITUTE PRODUCTS, ARISING FROM THE
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PURCHASE, USE OR INABILITY TO USE THE SERVICE, WHETHER IN CONTRACT

OR TORT (INCLUDING NEGLIGENCE), EVEN IF RUCKUS HAS BEEN INFORMED

IN ADVANCE OF THE POSSIBILITY OF SUCH DAMAGES. RUCKUS'S TOTAL

AGGREGATE LIABILITY FOR DAMAGES OF ANY NATURE, REGARDLESS OF THE

FORM OF ACTION, IS LIMITED TO AN AMOUNT EQUAL TO THE FEES PAID BY

THE CUSTOMER DURING THE TWELVE (12) MONTH PERIOD PRECEDINC THE

EVENT(S) GIVING RISE TO LIABILITY HEREUNDER. SOME JURISDICTIONS DO

NOT ALLOW THE EXCLUSION OF CERTAIN LIABILITY, SO THE ABOVE

LIMITATION OF LIABILITY MAY NOT APPLY TO CUSTOMER.

11) General Provisions

a) Governing Law; Venue. The laws of the State of California, excluding its conflict of

laws provisions, will govern the validity, construction and interpretation of this

agreement. The parties consent to the exclusive jurisdiction and venue of the state

courts located in Santa Clara County, California, and the federal courts for the Northern

District of California, for any action arising hereunder'

b) Export Requirements. Customer agrees that the Service and Documentation are

subject to the Export Administration Regulations of the United States. Customer agrees

not to export, re-export or transfer, directly or indirectly, the Service, Documentation or

any technical data acquired from Ruckus, or any products utilizing such data, in

violation of the United States export laws, regulations and controls.

c) Force Majeure. Notwithstanding any provision contained in this agreement, neither

party will be liable to the other to the extent the fulfillment or performance of any terms

or provisions of this agreement are delayed or prevented by revolution or other civil

disorders; wars; strikes; labor disputes; electrical supply or availability failure; fires;

floods; acts of God; government action; or, without limiting the foregoing, any other

causes not within its control and which, by the exercise of reasonable diligence' it is

unable to prevent. This section will not aPPly to the payment of any sums due under

the agreement by either party to the other'
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d) Miscellaneous. Notices will be deemed given on the day actually received by the

party to whom the notice is addressed. The relationship of Ruckus and Customer is

that of independent contractors. Neither party has any authority to act on behalf of the

other party or to bind it, and in no event will the parties be construed to be partners,

employer-employee or agents of each other. Headings in this agreement are for

reference purposes only and will not affect the interpretation or meaning of this

agreement. If any provision of this agreement is held by an arbitrator or a court of

competent jurisdiction to be contrary to law, then the remaining provisions of this

agreement will remain in full force and effect. No delay or omission by either party to

exercise any right or power it has under this agreement will be construed as a waiver of

such right or power. A waiver by either party of any breach by the other party will not

be construed to be a waiver of any succeeding breach or any other covenant by the

other party. All waivers must be in writing and signed by the party waiving its rights.

This agreement may not be assigned by Customer by operation of law or otherwise,

without the prior written consent of Ruckus, which consent will not be unreasonably

withheld, This agreement may be executed simultaneously in any number of

counterparts, each of which will be deemed an original, but all of which together

constitute one and the same agreement. The parties agree that electronic signatures are

valid signatures for enforcement of this agreement. This agreement constitutes the

entire agreement between Ruckus and Customer with respect to the subject matter

hereof. This agreement supersedes all prior negotiations, agreements and undertakings

between the parties with respect to such subject matter. No modification of this

agreement will be effective unless contained in writing and signed by an authorized

representative of each party. Notwithstanding applicable law, electronic

communications will not be deemed signed writings. Any additional orders for Service

hereunder shall be governed by the terms of this agreement. No term or condition
contained in Customer's purchase order or similar document will apply unless

specifically agreed to by Ruckus in writing, even if Ruckus has accepted the order set

forth in such purchase order, and all such terms or conditions are otherwise hereby
expressly rejected by Ruckus. In the event of a conflict between this agreement and any
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other applicable agreement, this agreement shall govern, unless otherwise exPressly

stated.

e) Language. It is the express wish of the Parties that this agreement and any related

documents be drawn up in English. I1 est la volont6 expresse des Parties que cette

convention et tous les documents s'y rattachant soient r6diges en anglais'
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ATTACHMENT B

RUCKUS PRIVACY POLTCY

Privacy Policy located at
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ATTACHMENT C

Ruckus Analytics Privacy Data Sheet
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negi*r. EL)!KU9 Clcud us;el Geogb Clsud date (et*Ers htrled

in lrankfi,:rl.6ermany. A:ces in thb inao{mailo1 i! limited to

;ljthlrLEd {.se]! o{Er autl€nlblEd aBdEriE4fpfd conrE<lbns-

*ll dera, fsssv.Eqgs. pr*:hered kers or seftri:y ?ohens E{€

erEDrtEd ai rest snd in irErEit. SUCXUSAnairts Salan<es dala

nis irrix;l{)n flr;iic:iF lEs"r&riih e*suring !tsntiniEd servit* delitery

arci thE *t1iry 1G rEtulcr fis.n ca'"astrcphic laiicits-

ETjSTEKIER IhIFONflATIO hI

rrre r:€tn F:+:{,sE cl Rii"fHLJS an;lyrie ir ro piue IT

rom! re he rrlil c',:s,t i I i ry iil !o n Et"$3 r i oF$:at isn: and ar(d€rele

iroubh:Ehooring RU(KUS Aru.Vtv:s h€4Fs 1T le;rs m€et ih8h

nEthDrk seF,).eler,Bl aBlER*ltsI'its {S!J\sj.

anralth€lE ssEr tne intprrret and vis.t, thett o,Jo arou,,rt. Thb

s{ofi$atisn is slur*d in t},e RUCKUS cuiio]I€r tEl*tiorEkP

rjafiaqeslent (CPdMt rlt:ern trhe RUCKLG Ana@ics selae may

ilso inicim the ci.sionErab6,sl up(Dming maifllEn&re lfldates

or lkeme erpiration by errait flUCXUS uss ihii&Farty $r.ffrEP

cm,.idem lor sperif< sarlltps.

ATERI{AL SE*VICE Pf,OUIDERS

fi3-dKtls &!:lytics u*s Ih€ {dio$rFq sxtEilsl sen'w po?ir$*rs icr

raricus F{rTores to dei;\p. aad EfitEme l,le ssi{E:

" Soog{e (hud Phltorm'-GosE& €loud flalfo,'m Ms end

aeli,res servke lrom tk tloud. Googh Cloud flatform prd

iE sune B{ srllldrare ale GDPft rcnplli.a:rt Sce hete fol ' rDt{l-

_-_--_:-;-.

" Enralt service prouider-Amaaan Sinpb $Mikation Seruite*

and Si*ole G,rer-e 5s+1re-serd alett and ngtifwerbrg tor

all ElslcfiiErs 'r{ts elcfi ro rwiw updaks dl€tr EfldL tr-{r* to

i\' :i- " (': ri ;.

" Pew#-Pendc aFpqication ane,Yti6 servke meaums ard

enharcs usr rryeriqrae- Link lo l)i:'::. r!'ili l$ i-'.

HETWERX INFiORMATIOH

fti.IEfiUS nrElytie i5 deilgnEd lc€ lhe udque de[B profilE

lenereted bl nelvrork derirer On-prernises (ctrlalls; ur

fii.tr€XUS Chud *cure$ (onneL-B to'lhe filJ(XUS Analylics se*ice

and slrEarrc l.sirircsg i,t heallh tey perfonrence indGtols {f EE}

and iel€r€try. EUfX{.fS lln:lytia ccrtrhcts ctxrliqurarbn and

$,EtEtic tc oflEr ahese f€slur€6:

" Airtsrflat€d dita bsseitrftg atld instg$?E drivem ty maai:*u

tearning lMti ard artiFcbl inteliigenra (AS

. lbalth and Sl-A rsonit*tng

, hnve,rfd. hoktrc troubl€6hooli.Ig

" Autor'retk cle5sifirE,i-ioli of irf,defl 1 seyErity

, ltkbirco*s ior intEq raliEn u\,itfi helpdEsh ll eeruice *nmage*ent
(ltSMi sysenr iite Se*,icdCor+ and Sabsfore

, ser.,irE $atidetion ellttrsst t"1E n€ed foF an sn's{e dat* cEllEEtrr

or orehy sensars

. Nleiisa-Al-po,rced ilirtr€l oenouth a;sistad

.. NUIKI-}SA}IALYTICsP*IVATY
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, Granu[Er dcBs tD raw dalE wit'n deep erp'{ol"ation and Elil6tom

dashbaae

" T$dri€ month$ af 5{oraqe with ll€dihle dei* IEpoding

END{UE]IIT IIWOR'iATI{IH

[nd Etis$&. €Ennf(1 tD $r]rqsl or $1aPk35 riE4'/.t\"kr ]il ty$ ""enri[

trs part af uing the eeNice, t1'€ nEi,listt l€arns b::i( rEiAffking

intorrnatiosl sudi *s unque lr{AC sddrerx' lF addrms. ti$er rnns

${ uing en BOI tl{ aulhen:ifitlrnl. i",{stnaF€. 'Ce!t(e OS typB.

Epe of rie?v€fk, fotlnedEd JIP Ml\C addres- ftF ir{crm;1ion.

s#ikh nfrme, sr{itth port, rcr''e Gr 1i'6!-,is, am$tjFt oi dal*

uploe ed or ddrrnbaded. ap$icatbns usd. and in$enury ot

PURFOSE OF I!{FORIiIATTOI{ PRBCESSEfi BY RIEKUS AI{&LYTTCS

fne Hble bebw des.rres 1ie Furyese of il.terl-aliDn cE<e$E"J bY RUf KUS Atiatf;t:

l{Et$$&rt [ftterElat on

Guest FcfsErEfon

i RU(K'Sf,'T.ALYTIT,5PflIUAE.Y
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wt{ofoNrEo[.srruFoRtvlft'noN pRo(EssEDBYT]NE RUEI(USARlALYflfSSERUI(E?WISCI+lFAl{Y.TI{RO FARTXES

]{AUE ACCE5S TO TH 15 I MFORfiIATIOI.I?

hrinrrnri:c|| :rnxeued hy HLJCK'l-$ AnEi)':!3 b n3(fi\lltsd !y the lti-fltrU'r .ustcn]el Fcf Bese of rndiale,.nEnl. hL(l(l.JS cusmrr*r

*dminiirarrxx rnry a.Sd oliler err${(r"l**s rs at:r;iillsirator. il if,t'iie e inrrd-F€rty fii,(Ku9-atJiatrr*sd psflncr !G rRanaEE the RUEKIIS

Lp;s.!.tffi:iefcke Cus:orres can add, 6.5'p 6- r:odily;dminh*alc.;s al Eny fiBE ol revoke acress:s thkd-pert, adninisJabs. ln

GJip oi ttph56. ts (uston*r adininsira:ur can -,v{e €onrnkop*tc:Kuslech slpFol ior heip rvith:ff'lbltshoolir'I aM rEslke

Eacelr al ar:,, tirE- CsmekegatUf KL5 lE(: s..iFFc?t EL-oEss s alv.ap a: erairi reqxst hy ii-€ RUf,Kil custgrer-

HOI/,I I-ON6 DOES RUTXUs ANALfilCs RETFJN DATA?

Eurt&1s8( lrdonTlaton

Y$

E16{llent I,Ilosrflatlo$

Curto{!!er lnf ol1nation

E rtsd{lf eet lfl rorfil:tloh

r RU(KU5 &NAIYTIC5 FR;UA(Y
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lf an tU chiaan or daia slsFci. a5 dEfnEd 3I GDPfl. rcaches

out Do a Ccrnn8 EP€lBUffiLS cuslcl.Ier ts rEtT:erE Cala siorcd

in f;i$CKUS Analytks. tte Conmsrownt}[{Us cmisrner is

lEsponsbE io! eEiBhlirfxinq ii 1i'e dara-suqeEt Enqui!'y lq qsfiuin€.

nr€ fi{-}[.KUS fualyt'Es ieam hal toolr to relriele and Prsi'id€

infsrn€tiofl s1trEd io. ihe d=ta s.ubieEt. Ilrlrally. the (usaontEl tlr*i

need to prwide a key .ix'l rbute su(h B dElE4uhiect erEil addrsx

or tr(A( ;N*drers. RUCXU! Ana\"trs will bui. se$-*rdrn tods iar

iB Eustot!.leis tD Frr{E dala it} the f uurE

Ntffi(I.lS A!*ALYfl(S PE]\TAEY P(tr}NTAI.TI}TER,Ms ANI}
(I,NT'MONE

The Rtt(KUS Analytirs .'.^. "....;. :-: =rd. .'

;re Fasicd on an €asilfatc6siSE ftUCKUS supFcf1 s1e. All

RLICKUS Analylics clstansrs mu51 lERd and acEeet lhe let]rs and

{onditiflns befom starting tlts sercse, For }iiitols ar.essins lbe

puhlir Conrrnkcpe !teh,le. the Frir;lcy End EDoHes sta:E-ert is

found ".:::: .

I.I(X,I DOESRTJEEUE AHALYTIIS AD$NEsS EREAGI OF

o TtIlRll{fo*MATION?

Euslom€. txjsl dE1E 5trul'itf and in"sgrily arP o{ L'tnosi

imoodanrE to Cornrn5oopenutHuS Cum.m5mpatuClii?S

lemgnirEs lhEt irnpoilinq sr:*.ir,ty ir a!"1 dlQoing prcff&.E ;M 6ft

are mrnmitted 1o itnpkEDe:rtinq afiangEs io ilr]f[:tr* the tr ErBll

serurity slute ct the Frodu€ts 3rd tervicel we ofiEf,. the gaps

r,re hare lsentilied and contiot e E identify wili be aedrersed and

\$E (on[imuail] erphre G{!ilancing oilr in.{restrMtu0e' indDdinq

lh;t of oul Fartnss, ot )ewraging n€te p'irtr€G liat ean r'c:1

or e*sred m.x derrands lcr securig and prixacy f,crnmScopd

RuCKl.iS t}Es a dedicated wrdrxt Eeclrity t*dm thEt ls rspcl:sible

for eealddnq, anaiyuing and nspocding 10 sEru]ih, )ftciCeFt

rEpsls lela.tEd to RI0CKJS produrs.lhb leam h L\€ fltst poilt

of eontacl br all seculltJ inddent reDocs aoi work5 Cile{rly

with ft!,)t(Us cu5lomers, seeurily rca*5rrhen, g'f|ErlTrneqt

orga,tuir3'llc$5, Esfl&l.dtsnis. ;$Custry rEauriv srglenrrat'tonB Eftd

othar Erdofi to ilentifY tEurit} isr6 with H.iC KUS gc<iucB'

Thk trEst k. also rurps*sibl* ior rubli:hing:ecurity adtiscties and

€ommun{tElng wilh oulsiie Efliili€s rEgarding l11itigtsibn sr[Ss

for addreirq speciiic seruriq issr.le! with RUCKLfi sroC*-L'b- Yhe

RUf Kl.iS serurity incident tesDrse Pdicl' Eafi be lHlfld Fl this;r1:i-

., nucxus f,**ALYTICS mttrAtY
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E}ATATR,AI{5FEE COSITRGL

RUCiilJS ens4tics l'.45'$ie sbility t€ prE{,Ent ttE unaulliltiEd

reading. rcpyifig. rnodifiEEtbn ordelEtion oi ctr5lc|!!s data-
vuhidr b Fl'rEesidd by the fltl(KLJs Anab'liEs setskt whih

f,ust&\ifle{ date is bsx,q transtetrrd eiecrronkstly, trEnryortEd

or rEr.firdE* on 'iala storelE {Elri(E6.---€nd to er6rr€ :h3t lhe

inien&d reriFienB of c:sio{mr d*':e nfNr a|e p(s.'ded ilttr
ar.rstlrle: dar.E h, l.f€ns R{ da"a csrFrnlrnEElis Equqtlerrl

can he e*tablisistl and rentei fa& ir 5{fftrp{6hed bi':

. [m45rring c*mrriunfatiafl beh$een frtJf{US ;eoess puir*,

roctruiler:, cfoud ;rd Rl.Jf,l{-i5 Anefjtls, &'NJ :ransa+rtir{

ir errr HTTP,65L.

, Lcggirq the acti$ily cr adfl inistratoE i[r€, lP oi bqged-kI

ajr inis trarc-rsj.

' Slerirlg {a: rEst} Etr@ijnt Pasrwr* in enrryPt€S lc{'lTlsl on

HUIrL{5 Ansrytb s}stems

" Strrirr$ and pocssing daia in EsroFQ cbrd dgla r€flter

hosted in Frunktr:t' 6ernony.

INPUTCONTROL

RUCR1JS Anailrb lier th! ability E er6ur€ ii 6 Pclsibh E
€6labiirh g1 aij*t tEil E to rAtlen and by 'iryirorn clEtotrEF

dBta has EeEri enlErEd" rEsdif,i€d cr lEfir 't$ fmm rysteE6

beins r.E€d bytcr m her,*'lof) RuCKlJs At'aiylks lro pr$E6s

curtBrr€t daG this is amn$',shed bP

. Lcgqing the 
=cti*ity 

c{ adminisEalos itire, lP ai bggedrn

atrrnrsEraic.lti

- R€r1ic;.ig Eustofier datr 4(e5E to 5e,rsry,iel besed on

eirp,{{ldate bqsir*{s rwd and limittrdJ it b.f {Llncli#r€l{sh.

. Frttlng sssiofi tineouls iri ple{€.

oRoERnrg[nLEf loil* ([]HTEOL

RLltKtls Andftb ilas 7i€ ebility to er6trE &at clrstorrer

dil^a gnxesst*5 hy or on betstl of i{LJ(KUtr AnElvti5 sefl only

be Nrrce*ed ifr af,(urdi:flEc wjth lile ilslumerg ifftrudiBnls.

Ttlir d. ac(omplisil*d Dy:

- Using rhang* managefnesrl. inrLdirg change logs and

(h3rgg €venq ElertirE.

" Pb"ttn8 bg rstentbn plicis and pocedurrs -m plas-

AVAITABILITYIOMTRGL

RJiCKUS Afiary(its hes the abilily tE ensurE the ptEte<ltoil

of {ustoFEr &tE. tr#}iEh i5 under tf= (Dt}tlol o{ fitrrCKUS

lr,.rlyis" against accldenlal d€stnj{ti$n or,16s. Ihii i5

etronirlEhed kf:

, &acf:lag $p RuCKt6 &BB8di(s sfGlenE dala BrilDdiEtsSy.

anery 15 ninures.

' srorifig a}l d;.ta in; highiyarailab5, highsl dura$e r*mxr
lll Gmgle f loud Platforn

IhITE!{OED USE f,DHTROi-

fiL{KUS Ar$alyria hd5. tr€.hlity to enrr$e til3l cu3lEfiEr

datE cE'ieEtEd i: only rxed ior lhe inrer€ied purpole {rffler

t!:r agiEeFEflt This b acornpished by:

, tbing custorner data eldusi+a'y o del;;rer ard imprue

le3trsEs End {L,tlcliarEliry aveilabh ift the Ru(zus

AneiytiG sswice.

. Autemztit;l$ prorEssrtris tcsto{fler data atordlrE rc the

specfc fe:umc en:bl€ri q tF€ cfisrom€f Bid E3 requitcd

tD seorE aM Fneinlain tt€ itilrastructure.

, hrtfns log retsritoo poliryand preedtxes in pi*e.

$Ilnff[O]{A{-N{E.S$ii 5

OUT.AF-E{I{O ARIHITEETIJRE

Sa[a stelEd or trEr.smitted by mcafls oi the c$stoill€]!

r€h+cik do no! trawse *UCKUS Anz.Stb leftErs.

t-ignr.lEighl health (Pi nra:rits aboG tte nenttrt illage

arE *nt to ar# Focessed in ffi.*iKtiS Aflslytks to gEflerale

iEighg sbsut fieh'rorl operation.

GIIUO SERIIICES SECT.fSTY

a'ioijd srvices a? Fre.:erled vi= slaie<f+h*art q:u[ti]e!@

returiq'rn{rasltuctum h\Eied Ef Soogie {lilsC mrffisTft" See

':: ,, fol m0m ini6{l'na',ic'-1-

, operaiic""sl and &irc sE(l.riiy-

" lftt€rnel csmExLi!'ii{aiicc} gerurity

" Strongly authentialed idzntily for sen ire.md pers*urel-

" frrrpose+ilt iBrdr{ere erd ssfttUara {or *e$rror$ing with

csicrner !€rurity EhiE6 ofi e$ery lrtrhine for hdened
,ecurE i!."frastruftute-

i, NUffi,Us AI{ALYIITs FRruACY
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ELOUO SEfl\'tCEs I NFRASTruTTURE

RUCKUS /.\Hlylics use+ Soogle (tco'J Pbiiorm to dEii'r€I sBl'i'!oP-s.

Gc.oEie (hud Pltdlotn and {s s,li'le D[ ssft$ale are SDPR

rfi maliant. S€e hete f or-.: ;t: :".:.1 " -"-, 1 --;:-

EHSASIEfi PNGPAftEO!{ESS

. llo! Sachi.s is avallah!€, atrd ali deta E ba6ec up al i lJ:lisfe
interuals.

' All deta is stors'd in ;a h qh$ ar'rsiiable. hs!:{' durarln rnannor in

Gosgk Chrud Flstlsm-

OfiSAXIZflT}SN ATg PENs]ONNEL

. ltapid esca{ation lxusdur[i's iKmls l-=iuEiFle cperatilr.x teaes

ar* in shce"

" ths R.uaEUS NO{ is amilable?4x7xf65dalE ic nor';lor ard

le"lpond.

/ FI.!CKI.IgA}IAIYTIEsPRIUfiT.Y
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COMMSC$PE"
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