
~ Access4 M Learning 
Community 

Simple. Secure. Scalable. Standard. 

.dAccess4 
Learning 

■ Community 
O Student Dato 
\w Privacy Consortium 

STANDARD STUDENT DATA PRIVACY AGREEMENT 

(UTAH National Data Privacy Agreement (NDPA) Standard VERSION 2.1) 

Tooele County School District 

And 

Eastman Adams Photography 

Version 2.1 

Authored by Members of the Student Data Privacy Consortium (SDPC) & 

I 
Mark Williams, Fagen, Friedman & Ful'lrost LLP 

© Access 4 Learning (A4L) Community. All Rights Reserved. 

This document may only be used by A4L Community members and ay not be altered in any substantive 
manner. 

National Data Privacy Agreement (NDPA), Version 2.1 Page 11 



STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1 

This Student Data Privacy Agreement ("DPA") is entered into on the da e of full execution (the "Effective Date") 
and is entered into by and between: 

Tooele County School District 

located at 92 Lodestone Way, Tooele, UT 84074 (the "LEA") 

and 

Eastman Adams Photography 

located at 76 W 13775 S STE 7, Draper, UT 84020 (the "Provider"). 

PREAMBLE 

WHEREAS, the Provider is providing educational or digital Services, as defined in Exhibit "A", to LEA, which 
Services may include: (a) cloud-based Services for the digital storage, management, and retrieval of pupil 
records; and/or (b) digital educational software that authorizes Provider 

r

o access, store, and use pupil records; 
and 

WHEREAS, the Provider and LEA have entered into a Service Agreeme t (as defined herein), to provide certain 
Services to the LEA as set forth in the Service Agreement, and this DP

J 
(collectively the "Agreement"), 

WHEREAS, the Provider and LEA recognize the need to protect perso
�

ally identifiable student information and 
other regulated data exchanged between them as required by applic ble laws and regulations, such as the 
Family Educational Rights and Privacy Act(" ERPA") at 20 U.S.C. 123 g (34 C.F.R. Part 99); the Protection of 
Pupil Rights Amendment ("PPRA") at 20 U.S.C. 1232h; and the C

J

1ldren's Online Privacy Protection Act 
("COPPA") at 15 U.S.C. 6501-6506 (16 C.F.R. Part 312), 

WHEREAS, the Provider and LEA desire to enter into this DPA for the urpose of establishing their respective 
obligations and duties in order to comply with applicable laws and regu

r

ons 

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

General Offer of Privacy Terms. 

The Provider has sig_ned Exhibit "E" to the �DPC Standard Clause�,

[

therwise kno�n as "General Offer of
Privacy Terms" enabling other LEAs to enter into the same terms of tnIs DPA with Provider. 

Special Provisions. (Check if Required) 
D If checked, the Supplemental State Terms attached hereto as Ex ibit "G" are hereby incorporated by

reference into this DPA in their entirety. 
If the Parties desire to change any terms, use the 'Vendor-Specific' Agreement or 'District-Modified' Agreement.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1 

The designated representative for the LEA for this DPA is: 

Name: Whitney Wallace Title Webmaster/Software Specialist 

Address: 92 Lodestone Way, Tooele, UT 84074 

Phone: 435-833-1900 Email: wwallace@tooeleschools.org 

The design,ted representative for the Provider for this DPA is: 

Name: U6"v\ AJa VV':} Title: ~V~-Q~Prc-'---'--oeJ=--&i_(!,.__._tlrb==---

Address: ]& V- l) JJ t; ~- ~fe- # ? 
Phone: ~ Dl ~ ~ 7 - 3 2. L( 0 Email JO V\ 

1@-~ srJ--~~Cv-\-5_ c· ~ 

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date. 

LEA: Tooele County School District 

Signed By: Date: 

Printed Name: Title/Position: 

PROVIDER: 

Signed By: 

~n~ Photography 

C ~ Date: 

Printed Name: Title/Position: 

Each Party is responsible to promptly notify the other Party of changes to the notice information. 

Notices to Provider 
Eastman Adams Photography 

Vendor 

76 w 13775 s #7. Draper . UT 84020 

contact@eastmanadams.com 

With a copy to (if provided): 
Provider Lega l Counsel 

Provider Lega l Counsel Postal Address 

Provider Legal Counsel E-mail Address 

Security Notices to Provider (Required per Section 5 .3 ) 

Provider Security Na me 

Provider Security Role 

Provider Security Postal Address 

Provider Security E-mail Address 

© Access 4 Leaming (A4L) Community. All Rights Reserved. 

Notices to LEA 
Tooele County School District 

Subscriber 

92 Lodestone way. Tooele. UT 64074 

info@tooeleschools.org 

With a copy to.(if provided) : 
LEA Legal Counsel 

LEA Legal Counsel Postal Address 

LEA Lega l Counsel E-mail Address 

Security Notices to LEA (Required per Section 5.3) 

Alan Hansen 

Security Officer 

92 Lodestone Way, Tooele, UT 84074 

a hansen@tooeleschools.org 
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STANDARD STUDENT DA TA PRIVACY AGREEMENT Version 2.1 

I 

STANDARD CLAUSES 

ARTICLE I: 

1.1 Purpose of DPA. 

PURPOSE AND SCOPE 

The purpose of this DPA is to describe the duties and responsibilities to protect Student Data including 
compliance with all applicable federal and state privacy laws, rules, af.d regulations, all as may be amended 
from time to ~ime. In performing th~ Service~, the Provi~er shall _be cons de red a School Official with a legitimate 
educational interest, and performing Services otherwise provided by the LEA. With respect to its use and 
maintenance of Student Data, Provider shall be under the direct control and supervision of the LEA as set forth 
in this DPA and the Service Agreement. 

1.2 Description of Products and Services. 

A description of all products and services covered by the Agreement, a1nd information specific to this DPA, are 
liste~ in Exhi~it "A". If a Provider needs to u~date any information on JExhibit _"A" (such as updating with new 
provided services), they may do so by completing the Addendum template provided by the A4L Community and 
sending a copy to the LEA 

Provider may add or delete products or services subject to this DPA under the following circumstances: 
1. Deleted products or services: The products or services have been discontinued and are no longer 

available from the Provider. 
2. Added products or services: The added products or servic~s are either: 

a. a direct replacement, or substantially equivalent to the original products or services listed in 
the DPA, or I 

b. the added products or services result in enriched new or enhanced capabilities, new modules, 
technology advancements and or service categories relating to the listed products or services 
that Provider did not have at the time the DPA was signed. 

If an added product or service requires additional Data Elements, Prov·der must complete the relevant portion 
of the Addendum template to update Exhibit "B". 

Provider may not make any change to Exhibit "A" via an Addendum, except adding or deleting products or 
services. LEA is under no obligation to acquire added products or services and has no ability under the DPA to 
prevent deletion of products or services. The Provider must notify the LEA, in accordance with the notification 
provisions of this DPA, of the existence and contents of an Addendum modifying Exhibit "A". The LEA will have 
thirty (30) days from receipt to object in writing to the Addendum. If no written objection is received it will become 
incorporated into the DPA between the parties. 

1.3 Student Data to Be Provided. 

In order to perform the services, the Provider shall process Student Data as identified by the Provider in the 
Schedule of Data, attached hereto as Exhibit "B". Student Data may be provided by the LEA or created by 
students, as set forth fully in the definition of Student Data in Exhibit 'C". If a Provider needs to update any 
information on Exhibit "B", they may do so by completing the Add ndum template provided by the A4L 
Community and sending a copy to the LEA. 
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Provider may delete data elements from Exhibit "8" if they are no longet used by the Provider. 

Provider must add data elements to Exhibit "B", when a material chan e has occurred, regardless of whether 
the added data elements are either one of the following: 

1. used to better deliver the original products or services liste in the DPA, or 

2. used to deliver added products or services that result in new or enhanced capabilities, new 

mod_ules, technol~gy a?vancements and _or service cate~ories relating to the listed products or 
services that Provider did not have at the time the DPA was signed. Such new products or services 
must be designated in the Addendum template as change I to Exhibit "A". 

The Provider must notify the LEA, in accordance with the notification , revisions of this DPA, of the existence 
and contents of an Addendum modifying Exhibit "B". The LEA will have thirty (30) days from receipt to object to 
the Addendum. If no written objection is received it will become incorporated into the DPA between the parties. 

1.4 DPA Definitions. 

Capitalized terms used in this DPA shall have the meanings set forth in Exhibit "C". With respect to the treatment 
of Student Data, in the event of a conflict , definitions used in this DPA shall prevail over terms used in any other 
writing , including, but not limited to, the Service Agreement. 

ARTICLE II : DATA OWNERSHIP AND AUTHORIZED ACCESS 

2.1 Student Data Property of LEA. 

As between LEA and Provider, all student Data processed by the Provi er, or created by students (as set forth 
fully in the definition of Student Data in Exhibit "C"), pursuant to the Agreement is and will continue to be the 
property of and under the control of the LEA The Provider further acknowledges and agrees that all copies of 
such Student Data processed by the Provider, including any modifications or additions or any portion thereof 
from any source, are also subject to the provisions of this DPA in the same manner as the original Student Data. 
The Parties agree that as between them, all rights, including all intellectual property rights in and to Student Data 
contemplated per the Service Agreement, shall remain the exclusive pr perty of the LEA 

2.2 Parent, Legal Guardian and Student Access. 

The LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible student (as defined 
in FERPA) may review student Data and request deletion or modification, and request delivery of a copy of the 
Student Data. In support of this, the Provider shall establish reasonable procedures by which the LEA may 
access, and correct, if necessary, Education Records and/or Student Dat , and make a copy oft he data ava ilable 
to the LEA or (at the LEA's direction) to the parent, legal guardian or e igible student directly. If the LEA is not 
able to review or update the Student Data itself, Provider shall respond in a reasonably timely manner (and no 
later than thirty (30) days from the date of the request or pursuant to the time frame required under state law for 
an LEA to respond to a parent, legal guardian or student , whichever is sooner) to the LEA's request for Student 

Data held by the Provider to view or correct as necessary. 

In the event that a parent or legal guardian of a student or eligible student contacts the Provider to correct, delete, 
review or request delivery of a copy of any of the Student Data collected by or generated through the Services, 
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the Provider shall refer that person to the LEA, who will follow the necessary and proper procedures regarding 
the requested information. In the event that any person other than those listed contacts the Provider about any 
Student Data, the Provider shall refer that person to the LEA, except as provided in Section 4.4. 

2.2.1 This NDPA does not impede the ability of students to ddwnload, export, or otherwise save or 
maintain their own Student Generated Content directly from Provider or for Provider to 

provide a mechanism for such download, export , transit or saving to students, or the 
student's parent or legal guardian. Nor does it impede t e ability of Providers to offer LEAs 
features to allow such ability. 

2.2.2 In the event that Stud_ent Generated Content is transfer~ed to the control of the student, 
parent or legal guardian, the copy of such Student Gemerated Content that is in the control of 
such person is no longer considered Student Data. 

2.3 Subprocessors. 

Provider shall enter into a Subprocessor Agreement with all Subprocess rs performing functions for the Provider 
in order for the Provider to provide the Services pursuant to the Service Agreement, whereby the Subprocessors 
agree to protect Student Data in a manner no less stringent than the terms of this DPA. Every Subprocessor 
Agreement must provide that the Subprocessor will not Sell the Student Data. The terms of a Subprocessor 
Agreement shall not be matenally modified by the Subprocessor unlesslnotice is provided to the Provider. 

ARTICLE Ill : DUTIES OF LEA 

3.1 Provide Data in Compliance with Applicable Laws. 

LEA shall use the Services and provide Student Data in compliance wit~ all applicable federal and state privacy 
laws, rules, and regulations , all as may be amended from time to time. 

3.2 Annual Notification of Rights. 

If the LEA has a policy of disclosing Education Records and/or Student Data under FERPA (34 CFR § 
99.31 (a)(1)), LEA shall include a specification of criteria for determining who constitutes a School Official and 
what constitutes a legitimate educational interest in its annual notification of rights. 

3.3 Reasonable Precautions. 

LEA shall employ administrative, physical, and technical safeguards designed to protect usernames. passwords, 
and any other means of gaining access to the Services and/or hosted Student Data from unauthorized access, 
disclosure, or acquisition by an unauthorized person. 

I 

3.4 Unauthorized Access Notification and Assistance. I 
LEA shall notify Provider within seventy-two (72) hours of any confirmed Data Breach to the Services, LEA's 
account or any Student Data that poses a privacy or security risk. If rkquested by Provider, LEA will provide 
reasonable assistance to Provider in any efforts by Provider to investigate and respond to such Data Breach. 
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ARTICLE IV: DUTIES OF PRt lDER 

4.1 Privacy and Security Compliance. 

The Provider shall comply with all laws and regulations applicable to Provider's protection of Student Data privacy 
and security, and at the direction of the LEA shall cooperate with any state or federal government-initiated audit 
of the LEA's use of the Services. 

4.2 Authorized Use. l 
The Student Data processed pursuant to the Services shall be used b the Provider for no purpose other than 
performing the Services outlined in Exhibit "A", or as instructed by the L A 

4.3 Provider Employee Obligation. 

Provider shall require all of Provider's employees who have access to Student Data to comply with all applicable 
provisions of this DPA with respect to the Student Data shared under tf e Service Agreement. Provider agrees 
to require and maintain an appropriate confidentiality agreement from i ach employee with access to Student 
Data pursuant to the Service Agreement. 

4.4 No Disclosure. 

Provider acknowledges and agrees that it shall not sell or disclose any Student Data or any portion thereof, 
including without limitation, user content or otl1er non-public information and/or personally identifiable information 
contained in the Student Data. 

4.4.1 Exceptions to No Disclosure. 

4.4.1.1 

4.4.1.2 

4.4.1 .3 

4.4.1 .4 

4.4.1.5 

4.4.1.6 

4.4.1.7 

This prohibition against disclosure will not apply to Student Data where disclosure is 
directed or permitted by the LEA or this DPA. 

The provision to not sell Student Data shall not apply to a Change of Control. 

This prohibition against disclosure shall not apply to Student Data disclosed 
pursuant to a judicial order or lawfully issued subpoena or warrant. 

This prohibition against disclosure shall not apply to Student Data disclosed to 
Subprocessors performing Services on behalf of the Provider pursuant to this DPA. 

Should law enforcement or other government entities ("Requesting Party(ies)") provide 
a judicial order or lc1wfully issued subpoena or warrant to the Provider with a request 
for Student Data held by the Provider pursuant 

1
to the Services, the Provider shall notify 

the LEA.in advance of a compelled ~iscl~sure J° t.h~ Requesting Party .. 

Notification under 4.4.1 .5 ,s not required 1f the Jud1c1al order or lawfully issued 
subpoena or warrant states not to inform the LEA of the request. 

Should the LEA be presented with a judicial order or lawfully issued subpoena or 
to disclose Student Generated Content or other Student Data, the Provider shall 
cooperate with the LEA in delivering such data/ 
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4.4.1.8 This prohibition against disclosure shall not apply to LEA-authorized users of the 
Services, which may include parents and legal guardians. 

4.4.1. 9 This prohibition against disclosure shall not apply to protect the safety of users or 
others, if and only if, an LEA employee who has specifically been authorized to 
declare a health or safety emergency has done so and all requirements under 34 
CFR §§ 99.31(a)(10) and 99.36 have been fulfilled by the LEA. 

4.4.1.10 This prohibition against disclosure shall not apply to protect the integrity or security 
of the Service, where such disclosure is made to a Subprocessor engaged by 
for the specific purpose of investigating a potential Data Breach as set forth in 5.4. 

4.5 De-Identified Data 

Provider agrees not to attempt to re-identify De-Identified Student Data without the written direction of the LEA. 
De-Identified Student Data may be used by the Provider for those purposes allowed under applicable laws, for 
the purposes allowed for the processing of Student Data under this DPA, as well as the following purposes: (1) 
assisting the LEA or other governmental agencies in conducting research and other studies; (2) research, 
development, and improvement of the Provider's educational sites, Services, or applications, and to demonstrate 
the effectiveness of the Services; and (3) for adaptive learning purpose and for customized student learning. 
Provider's use of De-Identified Student Data shall survive termination of this DPA or any request by LEA to return 
or dispose of Student Data. Except for Subprocessors, Provider agrees not to transfer De-identified Student Data 
to any third party unless the transfer is expressly directed or permitted by the LEA or this DPA. Such 
Subprocessors must be subject to equivalent terms of the DPA including this one. Prior to publishing any 
document that names the LEA, the Provider shall obtain the LEA's written approval of the manner in which De­
Identified Student Data is presented. If Provider chooses to create De-Identified Data, its process must comply 
with either NIST de-identification standards or US Department of Education guidance on de-identification. 

4.6 Disposition of Data. 

Upon written request from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer 
Student Data obtained under the Service Agreement, within sixty (60) days of the date of said request and 
according to a schedule and procedure as the Parties may reasonably agree. 

If the Provider has a standard retention and destruction schedule, that schedule shall apply to Student Data as 
long as this DPA is active. The Provider's practice relating to retention and disposition of Student Data shall be 
provided to the LEA upon request. 

At the termination of this DPA, the Provider shall , unless directed otherwise by the LEA, dispose of, or delete 
Student Data obtained by the Provider under the Agreement within sixty (60) days of termination (unless 
otherwise required by law). If the Agreement has lapsed or is not terminated, the Student Data shall be deleted 
when directed or permitted by the LEA, according to Provider's standard destruction schedule, or as otherwise 
required by law. The LEA may provide the Provider with special instructions for the disposition of the Student 
Data, by transmitting to Provider Exhibit "D", attached hereto. The duty of the Provider to dispose of or delete 
Student Data shall not extend to De-Identified Data or to Student-Generated Content that has been transferred 
or kept pursuant to Section 2.2.2. 
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4.7 Advertising Limits. 

Provider is prohibited from using, disclosing, or selling Student Data to (a) inform, influence, or enable Targeted 
Advertising; (b) develop a profile of a student, family member/guardian or group, for any purpose other than 
providing the Service to LEA; or (c) for any commercial purpose other than to provide the Service to the LEA, or 

as authorized by the LEA or the parent/guardian. Targeted Advertising is strictly prohibited. However, this section 
aoes not prohibit Provider from using Student Data (i) for adaptive learning or customized student learning 
(including generating personalized learning recommendations); or (ii) to make product recommendations to 
account holders that are not considered Targeted Advertising (this exception does not apply where the Provider 
is relying on the LEA to provide consent on behalf of the parent under COPPA); or (iii) to notify account holders 
about new education product updates, features, or Services that are not considered Targeted Advertising or from 
otherwise using Student Data as permitted in this DPA and its accompanying exhibits. 

Before making product recommendations under section (ii) above, Provider must disclose the existence of those 
recommendations to LEA in writing , in sufficient detail that LEA can fulfill any obligations under applicable law 
(e.g. PPRA). 

ARTICLE V: DATA SECURITY AND BREACH PROVISIONS 

5.1 Data Storage. 

If Student Data is stored outside the United States, Provider will provide a list of Countries where data is stored, 
in Exhibit "B". 

5.2 Security Audits. 

Provider will conduct a security audit or assessment no less than once per year, and upon a Data Breach. Upon 
1 O days' notice and execution of confidentiality agreement, Provider will provide the LEA with a copy of the audit 
report, subject to reasonable and appropriate redaction. 

5.3 Data Security. 

The Provider agrees to utilize administrative, physical, and technical safeguards designed to protect Student 
Data from unauthorized access, disclosure, acquisition, destruction, use. or modification. The Provider shall 
adhere to any applicable law relating to data security of Student Data. The Provider shall implement an adequate 
Cybersecurity Framework that incorporates one or more of the nationally or internationally recognized standards 
set forth in Exhibit "F". Additionally, Provider may choose to further detail its security programs and measures in 
Exhibit "F". Provider shall provide, in the Preamble to the DPA, contact information of an employee who LEA 
may contact if there are any data security concerns or questions. 

5.4 Data Breach. 

In the event that Provider confirms a Data Breach, the Provider shall provide notification to LEA within seventy­
two (72) hours of confirmation of the Data Breach, unless notification within these time limits would disrupt 
investigation of the Data Breach by law enforcement. In such an event, notification shall be made within a 
reasonable time after the Data Breach. Provider shall follow the following process: 
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(1) The Data Breach notification described above shall include, at a minimum, the following 
information to the extent known by the Provider and as it becomes available: 

(a) The name and contact information of the Provider subject to this section, 
(b) the date of the notice, 
(c) the date of the Data Breach, the estimated date of the Data Breach, or the date 

range within which the Data Breach occurred, 
(d) wnether tne notification was oeIayeo as a result of a Iaw enforcement 1nvest1gat1on, 

if legally permissible to share that information, 
(e) A general description of the Data Breach, if that information is possible to determine 

at the time the notice is provided, 
(f) A description of the Student Data reasonably believed to have been the subject of 

the Data Breach; and 
(g) Identification of impacted individuals. 

(2) Provider agrees to adhere to all applicable federal and state laws with respect to a Data Breach 
related to the Student Data, including any required responsibilities and procedures for 
notification and mitigation of any such Data Breach. 

(3) Provider further acknowledges and agrees to have a written Data Breach response plan that is 
consistent with applicable industry standards and federal and state law for responding to a Data 
Breach, involving Student Data and agrees to provide LEA, upon reasonable written request, 
with a summary of said written Data Breach response plan. 

(4) LEA shall provide notice and facts surrounding the Data Breach to the affected students, 

parents, or guardians. 

(5) In the event of a Data Breach originating from LEA's use of the Service or otherwise a result of 
LEA's actions or inactions, Provider shall reasonably cooperate with LEA to the extent necessary 
to expeditiously secure Student Data and may request costs incurred as a result of such Data 
Breach. 
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CONTRACT TERMS 

Term and Termination. In the event that either Party seeks to terminate this DPA, they may do so by written 
notice if the Service Agreement has lapsed or has been terminated. Either party may terminate this DPA and 
any Service Agreement or contract if the other party breaches any terms of this DPA. This DPA shall stay in 

effect for as long as the Provider retains the Student Data, as set forth in section Article IV, Section 4.6. In the 
case of a "Change of Control" the LEA has the authority to terminate the DPA if it reasonably believes that the 
successor cannot uphold the terms and conditions herein or having a contract with the successor would violate 
the LEA's policies or state or federal law. 

Data Disposition on Service Agreement Termination. If the Service Agreement is terminated, the Provider 
shall dispose of all of LEA's Student Data pursuant to Article IV, Section 4.6 of the Standard Clauses. 

Notices. All notices or other communication required or permitted to be given hereunder must be made in writing 
and may be given via e-mail transmission, or first-class mail, or mutually agreed upon method sent to the 
designated representatives documented in the Preamble. 

Priority of Agreements. This DPA shall govern the treatment of Student Data in order to comply with the 
privacy protections, including those found in FERPA and all applicable privacy statutes identified in this DPA. 
Wrth respect to the treatment of Student Data only, in the event there is conflict between the terms of the DPA 
and the Service Agreement, Terms of Service , Privacy Policies, or with any other bid/RFP, license agreement, 
or writing, the terms of this DPA shall apply and take precedence. In the event of a conflict between Exhibit "H", 
the SDPC Standard Clauses, and/or the Supplemental State Terms lin Exhibit "G", Exhibit "H" will control, 
followed by Exhibit "G". Except as described in this paragraph herein, all other provisions of the Service 

Agreement shall remain in effect. 

Entire Agreement. This DPA and the Service Agreement ("the Agreement") constitute the entire agreement of 
the Parties relating to the subject matter hereof and supersedes all prior communications, representations, or 
agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the observance of 
any provision of this DPA may be waived (either generally or in any particular instance and either retroactively 
or prospectively) only with the signed written consent of both Parties. 

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall , as to such 
jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating the remaining 
provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shall not invalidate or 
render unenforceable such provision in any other jurisdiction. Notwithstanding the foregoing, if such provision 
could be more narrowly drawn so as not to be prohibited or unenforceable in such j urisdiction while, at the same 
time, maintaining the intent of the Parties, it shall, as to such jurisdiction, be so narrowly drawn without 
invalidating the remaining provisions of this DPA or affecting the validity or enforceability of such provision in any 

other jurisdiction. 

Governing Law; Venue and Jurisdiction. This DPA will be governed by and construed in accordance with the 
laws of the state of the LEA, without regard to conflicts of law principles. Each party consents and submits to the 
sole and exclusive jurisdiction to the state and federal courts for the county of the LEA for any dispute arising 

out of or relating to this DPA or the transactions contemplated hereby. 

Successors Bound. This DPA is and shall be binding upon the respective successors in interest to Provider in 
the event of a Change of Control. In the event of a Change of Control, the Provider shall provide written notice 
to the LEA no later than sixty (60) days after the closing date of such Change of Control. Such notice shall include 
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a written. signed assurance that the successor will assume the obligations of the DPA and any obligations with 
respect to Student Data within the Service Agreement 

Authority. Each signatory confirms they are authorized to bind their institution to this DPA in its entirety. 

Waiver. No delay or omission by either party to exercise any right here !under shall be construed as a waiver of 
:my such right and both parties reserve the right to exercise ;my such right from time to time. as often as may be 
deemed expedient. 
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Photography Services
Portrait Photography
Yearbook Creation/Publication
Event Photography

STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1 

EXHIBIT A: PRODUCTS AND ,ERVICES 

This DPA covers access to and use of Eastman Adams Photognr phy 's existing Services that collect, 
process, or transmit Student Data, as identified below: 

Enter resource names 

P k,+-,z; rc-phy 
>; :ih6o( 

➔ >{({)-(/) 
Jj yto-r~K-~ 
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EXHIBIT B: SCHEDULE OF STUDENT DATA 

All Data Elements identified in this Exhibit are correct at time of signatJ e Data Elements Collected by 
Product - Indicate Required (R) or Optional (0). 

Category of Data / Product/Roso 
Data Elements urce Name 1 l 'h,M.1.Cfi,lt:.!.Ol.lf(• t lai, e ,l -'JC4JO,~♦~~Narr•J l'-~f('M,l ...... , , ..... ~ 'l.'1'141 ., F'-,,,i,a.JCL~ flC!,J 'C. "ilNn•< i;,-c,:;,;~.,lOfC• t <lllnl t, -"!'Qol]U<.ti i1etCiJ~• ,inie 1 

Application Technology MetaData 

IP Addresses of users. use 
of cookies, etc . 

Other application 
technology metadata 

If 'Other' checked, please 
specify below checked 

box: 

Application Use Statistics 

Meta data on user 
interaction with application 

Assessment 

Standardized test scores 

Observation data 

Voice recordings 

Other assessment data 

If 'Other' checked, please 
specify below checked 
box: 

Attendance 

Student school (daily) 
attendance data 

Student class attendance 

I data 
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1 

Category of Data / ProductiReso 
Data Elements urce Name 1 ?fock.C-J?H:u(ON8rre1 ~~':!,;o'iQll't11~1 pr;-..'"IJ:L'R~CIIICO """' Pl'OOJ(L'R~o:.-ne ►k~ ~ PnXJ~7~KOUI'" IU"tll El Proo:JttiR~ o ~iYM 1 

Communication 

Online communication 
captured (emails, blog entries) 

Conduct 

Conduct or behavioral 
data 

Demographics 

Date of birth 

Place of birth 

Gender 

Ethnicity or race 

Language information 
(native, or primary language 
spoken by student) 

Other demographic 
information 

If 'Other' checked, please 
specify below checked 

box: 

Enrollment 

Student school enrollment X R 
Student grade level X R 
Homeroom X R 
Guidance counselor 

Specific curriculum 
programs 

Year of graduation 

Other enrollment 
information 
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1 

Category of Data / Product/Re so 
Data Elements urce Name 1 "ioo..C'.P~;ruo M,.,., l l'JI.Qlc'.lf(•1""1.1fl"" ~re3 P 06.nRo-;.;,,,,·~ 'lj ~· ~·,od~t,lif-":-J:u,Narra' Pft'011:l.1ie&:V"• t.en=10 ?rOCILC'i':.tt WJJN llorro f 

If 'Other' checked, please 
specify below checked 

box: 

Parent/Guardian contact Information 

Address 

Email xO 
Phone 0 
Parent/Guardian ID 

Parent ID number (created 
to link parents lo students) 

Parent/Guardian Name 

First and/or last 

Schedule 

Student scheduled courses 

Teacher names 

Special Indicator 

English language learner 
information 

Low-income status 

Medical alerts/health data 

Student disability 
information 

Specialized education 

Services (IEP or 504) 

Living situations 
(homeless/foster care) 

Other indicator information 
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1 

Category of Data / Product/Reso 
Data Elements urea Name 1 ;:itf!)(l.(;L'Ru.:-rt•· brw 2 l•'H)OtJCt,li~ • ..t di~l ~ no~ f'l'~ .iaf;ft®rC. "- ,.,.. P.o:JiS-f..~rt• r-.&n11 !', ~~~l•N.1JT1t6 F'"t\Ju<!l.'Rft.l"..s11.t Nl'lf'lt '1 

If 'Other' checked, please 
specify below checked 

bOJC 

Student Contact Information 

Address 

Email 

Phone 

Student Identifiers 

Local (school district) ID 
number 

State ID number xR 
Provider/app assigned 
student ID number 

Student app username 

Student app passwords 

Student Name 

First and/or last X R 
Student In App Performance 

Program/application 
performance (e.g . typing 

program - student types 60 wpm, 
rQading program - student reads 
be low grade level) 

Student Program Membership 

Academic or 
extracu rricular activities a 
student may belong to or 
participate in 

© Access 4 Leaming (A4L) Community. All Rights Reserved. 
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1 

Student Survey Responses 

Student responses to 
surveys or questionnaires 

Student Work 

Student generated 
content; writing, pictures, 
etc. 

Other student work data 

If 'Other' checked, please 
specify below checked 
box: 

Transcript 

Student course grades 

Student course data 

Student course 
grades/performance 
scores 

Other transcript data 

If 'Other· checked, please 

specify below checked 
box: 

Transportation 

Student bus assignment 

Student pick up and/or 
drop off location 

Student bus card ID 
number 

Other transportation data 
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If 'Other' checked, please 

specify below checked 
box: 

I 

Other 

Other data collected " 
If 'Ol!Jer' c/recked, please 
list each additional data 
element used, stored, or 
collected by your 
application below checked 

box: 

None 

No student data collected 
at this time. Provider will 
immediately notify LEA if 
this designation is no 
longer applicable . 

If Student Data is stored outside the United States Provider shall list be low the Countries w here data is stored : 
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EXHIBIT C DEFINITIONS 

Change of Control. Any merge, acqu,s,t on consohdatton or other bjsmess reorganization or sale of all or 
substantrall.y all of ti.le assets of Provider or of the portion of Provrclt;r th t performs the Services in rhe Service 
Agreement 

Contextual Advertising: Contextual advert1sIng Is the delivery of adve rsements based upon a current vIS11 to 
a Web page or a single search query wrthout the collect,on and retention of data about the consur1er's onhne 
actrv1tIes over 1,me 

De-Identified Data. Records and rnformat,on are considered to be De-l~ent1fred when all personally 1dentIflable 
mtormat1on nas been removed or obscured sucn mat tne remaining 1nf,rma11on does not reasonatJly itlentify a 
spec fie.student including but not limited to any 111furr11dl1011 l11c1l done 111 cu111b1ndt1on Is linkable to a specific 
student 

Data Breach: An unauthorized release access to dISC1osure or acquIs1110n of Student Data that compromises 
the security confrdent1a1tty or mtegrity of thi= Stut1ent Data maIntaI11ecJ by t11e P1ov1der 111 vroIa110n of applicable 

ctatc or federal law 

Educational Record$: Cducat,onal Records srall have the moon ng s1 forth unde, FERflA 20 U S C 12 32 
q(a)(5)(A) For add1t1onal context see also the ·student Data def1n1l1on 

LEA. For the purpose or this DPA tire LEA 1s the educational entity tha Is a Party to this Agreement An LEA 
can be a state agency an educational service agency a charter school r school system or a private school or 
school system In addition to the federal defrn1t1on ot Local E:.ducat,on Agency (LEA) 

Metadata: Moons 1nformatIon that provtCtes meaning ::ind context to other data being collected including but 
not limited to date and time records and purposE: of creation Mctadata t~at have been stripped of all direct and 

indirect 1dent1fIers are not considered Personally Identifiable Information fr Student Data 

Originating LEA · An educr1t1onal entity otherwise meeting the defin1t1on f LEA that onqmally executes the DPA 
In ,ts entuety (including the marked checkbox enabling Exhrb1t E ) N1tl1 t 1e Provider 

School Official : For the purpOSl?S of this OPA anrt p1irsuan1 to FFRPA 34 CFR § 99 31 (bl a School Official IS 

a contractor that ( 1) Performs an 1nsl1tut1onal service or function for which the agency or instItutIon would 
othe1w1se use employees (2) Is urder the direct control of the agency or InstItutIon with respect to the use and 

maintenance of Studen1 Data 1nclud1nq Educational Records and f3) l~subJect to FERPA 34 CFR § 99 33(al 
govermng the use and re-d1sclo:.uIe or Personal y tdem1f1able lnforrnat10 from Educational Records 

Service Agreement· Refers to the quote corresponding contract plir hase order or terms of service and/or 

terms of u:.e 

Student Data: Stuoent Data ncludes any data whether gathered c,eated or inferred by Provider or provided· 
by LEA or ,ts users students. or c;t11riPntc; p;:irpnt srgw1rd1ans for a school purpose that ,s descnpt,ve of the 
student 1rctudmg but not lrm1ted to 1nformatIon in the s:udent s Educat1o!I Record persistent unique 1dent1f1ers 
or any other mformatIon or 1dent1f1catIon nurnbe. r that would provide 1nfor 1at1on about a spec1f1c student Student 
Data includes Metadata that has not bel?n stnrpP.c1 of all c11rect and in irect 1dent1f1ers Student Data further 
includes Personally Identifiable Information (PII) as defined m 34 C R § 99 3 and as defined undc1 ony 
applicable state law Stl!dent Data snail constitute Education RecorcJs f r tt·,e purposes of this DPA and fo1 tile 
purposes of federal state and local law,; ~nrt rP011t;:it1nns Student nata as specified rn Exh1b1t B 1s confirmed 
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to be collected or processed by the Provider pu'suant to the Services ludent Data shall not include properly 
De dent1fled Data or anonymous usage data regarding a stlident's or L As use of Provider's Services 

Student Generated content· , he term ~tudent Generated Content means materials or content created by a 

student In the services 1 1clud111y L>ul 11ut lurnlt!i.J lu e!:i!:idY!:i IeseaId1 , eµu, b µu, 1ruI1u!:i LI t::dliv~ wr It111g 11Iu!:iIL 

or other audio files photographs videos and account nformat,on that erables ongoing ownership of student 
content student e.:,enerated Gontent does not include student responsls to a standardized assessment where 
student possession ana control would Jeopardize tne validity and re11aoII y 01 mat assessment 

Subprocessor: For the purposes of this DPA the term 'Subprnc ssor (somf'!times referred to as the 
"Subcontractor ) means a porty other than LEA or Provider who Prov der uses for data collection analytics 
storage or other service to operate and/or improve ,ts service. and who has access to or storage of Student 
Data including security storage analytics and other processing actIvItIes necessary to perform a Provider 
business purpose 

Subprocessor Agreement: An agreement between Provider and a third party Subprocessor. A Subprocessor 
Agreement includes either a written aqree11ent or an acceptance of terms and cond1tIons (e g clIc1< through 
agreements) I 
Subscribing LEA: An educational entity otherwise meeting the definition of LEA lhat was not party to the 
original Service Agreement and who accepts the Providers General Utter ot f-Jnvacy I erms oy executing t:xnI0I1 
·E 

Ta rgeted Advertising Targf'ted Advert1sIng means presenting an advertisement to a student where the 
selection of the advertisement Is based on Student Data or inferred over time from the usage of the Provider 
Internet web site onhne service or mobile appl1cat1on by such student or the retention of such student's onlIne 
acllv1lies uI 11:14u1:1sts over lime for the purpose of targeting subsequent ~dvcrt1semcnts • Targeted Advert1s1ng' 

does not include Contextual Advert1s1ng I 
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EX HI BIT D SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA 

After this DPA takes effect 1f the LEA has special requirements for the dIsposItIon of Student Data that are not 
expressed ,n 4 6 Dispos,t,on of Data the LEA may ftll in this form and dehver ti lo the Provider 

The Provider and the LEA must not fill m this form at the mttiat1on 1f the DPA. 

The Provider shall act on Exh1b1t "D from the dc!.1gnated representative ~f the LEA or their des,gnee (Preamble 
or Exl11b1t E" for Subscribing LEA). 

fnserr Name of o,scrict or LEA ( . ~A J 1; str.icis O 'v 1rJer • o ,pose 11f Student :Ja·c1 OlJt w t:d l>v Provider Pli ~mm; to 

the •erms )' the PA oetv--1:-r E":A dnti Prov1dG• T'lt trri..,s ot tt,e :J1soos ton are set fcrt'1 b•~•ol'I 

1. [,- tent o r Di:;po:;rtion 
D1som, tIor 5 part,al Tt e scope ,t Stude'11 ~ ala to be d spnsed of Is set forth below or founo ;n an 
attacr'THe'lt to this Dre t , 

Insert categories of St11d1'11t Data hom j 

2 Natu re of n rc;position 
[ r,spcs1\1"" <-'la I b0 bv dest' n,on or 1Jt- ... •ion of Stl, e'lt r ata 

O•sp :,,t O" <,'la I tJ,-, bv ;; trw !°>If of Student Jata T> St.ider t Da1c1 ~h.., I ) llan"ft I red tot",... fol ow ng 

srt ·, -3 •o 'ows 
[ Insert or attach special instruc t,011s 

3 Timing of n,spos1tion 
!::iludf.''lt C 1ta ,,h,1 b, r1 SJ'.'C<.ed of ti; Ille f1JI O 'I g dah 

As soon as coI'lr·1erc1a v pra t cal le 

[ 1 By I Insert Da te 

4 De-Identified Data l 
l ~ ., 1"1r , ,, c,srt1f,es •ta· thi:y '1a ,p e 1 •Prt1f11-d \'11• o;ira ;i. de11 ed el:,ewr e,,. ,n ·,,s Aqrt·erPl:l t dfld 

'iisposed 0r JII copItls r StJae-nt :Jal~ Ira· vf'rP 10• ,. "entIf ed In <1CcurcJdr ce ~•,1,r !l"S Sc.t11edulc and 

11,-. [)PA .,.1 ~ p 1 ,v J<'-· . Ir tilv L[A r occcrdo,cc w1tti re not1t1cat10·1 'Jqu,rc,man:s 01 '"'"' OPA .10.,1•1u 

ti ', Oil 

A, I I Insert Date ] 

5 Other· 

Srgn ature(s) 

At,thoriz~~ Represerta!lve 0 1 

LEJ\ 

Notice of V(!!rifred 01sp osit1on of Data 

I ///--( C'/ (:./)L) 
I 

vtl d Repl•:~••r lr1l1ve o' 
P rr v de! 



STANnARD ◊ fLIDfrvZ [)A TA r>RJ~AC Y AGRf:E-MfNT Vcr,;ion. 1 

EXHIBIT E: GENERAL OFFERS OF TERMS 

Page 1 of 2· OFFFR OF TERMS 

Provider and the Subscnb1rg LEA (named below1 agIee by signing this General Offer of Privacy Terms ( General 

Offer") that they are bound hy the s;:ime terms as the OPA between Provider and 
Tooele ~ount; Su100 D -,•r ct ( Originating LEA ) dated °! f t&/ "J-f' 

P1 uv1cJ1::1 dncJ 3ubscribrng L[A agree that the 1nformat1on below w,11 be replaced throughout the DPA wrth the 
Informat1on specIfIc to the Subscribing LEA filled In below for the Subscribing LEA This General Offer shall 
extend only to the terms set forth in this DPA and shall not necessarily bind Provider or Subscribing LEA to any 
ott1e1 te11n:. e11tt:1t:d 111to l.Ji:twt:t:n Prov1de1 and Orrg1nat1ng LCA. Any commercial terms. such as pnce term or 
schedule of Services relating to Subscribing LEA s use of the Providers Services shall be determined solely 
between Provider and Subscnh1ng LE:A 

If Provider makes changes to ExhIbIt A or Exh1b1t B rn accordance w,th sections 1 2 and 1 3 respectively 
Prov•der must complete the Addentlurn template pr ov1tletJ by the A4L Commumty and 11otIry 1t1e Or igmat1ng LEA 
;inn ;ills, 1hsr.nh1ng l FAs In ;.cc:ordance wrth the not1ficat1on nrovISi0ns of this DPA. of the Addendum's existence 
and contents With regard to a Subscribing LEA an Addendum Is automat,cally incorporated into this DPA when 
Subscribing LEA rs not1f1ed by Provider If an Addendum modifies Exhibit 8 the LEA will have thirty (30) days 
from rer@rrt to nhJPrt If no wnttP.n nhwc11on Is received 1t w,11 become incornorated into the DPA between the 
parties 

The Provider may w1thd•aw the General Offer (for future use or for LEAs tha1 have not already accepted 1t) In 
the event of (I) a malenal change in the applicable prrval.y statutt:s or (2) a rnatenal change In the Serv1c~:; 
and products listed 111 the Service Agreement Notif1cat1on of a withdrawal shall be submitted to 

Subscnbrng LEAs shall send the signed ::x'11b1t E to Provider at the following email address 

The below signatory confirms they are authonzed to bind their Inst1tutIon to this DPA as In ,ts entirety 

PROVIDER 

Signed By 

m~ s Photography 

~ --- Uate 

r 1lle/PosIt1on 

--~ 
(r) Accoss 4 Learning (Alli) c ·om11w1111y All Rlr,llls Re~e, vc:u. 

<tf !£/ 2-02-s­
V . {J. Pre dve J-~ 

jon@eastmanadams.com



Photography Services
Portrait Photography
Yearbook Creation/Publication
Event Photography

EXHIBIT E - Page 2 of 3. RESOURCE NAME(S). 

Ongmating LEA Tooele County School District 

Provider Name Eastman Adams Photography 

Enter resource names 
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EXHIBIT E - Page 3 of 3 : II1s~Il f\Jct111~ u r Sul.J~url.11119 LEA 

Originating LEA Tooele County School D1stnct 

Provider Nnmn Eastman Aciam~ Photography 

"SUl3SCRIBINO LEA" 

A Subscribing LEA. by signing a separate Service Agreement with Provider, and by its signature below accepts 
u, e Gene1al Offer of Pnv;icy Terms The Gubscnb1ng LE/\ and the rrov1dcr shall thereto e be bound by t he same 
1erms of this DPA for the term of the DPA between the Originating LEA and the Provider **PRIOR TO ITS 
EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER. "" 
Please note by signing this Exh1b1t you arc also agreeing to any langu~ge that may be included in Exh1brts to 
the Orig1nat1ng DPA beyond !111s Exh1b1t E' The below signatory confirms they are authorized to bind their 

institution to this OPA as in its entirety 

Subscnb1ng LEA Insert Name of Subscnb1ng LEA 

S.gnt-d By 

Printec Narrie 

School D1:.t11c.t Narne 

Deslgnclied Rep,-esentative of LEA: 

t.anw 

Addr,:.ss 

T1::1ept10nt: 

1 'le/Posit un 

.,. t f, 

Not ices to Subscribing LEA The Provider and Subscribing LEA are eact1 responsible to prompt!-,, notify tt1e 

other Party of changes to t11e notice 111fu1 moitI011 

Secunty Notices to Subscribing LEA 
s:1oc-r b1nn L f: .>. '",... 1 '/ "-lil1 .. 

Suu-;c11bin.~ r: A Se ,r I) f7 nli, 

Subscrio,ng EA SE'c1 nt1 Pos•,, AuJ 8 5 

::,ut,scro,ng LEA "",..."''Y P, -.•,\ F ,. I ,;,1 """ 

li'se • r Ja.,1e of Subscr b,ny LE A 

Sub~crib,n9 ~E.A Role 

SLJll',( l'bi'l~I U-.A ::)1),-,tal Addre~5 

Subscr,b1r-q LE-/• F rria11 AC1dress 

o' Access 4 Leamlnu (A4L) Commun,ty All R1gl1ts Reserved 

W1tt1 n copy to (tf provided) 
l,ulls.c11bmg L[1\ Legal ~o,m l:' 

S ,ns,:r b r g EA ,:.g~I Co r-!'.e f-'OSt~I l\aorec;cc 

S,;bscr b ng Ll:_A e,;:ia \..oun-.e E '11;;11 l\CJorecc,, 
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EXHIBIT F ADEQUATE CYBERSECURITY FRAMEWORKS 

Provider mu:;t marh. one or more frameworks with which 1\ compiles 

The Provider may change which framework 11 complies with witl1out inval1dat1ng or changing the DPA but must 

notify the I FA of such chanoe in accordance with tt)e no!lflcat1on requirements of the DPA 

FRAMEWORK(S) 
I 

0 Olobel Cducel,on Cccunty Ctandard I 
□ NIST Cybersecunty framework (CSF} 

R _,,.NIST SP 800-53 security and Privacy Comrols for 1n1ormat1on systems and organizations 

□ NIST SP 800-171 Protecting Control ed U1tclass1fied nformat1on in 1'.onfederal Systems and 
Organ11 at1ons 

□ ISO 27000 series Standards for 11~p1ement ng organ1zat1on security and management practices 

□ CIG Cente1 fo1 Internet Cccunty Cnt1cal Cccur•ty Control:; 

□ Cybersecunty Maturity Model Cert1fica11on (CMMC ~FARIDFAR) 

This space ,s provided for opt,onal security progr a"lS and measures as noted ,n section 5 3 
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Captura inc. Workflow Software

STANDARDS TUDENT DA-A r>Rt\ ACY AGRE.E.MENT •,erStor :'. ' I 
EXHIBIT G: Supplemental SDPC State l erms for Utah 

1. Utah Student Data Audit Rights 
Under Utah Code§ 53E-9-309 a cmtract between ,rn LEA and a thud-party contractor must include an 
aqreement by the third-party contractor that at the request of the education entity that Is a party to tt1e 

contract. the education entity or the ed11cat1011 entity's des1gnee may aud1· the third-party contractor to verify 
compllanl-e with the coniract ro, me pu µoscs 01 meet111y tt1e auu,t •t, ~Lu cnw111s ur a UJflll act sulJJcct to 

Subsection 53E-9-309 Utah Adrn1111strat1ve Rule R277-487 st;ites t11at a 11d-pa11y contractor may 
1 provide an LEA 01 lite Utah Stal~' Bo.i1d ut Ed ,e,allon Supenntende I a self assessment of the,r 

compliance with the contract and the effcct1v<'r'ICSS ot the mformation sec:u11ty pIogram 
2 p, ov1de: responses to a quest1onnaIre p1 ov,tled by the LEA ni the Utah State Board of Education 

Supe, mtendent 
3 provide a report of an 111dustl)'-recogmzed pnvacy and c;ecuI1ty audit such as an SOC2 or SOC3 or 
4 subrrnt to an onsIte audit 11 ag1eed upon hy !hf' lh1rd-paI1y rontract c1nct thf' LEA nr the Utah State Board 

nt Fr111r::iIInn S11pPnntPnrtPnl 
The P10Vl(Je1 shall fully cooperate with .1ny ,wd1t,:; cond11r.f<'d nr; cir.scnber :1bOVI' 

2. Subprocessor ldentifIcatIon. 
Under Utah Code § 53E-9-309 a LOntract Letween an LEA and ,1 third-rany con1rc1ctor must mclude a 
desC11pt,on of a person or type of peIson 111clud1nn an att!l,ate of the th1rd-pc111y contractor with wnom thP. 
third party contractor may share Student Dnta 111 tt1e c;pnce below Prov1d<'1 c;h;;ill 1ncl11de a link to a hst of 
SubJHOCP<;Sors wl10 by v11tue uf tilt-ii <ll.llt'Plllf'l1I with the P1ovide1 I11i'ly have acce:,s, to Sludt;nt Dain or 
process Student DAta It no link 1<; ava1labh-' PInwlP1 c.;t1all rrowlt> In the sr..ice h,,Inw il rlPtniled de~c11ot1on of 
the Subprocessors wl10 hy virtue ot thP11 aqreeP1PI1t w,tt 111., Prov1d,'r 'l;iy h<lve ;iccess to Student Data or 

process Student Dain 

[Subprocessor ldent1f1cat1on] 

Cc.pf-vre, lver~f fov 

3. Employee Data 
UnCIN Utnh s GoveI11nwIll 0dld Privc1cy Art (l Jt;ih CodP § 63A 19 LEA( ,HP 1Pqu1rf'd to rlor.urnent nnd 1epo11 
on the pe,sonal dc:1ta shc1It.>d w,tt or colIPctet1 t1y tllnd priItI1:~ P1ov1dn shall 111d1ca1P twlow Ille datr1 that w1II IH' 
sha,ed w,11, o, collec,eo by P,o,,Occ ,elate<! to emp,<>yees of the LEA as r pa,t ol p,uv,dmo ,he See,,ces 

1.;J Access 4 Learning (A4L) Commumcy All Rights Reserved. :>;,q... 2 
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Category of Data 

Application Technology 
Meta Data 

App11cat1on use s1at1st1cs 

Communicat ans 

Demographics 

Personal Contact 
I nforma11on 

FInanc1al and Benefits 
Information 

Performance evaluations 

Schedule 

Special lnfo1111at1on 

Employee ldent1f1ers 

E:mployee In App 
Performance 

Elements 

IP Addresses nf us<>r<: Usi:> of r.no1<1ec; et 

Other apphcat1on technology meta data I 
pled::.t: ~pe:Clf) 

Meta data on user u1terdctIon wI1t1 apµhc- t1or1 
Online commun1cat1ons that .:ire capture (emails 
blo entries 

~--o,-ate of Birth 

Place of Buih 

Data Shared with or 
Collected by 

Provider 

No Col ec·'On 

No Collect on 

t~o Col Pr.I on 

tJn :nlf;,rt,on 

rio <..o ec• on --------Soc I a I Security Number 
--------+ 

Ethnicity or race --Other demograch1c information 
pled5C spec fy 

Personal Address 
Pt:r~ondl Email 
Personal Pt10ne 

Direct Deposit lnforma1Ion 

Benefit elections 
Other f1nanc1al and benefit 1nforrnat1on. 
please spec f 

Performance c:.va1uat1on 1ntorrnat1on 

Employee scheduled courses 
Frnployee calenda 

Medical alerts 
Teacher d1sab1hty tnformat1on 

Other 1nd1cator 1nformat1on 
r "~se spec! 

Local (School d1str ctJ ID number 

State ID number 

vendor App ass,gr eu u 11un•tJe1 

E=rnrloyee app user'lame 
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