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5. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing functions for
the Provider in order for the Provider to provide the Services pursuant to the Service Agreement, whereby
the Subprocessors agree to protect Student Data in a manner no less stringent than the terms of this DPA.

ARTICLE I1l: DUTIES OF LEA

1. Provide Data in Compliance with Applicable Laws. LEA shall provide Student Data for the purposes of
obtaining the Services in compliance with all applicable federal, state, and local privacy laws, rules, and
regulations, all as may be amended from time to time. The LEA's instructions for the processing of Student
Data shall comply with all applicable United States data protection laws relative to Student Data.

2. Annual Notification of Rights. If the LEA has a policy of disclosing Education Records and/or Student Data
under FERPA (34 CFR § 99.31(a)(1)), LEA shall include a specification of criteria for determining who
constitutes a school official and what constitutes a legitimate educational interest in its annual notification
of rights.

3. Reasonable Precautions. LEA shall take reasonable precautions to secure usernames, passwords, and any
other means of gaining access to the services and hosted Student Data.

4. Unauthorized Access Notification. LEA shall notify Provider promptly of any known unauthorized access. LEA
will assist Provider in any efforts by Provider to investigate and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable federal, state, and local laws, rules, and
regulations pertaining to Student Data privacy and security, all as may be amended from time to time.

2. Authorized Use. The Student Data shared pursuant to the Service Agreement, including persistent unique
identifiers, shall be used for no purpose other than the Services outlined in Exhibit A or stated in the Service
Agreement and/or otherwise authorized under the statutes referred to herein this DPA.

3. Provider Employee Obligation. Provider shall require all of Provider’s employees and agents who have access
to Student Data to comply with all applicable provisions of this DPA with respect to the Student Data shared
under the Service Agreement. Provider agrees to require and maintain an appropriate confidentiality
agreement from each employee or agent with access to Student Data pursuant to the Service Agreement.

4. No Disclosure. Provider acknowledges and agrees that it shall not make any re-disclosure of any Student Data
or any portion thereof, including without limitation, user content or other non-public information and/or
personally identifiable information contained in the Student Data other than as directed or permitted by the
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following purposes: (1) assisting the LEA or other governmental agencies in conducting research and other studies;
and (2) research and development of the Provider's educational sites, services, or applications, and to
demonstrate the effectiveness of the Services; and (3) for adaptive learning purpose and for customized
student learning. Provider's use of De-ldentified Data shall survive termination of this DPA or any request by
LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees not to transfer de-identified
Student Data to any party unless (a) that party agrees in writing not to attempt re- identification, and (b) prior
written notice has been given to the LEA who has provided prior written consent for such transfer. Prior to
publishing any document that names the LEA explicitly or indirectly, the Provider shall obtain the LEA’s written
approval of the manner in which de-identified data is presented.

6. Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide a mechanism for
the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the date of
said request and according to a schedule and procedure as the Parties may reasonably agree. Upon
termination of this DPA, if no written request from the LEA is received, Provider shall dispose of all Student
Data after providing the LEA with reasonable prior notice.within ninety (90) days after the LEA disables
the student account to which the Student Data relates, unless prohibited by applicable law, regulation, court
order, subpoena, or similar legal process . The duty to dispose of Student Data shall not extend to Student
Data that had been De-Identified or placed in a separate student account pursuant to section Il 3. or to Student
Data maintained solely in backup or archival form in accordance with Provider’s disaster recovery and business
continuity protocols of being kept for no more than three years. If Student Data is restored from a backup
after a deletion request or deletion performed in connection with the termination of the Service
Agreement/DPA, the Provider will promptly destroy the Student Data. The LEA may employ a “Directive for
Disposition of Data” form, a copy of which is attached hereto as Exhibit “D”. If the LEA and Provider employ
Exhibit “D,” no further written request or notice is required on the part of either party prior to the disposition
of Student Data described in Exhibit “D.

7. Advertising Limitations. Provider is prohibited from using, disclosing, or selling Student Data to (a) inform,
influence, or enable Targeted Advertising; or (b) develop a profile of a student, family member/guardian or
group, for any purpose other than providing the Service to LEA. This section does not prohibit Provider from
using Student Data (i) for adaptive learning or customized student learning (including generating personalized
learning recommendations); or (ii) to make product recommendations to teachers or LEA employees; or (iii)
to notify account holders about new education product updates, features, or services or from otherwise using
Student Data as permitted in this DPA and its accompanying exhibits.

ARTICLE V: DATA PROVISIONS

1. Data Storage. Where required by applicable law, Student Data shall be stored within the United States. Upon
request of the LEA, Provider will provide a list of the locations where Student Data is stored.

2. Audits. No more than once a year, or following unauthorized access, upon receipt of a written request from the
LEA with at least ten (10) business days’Thirty Days (30) day’s prior written notice and upon the execution
of an appropriate confidentiality agreement, the Provider will allow the LEA to audit the security and privacy
measures that are in place to ensure protection of Student Data or any portion thereof as it pertains to the
delivery of services to the LEA. Any such audit shall be conducted during the Provider’s business hours, shall
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1.

not disrupt the Provider’s operations, and the parties shall mutually agree in advance on the date, scope,
duration, and security and confidentiality controls applicable to the audit. The LEA will bear the costs of any
such audit for its own employees or any third parties it hired. The Provider will cooperate reasonably with the
LEA and any local, state, or federal agency with oversight authority or jurisdiction in connection with any audit
or investigation of the Provider and/or delivery of Services to students and/or LEA, and shall provide
reasonable access to the Provider’s facilities, staff, agents and LEA’s Student Data and all records pertaining
to the Provider, LEA and delivery of Services to the LEA. Failure to reasonably cooperate shall be deemed a

material breach of the DPA.

3. Data Security. The Provider agrees to utilize administrative, physical, and technical safeguards designed
to protect Student Data from unauthorized access, disclosure, acquisition, destruction, use, or
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Please visit http://www.edspex.org for further details about the noted frameworks. *Cybersecurity
Principles used to choose the Cybersecurity Frameworks are located here

EXHIBIT “G”
Massachusetts

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also subject to
several state laws in Massachusetts. Specifically, those laws are 603 C.M.R. 23.00, Massachusetts General Law, Chapter
71, Sections 34D to 34H and 603 CMR 28.00; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services provided
conform to the requirements of the privacy laws referred to above and to establish implementing procedures and
duties;

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for
Massachusetts;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. InArticle IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated in the
Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal background
checks.

3. InAtrticle V, Section 1 Data Storage: Massachusetts does not require data to be stored within the United
States.
1. InArticle IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated
in the Service Agreement.”
All employees of the Provider who will have direct contact with students shall pass criminal background checks.
1. InArticle V, Section 1 Data Storage: Massachusetts does not require data to be stored within the United
States.



EXHIBIT “G”
Maine

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also subject to
several state laws in Maine. Specifically, those laws are 20-A M.R.S. §6001-6005.; 20-A M.R.S. §951 et. seq., Maine
Unified Special Education Regulations, Maine Dep’t of Edu. Rule Ch. 101; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services provided
conform to the requirements of the privacy laws referred to above and to establish implementing procedures and
duties;

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for
Maine;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated in the
Service Agreement.”

All employees of the Provider who will have direct contact with students shall pass criminal background
checks.

In Article V, Section 1 Data Storage: Maine does not require data to be stored within the United States.

The Provider may not publish on the Internet or provide for publication on the Internet any Student

Data.In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or

stated in the Service Agreement.”

All employees of the Provider who will have direct contact with students shall pass criminal background checks.

.In Article V, Section 1 Data Storage: Maine does not require data to be stored within the United States.

The Provider may not publish on the Internet or provide for publication on the Internet any Student Data.

If the Provider collects student social security numbers, the Provider shall notify the LEA of the purpose the
social security number will be used and provide an opportunity not to provide a social security number if the
parent and/or student elects.

The parties agree that the definition of Student Data in Exhibit “C” includes the name of the student’s family
members, the student’s place of birth, the student’s mother’s maiden name, results of assessments
administered by the State, LEA or teacher, including participating information, course transcript information,
including, but not limited to, courses taken and completed, course grades and grade point average, credits
earned and degree, diploma, credential attainment or other school exit information, attendance and mobility
information between and within LEAs within Maine, student's gender, race and ethnicity, educational
program participation information required by state or federal law and email.

The parties agree that the definition of Student Data in Exhibit “C” includes information that:

a. Iscreated by a student or the student's parent or provided to an employee or agent of the LEA or a
Provider in the course of the student's or parent's use of the Provider’s website, service or application for
kindergarten to grade 12 school purposes;

b. Is created or provided by an employee or agent of the LEA, including information provided to the Provider
in the course of the employee's or agent's use of the Provider’s website, service or application for
kindergarten to grade 12 school purposes; or

c. Is gathered by the Provider through the operation of the Provider’s website, service or application for



EXHIBIT “G”
Illinois

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also
subject to several state laws in lllinois. Specifically, those laws are to the lllinois School Student Records Act
("ISSRA"), 105 ILCS 10/, Mental Health and Developmental Disabilities Confidentiality Act ("MHDDCA"), 740
ILCS 110/, Student Online Personal Protection Act ("SOPPA"), 105 ILCS 85/, Identity Protection Act ("IPA"), 5
ILCS 179/, and Personal Information Protection Act ("PIPA"), 815 ILCS 530/, and Local Records Act (“LRA”),
50 ILCS 205; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services
provided conform to the requirements of the privacy laws referred to above and to establish implementing
procedures and duties;

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services
provided conform to the requirements of the privacy laws referred to above and to establish implementing
procedures and duties;

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety
for lllinois;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

3.1.Paragraph 4 on page 2 of the DPA setting a three-year term for the DPA shall be replaced with: “This
DPA shall be effective upon the date of signature by Provider and LEA, and shall remain in effect as
between Provider and LEA 1) for so long as the Services are being provided to the LEA or 2) until the
DPA is terminated pursuant to Section 15 of this Exhibit G, whichever comes first. The Exhibit E
General Offer will expire three (3) years from the date the original DPA was signed.”

4.2.Replace Notices with: “Any notice delivered pursuant to the DPA shall be deemed effective, as
applicable, upon receipt as evidenced by the date of transmission indicated on the transmission
material, if by e-mail; or four (4) days after mailing, if by first-class mail, postage prepaid.”

5.3.In Article Il, Section 1, add: “Further clarifying, in accordance with FERPA, ISSRA and SOPPA, in
performing its obligations under the DPA, the Provider is acting as a school official with legitimate
educational interest; is performing an institutional service or function for which the LEA would
otherwise use its own employees; is under the direct control of the LEA with respect to the use and
maintenance of Student Data; and is using Student Data only for an authorized purpose and in
furtherance of such legitimate educational interest.”

6.4.In Article 1l, Section 2, replace “forty -five (45)”) days” with “five (5)”.) business days”. Add the
following sentence: “In the event that the LEA determines that the Provider is maintaining Student
Data that contains a factual inaccuracy, and Provider cooperation is required in order to make a
correction, the LEA shall notify the Provider of the factual inaccuracy and the correction to be made.
No later than 90 calendar days after receiving the notice of the factual inaccuracy, the Provider shall
correct the factual inaccuracy and shall provide written confirmation of the correction to the LEA.”



5. In Article Il, Section 4, replace it with the following: “In the event the Provider is compelled to
produce Student Data to another party in compliance with a court order, Provider shall notify the
LEA at least five (5) school days in advance of the court ordered disclosure and, upon request,
provide the LEA with a copy of the court order requiring such disclosure.”, unless lawfully directed
by the Requesting Party not to inform the LEA of the request.”

7.6.1n Article 11, Section 5, add: “By no later than (5) business days after the date of execution of the DPA,
the Provider shall provide the LEA with a list of any subcontractors to whom Student Data may be
disclosed or a link to a page on the Provider's website that clearly lists any and all subcontractors to
whom Student Data may be disclosed. This list shall, at a minimum, be updated and provided to the
LEA by the beginning of each fiscal year (July 1) and at the beginning of each calendar year (January
1).”

8.7.In Article 1V, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or
stated in the Service Agreement.”

9.8.1n Article IV, Section 6, replace the whole section with:

The Provider shall review, on an annual basis, whether the Student Data it has received pursuant to
the DPA continues to be needed for the purpose(s) of the Service Agreement and this DPA. If any of
the Student Data is no longer needed for purposes of the Service Agreement and this DPA, the
Provider will provide written notice to the LEA as to what Student Data is no longer needed. The
Provider will delete or transfer Student Data in readable form to the LEA, as directed by the LEA
(which may be effectuated through Exhibit D of the DPA), within 30 calendar days if the LEA requests
deletion or transfer of the Student Data and shall provide written confirmation to the LEA of such
deletion or transfer. Upon termination of the Service Agreement between the Provider and LEA,
Provider shall conduct a final review of Student Data within 60 calendar days.

If the LEA receives a request from a parent, as that term is defined in 105 ILCS 10/2(g), that Student
Data being held by the Provider be deleted, the LEA shall determine whether the requested deletion
would violate State and/or federal records laws. In the event such deletion would not violate State
or federal records laws, the LEA shall forward the request for deletion to the Provider. The Provider
shall comply with the request and delete the Student Data within a reasonable time period after
receiving the request.

Any provision of Student Data to the LEA from the Provider shall be transmitted in a format readable
by the LEA.

All employees of the Provider who will have direct contact with students shall pass criminal background checks.

9.

12.1.

All employees of the Provider who will have direct contact with students shall pass criminal

background checks.

14.10.

In Article IV, Section 7, add “renting,” after “using.”



15.11. In Article V, Section 1 Data Storage: lllinois requires all Student Data to be stored within the
United States, Canada, United Kingdom and/or the European Union.

16.12. In Article V, Section 4, add the following: “’Security Breach’ does not include the good faith
acquisition of Student Data by an employee or agent of the Provider or LEA for a legitimate
educational or administrative purpose of the Provider or LEA, so long as the Student Data is used
solely for purposes permitted by SOPPA and other applicable law, and so long as the Student Data is
restricted from further unauthorized disclosure.”

17.13. In Article V, Section 4(1) add the following:

vi. A list of the students whose Student Data was involved in or is reasonably believed to
have been involved in the breach, if known; and

vii. The name and contact information for an employee of the Provider whom parents
may contact to inquire about the breach.

20.14. In Article V, Section 4, add a section (6) which states:

In the event of a Security Breach that is attributable to the Provider, the Provider shall reimburse
and indemnify the LEA for any and pay all reasonable costs and expenses that the LEA
incurs in investigating and remediating the Security Breach, without regard to anythe limitation
of liability provision otherwise agreed to between Provider and LEA, including but not limited
to costs and expenses associated with:in:

a. Providinga. p  roviding notification to the parents of those students whose
Student Data was compromised and to regulatory agencies or other entities as to the extent
such notification is legally required;  b. providing by law or contract;
b. Providing credit monitoring to those students whose Student Data was exposed in a
manner during the Security Breach that a reasonable person would believe may impact the
student's credit or financial security;
C. Legal fees, to the extent such credit monitoring is legally required; c. reasonable Legal fees
and  audit costs, fines, and any other fees or damages imposed against the LEA as a result of the
security breach; and

Providing d. providing any other notifications or fulfilling any other requirements adopted by

the lllinois State Board of Education or under other State or federal laws. These obligations shall
not apply if the Security Breach arose from the LEA's breach of this DPA.

22.15. Replace Article VII, Section 1 with: “In the event either Party seeks to terminate this DPA, they
may do so by mutual written consent so long as the Service Agreement has lapsed or been



States.In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and
delete “or stated in the Service Agreement.”
2. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.
3. InArticle V, Section 1 Data Storage: Missouri does not require data to be stored within the United States.
4.3. 4. Replace Article V, Section 4(1) with the following:

a. In the event of a breach of data maintained in an electronic form that includes personal information of a
student or a student’s family member, Provider shall notify LEA within seventy-two (72) hours. of
confirming the breach. The notice shall include: to the extent known by the Provider and as it becomes
available:

i. Details of the incident, including when it occurred and when it was discovered;

ii. The type of personal information that was obtained as a result of the breach; and
iii. The contact person for Provider who has more information about the incident.

b. “Breach” shall mean the unauthorized access to or unauthorized acquisition of personal information
that compromises the security, confidentiality, or integrity of the personal information. Good faith
acquisition of personal information by a person employed by or contracted with, or an agent of,
Provider is not a breach provided that the personal information is not used in violation of applicable
Federal or Missouri law, or in a manner that harms or poses an actual threat to the security,
confidentiality, or integrity of the personal information.

c. “Personal information” is the first name or initial and last name of a student or a family member of a
student in combination with any one or more of the following data items that relate to the student or a
family member of the student if any of the data elements are not encrypted, redacted, or otherwise
altered by any method or technology such that the name or data elements are unreadable or unusable:

i Social Security Number;

ii. Driver’s license number or other unique identification number created or collected by a
government body;

iii. Financial account information, credit card number, or debit card number in combination
with any required security code, access code, or password that would permit access to an
individual’s financial account;

iv. Unique electronic identifier or routing code in combination with any required security code,
access code, or password that would permit access to an individual’s financial account;

V. Medical information; or

vi. Health insurance information.



EXHIBIT “G”
Nebraska

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also

subject to several state laws in Nebraska. Specifically, those laws are Neb. Rev. Stat. Secs. 79-2,104; 79-2,153

to 79-2,155; 79-2, 539; 87-801 to 87-808; and 92 NAC 6; and
79-2,104; 79-2,153 to 79-2,155; 79-2, 539; 87-801 to 87-808; and 92 NAC 6; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services

provided conform to the requirements of the privacy laws referred to above and to establish implementing
procedures and duties;

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their

1.

3.

entirety for Nebraska;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

In Article Il, Section 5, add, “Specifically, any written agreement with a Subprocessor will:

2.1. (1) prohibit the Subprocessor from using Student Data any purpose other than providing the contracted

service to or on behalf of the Provider; (2) prohibit the Subprocessor from disclosing any Student Data
provided by the Provider with subsequent third parties unless such third parties are Subprocessors who
are required to comply with requirements that are substantially similar to those applicable to
Subprocessors under this DPA; (3) and requires the Subprocessor to implement and maintain reasonable
security procedures and practices.”

In Article 1V, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated
in the Service Agreement.”

In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete
“or stated in the Service Agreement.”

4.3.1n Article IV, Section 4, replace: “Provider will not Sell Student Data to any third party” with “Provider will

not Sell or rent Student Data to any third party.

All employees of the Provider who will have direct contact with students shall pass criminal background
checks.

In Article V, Section 1 Data Storage: Nebraska does not require data to be stored within the United States.



EXHIBIT “G”
New Jersey

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also
subject to several state laws in New Jersey. Specifically, those laws are N.J. Stat. § 56:8-166.4 et seq.; N.J.
Stat. § 18A:36-19; N.J. Stat. § 18A:36-19a; N.J. Stat. § 18A:36-35; N.J. Admin Code § 6A:16-7.9; N.J. Admin.
Code § 6A:32-2.1; N.J. Admin. Code § 6A:32-7 et. seq.; and§ 18A:36-35;

N.J. Admin Code § 6A:16-7.9; N.J. Admin. Code § 6A:32-2.1; N.J. Admin. Code § 6A:32-7 et. seq.; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services
provided conform to the requirements of the privacy laws referred to above and to establish implementing
procedures and duties;

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their

entirety for New Jersey;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

In Article 1V, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated in the
Service Agreement.”

1.

5.

All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

The Provider will not disclose on its web site any personally identifiable information about a
student, including, but not limited to student names, student photos, student addresses, student e-
mail addresses, student phone numbers, and locations and times of class trips.

The Provider will not process Student Data in violation of State and federal laws that

prohibit unlawful discrimination.

The Provider will not conduct processing that presents a heightened risk of harm to students
without conducting and documenting a data protection assessment of each of its processing
activities that involve Student Data.

In Article V, Section 1 Data Storage: New Jersey does not require data to be stored within the
United States.

1. Add to the definition in Exhibit “C” of Student Data: “The location and times of class trips.”
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EXHIBIT “G”

Ohio

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also

subject to several state laws in Ohio. Specifically, those laws are R.C. §§ 3319.32-3319.327, R.C.
§§ 1349.17-19, Rule 3301-51-04; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services
provided conform to the requirements of the privacy laws referred to above and to establish implementing

procedures and duties;

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their

entirety for New Jersey;WHEREAS, the Parties wish these terms to be hereby incorporated by reference into

the DPA in their entirety for Ohio;
NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. InArticle IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or
stated in the Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

3. The Provider will not disclose on its web site any personally identifiable information about a
student, including, but not limited to student names, student photos, student addresses, student
e-mail addresses, student phone numbers, and locations and times of class trips.

4. The Provider will not process Student Data in violation of State and federal laws that prohibit
unlawful discrimination.

5. The Provider will not conduct processing that presents a heightened risk of harm to students
without conducting and documenting a data protection assessment of each of its processing
activities that involve Student Data.

6. InArticle V, Section 1 Data Storage: New Jersey does not require data to be stored within the
United States.

7. Add to the definition in Exhibit “C” of Student Data: “The location and times of class trips.”

EXHIBIT “G”
Ohio

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are
also subject to several state laws in Ohio. Specifically, those laws are R.C. §§ 3319.32-3319.327, R.C.
§§ 1349.17-19, Rule 3301-51-04; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services
provided conform to the requirements of the privacy laws referred to above and to establish implementing

procedures and duties;



WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their
entirety for Ohio;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. InArticle IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated
in the Service Agreement.”In Article IV, Section 2, replace “otherwise authorized,” with “otherwise
required” and delete “or stated in the Service Agreement.”

2. InArticle IV, Section 3, add: “The Provider will restrict unauthorized access by Provider’s
employees or contractors not providing services under the Service Agreement or DPA and its
employees or contractors will only access Student Data as necessary to fulfill their official duties.”

3. InArticle IV, Section 6, replace “Upon termination of this DPA, if no written request from the LEA
is received, Provider shall dispose of all Student Data after providing the LEA with reasonable
prior notice,” with “Upon termination of this DPA, unless the LEA provides notice that renewal of
the contract is reasonably anticipated, within ninety (90) days of the expiration of the contract,
Provider shall destroy or return Student Data to the LEA.”

4. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

5. InArticle V, Section 1 Data Storage: Ohio does not require data to be stored within the United
States.

6. Provider will not access or monitor any of the following:
a. Location-tracking features of a school-issued device;
b. Audio or visual receiving, transmitting or recording features of a school-issued device;
c. Student interactions with a school-issued device, including, but not limited to, keystrokes
and web-browsing activity

Notwithstanding the above, if the Provider has provided written notice to the LEA that it engages in this
collection of the above information, which must be provided in the Service Agreement, and the LEA has
provided written confirmation that the Provider can collect this information pursuant to its general
monitoring, then the Provider may access or monitor the listed information.



EXHIBIT “G”
Rhode Island

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also subject to
several state laws in Rhode Island. Specifically, those laws are R.l.G.L. 16-71-1, et. seq., R.I.G.L. 16- 104-1, and R.I.G.L,,
11-49.3 et. seq.; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services
provided conform to the requirements of the privacy laws referred to above and to establish implementing
procedures and duties;

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for
Rhode Island;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

2.1.In Article 1V, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or
stated in the Service Agreement.”

3.1.All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

1. InArticle V, Section 1 Data Storage: Rhode Island does not require data to be stored within the
United States.

2. The Provider agrees that this DPA serves as its written certification of its compliance with
R.I.G.L. 16-104-1.

3. The Provider agrees to implement and maintain a risk-based information security program that
contains reasonable security procedures.

4. Inthe case of a data breach, as a part of the security breach notification outlined in Article V,
Section 4(1), the Provider agrees to provide the following additional information:

i. Information about what the Provider has done to protect individuals whose
information has been breached, including toll free numbers and websites to contact:

1. The credit reporting agencies
2. Remediation service providers
3. The attorney general

ii. Advice on steps that the person whose information has been breached may take
to protect himself or herself.

A clear and concise description of the affected parent, legal guardian, staff member, or
eligible student’s ability to file or obtain a police report; how an affected parent, legal
guardian, staff member, or eligible student’s requests a security freeze and the necessary
information to be provided when requesting the security freeze; and that fees may be
required to be paid to the consumer reporting agencies.



EXHIBIT “G”

Tennessee

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also
subject to several state laws in Tennessee. Specifically, those laws are T.C.A. §§ 10-7-503 et. S€(.,

T.C.A. § 47-18-2107, T.C.A. § 49-1-701 et. seq., T.C.A. § 49-2-211, T.C.A. § 49-6-902, § 49-6-3001, T.C.A.

§§ 49-50-1501 et. seq.; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services provided
conform to the requirements of the privacy laws referred to above and to establish implementing procedures and
duties;
WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for Rhode
Island;
WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for

Tennessee;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

2.1.In Article 1V, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated in
the Service Agreement.”

3.2. All employees of the Provider who will have direct contact with students shall pass criminal background
checks.

3. InArticle V, Section 1 Data Storage: Rhode Island does not require data to be stored within the United
States.

4. The Provider agrees that this DPA serves as its written certification of its compliance with R.I.G.L. 16- 104-1.

5. The Provider agrees to implement and maintain a risk-based information security program that contains
reasonable security procedures.

6. Inthe case of a data breach, as a part of the security breach notification outlined in Article V, Section 4(1),
the Provider agrees to provide the following additional information, to the extent known by the Provider
and as it becomes available:

i. Information about what the Provider has done to protect individuals whose information has
been breached, including toll free numbers and websites to contact:

1. The credit reporting agencies
2. Remediation service providers
3. The attorney general

ii. Advice on steps that the person whose information has been breached may take to
protect himself or herself.



iii. A clear and concise description of the affected parent, legal guardian, staff member, or
eligible student’s ability to file or obtain a police report; how an affected parent, legal
guardian, staff member, or eligible student’s requests a security freeze and the necessary
information to be provided when requesting the security freeze; and that fees may be
required to be paid to the consumer reporting agencies.

EXHIBIT “G”
Tennessee

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also subject to
several state laws in Tennessee. Specifically, those laws are T.C.A. §§ 10-7-503 et. seq., T.C.A. § 47-18-2107, T.C.A. §
49-1-701 et. seq., T.C.A. § 49-2-211, T.C.A. § 49-6-902, § 49-6-3001, T.C.A. §§ 49-50-1501 et. seq.; and
1. InArticle V, Section 1 Data Storage: Tennessee does not require data to be stored within the United
States.
2. The Provider agrees that it will not collect any individual student biometric data, student data relative
to analysis of facial expressions, EEG brain wave patterns, skin conductance, galvanic skin response,
heart-rate variability, pulse, blood volume, posture, and eye-tracking.
3. The Provider agrees that it will not collect individual student data on:
a. Political affiliation;
b. Religion;
c. Voting history; and
Firearms ownership



EXHIBIT “G”
Vermont

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also subject
to several state laws in Vermont. Specifically, those laws are 9 VSA 2443 to 2443f; 16 VSA 1321 to 1324; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services provided
conform to the requirements of the privacy laws referred to above and to establish implementing procedures and
duties;
WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for
Tennessee;
WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for
Vermont;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. InArticle IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated
in the Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal background
checks.

3. InArticle V, Section 1 Data Storage: Tennessee does not require data to be stored within the United
States.

4. The Provider agrees that it will not collect any individual student biometric data, student data relative to
analysis of facial expressions, EEG brain wave patterns, skin conductance, galvanic skin response, heart-
rate variability, pulse, blood volume, posture, and eye-tracking. 5. The Provider agrees that it will not
collect individual student data on:

a. Political affiliation;
b. Religion;

c. Voting history; and
d. Firearms ownership

EXHIBIT “G”
Vermont

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also subject to
several state laws in Vermont. Specifically, those laws are 9 VSA 2443 to 2443f; 16 VSA 1321 to 1324; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services provided
conform to the requirements of the privacy laws referred to above and to establish implementing procedures and
duties;

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for
Vermont;
NOW THEREFORE, for good and valuable consideration, the parties agree as follows:



1. InArticle IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated in the
Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal background checks.
3. InArticle V, Section 1 Data Storage: Vermont does not require data to be stored within the United States.

All employees of the Provider who will have direct contact with students shall pass criminal background checks.
2.1.In Article V, Section 1 Data Storage: Vermont does not require data to be stored within the United States.



EXHIBIT “G”
Virginia

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also subject to
several state laws in Virginia. Specifically, those laws are Code of Virginia § 22.1-289.01 and Virginia Code § 2.2-
5514(c); and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services
provided conform to the requirements of the privacy laws referred to above and to establish implementing
procedures and duties;

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services provided
conform to the requirements of the privacy laws referred to above and to establish implementing procedures and
duties;

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for
Virginia;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. InArticle IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated
in the Service Agreement.”In Article IV, Section 2, replace “otherwise authorized,” with “otherwise
required” and delete “or stated in the Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal background
checks.

3. InArticle V, Section 1 Data Storage: Virginia does not require data to be stored within the United States.

4. In Article V, Section 4, add: In order to ensure the LEA’s ability to comply with its reporting requirements
under Virginia Code § 2.2-5514(c), Provider shall provide initial notification to the LEA as soon as
reasonably practical, and at a minimum within twenty-four (24seventy-two (72) hours, where the
Provider reasonably expects or confirmsdiscovers Student Data may havehas been disclosed in a data
breach.



EXHIBIT “G”
New Hampshire

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also subject to
several state laws in New Hampshire. Specifically, those laws are RSA 189:1-e and 189:65-68-a; RSA 186; NH Admin.
Code Ed. 300 and NH Admin. Code Ed. 1100; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services provided
conform to the requirements of the privacy laws referred to above and to establish implementing procedures and
duties;

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for
New Hampshire;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. Allreferences in the DPA to “Student Data” shall be amended to state “Student Data and Teacher Data.”
“Teacher Data” is defined as at least the following:

“Teacher Data” is defined as at least the following:

Social security number.
Date of birth.

Personal street address.
Personal email address.
Personal telephone number
Performance evaluations.

Other information that, alone or in combination, is linked or linkable to a specific teacher, paraprofessional, principal,
or administrator that would allow a reasonable person in the school community, who does not have personal
knowledge of the relevant circumstances, to identify any with reasonable certainty.

Information requested by a person who the department reasonably believes or knows the identity of the
teacher, paraprofessional, principal, or administrator to whom the education record relates.

“Teacher” means teachers, paraprofessionals, principals, school employees, contractors, and other
administrators.

2. In order to perform the Services described in the DPA, the LEA shall provide the categories of Teacher Data
described in the Schedule of Data, attached hereto as Exhibit “1”.

3. InArticle IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated in
the Service Agreement.”

”

4. In Article IV, Section 7 amend each reference to “students,” to state: “students, teachers,...”, ...

5. All employees of the Provider who will have direct contact with students shall pass criminal background
checks.

5.6. Provider is prohibited from leasing, renting, or trading Student Data or Teacher Data to (a) market or
advertise to students, teachers, or families/guardians; (b) inform, influence, or enable marketing,
advertising or other commercial efforts by a Provider; (c) develop a profile of a student, teacher, family



(15) Control access to media containing Student Data or Teacher Data and maintain
accountability for media during transport outside of controlled areas;

(16) Periodically assess the security controls in organizational systems to determine if the
controls are effective in their application and develop and implement plans of action
designed to correct deficiencies and reduce or eliminate vulnerabilities in organizational
systems;

designed to correct deficiencies and reduce or eliminate vulnerabilities in organizational systems;

(17) Monitor, control, and protect communications (i.e., information transmitted or received by
organizational systems) at the external boundaries and key internal boundaries of organizational
systems;
organizational systems;



(18) Deny network communications traffic by default and allow network communications traffic by
exception (i.e., deny all, permit by exception);

(19) Protect the confidentiality of Student Data and Teacher Data at rest;
(20)_Identify, report, and correct system flaws in a timely manner;

(21) Provide protection from malicious code (i.e. Antivirus and Antimalware) at designated
locations within organizational systems;

(22) Monitor system security alerts and advisories and take action in response; and

(23) Update malicious code protection mechanisms when new releases are available.

Alternatively, the Provider agrees to comply with one of the following standards: (1) NIST SP 800-171 rev 2, Basic and
Derived Requirements; (2) NIST SP 800-53 rev 4 or newer, Low Impact Baseline or higher; (3) FedRAMP (Federal Risk
and Authorization Management Program); (4) ISO/IEC 27001:2013; (5) Center for Internet Security (CIS) Controls, v.
7.1, Implementation Group 1 or higher; (6) AICPA System and Organization Controls (SOC) 2, Type 2; and (7) Payment
Card Industry Data Security Standard (PCI DSS), v3.2.1. The Provider will provide to the LEA on an annual basis and
upon written request demonstration of successful certification of these alternative standards in the form of a
national or international Certification document; an Authorization to Operate (ATO) issued by a state or federal
agency, or by a recognized security standards body; or a Preliminary Authorization to Operate (PATO) issued by the
FedRAMP Joint Authorization Board (JAB).

8. In the case of a data breach, as a part of the security breach notification outlined in Article V, Section 4(1), the
Provider agrees to provide the following additional information:

i. The estimated number of students and teachers affected by the breach, if any., to the extent
known by the Provider and as it becomes available.

9. The parties agree to add the following categories into the definition of Student Data: the name of the student's
parents or other family members, place of birth, social media address, unique pupil identifier, and credit card
account number, insurance account number, and financial services account number.

10. In Article V, Section 1 Data Storage: New Hampshire does not require data to be stored within the United
States.
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