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WR�W�H�/(��RU��DW�W�H�/(��V�GLUHFWLR���WR�W�H�SDUH�W��OH�DO���DUGLD��RU�HOL�LEOH�VW�GH�W�GLUHFWO���,I�W�H�/(��LV��RW�
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�������� 7�LV�1'3��GRHV��RW�LPSHGH�W�H�DELOLW��RI�VW�GH�WV�WR�GR��ORDG��H[SRUW��RU�RW�HU�LVH�VDYH�RU��

� PDL�WDL��W�HLU�R���6W�GH�W�*H�HUDWHG��R�WH�W�GLUHFWO��IURP�3URYLGHU�RU�IRU�3URYLGHU�WR��

� SURYLGH�D�PHF�D�LVP�IRU�V�F��GR��ORDG��H[SRUW��WUD�VIHU�RU�VDYL���WR�VW�GH�WV��RU�W�H��

� VW�GH�W�V�SDUH�W�RU�OH�DO���DUGLD����1RU�GRHV�LW�LPSHGH�W�H�DELOLW��RI�3URYLGHUV�WR�RIIHU�/(�V��

� IHDW�UHV�WR�DOOR��V�F��DELOLW���

�������� ,��W�H�HYH�W�W�DW�6W�GH�W�*H�HUDWHG��R�WH�W�LV�WUD�VIHUUHG�WR�W�H�FR�WURO�RI�W�H�VW�GH�W���

� SDUH�W�RU�OH�DO���DUGLD���W�H�FRS��RI�V�F��6W�GH�W�*H�HUDWHG��R�WH�W�W�DW�LV�L��W�H�FR�WURO�RI�

� V�F��SHUVR��LV��R�OR��HU�FR�VLGHUHG�6W�GH�W�'DWD��

����� 6XESURFHVVRUV���

3URYLGHU�V�DOO�H�WHU�L�WR�D�6�ESURFHVVRU���UHHPH�W��LW��DOO�6�ESURFHVVRUV�SHUIRUPL���I��FWLR�V�IRU�W�H�3URYLGHU�

L��RUGHU�IRU�W�H�3URYLGHU�WR�SURYLGH�W�H�6HUYLFHV�S�UV�D�W�WR�W�H�6HUYLFH���UHHPH�W����HUHE��W�H�6�ESURFHVVRUV�

D�UHH�WR�SURWHFW�6W�GH�W�'DWD�L��D�PD��HU��R�OHVV�VWUL��H�W�W�D��W�H�WHUPV�RI�W�LV�'3����(YHU��6�ESURFHVVRU�

��UHHPH�W�P�VW�SURYLGH�W�DW�W�H�6�ESURFHVVRU��LOO��RW�6HOO� W�H�6W�GH�W�'DWD���7�H�WHUPV�RI�D�6�ESURFHVVRU�

��UHHPH�W�V�DOO��RW�EH�PDWHULDOO��PRGLILHG�E��W�H�6�ESURFHVVRU���OHVV��RWLFH�LV�SURYLGHG�WR�W�H�3URYLGHU�� �

�

�

�57,�/(�,,,�����7,(6�2)�/(��

����� 3URYLGH��DWD�LQ��RPSOLDQFH�ZLWK��SSOLFDEOH�/DZV���

/(��V�DOO��VH�W�H�6HUYLFHV�D�G�SURYLGH�6W�GH�W�'DWD�L��FRPSOLD�FH��LW��DOO�DSSOLFDEOH�IHGHUDO�D�G�VWDWH�SULYDF��

OD�V��U�OHV��D�G�UH��ODWLR�V��DOO�DV�PD��EH�DPH�GHG�IURP�WLPH�WR�WLPH��

����� �QQXDO�1RWLILFDWLRQ�RI�5LJKWV���

,I� W�H� /(�� �DV� D� SROLF�� RI� GLVFORVL��� (G�FDWLR�� 5HFRUGV� D�G�RU� 6W�GH�W� 'DWD� ��GHU� )(53�� ���� �)5� ��

������D�������/(��V�DOO� L�FO�GH�D�VSHFLILFDWLR��RI�FULWHULD�IRU�GHWHUPL�L�����R�FR�VWLW�WHV�D�6F�RRO�2IILFLDO�D�G�

��DW�FR�VWLW�WHV�D�OH�LWLPDWH�HG�FDWLR�DO�L�WHUHVW�L��LWV�D���DO��RWLILFDWLR��RI�UL��WV��

����� 5HDVRQDEOH�3UHFDXWLRQV���

/(��V�DOO�HPSOR��DGPL�LVWUDWLYH��S��VLFDO��D�G�WHF��LFDO�VDIH��DUGV�GHVL��HG�WR�SURWHFW��VHU�DPHV��SDVV�RUGV��

D�G�D���RW�HU�PHD�V�RI��DL�L���DFFHVV�WR�W�H�6HUYLFHV�D�G�RU��RVWHG�6W�GH�W�'DWD�IURP���D�W�RUL]HG�DFFHVV��

GLVFORV�UH��RU�DFT�LVLWLR��E��D����D�W�RUL]HG�SHUVR���

����� �QDXWKRUL]HG��FFHVV�1RWLILFDWLRQ�DQG��VVLVWDQFH��

/(��V�DOO��RWLI��3URYLGHU��LW�L��VHYH�W��W�R�������R�UV�RI�D���FR�ILUPHG�'DWD��UHDF��WR�W�H�6HUYLFHV��/(��V�

DFFR��W�RU�D���6W�GH�W�'DWD�W�DW�SRVHV�D�SULYDF��RU�VHF�ULW�� ULVN�� ,I� UHT�HVWHG�E��3URYLGHU��/(���LOO�SURYLGH�

UHDVR�DEOH�DVVLVWD�FH�WR�3URYLGHU�L��D���HIIRUWV�E��3URYLGHU�WR�L�YHVWL�DWH�D�G�UHVSR�G�WR�V�F��'DWD��UHDF���
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����� 3ULYDF��DQG�6HFXULW���RPSOLDQFH���

7�H�3URYLGHU�V�DOO�FRPSO���LW��DOO�OD�V�D�G�UH��ODWLR�V�DSSOLFDEOH�WR�3URYLGHU�V�SURWHFWLR��RI�6W�GH�W�'DWD�SULYDF��

D�G�VHF�ULW���D�G�DW�W�H�GLUHFWLR��RI�W�H�/(��V�DOO�FRRSHUDWH��LW��D���VWDWH�RU�IHGHUDO��RYHU�PH�W�L�LWLDWHG�D�GLW�

RI�W�H�/(��V��VH�RI�W�H�6HUYLFHV��

����� �XWKRUL]HG��VH���

7�H�6W�GH�W�'DWD�SURFHVVHG�S�UV�D�W�WR�W�H�6HUYLFHV�V�DOO�EH��VHG�E��W�H�3URYLGHU�IRU��R�S�USRVH�RW�HU�W�D��

SHUIRUPL���W�H�6HUYLFHV�R�WOL�HG�L��([�LELW������RU�DV�L�VWU�FWHG�E��W�H�/(����

����� 3URYLGHU�(PSOR�HH�2EOLJDWLRQ���

3URYLGHU�V�DOO�UHT�LUH�DOO�RI�3URYLGHU�V�HPSOR�HHV���R��DYH�DFFHVV�WR�6W�GH�W�'DWD�WR�FRPSO���LW��DOO�DSSOLFDEOH�

SURYLVLR�V�RI�W�LV�'3���LW��UHVSHFW�WR�W�H�6W�GH�W�'DWD�V�DUHG���GHU�W�H�6HUYLFH���UHHPH�W��3URYLGHU�D�UHHV�

WR�UHT�LUH�D�G�PDL�WDL��D��DSSURSULDWH�FR�ILGH�WLDOLW��D�UHHPH�W�IURP�HDF��HPSOR�HH��LW��DFFHVV�WR�6W�GH�W�

'DWD�S�UV�D�W�WR�W�H�6HUYLFH���UHHPH�W��

����� 1R��LVFORVXUH���

3URYLGHU�DFN�R�OHG�HV�D�G�D�UHHV� W�DW� LW�V�DOO��RW�VHOO�RU�GLVFORVH�D���6W�GH�W�'DWD�RU�D���SRUWLR�� W�HUHRI��

L�FO�GL����LW�R�W�OLPLWDWLR����VHU�FR�WH�W�RU�RW�HU��R��S�EOLF�L�IRUPDWLR��D�G�RU�SHUVR�DOO��LGH�WLILDEOH�L�IRUPDWLR��

FR�WDL�HG�L��W�H�6W�GH�W�'DWD��

��������([FHSWLRQV�WR�1R��LVFORVXUH���

��������� 7�LV�SUR�LELWLR��D�DL�VW�GLVFORV�UH��LOO��RW�DSSO��WR�6W�GH�W�'DWD���HUH�GLVFORV�UH�LV�

� GLUHFWHG�RU�SHUPLWWHG�E��W�H�/(��RU�W�LV�'3���

��������� 7�H�SURYLVLR��WR��RW�VHOO�6W�GH�W�'DWD�V�DOO��RW�DSSO��WR�D���D��H�RI��R�WURO���

��������� 7�LV�SUR�LELWLR��D�DL�VW�GLVFORV�UH�V�DOO��RW�DSSO��WR�6W�GH�W�'DWD�GLVFORVHG�� �

� S�UV�D�W�WR�D�M�GLFLDO�RUGHU�RU�OD�I�OO��LVV�HG�V�ESRH�D�RU��DUUD�W��

�������� 7�LV�SUR�LELWLR��D�DL�VW�GLVFORV�UH�V�DOO��RW�DSSO��WR�6W�GH�W�'DWD�GLVFORVHG�WR��

� 6�ESURFHVVRUV�SHUIRUPL���6HUYLFHV�R��EH�DOI�RI�W�H�3URYLGHU�S�UV�D�W�WR�W�LV�'3����

��������� 6�R�OG�OD��H�IRUFHPH�W�RU�RW�HU��RYHU�PH�W�H�WLWLHV���5HT�HVWL���3DUW��LHV����SURYLGH�

D�M�GLFLDO�RUGHU�RU�OD�I�OO�� LVV�HG�V�ESRH�D�RU��DUUD�W�WR�W�H�3URYLGHU��LW��D�UHT�HVW�

IRU�6W�GH�W�'DWD��HOG�E��W�H�3URYLGHU�S�UV�D�W�WR�W�H�6HUYLFHV��W�H�3URYLGHU�V�DOO��RWLI��

W�H�/(��L��DGYD�FH�RI�D�FRPSHOOHG�GLVFORV�UH�WR�W�H�5HT�HVWL���3DUW����

��������� 1RWLILFDWLR����GHU���������LV��RW�UHT�LUHG�LI�W�H�M�GLFLDO�RUGHU�RU�OD�I�OO��LVV�HG�

� V�ESRH�D�RU��DUUD�W�VWDWHV��RW�WR�L�IRUP�W�H�/(��RI�W�H�UHT�HVW��

�������� 6�R�OG�W�H�/(��EH�SUHVH�WHG��LW��D�M�GLFLDO�RUGHU�RU�OD�I�OO��LVV�HG�V�ESRH�D�RU��

� �WR�GLVFORVH�6W�GH�W�*H�HUDWHG��R�WH�W�RU�RW�HU�6W�GH�W�'DWD��W�H�3URYLGHU�V�DOO��

� FRRSHUDWH��LW��W�H�/(��L��GHOLYHUL���V�F��GDWD��
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�������� 7�LV�SUR�LELWLR��D�DL�VW�GLVFORV�UH�V�DOO��RW�DSSO��WR�/(��D�W�RUL]HG��VHUV�RI�W�H��

� 6HUYLFHV����LF��PD��L�FO�GH�SDUH�WV�D�G�OH�DO���DUGLD�V��

�������� 7�LV�SUR�LELWLR��D�DL�VW�GLVFORV�UH�V�DOO��RW�DSSO��WR�SURWHFW�W�H�VDIHW��RI��VHUV�RU��

� RW�HUV��LI�D�G�R�O��LI��D��/(���HPSOR�HH���R��DV�VSHFLILFDOO��EHH��D�W�RUL]HG�WR��

� GHFODUH�D��HDOW��RU�VDIHW��HPHU�H�F���DV�GR�H�VR�D�G�DOO�UHT�LUHPH�WV���GHU�����

� �)5����������D������D�G��������DYH�EHH��I�OILOOHG�E��W�H�/(����

��������� 7�LV�SUR�LELWLR��D�DL�VW�GLVFORV�UH�V�DOO��RW�DSSO��WR�SURWHFW�W�H�L�WH�ULW��RU�VHF�ULW���

� RI�W�H�6HUYLFH����HUH�V�F��GLVFORV�UH�LV�PDGH�WR�D�6�ESURFHVVRU�H��D�HG�E���

� IRU�W�H�VSHFLILF�S�USRVH�RI�L�YHVWL�DWL���D�SRWH�WLDO�'DWD��UHDF��DV�VHW�IRUW��L�������

����� �H�,GHQWLILHG��DWD�

3URYLGHU�D�UHHV��RW�WR�DWWHPSW�WR�UH�LGH�WLI��'H�,GH�WLILHG�6W�GH�W�'DWD��LW�R�W�W�H��ULWWH��GLUHFWLR��RI�W�H�/(���

'H�,GH�WLILHG�6W�GH�W�'DWD�PD��EH��VHG�E��W�H�3URYLGHU�IRU�W�RVH�S�USRVHV�DOOR�HG���GHU�DSSOLFDEOH�OD�V��IRU�

W�H�S�USRVHV�DOOR�HG�IRU�W�H�SURFHVVL���RI�6W�GH�W�'DWD���GHU�W�LV�'3���DV��HOO�DV�W�H�IROOR�L���S�USRVHV������

DVVLVWL��� W�H� /(�� RU� RW�HU� �RYHU�PH�WDO� D�H�FLHV� L�� FR�G�FWL��� UHVHDUF�� D�G� RW�HU� VW�GLHV�� ���� UHVHDUF���

GHYHORSPH�W��D�G�LPSURYHPH�W�RI�W�H�3URYLGHU�V�HG�FDWLR�DO�VLWHV��6HUYLFHV��RU�DSSOLFDWLR�V��D�G�WR�GHPR�VWUDWH�

W�H�HIIHFWLYH�HVV�RI�W�H�6HUYLFHV��D�G�����IRU�DGDSWLYH�OHDU�L���S�USRVH�D�G�IRU�F�VWRPL]HG�VW�GH�W�OHDU�L����

3URYLGHU�V��VH�RI�'H�,GH�WLILHG�6W�GH�W�'DWD�V�DOO�V�UYLYH�WHUPL�DWLR��RI�W�LV�'3��RU�D���UHT�HVW�E��/(��WR�UHW�U��

RU�GLVSRVH�RI�6W�GH�W�'DWD��([FHSW�IRU�6�ESURFHVVRUV��3URYLGHU�D�UHHV��RW�WR�WUD�VIHU�'H�LGH�WLILHG�6W�GH�W�'DWD�

WR� D��� W�LUG� SDUW�� ��OHVV� W�H� WUD�VIHU� LV� H[SUHVVO�� GLUHFWHG� RU� SHUPLWWHG� E�� W�H� /(�� RU� W�LV� '3��� � 6�F��

6�ESURFHVVRUV�P�VW� EH� V�EMHFW� WR� HT�LYDOH�W� WHUPV�RI� W�H� '3�� L�FO�GL��� W�LV� R�H�� � 3ULRU� WR� S�EOLV�L��� D���

GRF�PH�W�W�DW��DPHV�W�H�/(���W�H�3URYLGHU�V�DOO�REWDL��W�H�/(��V��ULWWH��DSSURYDO�RI�W�H�PD��HU�L����LF��'H�

,GH�WLILHG�6W�GH�W�'DWD�LV�SUHVH�WHG���,I�3URYLGHU�F�RRVHV�WR�FUHDWH�'H�,GH�WLILHG�'DWD��LWV�SURFHVV�P�VW�FRPSO��

�LW��HLW�HU�1,67�GH�LGH�WLILFDWLR��VWD�GDUGV�RU�86�'HSDUWPH�W�RI�(G�FDWLR����LGD�FH�R��GH�LGH�WLILFDWLR���

����� �LVSRVLWLRQ�RI��DWD���

8SR���ULWWH��UHT�HVW�IURP�W�H�/(���3URYLGHU�V�DOO�GLVSRVH�RI�RU�SURYLGH�D�PHF�D�LVP�IRU�W�H�/(��WR�WUD�VIHU�

6W�GH�W�'DWD� REWDL�HG���GHU� W�H�6HUYLFH���UHHPH�W���LW�L��VL[W�� �����GD�V�RI� W�H�GDWH�RI� VDLG� UHT�HVW� D�G�

DFFRUGL���WR�D�VF�HG�OH�D�G�SURFHG�UH�DV�W�H�3DUWLHV�PD��UHDVR�DEO��D�UHH��

,I�W�H�3URYLGHU��DV�D�VWD�GDUG�UHWH�WLR��D�G�GHVWU�FWLR��VF�HG�OH��W�DW�VF�HG�OH�V�DOO�DSSO��WR�6W�GH�W�'DWD�DV�

OR���DV�W�LV�'3��LV�DFWLYH���7�H�3URYLGHU�V�SUDFWLFH�UHODWL���WR�UHWH�WLR��D�G�GLVSRVLWLR��RI�6W�GH�W�'DWD�V�DOO�EH�

SURYLGHG�WR�W�H�/(���SR��UHT�HVW��

�W�W�H�WHUPL�DWLR��RI�W�LV�'3���W�H�3URYLGHU�V�DOO����OHVV�GLUHFWHG�RW�HU�LVH�E��W�H�/(���GLVSRVH�RI��RU�GHOHWH�

6W�GH�W� 'DWD� REWDL�HG� E�� W�H� 3URYLGHU� ��GHU� W�H� ��UHHPH�W� �LW�L�� VL[W�� ����� GD�V� RI� WHUPL�DWLR�� ���OHVV�

RW�HU�LVH�UHT�LUHG�E��OD����,I�W�H���UHHPH�W��DV�ODSVHG�RU�LV��RW�WHUPL�DWHG��W�H�6W�GH�W�'DWD�V�DOO�EH�GHOHWHG�

��H��GLUHFWHG�RU�SHUPLWWHG�E��W�H�/(���DFFRUGL���WR�3URYLGHU�V�VWD�GDUG�GHVWU�FWLR��VF�HG�OH��RU�DV�RW�HU�LVH�

UHT�LUHG�E��OD���7�H�/(��PD��SURYLGH�W�H�3URYLGHU��LW��VSHFLDO�L�VWU�FWLR�V�IRU�W�H�GLVSRVLWLR��RI�W�H�6W�GH�W�

'DWD��E��WUD�VPLWWL���WR�3URYLGHU�([�LELW��'���DWWDF�HG��HUHWR��7�H�G�W��RI�W�H�3URYLGHU�WR�GLVSRVH�RI�RU�GHOHWH�

6W�GH�W�'DWD�V�DOO��RW�H[WH�G�WR�'H�,GH�WLILHG�'DWD�RU�WR�6W�GH�W�*H�HUDWHG��R�WH�W�W�DW��DV�EHH��WUD�VIHUUHG�

RU�NHSW�S�UV�D�W�WR�6HFWLR���������
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����� �GYHUWLVLQJ�/LPLWV���

3URYLGHU�LV�SUR�LELWHG�IURP��VL����GLVFORVL����RU�VHOOL���6W�GH�W�'DWD�WR��D��L�IRUP��L�IO�H�FH��RU�H�DEOH�7DU�HWHG�

�GYHUWLVL���� �E��GHYHORS�D�SURILOH�RI�D�VW�GH�W�� IDPLO��PHPEHU���DUGLD��RU� �UR�S�� IRU�D���S�USRVH�RW�HU� W�D��

SURYLGL���W�H�6HUYLFH�WR�/(���RU��F��IRU�D���FRPPHUFLDO�S�USRVH�RW�HU�W�D��WR�SURYLGH�W�H�6HUYLFH�WR�W�H�/(���RU�

DV�D�W�RUL]HG�E��W�H�/(��RU�W�H�SDUH�W���DUGLD���7DU�HWHG��GYHUWLVL���LV�VWULFWO��SUR�LELWHG���R�HYHU��W�LV�VHFWLR��

GRHV� �RW� SUR�LELW� 3URYLGHU� IURP� �VL���6W�GH�W� 'DWD� �L�� IRU� DGDSWLYH� OHDU�L���RU� F�VWRPL]HG� VW�GH�W� OHDU�L���

�L�FO�GL��� �H�HUDWL��� SHUVR�DOL]HG� OHDU�L��� UHFRPPH�GDWLR�V��� RU� �LL�� WR�PDNH� SURG�FW� UHFRPPH�GDWLR�V� WR�

DFFR��W��ROGHUV�W�DW�DUH��RW�FR�VLGHUHG�7DU�HWHG��GYHUWLVL����W�LV�H[FHSWLR��GRHV��RW�DSSO����HUH�W�H�3URYLGHU�

LV�UHO�L���R��W�H�/(��WR�SURYLGH�FR�VH�W�R��EH�DOI�RI�W�H�SDUH�W���GHU��233����RU��LLL��WR��RWLI��DFFR��W��ROGHUV�

DER�W��H��HG�FDWLR��SURG�FW��SGDWHV��IHDW�UHV��RU�6HUYLFHV�W�DW�DUH��RW�FR�VLGHUHG�7DU�HWHG��GYHUWLVL���RU�IURP�

RW�HU�LVH��VL���6W�GH�W�'DWD�DV�SHUPLWWHG�L��W�LV�'3��D�G�LWV�DFFRPSD��L���H[�LELWV��

�HIRUH�PDNL���SURG�FW�UHFRPPH�GDWLR�V���GHU�VHFWLR���LL��DERYH��3URYLGHU�P�VW�GLVFORVH�W�H�H[LVWH�FH�RI�W�RVH�

UHFRPPH�GDWLR�V�WR�/(��L���ULWL����L��V�IILFLH�W�GHWDLO�W�DW�/(��FD��I�OILOO�D���REOL�DWLR�V���GHU�DSSOLFDEOH�OD��

�H����335����

�

�
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�����DWD�6WRUDJH��

,I�6W�GH�W�'DWD�LV�VWRUHG�R�WVLGH�W�H�8�LWHG�6WDWHV��3URYLGHU��LOO�SURYLGH�D�OLVW�RI��R��WULHV���HUH�GDWD�LV�VWRUHG��

L��([�LELW������

����6HFXULW���XGLWV��

3URYLGHU��LOO�FR�G�FW�D�VHF�ULW��D�GLW�RU�DVVHVVPH�W��R�OHVV�W�D��R�FH�SHU��HDU��D�G��SR��D�'DWD��UHDF���8SR��

���GD�V���RWLFH�D�G�H[HF�WLR��RI�FR�ILGH�WLDOLW��D�UHHPH�W��3URYLGHU��LOO�SURYLGH�W�H�/(���LW��D�FRS��RI�W�H�D�GLW�

UHSRUW��V�EMHFW�WR�UHDVR�DEOH�D�G�DSSURSULDWH�UHGDFWLR���

�����DWD�6HFXULW���

7�H�3URYLGHU�D�UHHV�WR��WLOL]H�DGPL�LVWUDWLYH��S��VLFDO��D�G� WHF��LFDO�VDIH��DUGV�GHVL��HG� WR�SURWHFW�6W�GH�W�

'DWD� IURP���D�W�RUL]HG�DFFHVV��GLVFORV�UH�� DFT�LVLWLR��� GHVWU�FWLR��� �VH�� RU�PRGLILFDWLR���7�H�3URYLGHU� V�DOO�

DG�HUH�WR�D���DSSOLFDEOH�OD��UHODWL���WR�GDWD�VHF�ULW��RI�6W�GH�W�'DWD��7�H�3URYLGHU�V�DOO�LPSOHPH�W�D��DGHT�DWH�

��EHUVHF�ULW��)UDPH�RUN�W�DW�L�FRUSRUDWHV�R�H�RU�PRUH�RI�W�H��DWLR�DOO��RU�L�WHU�DWLR�DOO��UHFR��L]HG�VWD�GDUGV�

VHW�IRUW��L��([�LELW��)����GGLWLR�DOO���3URYLGHU�PD��F�RRVH�WR�I�UW�HU�GHWDLO�LWV�VHF�ULW��SUR�UDPV�D�G�PHDV�UHV�L��

([�LELW��)���3URYLGHU�V�DOO�SURYLGH�� L��W�H�3UHDPEOH�WR�W�H�'3���FR�WDFW�L�IRUPDWLR��RI�D��HPSOR�HH���R�/(��

PD��FR�WDFW�LI�W�HUH�DUH�D���GDWD�VHF�ULW��FR�FHU�V�RU�T�HVWLR�V��

�����DWD��UHDFK��

,��W�H�HYH�W�W�DW�3URYLGHU�FR�ILUPV�D�'DWD��UHDF���W�H�3URYLGHU�V�DOO�SURYLGH��RWLILFDWLR��WR�/(���LW�L��VHYH�W��

W�R� ����� �R�UV� RI� FR�ILUPDWLR��RI� W�H�'DWD��UHDF��� ��OHVV��RWLILFDWLR���LW�L�� W�HVH� WLPH� OLPLWV��R�OG�GLVU�SW�

L�YHVWL�DWLR�� RI� W�H� 'DWD� �UHDF��E�� OD�� H�IRUFHPH�W�� ,�� V�F�� D��HYH�W�� �RWLILFDWLR�� V�DOO� EH�PDGH��LW�L��D�

UHDVR�DEOH�WLPH�DIWHU�W�H�'DWD��UHDF���3URYLGHU�V�DOO�IROOR��W�H�IROOR�L���SURFHVV��
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������ 7�H� 'DWD� �UHDF�� �RWLILFDWLR�� GHVFULEHG� DERYH� V�DOO� L�FO�GH�� DW� D� PL�LP�P�� W�H� IROOR�L���

� L�IRUPDWLR��WR�W�H�H[WH�W�N�R���E��W�H�3URYLGHU�D�G�DV�LW�EHFRPHV�DYDLODEOH��

� �D����7�H��DPH�D�G�FR�WDFW�L�IRUPDWLR��RI�W�H�3URYLGHU�V�EMHFW�WR�W�LV�VHFWLR���

� �E����W�H�GDWH�RI�W�H��RWLFH��

� �F��� W�H� GDWH� RI� W�H� 'DWD� �UHDF��� W�H� HVWLPDWHG� GDWH� RI� W�H� 'DWD� �UHDF��� RU� W�H� GDWH�

� UD��H��LW�L����LF��W�H�'DWD��UHDF��RFF�UUHG��

� �G����:�HW�HU� W�H��RWLILFDWLR���DV�GHOD�HG�DV�D� UHV�OW�RI� D� OD�� H�IRUFHPH�W� L�YHVWL�DWLR���

� LI�OH�DOO��SHUPLVVLEOH�WR�V�DUH�W�DW�L�IRUPDWLR���

� �H�������H�HUDO�GHVFULSWLR��RI� W�H�'DWD��UHDF��� LI� W�DW� L�IRUPDWLR�� LV�SRVVLEOH�WR�GHWHUPL�H�

� DW�W�H�WLPH�W�H��RWLFH�LV�SURYLGHG��

� �I���� �� GHVFULSWLR�� RI� W�H� 6W�GH�W� 'DWD� UHDVR�DEO�� EHOLHYHG� WR� �DYH� EHH�� W�H� V�EMHFW� RI�

� W�H�'DWD��UHDF���D�G�

� ������,GH�WLILFDWLR��RI�LPSDFWHG�L�GLYLG�DOV��

������ 3URYLGHU�D�UHHV�WR�DG�HUH�WR�DOO�DSSOLFDEOH�IHGHUDO�D�G�VWDWH�OD�V��LW��UHVSHFW�WR�D�'DWD��UHDF��

� UHODWHG� WR� W�H� 6W�GH�W� 'DWD�� L�FO�GL��� D��� UHT�LUHG� UHVSR�VLELOLWLHV� D�G� SURFHG�UHV� IRU�

� �RWLILFDWLR��D�G�PLWL�DWLR��RI�D���V�F��'DWD��UHDF���

������ 3URYLGHU� I�UW�HU�DFN�R�OHG�HV�D�G�D�UHHV� WR��DYH�D��ULWWH��'DWD��UHDF�� UHVSR�VH�SOD�� W�DW� LV�

� FR�VLVWH�W��LW��DSSOLFDEOH�L�G�VWU��VWD�GDUGV�D�G�IHGHUDO�D�G�VWDWH�OD��IRU�UHVSR�GL���WR�D�'DWD

� �UHDF��� L�YROYL��� 6W�GH�W� 'DWD� D�G� D�UHHV� WR� SURYLGH� /(��� �SR�� UHDVR�DEOH� �ULWWH�� UHT�HVW��

� �LW��D�V�PPDU��RI�VDLG��ULWWH��'DWD��UHDF��UHVSR�VH�SOD���

������ /(�� V�DOO� SURYLGH� �RWLFH� D�G� IDFWV� V�UUR��GL��� W�H� 'DWD� �UHDF�� WR� W�H� DIIHFWHG� VW�GH�WV��

� SDUH�WV��RU���DUGLD�V��

����� ,��W�H�HYH�W�RI�D�'DWD��UHDF��RUL�L�DWL���IURP�/(��V��VH�RI�W�H�6HUYLFH�RU�RW�HU�LVH�D�UHV�OW�RI�

/(��V�DFWLR�V�RU�L�DFWLR�V��3URYLGHU�V�DOO�UHDVR�DEO��FRRSHUDWH��LW��/(��WR�W�H�H[WH�W��HFHVVDU��

WR� H[SHGLWLR�VO�� VHF�UH�6W�GH�W�'DWD�D�G�PD�� UHT�HVW� FRVWV� L�F�UUHG� DV�D� UHV�OW� RI� V�F��'DWD�

�UHDF���

� �
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�2175��7�7(5�6�

7HUP�DQG�7HUPLQDWLRQ��,��W�H�HYH�W�W�DW�HLW�HU�3DUW��VHHNV�WR�WHUPL�DWH�W�LV�'3���W�H��PD��GR�VR�E���ULWWH��

�RWLFH�LI�W�H�6HUYLFH���UHHPH�W��DV�ODSVHG�RU��DV�EHH��WHUPL�DWHG��(LW�HU�SDUW��PD��WHUPL�DWH�W�LV�'3��D�G�

D���6HUYLFH���UHHPH�W�RU�FR�WUDFW� LI�W�H�RW�HU�SDUW��EUHDF�HV�D���WHUPV�RI�W�LV�'3���7�LV�'3��V�DOO�VWD�� L��

HIIHFW�IRU�DV�OR���DV�W�H�3URYLGHU�UHWDL�V�W�H�6W�GH�W�'DWD��DV�VHW�IRUW��L��VHFWLR���UWLFOH�,9��6HFWLR�������,��W�H�

FDVH�RI�D����D��H�RI��R�WURO��W�H�/(���DV�W�H�D�W�RULW��WR�WHUPL�DWH�W�H�'3��LI�LW�UHDVR�DEO��EHOLHYHV�W�DW�W�H�

V�FFHVVRU�FD��RW��S�ROG�W�H�WHUPV�D�G�FR�GLWLR�V��HUHL��RU��DYL���D�FR�WUDFW��LW��W�H�V�FFHVVRU��R�OG�YLRODWH�

W�H�/(��V�SROLFLHV�RU�VWDWH�RU�IHGHUDO�OD���

�DWD��LVSRVLWLRQ�RQ�6HUYLFH��JUHHPHQW�7HUPLQDWLRQ���,I�W�H�6HUYLFH���UHHPH�W�LV�WHUPL�DWHG��W�H�3URYLGHU�

V�DOO�GLVSRVH�RI�DOO�RI�/(��V�6W�GH�W�'DWD�S�UV�D�W�WR��UWLFOH�,9��6HFWLR������RI�W�H�6WD�GDUG��OD�VHV��

1RWLFHV����OO��RWLFHV�RU�RW�HU�FRPP��LFDWLR��UHT�LUHG�RU�SHUPLWWHG�WR�EH��LYH���HUH��GHU�P�VW�EH�PDGH�L���ULWL���

D�G�PD�� EH� �LYH�� YLD� H�PDLO� WUD�VPLVVLR��� RU� ILUVW�FODVV�PDLO�� RU�P�W�DOO�� D�UHHG� �SR��PHW�RG� VH�W� WR� W�H�

GHVL��DWHG�UHSUHVH�WDWLYHV�GRF�PH�WHG�L��W�H�3UHDPEOH��

3ULRULW��RI��JUHHPHQWV�� �7�LV�'3��V�DOO� �RYHU�� W�H� WUHDWPH�W�RI�6W�GH�W�'DWD� L��RUGHU� WR�FRPSO���LW�� W�H�

SULYDF��SURWHFWLR�V��L�FO�GL���W�RVH�IR��G�L��)(53��D�G�DOO�DSSOLFDEOH�SULYDF��VWDW�WHV�LGH�WLILHG�L��W�LV�'3���

:LW��UHVSHFW�WR�W�H�WUHDWPH�W�RI�6W�GH�W�'DWD�R�O���L��W�H�HYH�W�W�HUH�LV�FR�IOLFW�EHW�HH��W�H�WHUPV�RI�W�H�'3��

D�G�W�H�6HUYLFH���UHHPH�W��7HUPV�RI�6HUYLFH��3ULYDF��3ROLFLHV��RU��LW��D���RW�HU�ELG�5)3��OLFH�VH�D�UHHPH�W��

RU��ULWL����W�H�WHUPV�RI�W�LV�'3��V�DOO�DSSO��D�G�WDNH�SUHFHGH�FH��,��W�H�HYH�W�RI�D�FR�IOLFW�EHW�HH��([�LELW������

W�H� 6'3�� 6WD�GDUG� �OD�VHV�� D�G�RU� W�H� 6�SSOHPH�WDO� 6WDWH� 7HUPV� L�� ([�LELW� �*��� ([�LELW� ���� �LOO� FR�WURO��

IROOR�HG� E�� ([�LELW� �*��� ([FHSW� DV� GHVFULEHG� L�� W�LV� SDUD�UDS�� �HUHL��� DOO� RW�HU� SURYLVLR�V� RI� W�H� 6HUYLFH�

��UHHPH�W�V�DOO�UHPDL��L��HIIHFW��

(QWLUH��JUHHPHQW���7�LV�'3��D�G�W�H�6HUYLFH���UHHPH�W���W�H���UHHPH�W���FR�VWLW�WH�W�H�H�WLUH�D�UHHPH�W�RI�

W�H�3DUWLHV�UHODWL���WR�W�H�V�EMHFW�PDWWHU��HUHRI�D�G�V�SHUVHGHV�DOO�SULRU�FRPP��LFDWLR�V��UHSUHVH�WDWLR�V��RU�

D�UHHPH�WV��RUDO�RU��ULWWH���E��W�H�3DUWLHV�UHODWL���W�HUHWR��7�LV�'3��PD��EH�DPH�GHG�D�G�W�H�REVHUYD�FH�RI�

D���SURYLVLR��RI�W�LV�'3��PD��EH��DLYHG��HLW�HU��H�HUDOO��RU�L��D���SDUWLF�ODU�L�VWD�FH�D�G�HLW�HU�UHWURDFWLYHO��

RU�SURVSHFWLYHO���R�O���LW��W�H�VL��HG��ULWWH��FR�VH�W�RI�ERW��3DUWLHV��

6HYHUDELOLW��������SURYLVLR��RI�W�LV�'3��W�DW�LV�SUR�LELWHG�RU���H�IRUFHDEOH�L��D���M�ULVGLFWLR��V�DOO��DV�WR�V�F��

M�ULVGLFWLR���EH�L�HIIHFWLYH�WR�W�H�H[WH�W�RI�V�F��SUR�LELWLR��RU���H�IRUFHDELOLW���LW�R�W�L�YDOLGDWL���W�H�UHPDL�L���

SURYLVLR�V� RI� W�LV�'3���D�G�D���V�F�� SUR�LELWLR��RU� ��H�IRUFHDELOLW�� L��D��� M�ULVGLFWLR��V�DOO��RW� L�YDOLGDWH�RU�

UH�GHU���H�IRUFHDEOH�V�F��SURYLVLR�� L��D���RW�HU�M�ULVGLFWLR���1RW�LW�VWD�GL���W�H�IRUH�RL����LI�V�F��SURYLVLR��

FR�OG�EH�PRUH��DUUR�O��GUD���VR�DV��RW�WR�EH�SUR�LELWHG�RU���H�IRUFHDEOH�L��V�F��M�ULVGLFWLR����LOH��DW�W�H�VDPH�

WLPH�� PDL�WDL�L��� W�H� L�WH�W� RI� W�H� 3DUWLHV�� LW� V�DOO�� DV� WR� V�F�� M�ULVGLFWLR��� EH� VR� �DUUR�O�� GUD��� �LW�R�W�

L�YDOLGDWL���W�H�UHPDL�L���SURYLVLR�V�RI�W�LV�'3��RU�DIIHFWL���W�H�YDOLGLW��RU�H�IRUFHDELOLW��RI�V�F��SURYLVLR��L��D���

RW�HU�M�ULVGLFWLR���

*RYHUQLQJ�/DZ���HQXH�DQG�-XULVGLFWLRQ���7�LV�'3���LOO�EH��RYHU�HG�E��D�G�FR�VWU�HG�L��DFFRUGD�FH��LW��W�H�

OD�V�RI�W�H�VWDWH�RI�W�H�/(����LW�R�W�UH�DUG�WR�FR�IOLFWV�RI�OD��SUL�FLSOHV��(DF��SDUW��FR�VH�WV�D�G�V�EPLWV�WR�W�H�

VROH�D�G�H[FO�VLYH�M�ULVGLFWLR��WR�W�H�VWDWH�D�G�IHGHUDO�FR�UWV�IRU�W�H�FR��W��RI�W�H�/(��IRU�D���GLVS�WH�DULVL���

R�W�RI�RU�UHODWL���WR�W�LV�'3��RU�W�H�WUD�VDFWLR�V�FR�WHPSODWHG��HUHE���

6XFFHVVRUV��RXQG���7�LV�'3��LV�D�G�V�DOO�EH�EL�GL����SR��W�H�UHVSHFWLYH�V�FFHVVRUV�L��L�WHUHVW�WR�3URYLGHU�L��

W�H�HYH�W�RI�D���D��H�RI��R�WURO��,��W�H�HYH�W�RI�D���D��H�RI��R�WURO��W�H�3URYLGHU�V�DOO�SURYLGH��ULWWH���RWLFH�

WR�W�H�/(���R�ODWHU�W�D��VL[W�������GD�V�DIWHU�W�H�FORVL���GDWH�RI�V�F����D��H�RI��R�WURO��6�F���RWLFH�V�DOO�L�FO�GH�
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D��ULWWH���VL��HG�DVV�UD�FH�W�DW�W�H�V�FFHVVRU��LOO�DVV�PH�W�H�REOL�DWLR�V�RI�W�H�'3��D�G�D���REOL�DWLR�V��LW��

UHVSHFW�WR�6W�GH�W�'DWD��LW�L��W�H�6HUYLFH���UHHPH�W��

�XWKRULW����(DF��VL��DWRU��FR�ILUPV�W�H��DUH�D�W�RUL]HG�WR�EL�G�W�HLU�L�VWLW�WLR��WR�W�LV�'3��L��LWV�H�WLUHW���

:DLYHU���1R�GHOD��RU�RPLVVLR��E��HLW�HU�SDUW��WR�H[HUFLVH�D���UL��W��HUH���GHU�V�DOO�EH�FR�VWU�HG�DV�D��DLYHU�RI�

D���V�F��UL��W�D�G�ERW��SDUWLHV�UHVHUYH�W�H�UL��W�WR�H[HUFLVH�D���V�F��UL��W�IURP�WLPH�WR�WLPH��DV�RIWH��DV�PD��EH�

GHHPHG�H[SHGLH�W��

� �
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�V�H[LVWL���6HUYLFHV�W�DW�FROOHFW��7�LV�'3��FRYHUV�DFFHVV�WR�D�G��VH�RI������

SURFHVV��RU�WUD�VPLW�6W�GH�W�'DWD��DV�LGH�WLILHG�EHOR���

Kuta Software LLC

This agreement applies to both of Kuta Software's product types.
 
1) Kuta Software's desktop software for teachers.  This includes Infinite Grade 6 Math, Infinite Pre-Algebra, Infinite Algebra 1, Infinite Geometry, 
Infinite Algebra 2, Infinite Precalculus, and Infinite Calculus.  This software is installed on Windows or Mac computers.  Teachers use the 
software to create and print worksheets.  Students do not use the software.  If used without "Kuta Works", then no student data is collected.
 
2) Kuta Software's LMS, "Kuta Works."  Kuta Works allows teachers to post assignments from the desktop software so students can complete 
multiple choice assignments online.  Kuta Works does collect student data.  Kuta Works is certified by iKeepSafe as compliant with COPPA, 
FERPA, and more.
 
Concerning section 4.6, "Disposition of Data", note that Kuta Works has a standard retention and destruction schedule.  Student course results 
are deleted 21 weeks after the end of a course.  Student accounts are deleted after one year of inactivity.  Rolling backups are deleted after an 
additional 35 days.  As required, the district can request that data be deleted at any time.  All details of student data handling can be found on 
the Kuta Works privacy policy.
 
https://cdn.works.kutasoftware.com/legal/privacy.html
 
-------------------------------------------------------------------------------------------------------------------------------------------
For ease of reading, student data collected with Kuta Works will be written below as well as entered into the table.
 
*Entered by students during registration and stored in an AWS resource (If student initiates account creation):
 
-First name
-Last name
-Email address
-Password
 
*Entered by teachers to facilitate registration and stored in an AWS resource (If teacher initiates student account creation):
 
-First name
-Last name
-Initial password
(Note that a student email address is not required if teacher initiates account creation.)
 
*Entered by students during usage of the service and stored in an AWS resource:
 
-List of registered courses
-Selected answers to multiple choice problems
-Time spent on each problem
-Questions flagged for teacher's attention
 
*Other Information Collected from Students Collected for interactions with the service and stored in logs on an AWS service:
 
-Kuta Works user id
-Internet protocol address
-Time of https request
-Description of https request
 
*Collected for interactions with the service through Google Analytics and Google reCAPTCHA and stored in cookies on the user's 
computer/device and Google server resources:
 
-Google assigned ids
-Internet protocol addresses
-Areas of site visited with date and time
-Operating system and browser settings
-Referring page
-Other data to track usage of site and ensure user is not abusing the service
 
*Collected only in cases of unexpected behavior to monitor security. Stored by Report URI Ltd:
 
-Document Uniform Resource Identifier
-Attempted Outgoing Uniform Resource Identifier
-Operating system and browser type
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�OO�'DWD�(OHPH�WV�LGH�WLILHG�L��W�LV�([�LELW�DUH�FRUUHFW�DW�WLPH�RI�VL��DW�UH���'DWD�(OHPH�WV��ROOHFWHG�E��
3URG�FW���,�GLFDWH�5HT�LUHG��5��RU�2SWLR�DO��2���

�DWHJRU��RI��DWD���

'DWD�(OHPH�WV�

�SSOLFDWLRQ�7HFKQRORJ���HWD�DWD�

,3��GGUHVVHV�RI��VHUV���VH�

RI�FRRNLHV��HWF��

2W�HU�DSSOLFDWLR��

WHF��ROR���PHWDGDWD�

�,I��2��HU����H�NHG��SOHDVH�

VSH�LI��EHOR����H�NHG�

ER[��

�SSOLFDWLRQ��VH�6WDWLVWLFV�

0HWD�GDWD�R���VHU�

L�WHUDFWLR���LW��DSSOLFDWLR��

�VVHVVPHQW�

6WD�GDUGL]HG�WHVW�VFRUHV�

2EVHUYDWLR��GDWD�

9RLFH�UHFRUGL��V�

2W�HU�DVVHVVPH�W�GDWD�

�,I��2��HU����H�NHG��SOHDVH�

VSH�LI��EHOR����H�NHG�

ER[��

�WWHQGDQFH�

6W�GH�W�VF�RRO��GDLO���

DWWH�GD�FH�GDWD�

6W�GH�W�FODVV�DWWH�GD�FH�

GDWD�

Teacher 
software 

(Infinite series)
Kuta Works Product/Resource Name 3 Product/Resource Name 4 Product/Resource Name 5 Product/Resource Name 6 Product/Resource Name 7

Required

Required

See 
informati
on in 
exhibit A

Required

Required

Student 
answers 
to multiple 
choice 
questions.
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�DWHJRU��RI��DWD���

'DWD�(OHPH�WV�

�RPPXQLFDWLRQ�

2�OL�H�FRPP��LFDWLR��

FDSW�UHG��HPDLOV��EOR��H�WULHV��

�RQGXFW�

�R�G�FW�RU�EH�DYLRUDO�

GDWD�

�HPRJUDSKLFV�

'DWH�RI�ELUW��

3ODFH�RI�ELUW��

*H�GHU�

(W��LFLW��RU�UDFH�

/D���D�H�L�IRUPDWLR��
��DWLYH��RU�SULPDU��OD���D�H�

VSRNH��E��VW�GH�W��

2W�HU�GHPR�UDS�LF�

L�IRUPDWLR��

,I��2��HU����H�NHG��SOHDVH�

VSH�LI��EHOR����H�NHG�

ER[��

(QUROOPHQW�

6W�GH�W�VF�RRO�H�UROOPH�W�

6W�GH�W��UDGH�OHYHO�

�RPHURRP�

*�LGD�FH�FR��VHORU�

6SHFLILF�F�UULF�O�P�

SUR�UDPV�

�HDU�RI��UDG�DWLR��

2W�HU�H�UROOPH�W�

L�IRUPDWLR��

Teacher 
software 

(Infinite series)
Kuta Works Product/Resource Name 3 Product/Resource Name 4 Product/Resource Name 5 Product/Resource Name 6 Product/Resource Name 7
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�DWHJRU��RI��DWD���

'DWD�(OHPH�WV�

,I��2��HU����H�NHG��SOHDVH�

VSH�LI��EHOR����H�NHG�

ER[��

3DUHQW�*XDUGLDQ��RQWDFW�,QIRUPDWLRQ�

�GGUHVV�

(PDLO�

3�R�H�

3DUHQW�*XDUGLDQ�,��

3DUH�W�,'���PEHU��FUHDWHG�
WR�OL�N�SDUH�WV�WR�VW�GH�WV��

3DUHQW�*XDUGLDQ�1DPH�

)LUVW�D�G�RU�ODVW�

6FKHGXOH�

6W�GH�W�VF�HG�OHG�FR�UVHV�

7HDF�HU��DPHV�

6SHFLDO�,QGLFDWRU�

(��OLV��OD���D�H�OHDU�HU�

L�IRUPDWLR��

/R��L�FRPH�VWDW�V�

0HGLFDO�DOHUWV��HDOW��GDWD�

6W�GH�W�GLVDELOLW��

L�IRUPDWLR��

6SHFLDOL]HG�HG�FDWLR��

6HUYLFHV��,(3�RU������

/LYL���VLW�DWLR�V�
��RPHOHVV�IRVWHU�FDUH��

2W�HU�L�GLFDWRU�L�IRUPDWLR��

Teacher 
software 

(Infinite series)
Kuta Works Product/Resource Name 3 Product/Resource Name 4 Product/Resource Name 5 Product/Resource Name 6 Product/Resource Name 7

For Kuta Works enrolled course
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�DWHJRU��RI��DWD���

'DWD�(OHPH�WV�

,I��2��HU����H�NHG��SOHDVH�

VSH�LI��EHOR����H�NHG�

ER[��

6WXGHQW��RQWDFW�,QIRUPDWLRQ�

�GGUHVV�

(PDLO�

3�R�H�

6WXGHQW�,GHQWLILHUV�

/RFDO��VF�RRO�GLVWULFW��,'�

��PEHU�

6WDWH�,'���PEHU�

3URYLGHU�DSS�DVVL��HG�

VW�GH�W�,'���PEHU�

6W�GH�W�DSS��VHU�DPH�

6W�GH�W�DSS�SDVV�RUGV�

6WXGHQW�1DPH�

)LUVW�D�G�RU�ODVW�

6WXGHQW�,Q��SS�3HUIRUPDQFH�

3UR�UDP�DSSOLFDWLR��

SHUIRUPD�FH��H����W�SL���
SUR�UDP���VW�GH�W�W�SHV�����SP��

UHDGL���SUR�UDP���VW�GH�W�UHDGV�

EHOR���UDGH�OHYHO��

6WXGHQW�3URJUDP��HPEHUVKLS�

�FDGHPLF�RU�

H[WUDF�UULF�ODU�DFWLYLWLHV�D�

VW�GH�W�PD��EHOR���WR�RU�

SDUWLFLSDWH�L��

Teacher 
software 

(Infinite series)
Kuta Works Product/Resource Name 3 Product/Resource Name 4 Product/Resource Name 5 Product/Resource Name 6 Product/Resource Name 7

Optional - See exhibit A

Required

Optional - see exhibit A

Required

Required

Required - student answers - see exhbit A
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6WXGHQW�6XUYH��5HVSRQVHV�

6W�GH�W�UHVSR�VHV�WR�

V�UYH�V�RU�T�HVWLR��DLUHV�

�� �� �� �� �� �� ��

6WXGHQW�:RUN�

6W�GH�W��H�HUDWHG�

FR�WH�W���ULWL����SLFW�UHV��

HWF��

�� �� �� �� �� �� ��

2W�HU�VW�GH�W��RUN�GDWD� �� �� �� �� �� �� ��

,I��2��HU����H�NHG��SOHDVH�

VSH�LI��EHOR����H�NHG�

ER[��

�

�� �� �� �� �� �� ��

7UDQVFULSW�

6W�GH�W�FR�UVH��UDGHV� �� �� �� �� �� �� ��

6W�GH�W�FR�UVH�GDWD� �� �� �� �� �� �� ��

6W�GH�W�FR�UVH�

�UDGHV�SHUIRUPD�FH�

VFRUHV�

�� �� �� �� �� �� ��

2W�HU�WUD�VFULSW�GDWD� �� �� �� �� �� �� ��

,I��2��HU����H�NHG��SOHDVH�

VSH�LI��EHOR����H�NHG�

ER[��

�� �� �� �� �� �� ��

7UDQVSRUWDWLRQ�

6W�GH�W�E�V�DVVL��PH�W� �� �� �� �� �� �� ��

6W�GH�W�SLFN��S�D�G�RU�

GURS�RII�ORFDWLR��

�� �� �� �� �� �� ��

6W�GH�W�E�V�FDUG�,'�

��PEHU�

�� �� �� �� �� �� ��

2W�HU�WUD�VSRUWDWLR��GDWD� �� �� �� �� �� �� ��

Required

Answers 
to 
multiple 
choice 
questions
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,I��2��HU����H�NHG��SOHDVH�

VSH�LI��EHOR����H�NHG�

ER[��

2WKHU�

2W�HU�GDWD�FROOHFWHG�

,I��2��HU����H�NHG��SOHDVH�

OLV��HD���DGGL�LR�DO�GD�D�

HOHPH����VHG��V�RUHG��RU�

�ROOH��HG�E���R�U�

DSSOL�D�LR��EHOR����H�NHG�

ER[��

1RQH�

1R�VW�GH�W�GDWD�FROOHFWHG�

DW�W�LV�WLPH��3URYLGHU��LOO�

LPPHGLDWHO���RWLI��/(��LI�

W�LV�GHVL��DWLR��LV��R�

OR��HU�DSSOLFDEOH��

,I�6W�GH�W�'DWD�LV�VWRUHG�R�WVLGH�W�H�8�LWHG�6WDWHV��3URYLGHU�V�DOO�OLVW�EHOR��W�H��R��WULHV���HUH�GDWD�LV�VWRUHG��

Teacher 
software 
collects no 
student 
data by 
itself.

All data stored on AWS resources in the United States.
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�KDQJH�RI��RQWURO�������PHU�HU��DFT�LVLWLR���FR�VROLGDWLR��RU�RW�HU�E�VL�HVV�UHRU�D�L]DWLR��RU�VDOH�RI�DOO�RU�

V�EVWD�WLDOO��DOO�RI�W�H�DVVHWV�RI�3URYLGHU�RU�RI�W�H�SRUWLR��RI�3URYLGHU�W�DW�SHUIRUPV�W�H�6HUYLFHV�L��W�H�6HUYLFH�

��UHHPH�W��

�RQWH[WXDO��GYHUWLVLQJ����R�WH[W�DO�DGYHUWLVL���LV�W�H�GHOLYHU��RI�DGYHUWLVHPH�WV�EDVHG��SR��D�F�UUH�W�YLVLW�WR�

D�:HE�SD�H�RU�D�VL��OH�VHDUF��T�HU����LW�R�W�W�H�FROOHFWLR��D�G�UHWH�WLR��RI�GDWD�DER�W�W�H�FR�V�PHU�V�R�OL�H�

DFWLYLWLHV�RYHU�WLPH��

�H�,GHQWLILHG��DWD���5HFRUGV�D�G�L�IRUPDWLR��DUH�FR�VLGHUHG�WR�EH�'H�,GH�WLILHG���H��DOO�SHUVR�DOO��LGH�WLILDEOH�

L�IRUPDWLR���DV�EHH��UHPRYHG�RU�REVF�UHG��V�F��W�DW�W�H�UHPDL�L���L�IRUPDWLR��GRHV��RW�UHDVR�DEO��LGH�WLI��D�

VSHFLILF�VW�GH�W��L�FO�GL����E�W��RW�OLPLWHG�WR��D���L�IRUPDWLR��W�DW��DOR�H�RU�L��FRPEL�DWLR��LV�OL�NDEOH�WR�D�VSHFLILF�

VW�GH�W��

�DWD��UHDFK��������D�W�RUL]HG�UHOHDVH��DFFHVV�WR��GLVFORV�UH�RU�DFT�LVLWLR��RI�6W�GH�W�'DWD�W�DW�FRPSURPLVHV�

W�H�VHF�ULW���FR�ILGH�WLDOLW��RU�L�WH�ULW��RI�W�H�6W�GH�W�'DWD�PDL�WDL�HG�E��W�H�3URYLGHU�L��YLRODWLR��RI�DSSOLFDEOH�

VWDWH�RU�IHGHUDO�OD���

(GXFDWLRQDO�5HFRUGV���(G�FDWLR�DO�5HFRUGV�V�DOO��DYH�W�H�PHD�L���VHW�IRUW����GHU�)(53�����8�6�����������

��D���������)RU�DGGLWLR�DO�FR�WH[W�VHH�DOVR�W�H��6W�GH�W�'DWD��GHIL�LWLR���

/(����)RU�W�H�S�USRVH�RI�W�LV�'3���W�H�/(��LV�W�H�HG�FDWLR�DO�H�WLW��W�DW�LV�D�3DUW��WR�W�LV���UHHPH�W������/(��

FD��EH�D�VWDWH�D�H�F���D��HG�FDWLR�DO�VHUYLFH�D�H�F���D�F�DUWHU�VF�RRO�RU�VF�RRO�V�VWHP�RU�D�SULYDWH�VF�RRO�RU�

VF�RRO�V�VWHP��L��DGGLWLR��WR�W�H�IHGHUDO�GHIL�LWLR��RI�/RFDO�(G�FDWLR����H�F���/(����

�HWDGDWD���0HD�V�L�IRUPDWLR��W�DW�SURYLGHV�PHD�L���D�G�FR�WH[W�WR�RW�HU�GDWD�EHL���FROOHFWHG�L�FO�GL����E�W�

�RW�OLPLWHG�WR�GDWH�D�G�WLPH�UHFRUGV�D�G�S�USRVH�RI�FUHDWLR���0HWDGDWD�W�DW��DYH�EHH��VWULSSHG�RI�DOO�GLUHFW�D�G�

L�GLUHFW�LGH�WLILHUV�DUH��RW�FR�VLGHUHG�3HUVR�DOO��,GH�WLILDEOH�,�IRUPDWLR��RU�6W�GH�W�'DWD��

2ULJLQDWLQJ�/(�������HG�FDWLR�DO�H�WLW��RW�HU�LVH�PHHWL���W�H�GHIL�LWLR��RI�/(��W�DW�RUL�L�DOO��H[HF�WHV�W�H�'3��

L��LWV�H�WLUHW���L�FO�GL���W�H�PDUNHG�F�HFNER[�H�DEOL���([�LELW��(����LW��W�H�3URYLGHU��

6FKRRO�2IILFLDO���)RU�W�H�S�USRVHV�RI�W�LV�'3��D�G�S�UV�D�W�WR�)(53������)5���������E���D�6F�RRO�2IILFLDO�LV�

D� FR�WUDFWRU� W�DW�� ���� 3HUIRUPV� D�� L�VWLW�WLR�DO� VHUYLFH� RU� I��FWLR�� IRU� ��LF�� W�H� D�H�F�� RU� L�VWLW�WLR���R�OG�

RW�HU�LVH��VH�HPSOR�HHV������,V���GHU�W�H�GLUHFW�FR�WURO�RI�W�H�D�H�F��RU�L�VWLW�WLR���LW��UHVSHFW�WR�W�H��VH�D�G�

PDL�WH�D�FH�RI�6W�GH�W�'DWD�L�FO�GL���(G�FDWLR�DO�5HFRUGV��D�G�����,V�V�EMHFW�WR�)(53������)5���������D��

�RYHU�L���W�H��VH�D�G�UH�GLVFORV�UH�RI�3HUVR�DOO��,GH�WLILDEOH�,�IRUPDWLR��IURP�(G�FDWLR�DO�5HFRUGV��

6HUYLFH��JUHHPHQW���5HIHUV�WR�W�H�T�RWH��FRUUHVSR�GL���FR�WUDFW��S�UF�DVH�RUGHU�RU�WHUPV�RI�VHUYLFH�D�G�RU�

WHUPV�RI��VH��

6WXGHQW��DWD���6W�GH�W�'DWD�L�FO�GHV�D���GDWD����HW�HU��DW�HUHG��FUHDWHG�RU�L�IHUUHG�E��3URYLGHU�RU�SURYLGHG�

E��/(��RU� LWV��VHUV��VW�GH�WV��RU�VW�GH�WV��SDUH�WV���DUGLD�V��IRU�D�VF�RRO�S�USRVH�� W�DW� LV�GHVFULSWLYH�RI�W�H�

VW�GH�W�L�FO�GL����E�W��RW�OLPLWHG�WR��L�IRUPDWLR��L��W�H�VW�GH�W�V�(G�FDWLR�DO�5HFRUG��SHUVLVWH�W���LT�H�LGH�WLILHUV��

RU�D���RW�HU�L�IRUPDWLR��RU�LGH�WLILFDWLR����PEHU�W�DW��R�OG�SURYLGH�L�IRUPDWLR��DER�W�D�VSHFLILF�VW�GH�W��6W�GH�W�

'DWD� L�FO�GHV�0HWDGDWD� W�DW��DV��RW�EHH��VWULSSHG�RI� DOO�GLUHFW�D�G� L�GLUHFW� LGH�WLILHUV���6W�GH�W�'DWD�I�UW�HU�

L�FO�GHV� �3HUVR�DOO�� ,GH�WLILDEOH� ,�IRUPDWLR���3,,���� DV�GHIL�HG� L�������)�5���������D�G�DV�GHIL�HG���GHU�D���

DSSOLFDEOH�VWDWH�OD���6W�GH�W�'DWD�V�DOO�FR�VWLW�WH�(G�FDWLR��5HFRUGV�IRU�W�H�S�USRVHV�RI�W�LV�'3���D�G�IRU�W�H�

S�USRVHV�RI�IHGHUDO��VWDWH��D�G�ORFDO�OD�V�D�G�UH��ODWLR�V��6W�GH�W�'DWD�DV�VSHFLILHG�L��([�LELW�����LV�FR�ILUPHG�



���1���������(1���������,��������((�(1���HUVLR������

���FF��������D��L���������&RPP��LW���������L��W������������ � 3D�H�_����

WR�EH�FROOHFWHG�RU�SURFHVVHG�E��W�H�3URYLGHU�S�UV�D�W�WR�W�H�6HUYLFHV��6W�GH�W�'DWD�V�DOO��RW�L�FO�GH�SURSHUO��

'H��,GH�WLILHG�'DWD�RU�D�R��PR�V��VD�H�GDWD�UH�DUGL���D�VW�GH�W�V�RU�/(��V��VH�RI�3URYLGHU�V�6HUYLFHV��

6WXGHQW�*HQHUDWHG��RQWHQW���7�H�WHUP��6W�GH�W�*H�HUDWHG��R�WH�W��PHD�V�PDWHULDOV�RU�FR�WH�W�FUHDWHG�E��D�

VW�GH�W�L��W�H�VHUYLFHV�L�FO�GL����E�W��RW�OLPLWHG�WR��HVVD�V��UHVHDUF��UHSRUWV��SRUWIROLRV��FUHDWLYH��ULWL����P�VLF�

RU�RW�HU�D�GLR�ILOHV��S�RWR�UDS�V��YLGHRV��D�G�DFFR��W�L�IRUPDWLR��W�DW�H�DEOHV�R��RL���R��HUV�LS�RI�VW�GH�W�

FR�WH�W���6W�GH�W�*H�HUDWHG��R�WH�W��GRHV��RW�L�FO�GH�VW�GH�W�UHVSR�VHV�WR�D�VWD�GDUGL]HG�DVVHVVPH�W���HUH�

VW�GH�W�SRVVHVVLR��D�G�FR�WURO��R�OG�MHRSDUGL]H�W�H�YDOLGLW��D�G�UHOLDELOLW��RI�W�DW�DVVHVVPH�W��

6XESURFHVVRU�� � )RU� W�H� S�USRVHV� RI� W�LV� '3��� W�H� WHUP� �6�ESURFHVVRU�� �VRPHWLPHV� UHIHUUHG� WR� DV� W�H�

�6�EFR�WUDFWRU���PHD�V�D�SDUW��RW�HU� W�D��/(��RU�3URYLGHU����R�3URYLGHU��VHV�IRU�GDWD�FROOHFWLR���D�DO�WLFV��

VWRUD�H��RU�RW�HU�VHUYLFH� WR�RSHUDWH�D�G�RU� LPSURYH�LWV�VHUYLFH��D�G���R��DV�DFFHVV� WR�RU�VWRUD�H�RI�6W�GH�W�

'DWD�� L�FO�GL��� VHF�ULW��� VWRUD�H�� D�DO�WLFV�� D�G�RW�HU� SURFHVVL���DFWLYLWLHV� �HFHVVDU�� WR�SHUIRUP� D�3URYLGHU�

E�VL�HVV�S�USRVH��

6XESURFHVVRU��JUHHPHQW������D�UHHPH�W�EHW�HH��3URYLGHU�D�G�D�W�LUG�SDUW��6�ESURFHVVRU����6�ESURFHVVRU�

��UHHPH�W�L�FO�GHV�HLW�HU�D��ULWWH��D�UHHPH�W�RU�D��DFFHSWD�FH�RI�WHUPV�D�G�FR�GLWLR�V��H�����FOLFN� W�UR����

D�UHHPH�WV���

6XEVFULELQJ�/(��� �����HG�FDWLR�DO�H�WLW��RW�HU�LVH�PHHWL���W�H�GHIL�LWLR��RI�/(��W�DW��DV��RW�SDUW��WR� W�H�

RUL�L�DO�6HUYLFH���UHHPH�W�D�G���R�DFFHSWV�W�H�3URYLGHU�V�*H�HUDO�2IIHU�RI�3ULYDF��7HUPV�E��H[HF�WL���([�LELW�

�(���

7DUJHWHG� �GYHUWLVLQJ�� � 7DU�HWHG� �GYHUWLVL��� PHD�V� SUHVH�WL��� D�� DGYHUWLVHPH�W� WR� D� VW�GH�W� ��HUH� W�H�

VHOHFWLR��RI�W�H�DGYHUWLVHPH�W�LV�EDVHG�R��6W�GH�W�'DWD�RU�L�IHUUHG�RYHU�WLPH�IURP�W�H��VD�H�RI�W�H�3URYLGHU�

,�WHU�HW��HE�VLWH��R�OL�H�VHUYLFH�RU�PRELOH�DSSOLFDWLR��E��V�F��VW�GH�W�RU�W�H�UHWH�WLR��RI�V�F��VW�GH�W�V�R�OL�H�

DFWLYLWLHV�RU�UHT�HVWV�RYHU�WLPH�IRU�W�H�S�USRVH�RI�WDU�HWL���V�EVHT�H�W�DGYHUWLVHPH�WV���7DU�HWHG��GYHUWLVL����

GRHV��RW�L�FO�GH��R�WH[W�DO��GYHUWLVL����

� �
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�IWHU�W�LV�'3��WDNHV�HIIHFW��LI�W�H�/(���DV�VSHFLDO�UHT�LUHPH�WV�IRU�W�H�GLVSRVLWLR��RI�6W�GH�W�'DWD�W�DW�DUH��RW�

H[SUHVVHG�L������'LVSRVLWLR��RI�'DWD��W�H�/(��PD��ILOO�L��W�LV�IRUP�D�G�GHOLYHU�LW�WR�W�H�3URYLGHU���

7KH�3URYLGHU�DQG�WKH�/(��PXVW�QRW�ILOO�LQ�WKLV�IRUP�DW�WKH�LQLWLDWLRQ�RI�WKH��3���

7�H�3URYLGHU�V�DOO�DFW�R��([�LELW��'��IURP�W�H�GHVL��DWHG�UHSUHVH�WDWLYH�RI�W�H�/(��RU�W�HLU�GHVL��HH��3UHDPEOH�

RU�([�LELW��(��IRU�6�EVFULEL���/(����

���,����W��DP��RI��L�W�LFW�R���(���@���/(����L�VWU�FWV�3URYLGHU�WR�GLVSRVH�RI�6W�GH�W�'DWD�REWDL�HG�E��3URYLGHU�S�UV�D�W�WR�

W�H�WHUPV�RI�W�H�'3��EHW�HH��/(��D�G�3URYLGHU��7�H�WHUPV�RI�W�H�'LVSRVLWLR��DUH�VHW�IRUW��EHOR���

��� ([WHQW�RI��LVSRVLWLRQ��

����@� 'LVSRVLWLR�� LV� SDUWLDO��7�H� VFRSH�RI�6W�GH�W�'DWD� WR�EH�GLVSRVHG�RI� LV� VHW� IRUW�� EHOR��RU� IR��G� L��D��
DWWDF�PH�W�WR�W�LV�'LUHFWLYH���
���,����W�FDW��R�L���RI��W����W��DWD�������@�

����@��� 'LVSRVLWLR��LV�FRPSOHWH��'LVSRVLWLR��H[WH�GV�WR�DOO�6W�GH�W�'DWD��

��� 1DWXUH�RI��LVSRVLWLRQ�

����@� 'LVSRVLWLR��V�DOO�EH�E��GHVWU�FWLR��RU�GHOHWLR��RI�6W�GH�W�'DWD���

����@� 'LVSRVLWLR��V�DOO�EH�E��D�WUD�VIHU�RI�6W�GH�W�'DWD��7�H�6W�GH�W�'DWD�V�DOO�EH�WUD�VIHUUHG�WR�W�H�IROOR�L���

� VLWH�DV�IROOR�V��

���,����W�R��DWWDF���S�FLD��L��W��FWLR����@��

��� 7LPLQJ�RI��LVSRVLWLRQ�

6W�GH�W�'DWD�V�DOO�EH�GLVSRVHG�RI�E��W�H�IROOR�L���GDWH���

����@� �V�VRR��DV�FRPPHUFLDOO��SUDFWLFDEOH�

����@� 2��3URYLGHU�V�VWD�GDUG�GHVWU�FWLR��VF�HG�OH��

����@� ������,����W��DW���@�

��� �H�,GHQWLILHG��DWD�
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GLVSRVHG�RI�DOO�FRSLHV�RI�6W�GH�W�'DWD�W�DW��HUH��RW�'H�,GH�WLILHG�L��DFFRUGD�FH��LW��W�LV�6F�HG�OH�D�G�
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�
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BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB���2ULJLQDWLQJ�/(����GDWHG�BBBBBBBBBBBBBBB���

3URYLGHU�D�G�6�EVFULEL���/(��D�UHH�W�DW�W�H�L�IRUPDWLR��EHOR���LOO�EH�UHSODFHG�W�UR���R�W�W�H�'3���LW��W�H�

L�IRUPDWLR��VSHFLILF�WR� W�H�6�EVFULEL���/(��ILOOHG� L��EHOR��IRU� W�H�6�EVFULEL���/(��� �7�LV�*H�HUDO�2IIHU�V�DOO�

H[WH�G�R�O��WR�W�H�WHUPV�VHW�IRUW��L��W�LV�'3��D�G�V�DOO��RW��HFHVVDULO��EL�G�3URYLGHU�RU�6�EVFULEL���/(��WR�D���

RW�HU�WHUPV�H�WHUHG�L�WR�EHW�HH��3URYLGHU�D�G�2UL�L�DWL���/(�������FRPPHUFLDO�WHUPV��V�F��DV�SULFH��WHUP��RU�

VF�HG�OH�RI�6HUYLFHV��UHODWL���WR�6�EVFULEL���/(��V��VH�RI�W�H�3URYLGHU�V�6HUYLFHV�V�DOO�EH�GHWHUPL�HG�VROHO��

EHW�HH��3URYLGHU�D�G�6�EVFULEL���/(����

,I�3URYLGHU�PDNHV�F�D��HV�WR�([�LELW�����RU�([�LELW� ����L��DFFRUGD�FH��LW��VHFWLR�V�����D�G�����UHVSHFWLYHO���

3URYLGHU�P�VW�FRPSOHWH�W�H��GGH�G�P�WHPSODWH�SURYLGHG�E��W�H���/��RPP��LW��D�G��RWLI��W�H�2UL�L�DWL���/(��

D�G�DOO�6�EVFULEL���/(�V�L��DFFRUGD�FH��LW��W�H��RWLILFDWLR��SURYLVLR�V�RI�W�LV�'3���RI�W�H��GGH�G�P�V�H[LVWH�FH�

D�G�FR�WH�WV��:LW��UH�DUG�WR�D�6�EVFULEL���/(���D���GGH�G�P�LV�D�WRPDWLFDOO��L�FRUSRUDWHG�L�WR�W�LV�'3����H��

6�EVFULEL���/(��LV��RWLILHG�E��3URYLGHU��,I�D���GGH�G�P�PRGLILHV�([�LELW������W�H�/(���LOO��DYH�W�LUW�������GD�V�

IURP�UHFHLSW�WR�REMHFW����,I��R��ULWWH��REMHFWLR��LV�UHFHLYHG�LW��LOO�EHFRPH�L�FRUSRUDWHG�L�WR�W�H�'3��EHW�HH��W�H�

SDUWLHV���

7�H�3URYLGHU�PD���LW�GUD��W�H�*H�HUDO�2IIHU��IRU�I�W�UH��VH�RU�IRU�/(�V�W�DW��DYH��RW�DOUHDG��DFFHSWHG�LW�� L��

W�H�HYH�W�RI������D�PDWHULDO�F�D��H�L��W�H�DSSOLFDEOH�SULYDF��VWDW�WHV��RU�����D�PDWHULDO�F�D��H�L��W�H�6HUYLFHV�

D�G� SURG�FWV� OLVWHG� L�� W�H� 6HUYLFH� ��UHHPH�W�� 1RWLILFDWLR�� RI� D� �LW�GUD�DO� V�DOO� EH� V�EPLWWHG� WR�

�GSDBUHT�HVWV���/�RU����

6�EVFULEL��� /(�V� V�DOO� VH�G� W�H� VL��HG� ([�LELW� �(�� WR� 3URYLGHU� DW� W�H� IROOR�L��� HPDLO� DGGUHVV��

7�H�EHOR��VL��DWRU��FR�ILUPV�W�H��DUH�D�W�RUL]HG�WR�EL�G�W�HLU�L�VWLW�WLR��WR�W�LV�'3��DV�L��LWV�H�WLUHW����

352�,�(5��

6L��HG������

3UL�WHG�1DPH��

��'DWH��

��7LWOH�3RVLWLR����

Tooele County School District 10/10/2025

orders@kutasoftware.com

Kuta Software LLC

Matthew Kauppi

10/10/2025

Compliance Officer
~ ~ 
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Tooele County School District

Kuta Software LLC

This agreement applies to both of Kuta Software's product types.
 
1) Kuta Software's desktop software for teachers.  This includes Infinite Grade 6 Math, Infinite Pre-Algebra, Infinite Algebra 1, Infinite Geometry, 
Infinite Algebra 2, Infinite Precalculus, and Infinite Calculus.  This software is installed on Windows or Mac computers.  Teachers use the 
software to create and print worksheets.  Students do not use the software.  If used without "Kuta Works", then no student data is collected.
 
2) Kuta Software's LMS, "Kuta Works."  Kuta Works allows teachers to post assignments from the desktop software so students can complete 
multiple choice assignments online.  Kuta Works does collect student data.  Kuta Works is certified by iKeepSafe as compliant with COPPA, 
FERPA, and more.
 
Concerning section 4.6, "Disposition of Data", note that Kuta Works has a standard retention and destruction schedule.  Student course results 
are deleted 21 weeks after the end of a course.  Student accounts are deleted after one year of inactivity.  Rolling backups are deleted after an 
additional 35 days.  As required, the district can request that data be deleted at any time.  All details of student data handling can be found on 
the Kuta Works privacy policy.
 
https://cdn.works.kutasoftware.com/legal/privacy.html
 
-------------------------------------------------------------------------------------------------------------------------------------------
For ease of reading, student data collected with Kuta Works will be written below as well as entered into the table.
 
*Entered by students during registration and stored in an AWS resource (If student initiates account creation):
 
-First name
-Last name
-Email address
-Password
 
*Entered by teachers to facilitate registration and stored in an AWS resource (If teacher initiates student account creation):
 
-First name
-Last name
-Initial password
(Note that a student email address is not required if teacher initiates account creation.)
 
*Entered by students during usage of the service and stored in an AWS resource:
 
-List of registered courses
-Selected answers to multiple choice problems
-Time spent on each problem
-Questions flagged for teacher's attention
 
*Other Information Collected from Students Collected for interactions with the service and stored in logs on an AWS service:
 
-Kuta Works user id
-Internet protocol address
-Time of https request
-Description of https request
 
*Collected for interactions with the service through Google Analytics and Google reCAPTCHA and stored in cookies on the user's 
computer/device and Google server resources:
 
-Google assigned ids
-Internet protocol addresses
-Areas of site visited with date and time
-Operating system and browser settings
-Referring page
-Other data to track usage of site and ensure user is not abusing the service
 
*Collected only in cases of unexpected behavior to monitor security. Stored by Report URI Ltd:
 
-Document Uniform Resource Identifier
-Attempted Outgoing Uniform Resource Identifier
-Operating system and browser type
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Tooele County School District

Kuta Software LLC

Subscribing LEA Security Name

Subscribing LEA Security Role

Subscribing LEA Security Postal Address

Subscribing LEA Security Postal Email Address

Subscribing LEA Role

Subscribing LEA Postal Address

Subscribing LEA E-mail Address

Subscribing LEA Legal Counsel

Subscribing LEA Legal Counsel Postal Address

Subscribing LEA Legal Counsel E-mail Address
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Kuta Software LLC is committed to protecting student and teacher data from unauthorized disclosure. 
We use best practices for Internet security. We use the "NIST Framework for Improving Critical 
Infrastructure and Cybersecurity" to continually assess and improve our security practices and 
safeguards. We maintain and follow an Information Security and Risk Management Plan.
 
To ensure secure communication from the user's web browser to the Kuta Works server, SSL/TLS is 
used. Responses include HSTS and other industry recommended security headers.
 
To ensure personal information is securely stored, all personal information is encrypted at rest using 
industry-standard AES-256 algorithms. In addition, passwords are salted and one-way hashed. Salt 
rounds can be increased as technology advances.
 
Access to AWS resources that store personal information is only granted to Kuta Software employees 
who support customers or maintain Kuta Works. Employees with access have passed local, state, 
and federal background checks. Employees with access have received training for Kuta Software's 
information security practices, FERPA, COPPA; and have signed confidentiality agreements.
 
Kuta Works undergoes an annual privacy and technical assessment from iKeepSafe. The privacy 
assessment is performed to ensure continued compliance with privacy laws. The technical 
assessment is performed to assess security and search for vulnerabilities.

□ 
0 
□ 
□ 

□ 
□ 
□ 
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1. Utah�Student�Data�Audit�Rights
Under�Utah�Code�§�53E-9-309,�a�contract�between�an�LEA�and�a�third-party�contractor�must�include�an
agreement�by�the�third-party�contractor�that,�at�the�request�of�the�education�entity�that�is�a�party�to�the
contract,�the�education�entity�or�the�education�entity's�designee�may�audit�the�third-party�contractor�to�verify
compliance�with�the�contract.�For�the�purposes�of�meeting�the�audit�requirements�of�a�contract�subject�to
Subsection�53E-9-309,�Utah�Administrative�Rule�R277-487�states�that�a�third-party�contractor�may:
1. provide�an�LEA�or�the�Utah�State�Board�of�Education�Superintendent�a�self-assessment�of�their

compliance�with�the�contract�and�the�effectiveness�of�the�information�security�program;
2. provide�responses�to�a�questionnaire�provided�by�the�LEA�or�the�Utah�State�Board�of�Education

Superintendent;
3. provide�a�report�of�an�industry-recognized�privacy�and�security�audit,�such�as�an�SOC2�or�SOC3;�or
4. submit�to�an�onsite�audit,�if�agreed�upon�by�the�third-party�contract�and�the�LEA�or�the�Utah�State�Board

of�Education�Superintendent.
The�Provider�shall�fully�cooperate�with�any�audits�conducted,�as�described�above.�

2. Subprocessor�Identification.
Under�Utah�Code�§�53E-9-309,�a�contract�between�an�LEA�and�a�third-party�contractor�must�include�a
description�of�a�person,�or�type�of�person,�including�an�affiliate�of�the�third-party�contractor,�with�whom�the
third-party�contractor�may�share�Student�Data.�In�the�space�below,�Provider�shall�include�a�link�to�a�list�of
Subprocessors�who,�by�virtue�of�their�agreement�with�the�Provider,�may�have�access�to�Student�Data�or
process�Student�Data.�If�no�link�is�available,�Provider�shall�provide�in�the�space�below�a�detailed�description�of
the�Subprocessors�who,�by�virtue�of�their�agreement�with�the�Provider,�may�have�access�to�Student�Data�or
process�Student�Data.

3. Employee�Data
Under�Utah’s�Government�Data�Privacy�Act�(Utah�Code�§�63A-19),�LEAs�are�required�to�document�and�report
on�the�personal�data�shared�with�or�collected�by�third-parties.�Provider�shall�indicate�below�the�data�that�will�be
shared�with�or�collected�by�Provider�related�to�employees�of�the�LEA�as�a�part�of�providing�the�Services.

Kuta Works student data is stored on AWS resources in the US.
 
Security is a shared responsibility between Kuta Software and AWS.
 
https://aws.amazon.com/compliance/shared-responsibility-model/
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Category of Data Elements 
Data Shared with or 

Collected by 
Provider: 

Application Technology 
Meta Data 

IP Addresses of users, Use of cookies etc. 

Other application technology meta data:

Application Use Statistics Meta data on user interaction with application 

Communications Online communications that are captured (emails, 
blog entries) 

Demographics Date of Birth 

Place of Birth 

Social Security Number 

Ethnicity or race 

Other demographic information:

Personal Contact 
Information 

Personal Address 

Personal Email 

Personal Phone 

Financial and Benefits 
Information 

Direct Deposit Information 

Benefit elections 

Other financial and benefit information:

Performance evaluations Performance Evaluation Information 

Schedule 
Employee scheduled courses 

Employee calendar 

Special Information 
Medical alerts 

Teacher disability information 

Other indicator information:

Employee Identifiers Local (School district) ID number 

State ID number 

Vendor/App assigned ID number 

Employee app username 

Employee app passwords 

Employee In App 
Performance 

Program/application performance 

Employee Survey Responses Employee responses to surveys or questionnaires 

Employee work 
Employee generated content; writing, pictures, etc. 

Other employee work data: 

Licensing and Professional 
Development 

Education degrees or transcripts 

Licenses or credentials 

Professional development records 

Other licensing and professional development data: 

Other Please list each additional data element used, stored 
or collected by your application:  

Required Collection

Required Collection

Required Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

Software activation data (computer id, windows/mac user name, description entered by user)

please specify

please specify

please specify

please specify

please specify

please specify
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