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EXHIBIT A: PRODUCTS AND SERVICES 
's existing Services that collect, This DPA covers access to and use of      

process, or transmit Student Data, as identified below: 
Bell Photographers, Inc

Bell Photographers Student Photography Services 
(Image capture, student information collection, and processing) 

Bell Photo Store / Online Ordering Platforms(Websites such as bellphoto.com, 
purchaseyearbook.com, and myschoolsapparel.com used for ordering photos, yearbooks, and 
apparel) 

Yearbook Creation Tools / Bell Yearbook Creator Software 
(Systems used to assemble yearbooks using student names and photos) 

Tracker / Admin Systems Used by Schools 
(Any portals or tools provided for managing student image, data, or orders) 

Bell ID / Student ID Card Services 
(Apps or processes used to generate student ID cards with photos and identifying info)
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EXHIBIT E - Page 2 of 3: RESOURCE NAME(S): 

Originating LEA: Tooele County School District 

Provider Name: Bell Photographers, Inc. 

Upload Lists to www.bellphoto.com/lists 
Student Information needed: Last Name, First Name, Grade, Student ID#

Bell Photographers Student Photography Services 
(Image capture, student information collection, and processing) 
Bell Photo Store / Online Ordering Platforms(Websites such as 
bellphoto.com, purchaseyearbook.com, and myschoolsapparel.com used 
for ordering photos, yearbooks, and apparel) 
Yearbook Creation Tools / Bell Yearbook Creator Software 
(Systems used to assemble yearbooks using student names and photos) 
Tracker / Admin Systems Used by Schools 
(Any portals or tools provided for managing student image, data, or orders) 
Bell ID / Student ID Card Services 
(Apps or processes used to generate student ID cards with photos and 
identifying info) 
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EXHIBIT G:  Supplemental SDPC State Terms for Utah 
1. Utah Student Data Audit Rights
Under Utah Code § 53E-9-309, a contract between an LEA and a third-party contractor must include an
agreement by the third-party contractor that, at the request of the education entity that is a party to the
contract, the education entity or the education entity's designee may audit the third-party contractor to verify
compliance with the contract. For the purposes of meeting the audit requirements of a contract subject to
Subsection 53E-9-309, Utah Administrative Rule R277-487 states that a third-party contractor may:

1. provide an LEA or the Utah State Board of Education Superintendent a self-assessment of their
compliance with the contract and the effectiveness of the information security program;

2. provide responses to a questionnaire provided by the LEA or the Utah State Board of Education
Superintendent;

3. provide a report of an industry-recognized privacy and security audit, such as an SOC2 or SOC3; or
4. submit to an onsite audit, if agreed upon by the third-party contract and the LEA or the Utah State Board

of Education Superintendent.
The Provider shall fully cooperate with any audits conducted, as described above. 

2. Subprocessor Identification.
Under Utah Code § 53E-9-309, a contract between an LEA and a third-party contractor must include a
description of a person, or type of person, including an affiliate of the third-party contractor, with whom the
third-party contractor may share Student Data. In the space below, Provider shall include a link to a list of
Subprocessors who, by virtue of their agreement with the Provider, may have access to Student Data or
process Student Data. If no link is available, Provider shall provide in the space below a detailed description of
the Subprocessors who, by virtue of their agreement with the Provider, may have access to Student Data or
process Student Data.

3. Employee Data
Under Utah’s Government Data Privacy Act (Utah Code § 63A-19), LEAs are required to document and report
on the personal data shared with or collected by third-parties. Provider shall indicate below the data that will be
shared with or collected by Provider related to employees of the LEA as a part of providing the Services.

1. Amazon Web Services (AWS) 
Cloud hosting and storage provider. Stores and processes student images and associated data. 
 
2. SendGrid 
Email delivery service used to send communications that may include student-related information. 
 
3. RemoveBG 
Automated background removal service. Processes images without student identifiers. 
 
4. Captura  
Glass glare correction service. Processes images without identifiable student data.
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Category of Data Elements 
Data Shared with or 

Collected by 
Provider: 

Application Technology 
Meta Data 

IP Addresses of users, Use of cookies etc. 

Other application technology meta data:

Application Use Statistics Meta data on user interaction with application 

Communications Online communications that are captured (emails, 
blog entries) 

Demographics Date of Birth 

Place of Birth 

Social Security Number 

Ethnicity or race 

Other demographic information:

Personal Contact 
Information 

Personal Address 

Personal Email 

Personal Phone 

Financial and Benefits 
Information 

Direct Deposit Information 

Benefit elections 

Other financial and benefit information:

Performance evaluations Performance Evaluation Information 

Schedule 
Employee scheduled courses 

Employee calendar 

Special Information 
Medical alerts 

Teacher disability information 

Other indicator information:

Employee Identifiers Local (School district) ID number 

State ID number 

Vendor/App assigned ID number 

Employee app username 

Employee app passwords 

Employee In App 
Performance 

Program/application performance 

Employee Survey Responses Employee responses to surveys or questionnaires 

Employee work 
Employee generated content; writing, pictures, etc. 

Other employee work data: 

Licensing and Professional 
Development 

Education degrees or transcripts 

Licenses or credentials 

Professional development records 

Other licensing and professional development data: 

Other Please list each additional data element used, stored 
or collected by your application:  

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

No Collection

Optional Collection

No Collection

No Collection

No Collection

No Collection

No Collection

Optional Collection

No Collection

No Collection

No Collection
No Collection

No Collection

No Collection

No Collection

please specify

please specify

please specify

please specify

please specify

please specify

please specify
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