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EXHIBIT B 

BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY -

SUPPLEMENTAL INFORMATION FOR CONTRACTS THAT UTILIZE PERSONALLY IDENTIFIABLE INFORMATION 

Pursuant to Education Law§ 2-d and Section 121.3 of the Commissioner's Regulations, the Educational Agency 

(EA) is required to post information to its website about its contracts with third-party contractors that will receive 

Personally Identifiable Information (PII). 

Name of 

Contractor 

Description of the 

purpose(s) for 

which Contractor 

will receive/access 

PII 

Type of PII that 

Contractor will 

receive/access 

Contract Term 

Subcontractor 

Written 

Agreement 

Requirement 

Data Transition 

and Secure 

Destruction 

Challenges to Data 

Accuracy 

Check all that apply: 

□ Student PII

□ APPR Data

Contract Start Date _________ _ 

Contract End Date 
----------

A contractor will not utilize subcontractors without a written contract that 

requires the subcontractors to adhere to, at a minimum, materially similar 

data protection obligations imposed on the contractor by state and federal 

laws and regulations, and the Contract. (check applicable option) 

□ Contractor will not utilize subcontractors .

D Contractor will utilize subcontractors. 

Upon expiration or termination of the Contract, Contractor shall: 

• Securely transfer data to EA, or a successor contractor at the EA's option

and written discretion, in a format agreed to by the parties.

• Securely delete and destroy data.

Parents, teachers or principals who seek to challenge the accuracy of PII will 

do so by contacting the EA. If a correction to data is deemed necessary, the 

EA will notify the Contractor. The contractor agrees to facilitate such 

corrections within 21 days of receiving the EA's written request. 

Page 10 of 15 - Batavia City School District 

Propio Language Services receives and accesses Personally Identifiable Information (PII) solely for the purpose 

of delivering language interpretation and translation services to clients. PII, such as IP addresses, medical 

record numbers, dates, and URLs, may be processed as part of service delivery, quality assurance (e.g., 
reviewing call recordings), and to fulfill client-specific requirements such as intake questions for billing or 

service documentation. Access to PII is strictly limited to authorized personnel on a need-to-know basis, 
following the principle of least privilege. PII is only collected, stored, or transmitted as required to provide 

contracted services and is protected in accordance with applicable privacy laws and contractual obligations. 
Data is retained only as long as necessary for the intended service purpose and is securely disposed of after 

the retention period.

Propio LS, LLC

Interpretation & Translation Services

Garrett Dunseth
Pencil



Please see the following page.
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Propio mitigates data security and privacy risks through a comprehensive framework of technical, organizational, 
and administrative controls. All sensitive data, including PII and PHI, is encrypted at rest using AES-256 and in 
transit using TLS 1.2 or higher. Access to data is strictly role-based, requires manager approval, and is logged and 
audited for traceability. Multi-factor authentication is enforced for internal applications, and the principle of least 
privilege is applied to all user accounts, including offshore resources. Data is logically segregated by Client ID and 
Access ID, ensuring client data is not combined or accessible by unauthorized parties. Regular security training, 
phishing simulations, and incident response drills are conducted for all personnel. Data Loss Prevention (DLP) 
solutions, endpoint protection, and secure file sharing are implemented across all endpoints. Propio maintains 
compliance with HIPAA, GDPR, CCPA, and holds certifications such as SOC 2 Type 2 and HiTrust. Continuous 
monitoring, regular audits, and prompt application of security patches further reduce risk. Privacy impact 
assessments and risk assessments are performed regularly, and privacy policies are reviewed and updated to reflect 
regulatory changes. In the event of a breach, an incident response plan ensures rapid containment, investigation, and 
notification as required by law. These measures collectively ensure that data security and privacy risks are 
proactively managed without compromising the security or integrity of the data. 
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November 15, 2024 

 

Propio LS, LLC 

10801 Mastin Street 
Suite 580 

Overland Park, Kansas 66210-1843 

 

Based upon representation from management as to the accuracy and completeness of 
information provided, the procedures performed by an Authorized External Assessor to validate 
such information, and HITRUST's independent confirmation that the work was performed in 
accordance with the HITRUST® Assurance Program requirements, the following platforms, 
facilities, and supporting infrastructure of the Organization ("Scope") meet the HITRUST CSF® 
v11.3.2 Essentials, 1-year (e1) certification criteria: 

Platforms: 
• Propio One residing at Amazon Web Services (AWS East 2) 
• Workforce OS residing at Amazon Web Services (AWS East 2) 
 

Facilities: 
• Amazon Web Services (AWS) (Data Center) managed by Amazon Web Services 

located in Ohio, AWS East 2, United States of America 

• Amazon Web Services (AWS) (Data Center) managed by Amazon Web Services 
located in Oregon, AWS West 2, United States of America 

 

The certification is valid for a period of one year assuming the following occurs. If any of these 
criteria are not met, HITRUST will perform an investigation to determine ongoing validity of the 
certification and reserves the right to revoke the Organization's certification. 

• No data security breach reportable to a federal or state agency by law or regulation has 
occurred within or affecting the assessed environment, and 

 

• No significant changes in the business or security policies, practices, controls, and 
processes have occurred that might impact its ability to meet the HITRUST Essentials, 
1-year (e1) certification criteria. 
 

HITRUST has developed the HITRUST CSF, a certifiable framework that provides organizations 
with the needed structure, detail and clarity relating to information protection. With input from 
leading organizations, HITRUST identified a subset of the HITRUST CSF requirements that an 
organization must meet to be HITRUST Essentials, 1-year (e1) Certified. 
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HITRUST performed a quality assurance review to ensure that the control maturity scores were 
consistent with the results of testing performed by the Authorized External Assessor. Users of 
this letter can refer to the document Leveraging HITRUST Assessment Reports: A Guide for 
New Users for questions on interpreting this letter and can contact HITRUST customer support 
at support@hitrustalliance.net. Users of this letter are assumed to be familiar with and 
understand the services provided by the organization listed above, and what specific services 
are being used by the user organization.  

A full HITRUST Validated Assessment Report has also been issued by HITRUST which can also 
be requested from the organization listed above directly. Additional information on the HITRUST 
Assurance Program can be found at the HITRUST website at https://hitrustalliance.net.  

 

HITRUST 

 

Enclosures (2): 

• Assessment Context 
• Scope of Systems in the Assessment

https://hitrustalliance.net/content/uploads/Leveraging-CSF-v9-Assessment-Reports.pdf
https://hitrustalliance.net/content/uploads/Leveraging-CSF-v9-Assessment-Reports.pdf
mailto:support@hitrustalliance.net
https://hitrustalliance.net/
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Assessment Context 

HITRUST Essentials, 1-year assessments address the need for a continuously-relevant 
cybersecurity assessment focusing on foundational cybersecurity controls and mitigations for 
the most pressing cybersecurity threats. Organizations successfully achieving a e1 certification 
can reliably demonstrate they meet a bar of essential cybersecurity hygiene. 

This assessment is designed for lower assurance scenarios (such as those needing greater 
assurances than achieved through information security questionnaires or readiness 
assessments but less so than those achieved through more robust, higher effort assessments). 
However, an e1 assessment can also serve as a starting point for enterprises that are in the 
early stages of implementing their information security controls. 

To ensure foundational cybersecurity is in place, e1 assessments focuses on a pre-set selection 
of HITRUST CSF requirements curated by HITRUST. While not a compliance assessment, the 
subject matter does overlap with authoritative sources sharing similar goals (such as CISA 
Cyber Essentials, Health Industry Cybersecurity Practices (HICP) for Small Healthcare 
Organizations, NIST SP 800-171's "Basic" requirements, and NIST IR 7621: Small Business 
Information Security Fundamentals. 

HITRUST's analysis of cyber threat intelligence data from leading threat intelligence providers 
when curating the controls considered during e1 assessments, e1 is an evolving, threat-
adaptive assessment. HITRUST continually evaluates this data in relation to the controls 
included in the e1 to ensure that the e1 continues to address the most critical cyber threats 
(such as ransomware, phishing, brute force, and abuse of valid accounts).
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Scope of the Assessment 

Company Background 

Propio LS, LLC (Propio) is a premier language solutions partner that provides a robust suite of language services—including video, phone, 
and on-site interpretation, as well as translation and localization for textbooks and educational materials, financial documents, healthcare 
documents, the entirety of a company’s digital footprint—for a range of industries, including healthcare, education, legal, and financial. 
Additionally, Propio's portfolio also includes WorkforceOS which is an end-to-end resource management platform that can help increase 
healthcare access and improve healthcare equity. But at the heart of its service offering, Propio connects clients to its network of top-tier 
linguists who represent more than 300 languages from around the world. And the company now has more than 10,000 client partners, 
regionally and nationally. 

Propio’s vision is “to eliminate the everyday obstacles of communication using advanced technology.” Propio offers its clients multiple ways to 
access its secure, multi-platform products and services—including its proprietary app, Propio ONE—and has achieved industry-leading 
remote connection times with clients and interpreters. 

 

In-scope Platforms 

The following tables describe the platforms that were included in the scope of this assessment. 
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Propio One 

Description Propio One is an AWS cloud-based phone and video interpreting application which can be used on-demand to 
connect with a qualified interpreter in seconds. Customers subscribed to the platform connect via the web. Each 
client has unique login credentials through their respective Active Directory integration through Single sign-on 
(SSO). 

Application(s) Propio One 

Database Type(s) Microsoft SQL Server 
Operating System(s) Windows and Linux 

Residing Facility AWS 

Exclusion(s) from 
Scope 

None 

 

Workforce OS 

Description Workforce OS is an AWS cloud-based application used for scheduling interpretation calls. Customers subscribed 
to the platform connect via the web. Each client has unique login credentials through their respective Active 
Directory integration through Single sign-on (SSO) 

Application(s) Workforce OS 

Database Type(s) MySQL 

Operating System(s) Amazon Linux 

Residing Facility AWS 

Exclusion(s) from 
Scope 

None 

 

In-scope Facilities 

The following table presents the facilities that were included in the scope of this assessment. 
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Facility Name Type of Facility Third-party 
Managed? 

Third-party 
Provider 

City State Country 

Amazon Web 
Services (AWS) 

Data Center Yes Amazon Web 
Services 

-  Ohio, AWS East 2 United States of 
America 

Amazon Web 
Services (AWS) 

Data Center Yes Amazon Web 
Services 

- Oregon, AWS 
West 2 

United States of 
America 

 

Services Outsourced 

The following table presents outsourced services relevant to the scope of this assessment. The "Consideration in this Assessment" column of 
this table specifies the method utilized for each service provider relevant to the scope of this e1 assessment. Organizations undergoing e1 
assessments have two options of how to address situations in which a HITRUST CSF requirement is fully or partially performed by a service 
provider (e.g., by a cloud service provider):  

• The Inclusive method, whereby HITRUST CSF requirements performed by the service provider are included within the scope of the 
assessment and addressed through full or partial inheritance, reliance on third-party assurance reports, and/or direct testing by the 
external assessor, and 

 

• The Exclusive (or Carve-out) method, whereby HITRUST CSF requirements performed by the service provider are excluded from the 
scope of the assessment and marked N/A with supporting commentary explaining that the HITRUST CSF requirement is fully 
performed by a party other than the assessed entity (for fully outsourced controls) or through commentary explaining the excluded 
partial performance of the HITRUST CSF requirement (for partially outsourced controls). 
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Third-party Provider Relevant Service(s) Provided Consideration in this Assessment 
Twilio Twilio serves as the underlying communication 

platform for both applications, enabling voice and 
video communication. It acts as a middleware that 
facilitates the technical aspects of placing calls, 
connecting users, and ensuring the reliability of the 
communication. Inside both the Propio One and 
Workforce OS platform, once a client initiates the 
request to conduct a call, Twilio handles the backend 
communication to establish the call, enabling the 
applications to deliver on-demand, high-quality voice 
and video sessions. Propio's applications initiate calls 
or video sessions, while Twilio handles the technical 
aspects of connecting participants and ensuring call 
quality. 

Included 
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Third-party Provider Relevant Service(s) Provided Consideration in this Assessment 
Amazon Web Services Amazon Web Services (AWS) is the Cloud hosting for 

the Propio One and Workforce OS platform. The 
applications have replicated hosting for redundancy in 
AWS US-East (OHIO) and AWS US-West (Oregon). 
Core infrastructure services include Elastic Compute 
Cloud (EC2) for scalable virtual computing capacity, 
Simple Storage Service (S3) for secure object storage 
and data retrieval, and Elastic Container Service 
(ECS) for fully managed container orchestration. For 
enhanced networking, Application Load Balancer 
ensures secure and efficient Layer 7 routing for HTTP 
traffic, while Global Accelerator improves application 
availability and performance. MemoryDB and 
DynamoDB offer fully managed database solutions, 
with the former being a Redis-compatible in-memory 
database and the latter a NoSQL database service. 
Lambda is also leveraged for serverless computing. 

Included 

 

Overview of the Security Organization 

Information Security at Propio follows risk based approach for its Information Security Program. A risk committee has been chartered with the 
agenda of identifying information security risk, mitigation, resolution, transfer, and avoidance. Following NIST guidelines for best practices and 
ensuring compliance with HIPAA , the team of analysts, engineers, and Vice President (VP) work with various other Information Technology 
(IT) teams to develop and implements information security best practices. 

After rigorous efforts, the team was able to achieve attestation for SOC 2 Type 1 in September 2024.  



 
Prescient Assurance LLC 

25 W 36th Street Floor 11 

New York, NY 10018 

 

August 4, 2025 

Propio LS, LLC 

10801 Mastin St. #580, Overland Park, KS 66210 

Name of Signatory: Christopher Pesce 

Phone and Email of Signatory: 913-381-3143, cpesce@propio.com   

 

 

Letter of Attestation 
SOC 2 Type 2 Compliance 

Unqualified Opinion 

In our opinion, in all material respects: 

 

a) The description presents Propio LS, LLC’s system that was designed and implemented throughout the 

period April 1, 2025 to June 30, 2025 in accordance with the description criteria. 

 

b) The controls stated in the description were suitably designed throughout the period April 1, 2025 to 

June 30, 2025, to provide reasonable assurance that Propio LS, LLC’s service commitments and 

system requirements would be achieved based on the applicable trust services criteria, if its controls 

operated effectively throughout the period, and if the subservice organization and user entities applied 

the complementary controls assumed in the design of Propio LS, LLC’s controls during that period. 

 

c) The controls stated in the description operated effectively throughout the period April 1, 2025 to June 

30, 2025, to provide reasonable assurance that Propio LS, LLC’s service commitments and system 

requirements were achieved based on the applicable trust services criteria, if the complementary 

subservice organization and complementary user entity controls assumed in the design of Propio LS, 

LLC’s controls operated effectively throughout the period. 

 

Prescient Assurance LLC confirms SOC 2 Type 2 compliance by Propio LS, LLC in accordance with the 

AICPA's Trust Service Criteria for Security, Confidentiality and Availability. 

 

 

 

 

 

Prescient Assurance, LLC. 
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