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This Student Data Privacy ASreement {,/DPA"} i$ entered into on the date of full execution (the "Effective Date"}

and i$ entered into by and between: Olentangy tocal School District, located a17840 Graphics Way, Lewi*

Center, OH 43035 USA (the "Local EdutstionAgenqf or "LEA") and 4Revs LLC, located at 449 Colonial Rd., Fancy

Gap, VA 24}.28 USA {the "Froddef'}.

WHE[EA$, the provider is providing educationalor digital servicesto LEA.

WHEHIAS, the Provider and IEA recognize the need to protect personally identiffable student information and

other regulated data exchanged between them as required by appllcable laws and regulatisns, such as the
Family Sducstisnal ftights and Privacy Act f'tEnPA") at zCI U.S.C. I L2329{34 CFn Part g9}; the Children's Ontine

Privacy Protection Act {fiCOPFA"} at 15 U.S.C. $ 6501-5506 (16 CFR Fart 31?}, applicable state privacy laws and

regulations and
WHrBEA$, the Provider and LEA desire to Enter ints thls OPA for the purpose of estabgshing tfieir respective

obligations and duties in srder to compty with applicable laws and regulations-

ITIOW THEREFORS, for gaod and yaluable consideration, LEA and Provider agree as fellows:
1. & description of the Services to he provided, tlre categories of Student Data thatmay be provided by LEA

to Prqvider, and other information specific to thls DPA are contain€d in the Standard Oausee herets.

7". Special Prpnisions. Check if Requtred

{ lf checked, the Supplemental State Terms and attached hereto as Exhibit '/,G" are hereby

incorporated by reference into this DPA in their entirety.

{ ff ChecteO, the Provider, has signed fxhihit 'E11 to the Standard Clauses, otherwise known as

General Offer of Frivacy Terrns

3. ln the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.
ln the event there is corrflict between the terms of the DPA and any other writing, including, but not
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA

shall control"

4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA

was signed,

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhihit'.'A'f {the
"SerYices")"

S. SIpthS+. All notices or other csrnmunicati*n required or permitted to b€ gtuen hereunder may be given

via e-mail transmission, or first*class mall, sent to the designated representatives below.
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The designated representative for the Provider for this DPA is:

&ssa fu,*rts {oNarne: Title: h

Address: ! 
^"' {N

Phone: -d&-' 76ff &-ffr,n.i t,

The designated representative for the LEA for this DPA is:

Jennifer Furey, Assist Birector, lnstructional Technology

7840 Graphics Way, Lewls Center CIH 43035

7 4A-657 -4A24 jenniferJurey@olsd.us

lN WITNESS WIIEREOF, LEA and Provider ex€cute this DPA as of the Effective Date.

Olentangy Local School District

By: Date: 

-

Printed Name: Title/Position: 

-

4Revs ILC

Date:

Printed Aaaaa Rg*ns Title/Position:

By:

3

12/03/2025

S. Jenna McDevitt Director, Business Mgt
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EXHIBIT'A"
DSSCRIPTION OF SERVICES

YouUplift - an online platform thet allows schools to create positive, anonymous message boards where students,

staff, and families can subrnit and share encouraging messages, with school staff controlling which messages are

approved and who ean see them to promote kindness and school spirit.
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lP Addresses of users, Use of cookies, etc.

Other application technology m€ta data-Please specify:

Application Technology

Meta Data

Meta data oft user interactiorl with applicationApplication Use Statistics

Standardized test scores

Observation data

Other assessment data-Please specify:

Assessment

Student school (daily) attendanre dataAttendance

Student class attendance data

Cornmunications Online communications captured {emails, blog entries}

Conduct Conduct or behavioral data

Date of Birth

Place of Birth

Gender

Ethnicky or race

Language information {native, or primary language spoken by

student)

DemograBhics

Other demographic information-Please specifo :

Student school enrollment

Student grade level

Homeroom

Guidance counselor

Specif ic curriculum programs

Year of graduation

Other enrollment information-Please specify:

Enrollrnent

Address

Email

Phone

Parent/Guardian Csntact
lnformation

Parent lD number (created to link parents to students)Parent/Guardian lD

First and/or LastFarenVGuardian Name

EXHrBrt',:H"
SCHEDULE OT DATA
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Student scheduled courses

TeachEr narnes

Schedule

English language learner information

Low income status

Medical aterts/ health data

Student disability information

Specialized education services {lEP or 504}

Uvints situations (homelessffoster care)

Other indicator inforrnation-Please specify:

Speciai lndicator

Address

Email

Student Contact
lnformation

Phone

Local (Schooldistrict) lD number

state lD number

Provider/App assigned student lD number

Student app username

Student ldentifiers

Student app passwords

Student Name First and/or Last

Student ln App
Performance

Pragram/application performance (typins prcgrarn*student

types 6S wpm, reading program-student reads below grade

level)

$udent Frogram
Membership

Academic or extracurricular activities a student may belong to or
participate in

Student responses to surveys or questionnairesStudent Survey
Hesponses

student generated contenu writing pictures, etc, t/
Other student work data -Please specify:

Student work

Student course grades

Student course data

Student courue grades/ performance scores

other tran$cript data " Flease specifu:

Transcript

Studant bus asslgnmentTransportation

Student pick up andlor drop off location
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Student bus csrd lD number

Other transportation data - Please specify:

Other Please list each additional data element used, stored, or
collected by your application:

Npne l.to Student Data colhcted at thi$ time. Prwider will irnmediately
notify tS if this designation is no longer applicable.

73

Check if Used bV

Your System









Adequate cybersecurity f rarneruorke

?.124l?:0Ze

Frameworks

/ ala4P Frl,ttg

fxHrqlT'.1F"
DATA SECURITY REQUIRTMENTS

18

FRAMEWORK{S}MATNTATilNG ORGANIZATION/GROU P

NIST Cybersecurity Framework Version 1.1National Institute of Standards and
Technology

ttlsT SP 800-53, Cybersecurity Framework for
lmproving Critical l*f rastructure Cybersecurity

{CSF}, Special Publication 800-L71

National lnstitute of Standards and
Technology

I nternational Standards Organiration lnformation technology * Security t*chniques
* lnformation security rnanagement $ystems
(150 27000 series)

Security Contrcls Framework {SCF}Secure Ccntrals Framework Councii, LLC

CiS Critical Security Contr*ls {CSC, CIS Top 20)Center fcr lnternet Seeurity

Cybersecurity Maturity Model eertification

{CMMC, -FAvDrAft}
Office of the Under $eeretary of Defense for
Acqr.risition and Sustainment {OUSD{A&S}}
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EXHIBIT “G”
Illinois

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in Illinois. Specifically, those laws are to the
Illinois School Student Records Act ("ISSRA"), 105 ILCS 10/, Mental Health and Developmental
Disabilities Confidentiality Act ("MHDDCA"), 740 ILCS 110/, Student Online Personal
Protection Act ("SOPPA"), 105 ILCS 85/, Identity Protection Act ("IPA"), 5 ILCS 179/, and 
Personal Information Protection Act ("PIPA"), 815 ILCS 530/, and Local Records Act (“LRA”),
50 ILCS 205; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties; 

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for Illinois;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. Paragraph 4 on page 2 of the DPA setting a three-year term for the DPA shall be replaced
with: “This DPA shall be effective upon the date of signature by Provider and LEA, and
shall remain in effect as between Provider and LEA 1) for so long as the Services
are being provided to the LEA or 2) until the DPA is terminated pursuant to Section 15
of this Exhibit G, whichever comes first. The Exhibit E General Offer will expire three
(3) years from the date the original DPA was signed.”

2. Replace Notices with:  “Any notice delivered pursuant to the DPA shall be deemed effective,
as applicable, upon receipt as evidenced by the date of transmission indicated on the
transmission material, if by e-mail; or four (4) days after mailing, if by first-class mail,
postage prepaid.”

3. In Article II, Section 1, add:  “Further clarifying, in accordance with FERPA, ISSRA and
SOPPA, in performing its obligations under the DPA, the Provider is acting as a school
official with legitimate educational interest; is performing an institutional service or function
for which the LEA would otherwise use its own employees; is under the direct control of the
LEA with respect to the use and maintenance of Student Data; and is using Student Data
only for an authorized purpose and in furtherance of such legitimate educational interest.”

4. In Article II, Section 2, replace “forty-five (45)” with “five (5)”.  Add the following sentence:
“In the event that the LEA determines that the Provider is maintaining Student Data that
contains a factual inaccuracy, and Provider cooperation is required in order to make a
correction, the LEA shall notify the Provider of the factual inaccuracy and the correction to
be made. No later than 90 calendar days after receiving the notice of the factual inaccuracy,
the Provider shall correct the factual inaccuracy and shall provide written confirmation of
the correction to the LEA.”



5. In Article II, Section 4, replace it with the following:  “In the event the Provider is compelled
to produce Student Data to another party in compliance with a court order, Provider shall
notify the LEA at least five (5) school days in advance of the court ordered disclosure and,
upon request, provide the LEA with a copy of the court order requiring such disclosure.”

6. In Article II, Section 5, add: “By no later than (5) business days after the date of execution
of the DPA, the Provider shall provide the LEA with a list of any subcontractors to whom
Student Data may be disclosed or a link to a page on the Provider's website that clearly lists
any and all subcontractors to whom Student Data may be disclosed. This list shall, at a
minimum, be updated and provided to the LEA by the beginning of each fiscal year (July 1)
and at the beginning of each calendar year (January 1).”

7. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and
delete “or stated in the Service Agreement.”

8. In Article IV, Section 6, replace the whole section with:

The Provider shall review, on an annual basis, whether the Student Data it has received 
pursuant to the DPA continues to be needed for the purpose(s) of the Service
Agreement and this DPA. If any of the Student Data is no longer needed for purposes of
the Service Agreement and this DPA, the Provider will provide written notice to the 
LEA as to what Student Data is no longer needed. The Provider will delete or transfer 
Student Data in readable form to the LEA, as directed by the LEA (which may be 
effectuated through Exhibit D of the DPA), within 30 calendar days if the LEA requests 
deletion or transfer of the Student Data and shall provide written confirmation to the 
LEA of such deletion or transfer. Upon termination of the Service Agreement between 
the Provider and LEA, Provider shall conduct a final review of Student Data within 60 
calendar days.

If the LEA receives a request from a parent, as that term is defined in 105 ILCS 10/2(g), 
that Student Data being held by the Provider be deleted, the LEA shall determine whether
the requested deletion would violate State and/or federal records laws. In the event such 
deletion would not violate State or federal records laws, the LEA shall forward the request
for deletion to the Provider. The Provider shall comply with the request and delete the 
Student Data within a reasonable time period after receiving the request.

Any provision of Student Data to the LEA from the Provider shall be transmitted
in a format readable by the LEA.

9. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

10. In Article IV, Section 7, add “renting,” after “using.”



In Article V, Section 1 Data Storage: Illinois requires all Student Data to be stored within the

In Article V, Section 4, add the following:  “’Security Breach’ does not include the good
faith acquisition of Student Data by an employee or agent of the Provider or LEA for a
legitimate educational or administrative purpose of the Provider or LEA, so long as the
Student Data is used solely for purposes permitted by SOPPA and other applicable law, and
so long as the Student Data is restricted from further unauthorized disclosure.”

In Article V, Section 4(1) add the following:

A list of the students whose Student Data was involved in or is reasonably
believed to have been involved in the breach, if known; and

vii. The name and contact information for an employee of the Provider whom
parents may contact to inquire about the breach.

14. In Article V, Section 4, add a section (6) which states:

In the event of a Security Breach that is attributable to the Provider, the Provider shall 
reimburse and indemnify the LEA for any and all costs and expenses that the LEA incurs 
in investigating and remediating the Security Breach, without regard to any limitation of 
liability provision otherwise agreed to between Provider and LEA, including but not 
limited to costs and expenses associated with:

a. Providing notification to the parents of those students whose Student Data was
compromised and regulatory agencies or other entities as required by law or contract;

b. Providing credit monitoring to those students whose Student Data was exposed in
a manner during the Security Breach that a reasonable person would believe may impact
the student's credit or financial security;

c. Legal fees, audit costs, fines, and any other fees or damages imposed against the
LEA

as a result of the security breach; and

d. Providing any other notifications or fulfilling any other requirements adopted by
the Illinois State Board of Education or under other State or federal laws.

15. Replace Article VII, Section 1 with: “In the event either Party seeks to terminate this DPA,
they may do so by mutual written consent so long as the Service Agreement has lapsed or been
terminated. One party may terminate this DPA upon a material breach of this DPA by the
other party. Upon termination of the DPA, the Service Agreement shall terminate.”

16. In Exhibit C, add to the definition of Student Data, the following:  “Student Data includes
any and all information concerning a student by which a student may be individually
identified under applicable Illinois law and regulations, including but not limited to (a)
"covered information," as defined in Section 5 of SOPPA (105 ILCS 85/5), (b) "school



student records", “student temporary record” or “student permanent record” as that term is 
defined in Section 2 of ISSRA (105 ILCS 10/2(d)) (c) “records” as that term is defined under 
Section 110/2 of the MHDDCA (740 ILCS 110/2), and (d) “personal information” as defined 
in Section 530/5 of PIPA.”

17. The following shall be inserted as a new second sentence in Paragraph 1 of Exhibit E:
“The provisions of the original DPA offered by Provider and accepted by Subscribing
LEA pursuant to this Exhibit E shall remain in effect as between Provider and Subscribing
LEA 1) for so long as the Services are being provided to Subscribing LEA, or 2) until
the DPA is terminated pursuant to Section 15 of this Exhibit G, whichever comes first.”

18. The Provider must publicly disclose material information about its collection, use, and
disclosure of Student Data, including, but not limited to, publishing a terms of service
agreement, privacy policy, or similar document.

19. Minimum Data Necessary Shared. The Provider attests that the Student Data request by
the Provider from the LEA in order for the LEA to access the Provider’s products and/or
services is limited to the Student Data that is adequate, relevant, and limited to what is
necessary in relation to the K-12 school purposes for which it is processed.

20. Student and Parent Access. Access by students or parents/guardians to the Provider’s
programs or services governed by the DPA or to any Student Data stored by Provider shall not
be conditioned upon agreement by the parents/guardians to waive any of the student data
confidentiality restrictions or a lessening of any of the confidentiality or privacy
requirements contained in this DPA.

21. Exhibits A and B. The Services described in Exhibit A and the Schedule of Data in Exhibit
B to the DPA satisfy the requirements in SOPPA to include a statement of the product or
service being provided to the school by the Provider and a listing of the categories or types of
covered information to be provided to the Provider, respectively.

22. The Provider will not collect social security numbers.



 

 

EXHIBIT “G” 
Iowa 

 
WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in Iowa. Specifically, those laws are Iowa Code §§ 
22; Iowa Code §§ 715C, 281 I.A.C. 12.3(4); 41; and 
 
WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties;  
 
WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for Iowa; 
 
NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 
 

 
1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and 

delete “or stated in the Service Agreement.”   
 

2. All employees of the Provider who will have direct contact with students shall pass criminal 
background checks.  

 
3. In Article V, Section 1 Data Storage: Iowa does not require all Student Data to be stored 

within the United States. 
 

4. In Exhibit “C” add to the definition of “Student Data” significant information on progress 
and growth, experiences, interests, aptitudes, attitudes, abilities, part-time employment, and 
future plans. 
 

 

 

 

 

 

 

 

 

 

 

 

  



EXHIBIT “G”
Missouri

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also 
subject to several state laws in Missouri. Specifically, those laws are Sections 162.1475 and 407.1500 RSMo; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services 
provided conform to the requirements of the privacy laws referred to above and to establish implementing 
procedures and duties; 

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for 
Missouri;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated in the
Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal background
checks.

3. In Article V, Section 1 Data Storage: Missouri does not require data to be stored within the United States.
4. Replace Article V, Section 4(1) with the following:

a. In the event of a breach of data maintained in an electronic form that includes personal information of
a student or a student’s family member, Provider shall notify LEA within seventy-two (72) hours.
The notice shall include:

i. Details of the incident, including when it occurred and when it was discovered;
ii. The type of personal information that was obtained as a result of the breach; and

iii. The contact person for Provider who has more information about the incident.
b. “Breach” shall mean the unauthorized access to or unauthorized acquisition of personal information

that compromises the security, confidentiality, or integrity of the personal information.  Good faith
acquisition of personal information by a person employed by or contracted with, or an agent of,
Provider is not a breach provided that the personal information is not used in violation of applicable
Federal or Missouri law, or in a manner that harms or poses an actual threat to the security,
confidentiality, or integrity of the personal information.

c. “Personal information” is the first name or initial and last name of a student or a family member of a
student in combination with any one or more of the following data items that relate to the student or a
family member of the student if any of the data elements are not encrypted, redacted, or otherwise
altered by any method or technology such that the name or data elements are unreadable or unusable:

i. Social Security Number;
ii. Driver’s license number or other unique identification number created or collected by a

government body;
iii. Financial account information, credit card number, or debit card number in combination with

any required security code, access code, or password that would permit access to an
individual’s financial account;

iv. Unique electronic identifier or routing code in combination with any required security code,
access code, or password that would permit access to an individual’s financial account;

v. Medical information; or
vi. Health insurance information.
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EXHIBIT “G” 
Nebraska  

 
WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in Nebraska. Specifically, those laws are Neb. Rev. 
Stat. Secs. 79-2,104; 79-2,153 to 79-2,155; 79-2, 539; 87-801 to 87-808; and 92 NAC 6; and 
 
WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties;  
 
WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for Nebraska; 
 
NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 
 
1. In Article II, Section 5, add, “Specifically, any written agreement with a Subprocessor will:  

(1)  prohibit the Subprocessor from using Student Data any purpose other than providing 
the contracted service to or on behalf of the Provider; (2) prohibit the Subprocessor from 
disclosing any Student Data provided by the Provider with subsequent third parties; (3) and 
requires the Subprocessor to implement and maintain reasonable security procedures and 
practices.” 

2. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and 
delete “or stated in the Service Agreement.”   

3. In Article IV, Section 4, replace: “Provider will not Sell Student Data to any third party” with 
“Provider will not Sell or rent Student Data to any third party. 

4. All employees of the Provider who will have direct contact with students shall pass criminal 
background checks.  

5. In Article V, Section 1 Data Storage: Nebraska does not require data to be stored within the 
United States. 
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EXHIBIT “G” 
New Jersey  

 
WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in New Jersey. Specifically, those laws are N.J. 
Stat. § 56:8-166.4 et seq.; N.J. Stat. § 18A:36-19; N.J. Stat. § 18A:36-19a; N.J. Stat. § 18A:36-35; 
N.J. Admin Code § 6A:16-7.9; N.J. Admin. Code § 6A:32-2.1; N.J. Admin. Code § 6A:32-7 et. seq.; 
and 
 
WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties;  
 
WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for New Jersey; 
 
NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 
 
1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and 

delete “or stated in the Service Agreement.”   
2. All employees of the Provider who will have direct contact with students shall pass criminal 

background checks.  
3. The Provider will not disclose on its web site any personally identifiable information about a 

student, including, but not limited to student names, student photos, student addresses, 
student e-mail addresses, student phone numbers, and locations and times of class trips.  

4. The Provider will not process Student Data in violation of State and federal laws that 
prohibit unlawful discrimination. 

5. The Provider will not conduct processing that presents a heightened risk of harm to 
students without conducting and documenting a data protection assessment of each of its 
processing activities that involve Student Data. 

6. In Article V, Section 1 Data Storage: New Jersey does not require data to be stored within 
the United States. 

7. Add to the definition in Exhibit “C” of Student Data:  “The location and times of class trips.” 
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4.
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WHEREAS, 

 

WHEREAS, 

WHEREAS, 

NOW THEREFORE, 
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EXHIBIT “G”
Virginia

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are 
also subject to several state laws in Virginia. Specifically, those laws are Code of Virginia § 22.1-289.01 
and Virginia Code § 2.2-5514(c); and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the 
Services provided conform to the requirements of the privacy laws referred to above and to establish 
implementing procedures and duties; 

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their 
entirety for Virginia;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete
“or stated in the Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

3. In Article V, Section 1 Data Storage: Virginia does not require data to be stored within the
United States.

4. In Article V, Section 4, add:  In order to ensure the LEA’s ability to comply with its reporting
requirements under Virginia Code § 2.2-5514(c), Provider shall provide initial notification to the
LEA as soon as reasonably practical, and at a minimum within twenty-four (24) hours, where the
Provider reasonably expects or confirms Student Data may have been disclosed in a data breach.
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EXHIBIT “G” 
Washington 

 

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also 
subject to several state laws in Washington.  Specifically, those laws are Student User Privacy in Education 
Rights 28.A.604 et. seq., RCW 28A.605.030, RCW 28A.600.475, WAC 392-172A-05190, WAC 392-500-030, and 
RCW 42.56.590; and  

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services 
provided conform to the requirements of the privacy laws referred to above and to establish implementing 
procedures and duties;  

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety 
for Washington; 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

 

1. Paragraph 4 on page 2 of the DPA setting a three-year term for the DPA shall be replaced with: 
“This DPA shall be effective upon the date of signature by Provider and LEA, and shall remain in 
effect as between Provider and LEA 1) for so long as the Services are being provided to the 
LEA or 2) until the DPA is terminated in accordance with its terms, whichever comes first. The 
Exhibit E General Offer will expire three (3) years from the date the original DPA was signed.” 
 

2. All employees of the Provider who will have direct contact with students shall pass criminal 
background checks.  
 

3. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or 
stated in the Service Agreement.”   
 

4. In Article V, Section 1 Data Storage: Student Data shall be stored within the United States, 
Canada, European Union, United Kingdom, Australia, and/or New Zealand only. Upon request of 
the LEA, Provider will provide a list of the locations where Student Data is stored. 
 

5. The Provider will provide the LEA written notice before making material changes to its privacy 
policies for school services. 
 

6. The Provider will not administer any written or oral test, questionnaire, survey, or examination 
to elicit the personal beliefs or practices of a student or his parents as to religion. 
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TXHIBIT "I'i TEACHER DATA

lP Addresses cf users, Use of cookies etc.

Other application tEchnology meta data-Please specify:
Applicatlon Technology M€ta Data

Application Us€ Statistic$
Meta data on user interaction with application

Comrnunications
Online communications that are captured (emails, blog
entriesJ

Date of Birth
Place of Birth

Social Security Number
Ethniclty or rac€

Other demographic information-Flease specify:

Demographics

Personal Address

Persanal EmailPsrsonal Contact lnformation
Personal Fhone
Performance Evaluation lnformationPerformanee evaluations

leacher scheduled courses

Teacher calendar
Schedule

Medical alerts
Teacher disability information
Other lndicator information-Please specify:

Special lnformation

Local {School district} lD number
State lD nurnber

VendorlApp assigned student lD number
Teacher app usernarne
Teacherapp passwords

Teacher ldentifiers

Program/a pplication performa nce

Teacher tn App Performance

Teacher responses to surveys or questionnairesTeacher Survey fte$ponse$
Teacher generated content writing, pictures etc"

Other teacher work data -Pleaee specifu:
Teacher work

Course grades from schooling
Education

Sther transcript data -Please specify:

Please list each additional data elennenl used, stored or
collected by your applicationOther

CatEgoryof Data Elements
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Effective date: April 22, 2019 

4Revs LLC ("us", "we", or "our") operates the http://www.youuplift.com website (hereinafter 
referred to as the "Service"). 

This page informs you of our policies regarding the collection, use and disclosure of personal 
data when you use our Service and the choices you have associated with that data. 

We use your data to provide and improve the Service. By using the Service, you agree to the 
collection and use of information in accordance with this policy. Unless otherwise defined in this 
Privacy Policy, the terms used in this Privacy Policy have the same meanings as in our Terms 
and Conditions, accessible from http://www.youuplift.com 

Definitions 
Service 

Service is the http://www.youuplift.com website operated by 4Revs LLC 

Personal Data 

Personal Data means data about a living individual who can be identified from those data (or 
from those and other information either in our possession or likely to come into our possession). 

Usage Data 

Usage Data is data collected automatically either generated by the use of the Service or from 
the Service infrastructure itself (for example, the duration of a page visit). 

Cookies 

Cookies are small files stored on your device (computer or mobile device). 

Data Controller 

Data Controller means the natural or legal person who (either alone or jointly or in common with 
other persons) determines the purposes for which and the manner in which any personal 
information are, or are to be, processed. 

For the purpose of this Privacy Policy, we are a Data Controller of your Personal Data. 

Data Processors (or Service Providers) 

Data Processor (or Service Provider) means any natural or legal person who processes the 
data on behalf of the Data Controller. 



We may use the services of various Service Providers in order to process your data more 
effectively. 

Data Subject (or User) 

Data Subject is any living individual who is using our Service and is the subject of Personal 
Data. 

Information Collection and Use 
We collect several different types of information for various purposes to provide and improve our 
Service to you. 

Types of Data Collected 
Personal Data 
While using our Service, we may ask you to provide us with certain personally identifiable 
information that can be used to contact or identify you ("Personal Data"). Personally identifiable 
information may include, but is not limited to: 

First name and last name 
Cookies and Usage Data 
Usage Data 
We may also collect information on how the Service is accessed and used ("Usage Data"). This 
Usage Data may include information such as your computer's Internet Protocol address (e.g. IP 
address), browser type, browser version, the pages of our Service that you visit, the time and 
date of your visit, the time spent on those pages, unique device identifiers and other diagnostic 
data. 

Tracking & Cookies Data 
We use cookies and similar tracking technologies to track the activity on our Service and we 
hold certain information. 

Cookies are files with a small amount of data which may include an anonymous unique 
identifier. Cookies are sent to your browser from a website and stored on your device. Other 
tracking technologies are also used such as beacons, tags and scripts to collect and track 
information and to improve and analyse our Service. 

You can instruct your browser to refuse all cookies or to indicate when a cookie is being sent. 
However, if you do not accept cookies, you may not be able to use some portions of our 
Service. 

Examples of Cookies we use: 

Session Cookies. We use Session Cookies to operate our Service. 



Preference Cookies. We use Preference Cookies to remember your preferences and various 
settings. 
Security Cookies. We use Security Cookies for security purposes. 
Use of Data 
4Revs LLC uses the collected data for various purposes: 
 
To provide and maintain our Service 
To notify you about changes to our Service 
To allow you to participate in interactive features of our Service when you choose to do so 
To provide customer support 
To gather analysis or valuable information so that we can improve our Service 
To monitor the usage of our Service 
To detect, prevent and address technical issues 
Legal Basis for Processing Personal Data under the General Data Protection Regulation 
(GDPR) 
If you are from the European Economic Area (EEA), 4Revs LLC legal basis for collecting and 
using the personal information described in this Privacy Policy depends on the Personal Data 
we collect and the specific context in which we collect it. 
 
4Revs LLC may process your Personal Data because: 
 
We need to perform a contract with you 
You have given us permission to do so 
The processing is in our legitimate interests and it is not overridden by your rights 
For payment processing purposes 
To comply with the law 
Retention of Data 
4Revs LLC will retain your Personal Data only for as long as is necessary for the purposes set 
out in this Privacy Policy. We will retain and use your Personal Data to the extent necessary to 
comply with our legal obligations (for example, if we are required to retain your data to comply 
with applicable laws), resolve disputes and enforce our legal agreements and policies. 
 
4Revs LLC will also retain Usage Data for internal analysis purposes. Usage Data is generally 
retained for a shorter period of time, except when this data is used to strengthen the security or 
to improve the functionality of our Service, or we are legally obligated to retain this data for 
longer periods. 
 
Transfer of Data 
Your information, including Personal Data, may be transferred to - and maintained on - 
computers located outside of your state, province, country or other governmental jurisdiction 
where the data protection laws may differ from those of your jurisdiction. 
 
If you are located outside United States and choose to provide information to us, please note 
that we transfer the data, including Personal Data, to United States and process it there. 



 
Your consent to this Privacy Policy followed by your submission of such information represents 
your agreement to that transfer. 
 
4Revs LLC will take all the steps reasonably necessary to ensure that your data is treated 
securely and in accordance with this Privacy Policy and no transfer of your Personal Data will 
take place to an organisation or a country unless there are adequate controls in place including 
the security of your data and other personal information. 
 
Disclosure of Data 
Disclosure for Law Enforcement 
Under certain circumstances, 4Revs LLC may be required to disclose your Personal Data if 
required to do so by law or in response to valid requests by public authorities (e.g. a court or a 
government agency). 
 
Legal Requirements 
4Revs LLC may disclose your Personal Data in the good faith belief that such action is 
necessary to: 
 
To comply with a legal obligation 
To protect and defend the rights or property of 4Revs LLC 
To prevent or investigate possible wrongdoing in connection with the Service 
To protect the personal safety of users of the Service or the public 
To protect against legal liability 
Security of Data 
The security of your data is important to us but remember that no method of transmission over 
the Internet or method of electronic storage is 100% secure. While we strive to use 
commercially acceptable means to protect your Personal Data, we cannot guarantee its 
absolute security. 
 
Our Policy on "Do Not Track" Signals under the California Online Protection Act (CalOPPA) 
We do not support Do Not Track ("DNT"). Do Not Track is a preference you can set in your web 
browser to inform websites that you do not want to be tracked. 
 
You can enable or disable Do Not Track by visiting the Preferences or Settings page of your 
web browser. 
 
Your Data Protection Rights under the General Data Protection Regulation (GDPR) 
If you are a resident of the European Economic Area (EEA), you have certain data protection 
rights. 4Revs LLC aims to take reasonable steps to allow you to correct, amend, delete or limit 
the use of your Personal Data. 
 
If you wish to be informed about what Personal Data we hold about you and if you want it to be 
removed from our systems, please contact us. 



 
In certain circumstances, you have the following data protection rights: 
 
The right to access, update or delete the information we have on you. Whenever made possible, 
you can access, update or request deletion of your Personal Data directly within your account 
settings section. If you are unable to perform these actions yourself, please contact us to assist 
you. 
 
The right of rectification. You have the right to have your information rectified if that information 
is inaccurate or incomplete. 
 
The right to object. You have the right to object to our processing of your Personal Data. 
 
The right of restriction. You have the right to request that we restrict the processing of your 
personal information. 
 
The right to data portability. You have the right to be provided with a copy of the information we 
have on you in a structured, machine-readable and commonly used format. 
 
The right to withdraw consent. You also have the right to withdraw your consent at any time 
where 4Revs LLC relied on your consent to process your personal information. 
 
Please note that we may ask you to verify your identity before responding to such requests. 
 
You have the right to complain to a Data Protection Authority about our collection and use of 
your Personal Data. For more information, please contact your local data protection authority in 
the European Economic Area (EEA). 
 
Service Providers 
We may employ third party companies and individuals to facilitate our Service ("Service 
Providers"), provide the Service on our behalf, perform Service-related services or assist us in 
analysing how our Service is used. 
 
These third parties have access to your Personal Data only to perform these tasks on our behalf 
and are obligated not to disclose or use it for any other purpose. 
 
Analytics 
We may use third-party Service Providers to monitor and analyse the use of our Service. 
 
Google Analytics 
 
Google Analytics is a web analytics service offered by Google that tracks and reports website 
traffic. Google uses the data collected to track and monitor the use of our Service. This data is 



shared with other Google services. Google may use the collected data to contextualise and 
personalise the ads of its own advertising network. 
 
You can opt-out of having made your activity on the Service available to Google Analytics by 
installing the Google Analytics opt-out browser add-on. The add-on prevents the Google 
Analytics JavaScript (ga.js, analytics.js and dc.js) from sharing information with Google 
Analytics about visits activity. 
 
For more information on the privacy practices of Google, please visit the Google Privacy & 
Terms web page: https://policies.google.com/privacy?hl=en 
 
Payments 
We may provide paid products and/or services within the Service. In that case, we use 
third-party services for payment processing (e.g. payment processors). 
 
We will not store or collect your payment card details. That information is provided directly to our 
third-party payment processors whose use of your personal information is governed by their 
Privacy Policy. These payment processors adhere to the standards set by PCI-DSS as 
managed by the PCI Security Standards Council, which is a joint effort of brands like Visa, 
MasterCard, American Express and Discover. PCI-DSS requirements help ensure the secure 
handling of payment information. 
 
The payment processors we work with are: 
 
Stripe 
 
Their Privacy Policy can be viewed at https://stripe.com/us/privacy 
 
PayPal / Braintree 
 
Their Privacy Policy can be viewed at https://www.paypal.com/webapps/mpp/ua/privacy-full 
 
Links to Other Sites 
Our Service may contain links to other sites that are not operated by us. If you click a third party 
link, you will be directed to that third party's site. We strongly advise you to review the Privacy 
Policy of every site you visit. 
 
We have no control over and assume no responsibility for the content, privacy policies or 
practices of any third party sites or services. 
 
Children's Privacy 
Our Service does not address anyone under the age of 18 ("Children"). 
 



We do not knowingly collect personally identifiable information from anyone under the age of 18. 
If you are a parent or guardian and you are aware that your Child has provided us with Personal 
Data, please contact us. If we become aware that we have collected Personal Data from 
children without verification of parental consent, we take steps to remove that information from 
our servers. 
 
Changes to This Privacy Policy 
We may update our Privacy Policy from time to time. We will notify you of any changes by 
posting the new Privacy Policy on this page. 
 
We will let you know via email and/or a prominent notice on our Service, prior to the change 
becoming effective and update the "effective date" at the top of this Privacy Policy. 
 
You are advised to review this Privacy Policy periodically for any changes. Changes to this 
Privacy Policy are effective when they are posted on this page. 
 
Contact Us 
If you have any questions about this Privacy Policy, please contact us: 
 
By email: kindnessplatform@gmail.com 
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