
STANDARD STUDENT DATA PRIVACY AGREEMENT

New York

NY-NDPA, Standard Version 1.0

Washington-Saratoga-Warren-Hamilton-Essex BOCES

and

Embold, Inc.



This Student Data Privacy Agreement ("DPA") is entered into on the date of full execution (the "Effective Date")
and is entered into by and between: Washington-Saratoga-Warren-Hamilton-Essex BOCES, located at 10 LaCrosse
Street, Suite 6, Hudson Falls, NY 12839 USA (the "Local Education Agency" or "LEA") and Embold, Inc., located at
242 Joelynn Drive, Shelby, Ohio 44875 USA (the "Provider).

WHEREAS, the Provider is providing educational or digital services to LEA.

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and

other regulated data exchanged between them as required by applicable laws and regulations, such as the Family

Educational Rights and Privacy Act ("FERPA") at 20 U.S.C. § 1232g (34 CFR Part 99); the Children's Online

Privacy Protection Act ("COPPA") at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws and
regulations and

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective

obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions. Check if Required

If checked,  the Supplemental State Terms and attached hereto as Exhibit "G" are hereby incorporated

by reference into this DPA in their entirety.

If Checked, the Provider, has signed Exhibit "E" to the Standard Clauses,  otherwise known as General

Offer of Privacy Terms

3. In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.

In the event there is conflict between the terms of the DPA and any other writing, including, but not

limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA

4.

5.

6.

shall control.

This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA
was signed.

The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit "A" (the
"Services").

Notices. All notices or other communication required or permitted to be given hereunder may be given
via e-mail transmission, or first-class mail, sent to the designated representatives below.



The designated representative for the Provider for this DPA is:

Rob Musick
Name: _Title:

CEO

109 Auburn Ave., Suite 108, Shelby, OH 44875
Address:

Phone: (740) 347-1228 Email: rmusick@embold.org

The designated representative for the LEA for this DPA is:

Sarah McCann, Lead Coordinator for Data Privacy

10 LaCrosse Street, Suite 6, Hudson Falls, NY 12839

(518) 581-3514 SMccann@wswheboces.org

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

Washington-Saratoga-Warren-Hamilton-Essex BOCES

By:

Printed Name:

Date:

_Title/Position:

Embold, Inc.

By: Rul M 11/10/2025
Date:

g. Rob Musick
Printed Name:

CEO
Title/Position:

Anthony Muller (Nov 19, 2025 17:28:01 EST)
Anthony Muller 11/19/2025

Anthony Muller Interim Senior Executive Officer



STANDARD CLAUSES

Version 3.0

1.

2.

3.

ARTICLE I: PURPOSE AND SCOPЕ

Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to protect Student

Data including compliance with all applicable federal, state, and local privacy laws, rules, and regulations,
all as may be amended from time to time. In performing these services, the Provider shall be considered

a School Official with a legitimate educational interest, and performing services otherwise provided by the

LEA. Provider shall be under the direct control and supervision of the LEA, with respect to its use of Student

Data

Student Data to Be Provided. In order to perform the Services described above, LEA shall provide

Student Data as identified in the Schedule of Data, attached hereto as Exhibit "B".

DPA Definitions. The definition of terms used in this DPA is found in Exhibit "C". In the event of a conflict,
definitions used in this DPA shall prevail over terms used in any other writing, including, but not limited

to the Service Agreement, Terms of Service, Privacy Policies etc.

1.

2.

3.

4.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the Service
Agreement is and will continue to be the property of and under the control of the LEA. The Provider further

acknowledges and agrees that all copies of such Student Data transmitted to the Provider, including any

modifications or additions or any portion thereof from any source, are subject to the provisions of this

DPA in the same manner as the original Student Data. The Parties agree that as between them, all rights,
including all intellectual property rights in and to Student Data contemplated per the Service Agreement,
shall remain the exclusive property of the LEA. For the purposes of FERPA, the Provider shall be considered

a School Official, under the control and direction of the LEA as it pertains to the use of Student Data,

notwithstanding the above.

Parent Access. To the extent required by law the LEA shall establish reasonable procedures by which a

parent, legal guardian, or eligible student may review Education Records and/or Student Data correct
erroneous information, and procedures for the transfer of student-generated content to a personal

account, consistent with the functionality of services. Provider shall respond in a reasonably timely
manner (and no later than forty five (45) days from the date of the request or pursuant to the time frame

required under state law for an LEA to respond to a parent or student, whichever is sooner) to the LEA's

request for Student Data in a student's records held by the Provider to view or correct as necessary. In

the event that a parent of a student or other individual contacts the Provider to review any of the Student

Data accessed pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who
will follow the necessary and proper procedures regarding the requested information.

Separate Account. If Student-Generated Content is stored or maintained by the Provider, Provider shall,

at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student-
Generated Content to a separate account created by the student.

Law Enforcement Requests. Should law enforcement or other government entities ("Requesting
Party(ies)") contact Provider with a request for Student Data held by the Provider pursuant to the
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5.

Services, the Provider shall notify the LEA in advance of a compelled disclosure to the Requesting Party,
unless lawfully directed by the Requesting Party not to inform the LEA of the request.

Subprocessors. Provider shall enter into written agreements with all Subprocessors performing functions

for the Provider in order for the Provider to provide the Services pursuant to the Service Agreement,

whereby the Subprocessors agree to protect Student Data in a manner no less stringent than the terms
of this DPA.

ARTICLE III: DUTIES OF LEA

1. Provide Data in Compliance with Applicable Laws. LEA shall provide Student Data for the purposes of

obtaining the Services in compliance with all applicable federal, state, and local privacy laws, rules, and

regulations, all as may be amended from time to time.

2.

3.

4.

Annual Notification of Rights. If the LEA has a policy of disclosing Education Records and/or Student

Data under FERPA (34 CFR § 99.31(a)(1)), LEA shall include a specification of criteria for determining who

constitutes a school official and what constitutes a legitimate educational interest in its annual

notification of rights.

Reasonable Precautions. LEA shall take reasonable precautions to secure usernames, passwords,

any other means of gaining access to the services and hosted Student Data.

and

Unauthorized Access Notification. LEA shall notify Provider promptly of any known unauthorized access.

LEA will assist Provider in any efforts by Provider to investigate and respond to any unauthorized access.

1.

2.

3.

4.

ARTICLE IV: DUTIES OF PROVIDER

Privacy Compliance. The Provider shall comply with all applicable federal, state, and local laws, rules, and

regulations pertaining to Student Data privacy and security, all as may be amended from time to time.

Authorized Use. The Student Data shared pursuant to the Service Agreement, including persistent unique
identifiers, shall be used for no purpose other than the Services outlined in Exhibit A or stated in the

Service Agreement and/or otherwise authorized under the statutes referred to herein this DPA.

Provider Employee Obligation. Provider shall require all of Provider's employees and agents who have

access to Student Data to comply with all applicable provisions of this DPA with respect to the Student

Data shared under the Service Agreement. Provider agrees to require and maintain an appropriate

confidentiality agreement from each employee or agent with access to Student Data pursuant to the

Service Agreement.

No Disclosure. Provider acknowledges and agrees that it shall not make any re-disclosure of any Student

Data or any portion thereof, including without limitation, user content or other non-public information

and/or personally identifiable information contained in the Student Data other than as directed or

permitted by the LEA or this DPA. This prohibition against disclosure shall not apply to aggregate

summaries of De-Identified information, Student Data disclosed pursuant to a lawfully issued subpoena

or other legal process, or to subprocessors performing services on behalf of the Provider pursuant to this

DPA. Provider will not Sell Student Data to any third party.
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5. De-ldentified Data:

6.

7.

De-Provider agrees not to attempt to re-identify de-identified Student Data.

Identified Data may be used by the Provider for those purposes allowed under FERPA and the following

purposes: (1) assisting the LEA or other governmental agencies in conducting research and other studles;
and (2) research and development of the Provider's educational sites, services, or applications, and to

demonstrate the effectiveness of the Services; and (3) for adaptive learning purpose and for customized

student learning. Provider's use of De-Identified Data shall survive termination of this DPA or any request

by LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees not to transfer de-

identified Student Data to any party unless (a) that party agrees in writing not to attempt re-identification,
and (b) prior written notice has been given to the LEA who has provided prior written consent for such

transfer. Prior to publishing any document that names the LEA explicitly or indirectly, the Provider shall
obtain the LEA's written approval of the manner in which de-identified data is presented.

Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide a mechanism

for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the

date of said request and according to a schedule and procedure as the Parties may reasonably agree. Upon

termination of this DPA, if no written request from the LEA is received, Provider shall dispose of all Student

Data after providing the LEA with reasonable prior notice. The duty to dispose of Student Data shall not

extend to Student Data that had been De-ldentified or placed in a separate student account pursuant to

section II 3. The LEA may employ a "Directive for Disposition of Data" form, a copy of which is attached

hereto as Exhibit "D". If the LEA and Provider employ Exhibit "D," no further written request or notice is

required on the part of either party prior to the disposition of Student Data described in Exhibit "D.

Advertising Limitations. Provider is prohibited from using, disclosing, or selling Student Data to (a) inform,
influence, or enable Targeted Advertising; or (b) develop a profile of a student, family member/guardian

or group, for any purpose other than providing the Service to LEA. This section does not prohibit Provider

from using Student Data (i) for adaptive learning or customized student learning (including generating
personalized learning recommendations); or (ii) to make product recommendations to teachers or LEA

employees; or (iii) to notify account holders about new education product updates, features, or services

or from otherwise using Student Data as permitted in this DPA and its accompanying exhibits

1.

2.

ARTICLE V: DATA PROVISIONS

Data Storage. Where required by applicable law, Student Data shall be stored within the United States.

Upon request of the LEA, Provider will provide a list of the locations where Student Data is stored.

Audits. No more than once a year, or following unauthorized access, upon receipt of a written request

from the LEA with at least ten (10) business days' notice and upon the execution of an appropriate
confidentiality agreement, the Provider will allow the LEA to audit the security and privacy measures that
are in place to ensure protection of Student Data or any portion thereof as it pertains to the delivery of

services to the LEA. The Provider will cooperate reasonably with the LEA and any local, state, or federal

agency with oversight authority or jurisdiction in connection with any audit or investigation of the Provider

and/or delivery of Services to students and/or LEA, and shall provide reasonable access to the Provider's
facilities, staff, agents and LEA's Student Data and all records pertaining to the Provider, LEA and delivery

of Services to the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DРА.
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EXHIBIT “B” 
Category of Data Elements  
Application 
Technology Meta 
Data 
 

Other application technology meta data-Please 
specify: 

Login timestamp, usage duration 

   
Enrollment Other enrollment information-Please specify: Only tracks Embold curriculum 
   
Student In App 
Performance 

Program/application performance (typing 
program-student types 60 wpm, reading 
program-student reads below grade level) 

√- course scores, no data 
analysis 

   
Transcript Other transcript data - Please specify: We only track Embold course data 
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Embold, Inc. | Data Privacy and Security Plan 
 

Implementation of Data Security and Privacy Contract Requirements 
Embold implements all contractual and statutory data-protection requirements through its internal Data Protection 
Policy, the Student Data Privacy Summary, and the legally binding License Terms and Conditions executed with 
Skillsoft (US) Corporation and participating schools. 

Throughout the contract term, Embold will: 
• Treat all educational records and PII as the sole property of the school or Educational Agency (EA).  
• Use PII solely to fulfill educational and credentialing purposes, never for marketing or resale. 
• Maintain compliance with FERPA, applicable state data-privacy laws, and applicable state data-privacy 

regulations. 
• Review, document, and update security practices annually, ensuring continued compliance with federal 

and state requirements. 

 

Administrative, Operational & Technical Safeguards 
Administrative Safeguards 

• Embold employees are bound to all FERPA and state data-privacy laws obligations. 
• Subcontractors are not granted access to sensitive data. 
• Schools retain ownership of all data; Embold acts only as a “third-party contractor”. 

Operational Safeguards 
• Access is restricted to licensed, authorized users. 
• No in-platform advertising, monitoring, or behavioral profiling occurs. 
• Supplier (Skillsoft) performs routine security audits. 

Technical Safeguards 
• Data is encrypted in transit and at rest, satisfying encryption requirements. 
• Systems reside on Skillsoft’s SOC 2 Type II and ISO 27001-certified infrastructure. 
• Firewalls, intrusion-detection, access-control, and audit-logging technologies protect confidentiality and 

integrity. 

 

Training for Employees and Subcontractors 
All Embold personnel (and subcontractors, if applicable) receive training covering: 

• FERPA, applicable state data-privacy laws, and applicable state data-privacy regulations; 
• Secure data-handling, breach response, and proper communication with districts; 
• Cybersecurity awareness and acceptable-use practices. 

Skillsoft staff complete parallel training under the License Agreement, ensuring consistent privacy and security 
competence across all service providers. 

 

Contracting and Binding Agreements 
Embold’s employees and subcontractors (when applicable) are bound by written agreements incorporating: 

• FERPA and compliance clauses; 
• Nondisclosure and confidentiality requirements; 
• Breach-notification and data-return obligations; 
• Supplier audit rights and termination for non-compliance. 

All third-party partners are contractually required to maintain equivalent or stronger data-protection controls as 
those imposed on Embold. 
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Data Incident and Breach Management 
Embold maintains an Incident Response Plan (IRP) aligned with both the License Agreement and state education 
agency data protection guidelines. 

If a data incident occurs: 
• Embold and/or Skillsoft will notify the Customer and EA within 72 hours of discovery, consistent with 

contractual terms. 
• Notification will also comply with a 7-day reporting requirement to all affected authorized stakeholders, as 

applicable. 
• Each notice will describe the scope of the breach, data affected, and corrective actions taken. 
• Remediation steps include isolating systems, resetting credentials, and conducting root-cause analysis. 

All events are logged and reviewed to prevent recurrence and enhance Embold’s IRP. 
 

Data Transition to the Educational Agency (EA) 
Upon EA request: 

• Embold will make available all educational records via encrypted file transfer or other secure method 
approved by the EA. 

• EA will verify receipt before Embold removes data from its systems. 
• The process will be completed within 90 days of request in accordance with the License Agreement. 

This ensures that the EA retains full control and custody of all records. 

 

Secure Destruction Practices and Certification 
After successful data transfer or upon direction from the EA: 

• Embold will permanently delete PII using NIST SP 800-88 (Rev. 1) standards. 
• All backups and redundant files will be simultaneously purged. 
• Embold will issue a Certification of Data Destruction to the EA within 90 days, verifying completion and 

compliance with state data-privacy laws and FERPA. 
 

Alignment with EA and State Policies 
Embold’s data-protection framework will align with the Educational Agency’s Data Privacy and Security Plan and 
state education agency’s requirements through: 

• Adherence to FERPA, state data-privacy laws, and the NIST Cybersecurity Framework; 
• Contractual commitments to encryption, auditability, and data-minimization; 
• Defined breach notification protocols to the EA and state education agency; 
• Annual policy reviews and (if necessary) revisions to ensure consistency with EA and state education 

agency’s data privacy and security requirements. 

No student data is ever sold, shared, or used for marketing purposes. All practices support the EA’s commitment to 
confidentiality, integrity, and transparency in education data management. 
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NIST Cybersecurity Framework 
 

 
Embold follows the NIST Cybersecurity Framework to ensure comprehensive data privacy and security 
throughout its credential training programs.  

Identify 
The organization maintains an inventory of all systems and data, collecting only minimal student information 
(first and last name) to create secure logins within Skillport, Skillsoft’s learning platform. Governance is 
based on formal privacy policies and agreements that prohibit data sale, require encryption, and ensure 
compliance with FERPA and relevant data-privacy laws. Embold routinely evaluates encryption standards 
and access controls while maintaining partnerships only with vendors that meet equivalent security 
standards. 

Protect 
Embold enforces strict access controls using unique credentials and role-based permissions. All staff 
undergo mandatory cybersecurity and data-privacy training covering secure data handling, phishing 
prevention, and incident response. Educational data is encrypted in transit and at rest and hosted on SOC 2 
and ISO 27001-certified infrastructure. Comprehensive written policies define how personal data is 
collected, stored, transmitted, and destroyed, while Skillsoft manages system updates and employs 
protective technologies like firewalls, intrusion detection, and network segmentation. 

Detect 
Automated systems identify suspicious activity and generate alerts for review. Continuous monitoring 
occurs at the network, application, and user-access levels, and documented detection procedures guide 
escalation and response efforts. 

Respond 
Embold’s Incident Response Plan outlines clear procedures and communication channels for handling 
cybersecurity incidents. In collaboration with Skillsoft, Embold analyzes breaches, isolates threats, and 
implements remediation steps such as revoking credentials and retraining staff. Lessons learned are 
incorporated into future training, policies, and contracts to strengthen defenses. 

Recover 
Embold ensures data restoration or secure deletion within 90 days after request by authorized personnel. 
Recovery processes verify system integrity, maintain service continuity, and provide written confirmation of 
compliance. Recovery plans are reviewed annually and refined as needed to uphold data integrity and 
security across all educational operations. 
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