Welcome to the n2y LLC and related companies and subsidiaries (which together with each company’s
shareholders, members, directors, officers, employees, and agents are herein collectively called “n2y™) website.
Access to, and use of, this website and its accompanying materials and content is subject to the terms and
conditions listed below (the “Agreement™). Please read and review carefully these terms and conditions which
govern your use of this website and its accompanying materials and content. Your use of this website and its
accompanying materials and content signifies your binding consent to this Agreement. This Agreement
;up&_rsedu all previous representations, understandings, or agreements regarding the information contained
erein.

MODIFICATIONS

nly may revise this Agreement from time to time as a result of changes in applicable law, regulations, product
and service offerings or n2y operations. Revisions to this Agreement when possible will be posted on this
website approximately 30 days in advance. You will be prompted to review and acknowledge your consent to
this Agreement if any revisions have been made before using this website and its accompanying materials and
content. If you have questions regarding this Agreement, please contact n2y customer support at

(800} 607-6575, By using this website and its accompanying materials and content, you, whether an Authorized
User or other visitor to this website, are agreeing to be bound by the then-current version of this Agreement.

COPYRIGHT

@ All material and content on this website is under the copyright of News-2-You, Inc. (1997-2021) and n2y
LLC (2020-2021). Only employees of n2y, authorized n2y subseribers (including, but not limited to,
teachers and students), authorized n2y vendors and such other persons as n2y may designate, in its sole
discretion from time to time (“Authorized Users™), may utilize this website and its accompanying
materials and content. Authorized Users may download copyrighted material for their own use only. No
part of this website and its accompanying materials and content, including the stories, reports, recipes,
jokes, or pictures, may be reproduced for sale and sale is strictly prohibited.

© SymbolStix pictures are under the copyright of n2y LLC. These pictures are uniquely drawn icons that
represent words. These icons are drawn in a simplistic way so students can understand the meaning of words.
There are many characteristics and logos included in the SymbolStix pictures. These characters and logos are
flat representations that can be used for communication and instruction and can be copied for these purposes
only. These characters and logos may not be reproduced for sale and sale is strictly prohibited.

WARNING: This website and all accompanying materials and content are protected by applicable copyright
law and international treaties. Unauthorized reproduction, distnbution or use of materials or content may result
in civil andfor criminal penalties and will be prosecuted to the maximum extent permitted under applicable law.
You may not: (1) rent, lease or sublicense the online subscription service, materials or content; or (2}
decompile, reverse assemble or reverse engineer the online subscription service.

DISCLAIMER OF WARRANTIES

This website and its accompanying materials and content (including instructions for use) are provided “as is”
and “as available™ and without representations or warranties of any kind, either express or implied, including,
but not limited to, implied warranties of merchantability, fitness for a particular purpose and non-infringement.
Mo oral or written information or advice given by n2y shall create a warranty and you may not rely on any such
information or advice.

LIMITATION OF LIABILITY



n2y does not warrant, guarantee, or make any representations regarding the use, or the results of use, of this
website and its accompanying materials and content in terms of correctness, accuracy, reliability, currentness, or
otherwise. The entire risk as to the results and performance of this website and its accompanying materials and
content is assumed by you. If this website and its accompanying materials and content are defective, n2y’s sole
responsibility shall be the replacement of the defective subscription, materials or content and you shall have no
further remedy relating to the defect.

n2y shall not be liable for any direct, indirect, incidental, special, consequential or exemplary damages,
including, but not limited to, damages for loss of profits, goodwill, use, data or other intangible losses (even if
nly has been advised of the possibility of such damages), resulting from: (a) the use of or the inability to use
this website and its accompanying materials and content; (b) the cost of procurement of substitute goods and
services resulting from any inability to use this website and its accompanying materials and content; (c)
unguthorized access to or alteration of your transmissions or data; (d) statements or conduct of any third party
on this website or its accompanying materials and content; or {€) any other matter relating to this website and its
accompanying materials and content.

n2y's preducts and services are controlled and operated from US-based facilities and it makes no
representations that they're appropriate or available for use in other locations. If you access or use the services
from other junisdictions, you understand that vou're entirely responsible for compliance with all applicable
international, United States and local laws and regulations, including but not limited to export and import
regulations. n2y does not target marketing campaigns or other marketing activities to individuals or
organizations outside of the US. n2y is committed to protecting its subscnibers’ personally identifiable
information (“PII") as detailed in this Agreement.

CONFIDENTIALITY

This website and its accompanying materials and content contain information and images confidential and
proprietary to n2y, including, but not limited to, marketing information, product information, advertising and
teacher and student data (“Confidential Information'). Accessing, using, copying, distributing, disseminating
and changing Confidential Information is subject to n2y policies, restrictions and procedures regarding
confidentiality, including, but not limited to, the policies set forth herein.

Only Authorized Users may access and/or use the Confidential Information contained on this website. If you
have accessed this website and its accompanying materials and content without authorization, you are
unlawfully and wrongfully doing so. By proceeding to use this website and its accompanying materials and
content, you represent that you are an Authorized User and that you have no personal or proprietary interest in
the Confidential Information. If you do not agree to such terms, you are prohibited from using and accessing
this website and its accompanying materials and content.

You have been given access to the Confidential Information based upon your representation that you have a
need for such access and that you will only use such Confidential Information for authorized use. You shall not
allow any unauthorized person or entity access to this website and its accompanying materials and content
(including, but not limited to, the Confidential Information) under your personal username and/or security
password. You understand that any violation of these terms could result in disciplinary, legal and/or other action
against you. You assume any and all liability for the acts of any unauthorized user to whom you provided access

to this website and its accompanying materials and content.

If disclosure of any of the Confidential Information is requested pursuant to any subpoena or as part of any legal
proceeding, deposition or cause of action, you will assert the privilege applicable to confidential business and
proprietary information and will refuse to respond (to the fullest extent allowed by law). You will promptly



advise your employer (or the party providing yvou with access to this website and i1ts accompanying materials
and content) and n2y in writing of any such request for disclosure.

Unless otherwise prohibited by law, you agree to indemnify and hold harmless n2y from and against all
liabilities, injuries, damages, losses, costs (including, but not limited to, court costs and attorneys’ fees), fines,
penalties and expenses directly or indirectly resulting from the input of unsolicited Confidential Information
saved in free-form text entry fields by yourself or any other person authorized to enter information on your
behalf.

USAGE POLICY

Authorized Users may use the materials and content and the Confidential Information on this website solely for
their personal use. Accessing, using, copying, distributing, disseminating and/or changing Confidential
Information is subject to your underlying agreement with n2y and your compliance with this Agreement.
Failure to comply with your underlying agreement with n2y or this Agreement may subject you and/or your
company to immediate termination of access rights to this website and its accompanying materials and content
and/or any other actions n2y may deem appropriate. Upon expiration of your subscription, all Authonzed User
accounts associated with your subseription will be automatically inactivated.

Authorized Users include (but are not limited o) service providers and students with a student login credential.
Deactivation of a customer’s account will also deactivate any associated authorized users including service
provider and student login credentials,

Please note that with respect to usage of Unique Learning System®, News2you™, SymbolStix PRIME®,

L* Skills® and Positivity® the maximum number of students that may utilize the materials and content under a
single license is 15, A single Unique Leaming System™ license is also grade band specific. With respect to the
usage of Polaris™, one license includes access for one service provider to produce roadmaps for all students for
whom they are the IEP lead.

DATE OF COMMENCEMENT OF SUBSCRIPTION

You have the option to delay commencement of your subscription to a date no later than 90 days from the date
of said agreement. If a delayed commencement of subscription date is not elected and actually selected and
identified on the date of your underlying agreement with n2y, your subscription shall be effective immediately.

SUBSCRIPTION EXPIRATION, RENEWAL AND APPLICABLE GRACE PERIOD

Certain n2y product subscriptions are eligible for autorenewal if purchased in the n2y store for individual use
via credit card. If you purchase an eligible product subscription, you will be notified of the autorenewal 30 days
prior to the expiration of the same. The payment method on file for each of these subscriptions will be charged
for one additional vear. If you would like to opt out of autorenewal, you can do so by setting the autorenewal
flag to “no™ in the n2y store prior to the subscription anniversary date. The remainder of n2y product
subscriptions are not eligible for autorenewal and a renewal order will need to be placed by the customer before

the subscription expiration to continue service.

Payment of your subscription fee must be made in full at the time of your renewal. If you arc unable to pay the
renewal fee in full at the time of your renewal, you may contact n2y to request a 30-day grace period (which
may be granted or denied in n2y"s sole discretion). In the event you fail to pay your renewal fee in full within
any agreed-upon grace period, your account shall terminate effective immediately. You will be charged a
prorated renewal fee for your subscription access during the grace period in accordance with the terms and



conditions of your underlying agreement with n2y if your account is terminated for nonpayment of the renewal
fee. You will be invoiced for this prorated renewal fee and payment is due upon receipt.

PLEASE NOTE: THE GRACE PERIOD IS A PART OF YOUR YEAR-LONG SUBSCRIPTION AND
NOT AN EXTENSION OF SUCH SUBSCRIPTION.

PRIVACY AND SECURITY

Generally, n2y employs commercially reasonable security measures that comply, in n2y’s reasonable discretion
and interpretation, with all applicable Federal and state laws and regulations regarding data privacy and

security, including but not limited to the Family Educational Rights and Privacy Act (“FERPA™) and the
Children’s Online Privacy Protection Act of 1998 (“COPPA™). These measures include appropriate
administrative, physical, and technical safeguards to secure data from unauthorized access, disclosure, alteration
and use. n2y will conduct periedic risk assessments and remediate any identified security vulnerabilities in a
timely manner. Except as expressly provided in this Agreement, neither n2y nor its successors or assigns shall
have any liability for the breach of its privacy and security measures or the integrity of its hosting services,
unless caused by the willful misconduct of n2y. n2y expressly disclaims any warranty that data exchanges are or
will be secure.

Data residing on the n2y server is password protected, and account access is provided only to Authorized Users.
However, the safety and security of your data also depends on you. You should not upload or send to n2y
sensitive information via emanl, as this is not secure. You are also responsible for keeping account usernames
and passwords confidential. Please notify n2y if you become aware that data has been lost, stolen, or used
without permission; n2y may disable access to an account in order to prevent an unauthorized third party from
obtaining access to same,

THIRD PARTIES

n2y will not distribute or otherwise disclose PII to any third party without the prior written consent of an
applicable customer. n2y does not sell P11 to third parties. n2y shall ensure that any third party that handles P11

agrees to comply with this Agreement.
FERPA AND PII

FERPA protects the privacy interests of students in their education records. It controls the disclosure of a
student's PII from education records without the consent of the parent or eligible student. Per Federal
regulation, PII includes (but is not limited to) a student's name, the name of the student's parent or other family
members, the address of the student or student’s family, a personal identifier, such as the student’s social

security number, student number, or biometric record, indirect identifiers, such as the student’s date of birth,
place of birth, and mother’s maiden name, other information that, alone or in combination, is linked or linkable

to a specific student that would allow a reasonable person in the school community, whao does not have personal
knowledge of the relevant circumstances, to identify the student with reasonable certainty, or information
requested by a person who an educational agency or institution reasonably believes knows the identity of the
student to whom the education record relates. Examples of the types of PII, student data and other data that n2y
may acquire include: name, student number, picture, level, gender, birthday, parent/guardian name, address,
phone, login, and more.

It is n2y"s policy to limit access to this website and its materials and content through secured interfaces that
require user authentication and to have in place reasonable support measures to protect PIL



Some n2y solutions may offer a feature that permits Authorized Users to share limited content with other
members of their subscription group or in certain circumstances with members outside a subscription group if
the featare is enabled by the Authorized User. Please be aware that you are responsible to determine the
appropriateness of the content, including, but not limited to, any P11, that you decide to share via these features
and for obtaining the appropriate consents where required.

COPPA

The Children's Online Privacy Protection Act of 1998 (“COPPA™) regulates the online collection, use and/or
disclosure of pl:r.mnul information from and about children under the age of 13 on the internet. This notice 15
meant to inform you, the parents, of n2y's practices regarding its collection, use andfor disclosure of personal
information from such children. Please note: If there is ever a material change in our collection, use and/or
disclosure practices to which you have previously consented, this notice will be updated accordingly and
provided again to you.

n2y may have collected your online contact information from your child, and, if such is the case, your name
and/or the name of your child, in order to obtain your consent as required under COPPA. Your consent is
required for n2y"s collection, use andfor disclosure of your child's personally identifiable information (“PII™)
and n2y will not collect, use and/or disclose any personal information from your child if you do not provide
such consent.

To obtain verifiable parental consent to n2y's collection, use andfor disclosure of your child’s personal
information, n2y requires you use a credit card, debit card or other online payment system that provides
notification of each discrete transaction to you to purchase obtain access to this website and its accompanying
materials and content. If you do not provide consent within a reasonable time from the time you are presented
with this notice, n2y will delete your online contact information (if any) from its records.

In the case of a school or other organization’s purchase of a subscription to access the matenals and content, the
law permits it to obtain parental consent to the collection of personal information on behalf of all of its students,
thereby eliminating the need for individual parental consent to be given directly to the website operator.

Please note that you always have the right to consent to collection and use of your child's personal information
without consent to disclosure of his or her personal information to third parties. Where applicable, n2y solutions
are accessed via a separate teacher or student view. Student personal information such as name, student number,
picture, level, gender, birthday, parent/guardian name, address, phone, username is entered and established via
the teacher view by an adult such as a teacher, subscription administrator, parent or guardian. They are not
entered by a child. Further, n2y may collect usage analytics to be presented back to you or your child or to your
child’s teacher (if applicable) to demonstrate progress and performance or for internal purposes to improve
certain n2y products. n2y collects this information through the child’s interaction with activitics and
assessments in the solutions. n2y will not require your child to disclose more information than is reasonably
necessary to participate in an activity and will not retain personal information any longer than is necessary to
fulfill the purpose for which it was collected and will de-identify or delete the information using reasonable
measures to protect against its unauthorized access or use per n2y’s retention policies.

You can review your child’s personal information, direct us to delete said information and/or refuse to allow
any further collection, use and/or disclosure of your child’s information at any time. You may revoke your
consent at any time by contacting n2y Customer Service at P.O. Box 550 Huron, OH 44839, or at

(800) 697-6575. n2y takes seriously its obligation to safeguard the confidentiality, security and integrity of
personal information collected from children and takes steps to release children’s personal qutmaﬁunlun]y to
third parties who are capable of maintaining the confidentiality, security and integrity of such information and
who provide assurances that they will maintain the information in such a manner. n2y does not sell your child’s




personal information to third parties or use it for marketing purposes. It is important to n2y that children and
their parents understand its policy and practices concerning the collection, disclosure and use of personal
information. Please carefully read our Terms of Use, and if you have any questions about n2y’s practices, please

CALIFORNIA CONSUMER PRIVACY ACT OF 2018 NOTICE (“CCPA™)
What is the CCPA?

The Califormia Consumer Privacy Act of 2018, Cal. Civ. Code §§ 1798.100 et seq. (“CCPA") is a law enacted
in the State of California with an effective date of January 1, 2020. The CCPA generally expands upon the
privacy rights available to California citizens and requires certain companies to comply with various data
protection requirements. The detailed text of the law are available at: TITLE 1.81.5. California Consumer
Privacy Act of 2018 [1798.100 — 1798.199]

The CCPA grants Californian consumers new rights with respect to the collection of their Personal Information
{as defined herein) and requires companies to comply with certain obligations, including:

= The consumer’s right to receive a copy, in a readily usable format, of the specific Personal Information
collected about them during the twelve (12) months prior to their request;

= The consumer's nght to know a business's data collection practices, including the categones of personal
information it has collected, the source of the information, the business’s use of the information, and to
whom the business disclosed the information it has collected about the consumer;

« The consumer's right to have such personal information deleted (with exceptions);

= The consumer's right to know the business’s data sale practices and to request that their personal
information not be sold to third parties;

« A prohibition on businesses on discrimination for exercising a consumer right; and

« An obligation on businesses to notify a consumer of their nghts.

What is Personal Information?

The CCPA defines “Personal Information™ as information that “identifies, relates to, describes, is reasonably
capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular”
California consumer or household. Personal information does not include publicly available information or
consumer information that is de-identified or aggregate consumer information.

How does the CCPA apply to n2y customers?

nly processes data on behalf of its customers who purchase subscriptions to its products. n2y shall collect,
BCcess, maintain, use, process and transfer the Personal Information of our customers and our customers’ end-
users solely for the purpose of performing its obligations under existing contract(s) with our customers; and, for
no commercial purpose other than the performance of such obligations and improvement of the services we

provide.

n2y does not “sell” our customer's Personal Information as currently defined under the CCPA, meaning that we
also do not rent, disclose, release, transfer, make available or otherwise communicate that Personal Information
to a third party for monetary or other valuable consideration.

n2y may share aggregated and/or anonymized information regarding use of the service(s) with third parties to
help us develop and improve the services and provide our customers with more relevant content and service
offerings.



What Personal Information Does n2y Collect, for What Purpose, from Whom, and Do We Disclose it to

Service Providers?

Personal Information is collected in n2y's system directly by its customers who use the data in the solutions. Tt
is also collected by n2y to provide and develop our products and services. n2y works to maintain the trust and
confidence consumers demonstrate when they share their personal information in the solutions. The chart below
describes the categories of Personal Information as described in CPPA, the purpose of data collection in n2y's
solutions, the source of the Personal Information, and whether n2y discloses the Personal Information for

business purposes:
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CCPA Privacy Policy Right to Know about Personal Information Collected and/or Disclosed
Request to Know:
You may request and, subject to certain exemptions, the following will be provided:

The specific pieces of Personal Information that n2y has about you.

The categories of Personal Information collected about you in the preceding 12 months.

The categories of the sources from which the Personal Information is collected.

The categories of Personal Information that n2y disclosed for a business purpose about you.

The categories of service providers to whom the Personal Information was disclosed for a business
purpase.

» The business or commercial purpose for collecting Personal Information.

- W W O W

Request to Delete:



You may request deletion of Personal Information collected from you. Please note that this right does not apply
in instances where n2y needs to retain the Personal Information such as (but not limited to) any of the following
o

Provide goods or services to you;

Detect or resolve issues regarding security or functionality-related issues;
Comply with the law;

Conduct research in the public interest; and

Safeguard the right to free spesch.

® B & & @

Request to “Do Not Sell™:
n2y does not sell personal information of its users for monetary or other valuable consideration.
Submitting Requests to Know and Requests to Delete

Beginning January 1, 2020, if you are a California resident and would like to submit a CCPA request, you may:

« Contact n2y by phone at (800} 697-6575 or
« [Initiate a request by completing an online request form by visiting: n2y CCPA Request Form (via
pariner OneTrust)

Only you, or a person you authorize to act on your behalf may make a verifiable consumer request related to
your Persenal Information. You may also make a verifiable consumer request on behalf of your minor child. To
authonze another person to make a verifiable request on your behalf, you must provide that person with written
permission clearly describing their authority to make a request on your behalf. That individual must also be able
to verify their identity and provide documentation of their authority to act on your behalf. An individual to
whom you have provided a power of attorney pursuant to Sections 4000 — 4465 of the California Probate Code
may also make a request on your behalf.

In order to verify your identity, at a minimum, the following information will be collected:

Name

Your n2y subscription IDs (if you are the owner of the subscription(s))

Mame of the n2y subscription owner (if you are not the owner of the subscription)
Date of birth

Email and email validation confirmation

Phone number

Home address

The information you provide will be used to verify your identity and to respond to your CCPA request and for
no other purpose. This information is used to verify your identity using reasonable methods in order to process
your rights request. These methods may include matching information you provide with information already
maintained by n2y or through the use of a third-party identity verification service. If you are not the
subscription owner {or designated subscription administrator contact on the customer account), the subseription
owner/administrator will be contacted as obligated in existing contracts to perform or authorize the release of
the requested information.

We cannot respond to your request or provide you with Personal Information if we are not able to verify your
identity or authority to make the request or confirm the Personal Information relates to you.

You are not required to have an account with n2y to make a verifiable request.



n2y will not discriminate against you for exercising your rights under the CCPA. In particular, n2y will not:

= Deny you goods or services;

» Charge you different prices for goods or services, whether through denying benefits or imposing
penalties;

= Provide you with a different level or quality of goods or services; or

» Threaten you with any of the above.

Contact for More Information:
Please contact n2y by phone at (R00) 697-6573 to:

= See how a consumer with a disability may access this Notice in an alternative format; or
= For questions or concemns about n2y’s privacy policies and practices.

DATA ACCESSIBILITY

n2y supports student and parent access to PII for review and correction. PII is most often created by the
classroom teacher or other school administration team members in accordance with the applicable school or
district’s policies. Typically, corrections can most easily be facilitated by parents and/or students notifying the
applicable classroom teacher or school administrator. In almost all cases, schools and school districts have
policies that permit these resources to make the desired corrections directly in the system. If your situation is
different or you need further assistance, please contact n2y customer support at (800 657-6573.

CONTENT RETENTION

n2y generally purges and/or de-identifies PII and other Authorized User data ninety (90) days following
termination of a subseription. n2y performs daily system backups of production data for purposes of disaster
recovery. These backups are encrypted, stored offline and are not directly accessible by Authorized Users.
These backups are purged on a rolling twelve (12) month schedule. Upon written request, n2y may (in its sole
discretion) consider an alternate content retention policy in certain circumstances. De-identified PII may be
used by n2y for educational, product improvement and other similar purposes; n2y will not use P11 for
marketing.

DATA BREACH OR SECURITY INCIDENT

n2y has internal protocols in place to deal with a breach of PIL n2y will notify an affected subscriber no later
than seven (7) business days after n2y become aware of any breach of or security incident involving PIL n2y
will take prompt corrective action to remedy any breach or security incident, mitigate, to the extent practicable,
any harmful effect of such breach or security incident and the corrective action n2y has taken or will take to
prevent future similar breaches or security incidents.

PRIVACY PLEDGE

As a public commitment for the responsible collection and use of student data, nly is a signatory to the Student
Privacy Pledge 2020 (the “Pledge™) of the Future of Privacy Forum and the Software & Information Industry
Association (SIIA). n2y believes this Agreement is consistent with the Pledge and will ensure that any current
and future subcontractors and business partners operate in a consistent manner by agreeing to comply with this
Agreement. The Pledge is available for review at: Student Data Privacy Pledge

CUSTOMER FEEDBACK
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University Labaratory School Software Addendum

Part One: Data Security Addendurm

Vendor/Operator ireferred to as Vendor or Operator) acknowledges and agrees that compliance with this Addendum in its entirety for
the term of the contract and any renewals s a materfal requirement and condition of this contract. If the Parties determine that any
clause in this section is not applicable to this contract it may be stricken without affecting the remaining subsections.

UMNLESS SPECIFICALLY EXEMPTED, THE FOLLOWING CONFIDENTIALITY AND DATA SECURITY REQUIREMENTS APPLY TO ALL DATA
MADE AVAILABLE TO THE VENDOR UNDER THE TERMS OF THIS AGREEMENT.

REQUIRED CONDITIOMS:

1. Order of Precedence:

To the extent, any provision in this Addendum is inconsistent or incompatible to terms included elsewhere in this
Agreement, the parties agree that this Addendum shall take precedence and the conflicting provisions shall be null
and woid.

2. Definitions: The following terms shall be defined as follows for purposes of the Agresment.

The term SOPPA Covered Informatien means personally [dentifiable information or materlal or information that is
linked to personally identifiable information or materal In any media or format that is not publicly available and is
anvy of the fallowing:

1, Created by or provided to an Operator by a student or the student's parent or legal guardian in the
course of the student's, parent's, or legal guardian’s use of the Operator's site, service, or
application for K through 12 school purposes.

2. Created by or provided to an Operator by an employes or agent of a school or school district for K
through 12 school purposes.

3. Gathered by an Operator through the operation of its site, service, or application for K through 12
school purposes and personally identifies a student, including, but not limited to, information in the
student's educational record or electronic madl, first and last name, home address, telephone
nurnber, electronic mall address, or other information that allows physical or online contact,
discipling records, test results, special education data, juvenile dependency records, grades,
evaluations, criminal records, medical records, health records, a social security number, blometric
information, disabilities, socioeconomic information, food purchases, political affiliations, religious
information, text messages, documents, student identifiers, search activity, photos, voice
recordings, or geobocation infarmation,

The term Personally identifiable & Protected University Data shall include an individual’s name first or last, e-mail
address or password in an unencrypted or redact form when used in combination one or more of the fellowing cata
elements including; an (i} identification numbers (e.g. Individual’s government-issued identification number or
social security number, driver's license number); (i) information protected by federal or state law (e.g. ethnicity,
race, religion, disability status, veterans status, etc.), (iif) financial data (including account numbers, credit cand
number, or other information that would permit access to an individual’s financial data; (i) biemetric or health
data; or (iv.) other data that If released could create a safety or security concern for the University or members of
the University comemunity.
University Data includes an-prmfnﬂnaﬂnn p-rnvlded by the University pursuant to the Agreement.

. : Vendor shall provide commercially reasanable and

adequate prn-tmlun on its mtw-nrk anr.'l wst!ms I:I:r protect University Data and SOPPA Covered Information from

unauthorized sceess, acquisition, destruction, use modification or disclosure that shall include but not be limited to include
firewalls and intrusion detection/prevention, authentication and encryption capabilities (including mobile devices, USS storage
devices and backup media) in accordance with standard industry practices.

b.

va.23.21

Use of Data: Vendor agrees that any and all University Data and SOPPA Covered Information exchanged shall be used
expressly and solely for the purposes enurnerated in the Agreement.

Data Transmission & Storage: In general, Vendor shall implement administrative, physical and technical safeguards
to protect University Data and SOPPA Covered Information that are no less rigorous than accepted industry practices.
Vendor agrees that University Data and SOPPA Covered Information must be stored and transmitted in accordance
with standard industry encryption standards. Personally Identifiable & Protected University Data and SOPPA Covered

Information may not be processed or stored outside the LS.



4. Breach:

vid.23.21

¢. Third-Party Assurances / Subcontractors: Vendor may only release University Data and SOFPA Covered Information

to a subcontractor, affiliate or other third party with the designated University authorized official’s prior written
consent and provided that swch subcontractor, affillate, or other third party agrees to comply with all provisions of
this Agreemant.

Return/Destruction of Data;

i» As applicable and in accordance with law, within a reasonable time period after termination of this
Agreement, for any reason, Vendor shall return or destroy (as specified by the University) all University Data
and SOPPA Covered Information and indexing information received from University, or created or received
by Vendor on behalf of the University. This provision shall apply to data in the possession of subcontractors
or agents of Vendor.

i, Destruction of University Data and 50PPA Covered Infarmation will be canducted in secordance with
standard industry practices deemed acceptable by the University and lllinols State Record Act regulrements.
iii, Vendor shall provide proof or certification of destruction of the data to the University's Information Security
Officer.
Data Processing Integrity: As applicable, Vendor shall take commercially reasonable measures, including regular data
integrity audits, to protect Data against deterioration or degradation of data guality and authenticity. Vendor will
maintain appropriate contingency / recovery plans for any University Data and SOPPA Covered Infarmation in the
event of loss of data or breach.

Motlce: Vendor, including any subcontractors, affillates, and third parties, shall report In the most expedient
timeframe possible but no later than 48 hours to the University Information Security Officer (i) any breach of security
involving, or potentially involving, University Data and SOPPA Covered Information, or (i) any use or disclosure of
University Data and SOPPA Covered Information other than the Permitted Uses or breach of federal and state privacy
laws. Vendar shall fully cooperate with the University with respect therete, The University Information Security
Officer ean ba contacted e-mailing informationsecuritralfice @illinatsstate edu.

b. Indemnification: Vendor shall indemnify, defend and hold University harmiless from and against all third-party claims,

actions, suits and proceedings resulting from the release of any University Data and SOPPA Covered Information,
Including the University's costs and reasonable attomeys’ fees which arise as a result of Vendor's fallure to safeguard
University Data and SOPPA Covered Information as provided in this Agreement. Any Emitations of liability contained
in the Agreement shall not be applicable 1o Vendor's obligations pursuant to this section,



ADDITIOMAL DATA SECURITY TERMS & CONDITIONS:

PFlease check those terms and conditions applicable to this Agreement.

B Vendor Certifications: Prior to performing services which reguire access to, transmission of and/or storage of University Data &
SOPPA Covered Information, Vendor will provide a third party certification of compliance with standard industry practices in a form
acceptable to the University Information Security Officer,

[E FERPA E State Privacy Protections. Vendor hereby acknowledge and agrees to comply with the limitations on the use and re-
disclosure of University Data and SOPPA Covered Information from education records as defined in the Family Educational Rights &
Privacy Act ("FERPA") 34 CFR § 95.00 et seq. Vendor agrees to comply with all applicable state privacy protections including but not
lirived to the lilinols School Student Records Act (105 ILCS 10), the Mantal Health and Developmental Disabilities Confidentiality Act
{740 ILCS 10), the Identity Protection Act (105 ILCS B5), and the Personal Information Protection Act (815 ILC5 530). Vendor agrees that
the Viendor is acting as a school official with legitimate educational interest; is performing an institutional service or function for which
the school would otherwise use its own employees and is using University Data and SOPPA Covered Information for an authorized
purposes and in furtherance of such legitimate educational interest. Vendor further acknowledge and agrees that it shall maintain the
confidentiality, and shall not re-disclose, personally identifiable Information from education records except a3 authorired by the
University in writing.

B SOPPA. Vendor agrees to comply with all operator prohibitions and restrictions on the use and re-disclosure of University Data &
SOPPA Covered Information from education records 2s outlined in the llinots Student Online Personal Protection Act, 105 ILCS 85, et
s&g, These include but are not limited to:

» Vendor may not use University Data & Covered Infarmation to engage in targeted advertising, amass profiles on student or the
parents, or sellfrent any student information, or disclose info 10 any third-party, unless such party maintaing all required
security procedures and practices.

s As required by SOPPA, Vendor agrees, upon request and within reasonable period of time, to provide a copy of any student’s
information provided or raintained by the Vendor, as operator. Vendor agrees to correct any factual errors within 90 days of
such request,

s  Vendor may only use data to improve operability/functionality of operator’s site, to ensure legal and regulatory compliance, to
take precautions against liability, to respond to judicial process, 1o protect the safety/fintegrity of users to the site.

# Inthe event of a breach of SOPPA Covered Infarmation that is attributable to the Vendor, the Vendor agrees to reimburse and
indemnify University for any and all costs and expenses University incurs in investigating and remediating the breach, without
regard to any limitation of liability provision including but not limited to costs and expenses associated with:

o Providing notification to parents of students whose data was compromised;

o Providing credit monitoring to those students whose data was exposed in a manner that a reasonable person would
belleve may impact the student’s credit or financial security;

& Legal fees, audit costs, fines, and any other fees or damages Imposed against the University as a result of the breach;
and

@ Provision of any other notification or fulfilling any other requirements as required by law.

. p : d Accountability Act ["HIPAA™): i the Vendor is a “covered entity” as that term is defined under
HIBAA, the Vendor shall enter into a Business Associate Agreement with the University. If the Vendor is not a "covered entity” as that
term is defined under HIPAA, the Vendor acknowledges i) any students working at the Vendor's site or under the Vendar's supervision
and control are part of the Vendor's "workforce” as defined In HIPAA Privacy Regulations at 43 C.F.R. 160.103, and ii) no Business
Assoclate agreement is required between the University and Facility. The Facility will provide the necessary HIPAA training to students

and students will be expected to comply with HIPAA and any other confidentiality requirements of the Facility.

O pCl $tandards: M, in the course of providing services to University, Vendor has access to or will collect, access, use, store, proceds,
dispose of or disclose credit, debit or other payment cardholder information, Vendor shall at all times rermasn in compliance with the
Payment Card Industry Data Security Standard (“PCI D55") requirements, including remaining aware at all times of changes to the PCI
D55 and promptly implementing all procedures and practices as may be necessary to remain in compliance with the PCI DSS, in each
case, at Service Provider's sole cost and expense,

O Vendor Monitoring/Audit: With prior written notice, University (or its agent or affiliate) may audit Vendor's use of the University
Daita to ensure that Vendor is in compliance with the terms of this Agreement. Vendor will keep complete and accurate records of ail

via.23.21



use of University data, including a log file of all employees with access to University Data. University may Bt its own expense and upon
na less than five working days written notice audit Vendor's use, access, or maintenance of the University Data. As part of sueh audit,
University is entitled to obtain physical and electronic data concerning use of University's data upan submitting a reasonable reguest to
Vendor. Such audit will not interfere unreasonably with Vendor's business activities, will be conducted no more often than ance per
calendar year at a location, unless a previous audit disclosed 3 material breach, If an audit reveals the Vendor has breached this
Agreement, University may immediately terminate the Agreement.

Ilinols State University reserves the right and the parties agree to amend the Data Security Addendum and related Agreement to
address required data security requirement changes in law, including those changes that may apply under the European Union
General Data Protection Regulations, effective May 25, 2018.
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Part 1: University & lllinols Procurement Code Addendum

The Board of Trustees of lllinois State University (University, ISU), a body corporate and politic of the State of lllinois and
the Vendor are entering into a contract/agreement. For the parties’ mutual convenience, the parties are using the
Vendor's Contract Form. This Addendum is incorporated into the Vendor's Contract Form and made an Integral part
thereof.

Vendor acknowledges and agrees that the Vendor's Contract Form may include some types of clauses or sales terms not
acceptable to the University because of statutory restrictions or other policy considerations. If the Parties determine
that any provision of this Addendum in this section is not applicable to this contract it may be stricken without affecting
the remaining subsections.

1. Order of Precedence:
a. To the extent, any provision in this Addendum is inconsistent or incompatible to the Vendor's Contract
Form, the parties agree that this Addendum shall take precedence and the conflicting provisions of the
Vendor's Contract Form shall be null and void.

2. Insurance:

a. llinois State University shall not be required to maintain any type of insurance for the Vendor's benefit.

b. During all times relevant to this agreement, Vendor shall maintain and keep in effect applicable general
liability insurance with limits acceptable to the Board of Trustees of lllinois State University, and shall
provide proof of coverage upon request. Additional insurance coverage, as specified in subsection ¢ belaw,
may be required for this agreement depending upon the services provided by the Vendor

3. Confidential Information:

a. Confidential Inffarmation may be made available to the Vendor under this Agreement. The Vendor agrees to
i} protect any Confidential Information from unauthorized use or disclosure; if) disclose Confidential
Information only to employees and other representatives who have agreed to comply with this agreement;
and iil) use the Confidential Information only for the purposes autharized in this Agreement.

b. All Confidential Information remains the property of the University.

c. “Confidential Information®” means any Infermation provided by the University whether of a technical,
business or other nature that is disclosed to the Vendor that is designated as Confidential by the University,
that is protected from disclosure by applicable state or federal law, or that the Vendor has reason to believe
is confidential, proprietary, or trade secret information of the University. Confidential Information does not
include any infarmation that: (a) was acquired lawfully by the Vendor or independently developed or
acquired by the Vendor outside this Agreement; (b) is or becomes part of the public domain through no fault
of the Vendor; or, (c) is authorized for release by written notice from University to Vendor; or (d) is
otherwise required to be disclosed by law.

d. ISU reserves the right to disclose contract purchase information as required by the State of lllinois Freedom
of Information Act without pre-natification or approval from the Vendor,

4. Governing Law:

a. Motwithstanding any provision to the contrary, the Vendor's Contract Form shall be governed and construed
in accordance with the laws of the State of lllinols.,

b. Forvenue purposes, it is deemed that all obligations of the parties created hereunder are performed in
McLean County, llinois.

5. Term:
a. Motwithstanding any provision, the term of the contract (including original and renewal terms) shall not

exceed 10 vears in total,
b. Mo term will automatically renew regardless of stated required notification periods. All renewals will only be

valid with the issuance of a University purchase order or other written direction from Liniversity.

v4.23.21



- ification Liability:

a. [tis understood and agreed that neither party to this agreement shall be liable for any negligent or wrongful
acts, either of commission or omission, chargeable to the other, unless such liability is imposed by law, and
that this agreement shall not be construed as seeking to either enlarge or diminish any obligation or duty
owed by one party against the other or against a third party.

b. The University shall nat agree to any additional provision:

Requiring the University to indemnify or hold harmless the Viendor for any act or omission.

Releasing the Vendor or any other entity or person from its legal liability, or limiting liability, or
unlawful or negligent conduct or failure to comply with any duty recognized or imposed by
applicable law.

Requiring the University to make payments for total or partial compensation or payment for lost
profit or liquidated damages if the Agreement is terminated before the end of the term.

Limiting the liability of the Vendor for property damage or personal injury.

Binding the University to any arbitration or to the decision of any arbitration board, commission,
panel or other entity.

vl. Obligating the University to pay costs of collection or attorney’s fees.
vii. Granting the Viendor a security of interest in property of llinois State University.

viii. Changing the time period within which claims can be made or actions can be brought under the laws

of the State of Illinois.
i¥. Requiring the University to waive the sovereignty of lllinois, waiver of any right to a jury trial,
increasing the University's llability beyond that authorized in the lllinois Tert Claims Act, or
authorizing Vendor to execute any settlement obligation that would bind the University without the
consent of the Board of Trustees of lllinois State University and/for the lllincis Attorney General, as
applicable.
7. Payment Obligations:

a. All amounts, including but not limited to interest and/or late charges, owed by the University under the
Vendor's Contract Form shall be made in accordance with applicable provisions of the lllincis Prompt
Payment Act.

8 Independent Contractor: In Vendor's parformance under this Agreement, the Vendor acts and will act as an

independent contractor and not as an agent or employee of lllinaks State University.

9. Use of University Name & Facilities: Vendor shall not use the name of the University in any written material
including but not limited to brochures, letters, and circulars, without the prior written consent of University. If
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applicable, Vendor's use of University Facilities shall comply with all University policies, procedures and
reguirements.

Force Majeure Provisions: It is agreed that no claim for damages, losses or liability may be made by either party
upan the occurrence of any circumstance, whether directly or indirectly, beyond the control of either party
{including without limitation strikes, work stoppages, accidents, acts of war or terrorism, civil or military
disturbances, nuclear or natural catastrophes or acts of God, business interruptions, disease, national or local
emergency, government action or inaction, travel restrictions, loss or malfunctions of utilities, communications or
computer (software and hardware) services ("a Force Majeure Event”]), to the extent that such circumstance delays
or otherwise makes it illegal or impossible for a party to satisfy its performance obligations under the Agreement. In
the event of a Force Majeure Event, the parties agree to negotiate in good faith any modifications of the terms of
this Agreement that may be necessary or appropriate in order to resume performance obligations under the
Agreement. However, the contract |5 subject to termination/cancellation by the non-declaring party, unless the
parties mutually agree, in writing, to amend the Agreement. As soon as reasonably practicable after a Force Majeure
Event occurs, the non-declaring party will provide a written notice to the other party (or parties) that specifies the
Agreement termination date. In the event of a termination due to a Force Majeure Event, the Vendor will refund to
University all recoverable expenses and 50% of any documented, reasonable, nonrecoverable expenses incurred by
Vendor prior o the date of termination. Vendor agrees to provide University with documentation, acceptable to the
University, in its sole discretion, that details reasonable, nonrecoverable expenses retained by Vendaor relating to the
Force Majeure Event.

11. Procurement Code Required Certifications:

12,

a. Vendor acknowledges and agrees that compliance with the attached Certifications and Additional Terms for

the term of the contract and any renewals is a material requirement and condition of this contract. By
executing the contract Vendor certifies compliance with this subsection in its entirety, and is under a

continuing obligation to remain in compliance and report any non-compliance.

b. This subsection, in its entirety, applies to subcontractors used on the contract. Viendor shall include these
Standard Certifications in any subcontract used in the performance of the contract using the Standard
Subcontractor Certification form provided by the University.

¢. If this contract extends over multiple fiscal years, including the initial term and all renewals, Vendor and its
subcontractors shall confirm compliance with this section in the manner and format determined by the
University by the date specified by the University and in o event later than July 1 of each year that this
contract remains in effect.

Compliance:

a. Statutory Compliance: All commitments by the University under this Agreement are subject to
canstitutional and statutory limitations and restrictions binding upon the University. Vendor agrees to
comply with all applicable federal, state, and local laws, orders and regulations.

b. University Policies and Procedures; Vendor agrees to comply with applicable University policies and

procedures, as applicable,
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€. MNendiserimination: Vendor agrees to comply with all applicable federal and state nondiscrimination, equal
opportunity and affirmative action laws, orders and regulations. Vendor shall not engage in unlawful
discrimination or harassment against any person because of race, color, religion, sex, national origin,
ancestry, age, marital status, protective order status, disability, unfavorable discharge from the military, or
status as a disabled veteran or a veteran of the Vietnam era in the performance of this agreement.

d. Taxes: The Agreement shall not obligate the University to pay taxes unless otherwise required by law.

e. Withholding/Legal Status; Vendor shall provide true and correct information regarding its Federal Tax Payer
Identification Number [FEIN), tax withholding status and legal status information. Any change in the Vendor's
tax withholding status must be immediately reported to the University by Vendar. If a W-8 or W-9 form is
required, payment will not be made prior to receipt of a completed form,

f. Export Control;

i. University agrees to comply with applicable U.S. laws, regulations, orders or other restrictions on
exports and further shall not sell, license or re-export, directly, or indirectly, any information, data,
products, items subject to the Agreement 10 any persan or entity for sale in any country or territory,
if, to the knowledge of University, such action would cause the Vendor to be in violation of any such
laws or regulations now or hereafter in effect.

il. Vendor shall also notify the University if any of the individuals, equipment, data, services provided
or other commitments made or subject to the Agreement are subject to the U.S. Export
Administration Regulations, controlled by the International Traffic in Arms Regulations, subject to
Office of Foreign Assets Control restrictions, or otherwise subject to export restrictions by a federal
FEBnCy.

13. Assignment: This contract may not be assigned, in whole or in part, by either party without the prior written
approval of the other party, except in connection with a merger or sale of all or substantially all of the assetsof
such party provided, however, that the obligations of such party under this Contract shall not be extinguished or
otherwise affected by any such assignment.
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Certifications and Additlonal Terms

Vendor acknowledges and agrees that compliance with this subsection in its entirety for the term of any resulting contract and
any ranewals is a material reguirement and condition of the contract. By executing the contract Vendor certifies compliance with
this subsection in its entirety, and is under a continuing ebligation to remain in compliance and report any non-compliance.

This subsecticn, in its entirety, also applies to subcontractors used on this contract. Vendor shall include thess Standard

Cartifications in any subcontract used in the performance of the contract using the Standard Subcontractor Certification form
provided by the State,

If the contract extends over multiple fiscal years, including the initial term and all renewals, Vendor and its subcontractors shall
confirm compliance with this section in the manner and format determined by the State by the date specified by the State and in
no event later than Juby 1 of each year that the contract remains in effect.

If the Parties determine that any certification in this section i not applicable to the contract it may be stricken without affecting
the remaining subsections.

1 #s part of each certification, Vendor acknowledges and agrees that should Vendor or its subcontractors provide false
information, or fail to be or remain in compliance with the Standard Certification requirements, one or more of the
following sanctions will apghy:

» the contract may be void by operation of law,

* the State may void the contract, and

¢ the Vendor and its subcontractors may be subject to one or more of the following: suspension, debarment, denial of
payrment, civil fine, or criminal penalty,

Identifying & sanction or failing to identify a sanction in refation to any of the specific certifications does not walve
impasition of other sanctions or preclude application of sanctions not specifically identified.

2. Vendor certifies it and its employees will comply with applicable provisions of the United States Civil Rights Act, Section
504 of the Federal Rehabilitatian Act, the Americans with Disabilities Act, and applicable rules in performance of this
contract.

3 This applles to Individuals, sole proprietorships, partnerships and LLCs, but s otherwise not applicable. Vendor, if an
Individual, sole proprietor, partner or an individual as member of a LLC, certifies heshe is not in default on an educational

loan. § ILCS 385/3.

4, Vendor certifies that is has reviewed and will comply with the Department of Employment Security Law (20 ILCS
1005,/1005-47) as applicable.

5. This applies only to certain service contracts and does NOT include contracts for professional or artistic sarvices. To
the extent there was a current Vendor providing the services covered by this contract and the employees of that Vendor
whao provided those services are covered by a collective bargaining agreement, Vendor certifies (i) that it will offer to
assume the collective bargaining cbligations of the prior emplayer, including any existing collective bargaining agreement
with the bargaining representative of any existing collective bargaining unit or units performing substantially similar work
to the services covered by the contract subject to its bid or offer; and (i) that it shall offer employment to all employees
currently employed in any existing bargaining unit who perform substantially similar work to the work that will be
performed pursuant to this contract. This does not apply to heating, air conditioning, plumbing and electrical service
contracts. 30 ILCS S00725-80,
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Vendor certifies it has neither been convicted of bribing or attempting to bribe an officer or employee of the State of
llinois or any other State, nor made an admission of guilt of such conduct that is » matter of record. 30 ILCS 500,/50-5.

If Vendar has been convicted of a felony, Vendor certifies at least five years have passed after the date of completion of
the sentence for such felony, unless no person held responsible by a presecutor's office for the facts upon which the
conviction was based continues to have any Invelvement with the business. 30 ILCS 500/50-10.

If Vendor or any officer, director, partner, or other managerial agent of Vendor has been convicted of a felony under the
Sarbanes-Owdey Act of 2002, or a Class 3 or Class 2 felony under the linods Securities Law of 1953, Vendor certifies at
least five years have passed since the date of the conviction. Vendor further certifies that it is not barred from being
awarded a conftract. 30 ILCS 500/50-10.5,

Vendar certifies it is not barred from having a contract with the State based upon viclating the prohibitions related to
either submitting/writing specifications or prowiding assistance to an employee of the State of linois by reviewing,
drafting, directing, or preparing any invitation for bids, a request for proposal, or request of information, or similar
assistance (except as part of a public request for such information]. 30 ILCS 500/50-10.5(e).

Vendar certifies that it and its affillates are not delinguent in the paymant of any debt to the State (o if delinguent have
entered into a deferred payment plan to pay the debt. 30 ILCS 500/50-11, 50-60.

Vendor certifies that it and all affiliates shall collect and remit Ilinois Use Tax on all sales of tangible personal property
into the State of llinols in sccordance with provizions of the lllinois Use Tax Act. 30 ILCS 500/50-12.

Vendor certifies that it has not been found by a court or the Pollution Control Board to have committed a willful or
knowing violation of the Envircnmental Protection Act within the last five years, and is therefore not barred from being
awarded a contract. 30 ILCS 500/50-14.

Vendor certifies it has neither paid any money or valuable thing to induce any person to refrain from bidding on a State
contract, nor accepted any money or other valuable thing, or acted upon the promise of samae, for not bidding on a State
contract. 30 ILCS 500/50-25,

Vendor certifies it has read, understands and is not knowingly in viodation of the “Revolving Door™ provisions of the llinois
Procurgment Code. 30 ILCS S00/50-30,

Vendor certifies that if it hires a person required to register under the Lobbyist Registration Act to assist in obtaining anmy
State contract, thak none of the lobbyist's costs, fees, compensation, reimbursements or other remuneration will be
billed to the State. 30 ILCS 500/50-38.

Vendor certifies that it will not retaln a person or entity to attempt to influence the outcome of a procurement decisian
for compensation contingent in whaole or in part upen the decision or procuremant. 30 ILCS S00/50-38.

Vendor certifies it will report to the Mlingis Attorney General and the Chief Procurement Officer any suspected collusion
or other anti-competitive practice among any bidders, offerars, contractors, proposers, or employees of the State. 30
ILES 500/50-40, 50-45, 50-50.

Vendor certifies that if it is awarded a contract through the use of the preference required by the Procurement of
Domestic Products Act, then it shall provide products pursuant to the contract or subcontract that are manufactured in
the United States, 30 ILCS 517,

Vendar certifies steel products used or supplied in the performance of a contract for public works shall be manufactured
or produced in the United States, unbess the executive head of the procuring Agency/University grants an exception, 30
ILCS 565,

Drug Free Workplace

201 If Vendor employs 25 or more employees and this contract ks worth more than 55,000, Vendor certifies it will
provide a drug free workplace pursuant to the Drug Free Workplace Act
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0.2 If Vendor |2 an individual and this contract s warth mare than 55000, Vendor certifies it shall not engage in the
unlawful manufacture, distribution, dispensation, possession, or use of a controlled substance during the performance
of the coatract. 30 ILCS 580

Vendor certifies that neither Vendor nor any substantially owned affiliate is participating or shall participate in an
international boycott in violation of the U.S. Export Administration Act of 1979 or the applicable regulations of the United
States Department of Commerce, 30 ILCS 582,

Vendar certifies that no foreign-made equipment, materials, or supplies furnished to the State under the contract have
been or will be produced in whole or in part by forced labor or indentured labor under penal sanction. 30 ILCS 583

Vendor certifies that no foreign-made equipment, materials, or supplies furnished to the State under the contract have
been produced in whole or in part by the labor of any child under the age of 12. 30 ILCS 584.

This applies to information technology contracts and is otherwise not applicable. Vendor certifies that information
technology, including electronic information, software, systems and equipment, developed or provided under this
contract comply with the applicable requirements of the Illingds Information Technology Accessibifity Act Standards a3
published at (wew dhs state il fHtas). 30 ILCS S87.

This only applies to vendors who own residential buildings but is otherwise not applicable. Vendor certifies, if it owns
residential bulldings, that any viclation of the Lead Poisoning Prevention Act has been mitigated. 410 ILCS 45,

Vendor certifies it has not been convicted of the offense of bid rigging or bid rotating or any similar offense of any state
or of the United States. 720 ILC5 5/33 E-3, E-4.

Vendor certifies it complies with the Hlinois Department of Human Rights Act and rules applicable to public contracts,
which include providing equal employment opportunity, refraining from unlawdful diserimination, and having written
sexual harassment policles. 775 ILCS 5/2-105.

Vendor certifies it does not pay dues 1o or reimburse or subsidize payments by its employees for any dues or fees to any
“discriminatory club.” 775 ILCS 25/2.

Vendor warrants and certifies that it and, to the best of its knowledge, its subcontractors have and will comply with
Executive Order No. 1 (2007). The Order generally prohibits Vendors and subcontractors from hiring the then-serving
Governor's family members to lobby procurement activities of the State, or any other unit of gowernment in lilinois
including local governments if that procurement may result in a contract valued at ower 525,000. This prohibition also
applies to hiring for that same purpose any former State employes who had procurement authority at any time during
the one=year period preceding the procurement lobbying activity.

Vendar certifies that if an individual, sole proprietor, partner or an individual as a member of a LLC, he/she has not
received an early retirement incentive prior to 1993 under Saction 14-108.3 or 16-133.3 of the lllinois Pension Code or
an early retiremant Incentive on or after 2002 under Section 14-108.3 or 16-133.3 of the Hinois Pension Code, 30 ILCS
105//15a; 40 ILCS 5/14-108.3; 40 ILCS 5/16-133,

Vendor certifies that it has read, understands, snd i in complisnce with the registration reguirements of the Elections
Code (10 ILCS 5/9-35] and the restrictions on making political contributions and related requirements of the Illinois
Procurement Code, Vendor will not make a political contribution that will violate these requirements. 30 ILCS 500/20-

160 and 50-37.

A person |other than an individual acting a3 b sole proprietor) must be a duly constituted legal entity and authorized to
transact business or conduct affairs in iinols prior to submitting a bid or offer. If you do not meet these criteria, then
vour bid or offer will be disqualified. 30 ILCS 500,/20-43.
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Additional Terms:

Assignment and Subcontracting: (30 ILCS 500/20-120 ) Any contract may not be assigned or transfarred in whole or
in part by Vendar without the prior written consent of the University. For purposes of this section, subcontractors are
thase specifically hired by the Vendor to perform all or part of the work covered by the contract. Vendor shall
describe the names and addresses of all subcontractors to be wilized by Vendor in the performance of the resulting
contract, together with a description of the work to be performed by the subcontractor and the anticipated amount
of money thateach subcontractor is expected to receive purduant to a subsequent contract. Vendor shall notify the
University in writing of any additional or substitute subcontractors hired during the term of a resulting contract, and
shall supply the names and addresses and the expected amount of mioney that each new or replaced subcontractor
will receive pursuantto the Contract. All subcontracts must include the same certifications and disclosures that
Vendar must make as a condition of their confract.

Audit / Retention of Records: (30 ILCS 500/20-65) Viendor and its subcontractors shall maintain books and recards
relating to the parformance of the resulting contract or subcortract and necessary to support amounts charged to the
University. Books and records, including informaticn stored electronieally, shall be maintalned by the Vendor for a
periodof three years from the later of the date of final payment under the contract or completion of the centract, and
by the subcontractor for a period of three vears from the later of final payment under the term or completion of the
subcontract. If federal funds are used to pay contract costs, the Vendor and its subcontractors rust retain ks recands
for a minimum of five years after completion of wark, Books and records required to be maintalned under thiz section
shall be available for review or audit by representatives of: the University, the Auditer General, the Exscutive
Inspector General, the Chief Procurement Officer, State of linols internal auditors or other governmental entities
with monitoring authority, epon reasonable notice and during normal business hours, Vendor and [ts subcontractors
shall cooperate fully with any such audit and with any investigation conducted by any of these entitles. Fallure ta
raintain books and records required by this saction shall establish a presumption in faver of the University for the
recovery of amy funds paid by the University under the contract for which adequate books and records are not
svailable to suppoert the purported disbursement, The Vendor or subcontractors shall not Impose a charge for audit or
exarmination of the Vendor's books and records.

Availability of Appropriathon (30 ILCS 500y/20-60): Any resulting contract is contingent upon and subject to the
availability of funds. The University, at its sole option, may terminate or suspend this contract, in whiole of in part,
without penalty or further payment being required, if the lllinols General Assembly or the federal funding source
fails tomake an appropriation sufficient to pay such obiigation. If funds needed are insuffickent for amy reason, the
Univarsity has discretion on which contracts will be funded,

Transporiation Sustalnability Procurement Program Act (30 ILCS 530710 (b): all contracts for freight, small package
delivery, and any transportation of cargo require providers bo report the armount of energy the service provider
consumed to provide those services to the State and the amount of associated greenhouse gas emissions, including
energy use and greenhouse gases ernitted as a result of the provider's uge of electricity in its faclithes and the energy
useand greenhouse gas emisshons by the sendce provider's subcontractors In the performance of those senvices,

Expatriated Entity: For purposes of this provision, an expatristed entity i an entity that meets the definition
outlined In30 ILCS 500,/1-15.120. Per 30 ILCS 500/50-17, no business or member of a unitary business group, as
defined In the lllinols Income Tax Act, shall enter into a contract with a State agency under this Code if that business

or any member ofthe unitary business group is an expatriated entity unless the Chiefl Procuremment Officer:

a) Has determined the contract is swarded a3 a sole spurce; or

b} the purchase is of pharmaceutical products, drugs, biclogies, vaceines, medical supplies, or devices used to
providemedical and health care or treat disease or used In medical or research diagnaostic tests, snd medical
nuftritionals regulated by the Foad and Drug Sdministration under the Federal Food, Drug, and Cosmetic Act,
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Sexual Harassment Policy: Per 30 ILCS 500/50-80, Vendor agrees that it has a sexual harassment policy that meets
therequirements of or is otherwise in accordance with Section 2-105 of the |llinois Human Rights Act [775 ILCS 5/2-
105). Vendor agrees to provide a copy of the palicy to the University upon request,
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