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Sales Order Torms and Conditions

1. Al Products and Services are provided under the Adobe Enterprize Ucensing Terms conslsting of the attached
General Terms, the attached Security Exhibit, and the attached Product Specific Licensing Terms {collectively,
the “Agreement”).

2. As of the Effective Date of this Sales Order, this Sales Order supersedes and replaces Adobe Sales Ovder
DR1915959 made effective between Customer and Adobe on May 29, 2018 with Agreement Muember (ECR:
0709025.0) (the "Heplaced Agreement”), Subject to the foregoing, the Replaced Agreerment is deemed
effectively terminated. As of the License Term Start Date set forth above, Custemer will be entitled to & credit
under the Replaced Agreement for any prepald but unused fees assoclated with the terminated Products and
Services. If applicable, such credit will bo credited to Customar on the nest invoice issued by Adobe hereunder
per the Billing Cyele set forth above,

3. The License Term is one 12-month base year ["Base Year™), Upon written notics, Custamer may exercise i3
option ta extend the License Term of this Agreement ane year at & time for two [2) additional one (1) year
opkien perads {“Opthen Year 1% and “Option Year 2° respectively]. The Unit Prices and Ueense Fees for each
Optien Year is shown in the Option Year and Option Year & Line [terms (n the tables abowe. Custamer must give
Partner written notice of Customer’s intent bo exercise each Option Year at least thirty (30) days prior to the
end of the then-current License Term.

4. |f Adobe and the liEnois Public Higher Education Cooperative ("IPHEC®) {or similar cooperative of which
Customer is » member) enter (Ao & fystem-wide ETLA I"LII"II'I‘ the License Term, and Customer wishes 10
participate under that agreement, Adobe and Customer will negotiate in good faith an early termination to this

Agresment under which the fees payable by Customer will be pro-robed in aocordance with the shortened
License Term.,

5. The terms of the attached "Mlinols State University Certifications for Mo Dollar Contracts” are incerporated by
this refersnce.

6. Customer agrees to purchase the Base Year Products and Services et out in the Products and Services Pricing
Detail sectipn, All pricing and discounis described in this Sales Ovder are contingent upen Customer's
execution and return of this Sales Order no later than 32 Movember 2019 junless countessigned by Adobe)

7. Adobe i5 not entering inte a direct purchasing relationship with Customer for the Products and Sapsices
Aather, Customer must utilize an Adobe Partner for placing its orders. The Adobe Partmer Is responsible for
setting the terms of payrment with Customer {including but not imited to when payments by Customer are dus
to Adobe Partner], but Customer must submit a second and third year purchase order on or befiore the second
and third anniversary of the start date of the License Term, resgectivaly, if Optian Year 1.and Option Year 2 are
exercised.

Adobe Partner Namea: DELL GLOBAL B.Y. (MNGAPORE BRANCH)
Adobe Pariner Address: 1 DELL WAY
ROUND ROCK TX UNITED STATES FRGH2-7000

8. The foliowing capitatized terms are defined as follows!

(A} "Enterprise” means the entirety of Customes's crganization, Including its Affiiates that meet the
education eligibility critarial for Adobe's education DrOgrams described at

-xdul:l-l:f- arn.r ﬁh-umd :m:lﬁts- Furthtr. "Ennrprlu" mnilnllr mludn Customer's organization and
operations within cerfain natbons that have service or functionality limitations as identified in the
applicable PSLT.
14 Novembar 2019 3:40:52 M
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Adobe Contract Number: (I

(B} “FTE" means the number of full-time Faculty Members =« {number of pari-time Faculty Memberzs = 3] 4
number of full-time $taff Members + (number of part-time 5taff Members + 2).

(C) “Faculty Member® means & then-current employee or independent contractor of the Enterprise whase
primary job duties consist of providing educaticnal instruction to studenis.,

(O} “Staff Member” meaans a then-current employes ef the Enterprise that provides administrative support to
the Enterprise’s educaticnal operations to faculty,

(E] "Student” means an individusl enrolbed part-time or full-time n 8 degree-granting - program o Bn
academic course of study conducted by Enterprize.

9.  For those Products and Sesvices identified as being icensed an an “Enterprise Wide® basis in the Products and
Services Pricing Detalls, Custemer may! (2} permit each Faculty Member and 5taff Member to activate a copy
of the On-premise Software asstciated with the Product and Service on up 1o two Computers which may be
accessed by such Faculty Member or 5taff Member using 8 unbgue log-In identifier: and (b) install a copy of the
On-premise Softwara on any Enterprise-owned Computer located in computer labs and classroams for use by
Students, Facubty Members and Staff Members using 2 unique log-in identifier; Customer represents and
warrants that as of the Effecthee Date, (I} its currént FTE Count ls 3,218 ; (i} & non-binding estimate of
Computers located in computer labs and classrooms on which Customer intends %o install the Products and
Services is 4,287, and (Ei] a non-binding estimate of Faculty Members and Staff Membaers that Customer
intends to authorie as Wsers of the Products and Sendces |s 55400 i Custamer’s FTE Count increases by 5% or
more from the last established FTE Count ["Growth Event”), then Customer must notify Adobe In writing
within 14 days Adobe will invoice Customer for the sdditionsl license fees based on the unit price of the
Products and Services set forth In the Products and Services Pricing Detall and pro-rated through the end of the
then currant License Term,

Customer may permit the deployment of the quantity of Products armd Senvices identified in the Products 3nd
Services Pricing Detadls for use by Students. A Student is permitted to depley the Products and Services an one
non-Enterprise owned Computer which may be accessed by such individual using a unigue log-in identifier. |f
an ndividual ceases to be a Student during the License Term, such individual must de-install its copy of the
Products and Services and cease usage. Customer must manage the allocation of Student ficenses through the
use of the licensing console provided with the Products and Services. Custormer must report any deployment of
the Products and Services in excess of the guantities previcusly purchased using the form found at
woerw. Adobe comfpeftnueup. Such reports are due to Adobe 14 days prior to esch gnnversary of the star date
of the License Term, Customer will ke billed In arrears for 50% of the llcense fee {"True Lip Rates") for each
additional deployment identified in the report and must pay 100% of the True-up Rates for each year {f any)
remaining under this Sales Order.

True-up Rates
Product Par Unit Annual Fee
[Per License Metric, Par Year)
All Apps for Higher EDU Studenty 1300

14 Mowemse 2019 J:A0:53 PR
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Adabe Contract Number: I

By signing bedow, each Party acknowledges that it has carefully read and fully understands this Agregment and
each agrees ko be bound by this Agreement. This Agreement become: effective upon the date of the last sgnature
(the "Effective Date™). The individuals signing this Agreement represent that they have the suthority (o bind the
respective Parties to the terms of this Agreement.

Adobe Inc. Il.EH.Ii] BOARD OF TRUSTEES OF ILLINOIS STATE UNIVERSITY

345 Park Avenue, San fose, CA 95110, United States 100 HOATH UNNERSITY STREET, NORMAEL, IL 81761
UNITED STATES

Garrett Holbrook (Nov 19, 2019) h
L

Authorized Slgnaiure Authorized Signature

Garrett Holbrook

Print HName ) E]_T_’_"-fﬁ Olson

Print Wame

Director Technical Revenue Ops

Tithe Director of Purchases
Title
Nov 19,2019 J!.I’IHI”'ET
Date Date

14 Mowambar JOLD D:40:53 PR
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Adobe Contract Mumber: [ IEIEG

Meorth America

| End User - Bill-Te: 0001445236 eplay-To :
BOARD OF TRUSTEES OF ILLINGIS | DELL MARKETENG LP "BOARD OF TRUSTEES OF ILLINDIS
STATE UMIVERSITY PO, BDX 145257 STATE UNNERSITY
100 NORTH DNIVERSITY STREET AUSTIN, TX, 7TET14-4927 . UNITED STATES | 100 NORTH UNIVERSITY STREET
NORMAL, IL, 61761 NORMAL, IL, 61761
UNITED STATES UNITED STATES

Inwoicing Contact Name!
Contact Ermnail:
us accounts payable dell shp@dell.com

Customer Admin Mame: David
Greenfield
Contact Email: dgresn@@ilsiu. edu
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Adobe Contract fiumbar: T

GEMERAL TERMS (2017v1)

1, DEFINITIONS
11 “Adobe” means one or both of the following:

(&) If the Products and Services are licensed in the United States, Canada, Mexios, United States
territeries and possessions, and United States milltary bases wherever located: Adobe Systems
Incorporated, bocated in 5an lose, California.

(8] IF the Products and Services are licensed in all other countries: Adobe Systems Software Ireland
Limited, becated in neland,

1.2 “Adobe Partner” means an entity thet & appointed by Adobe to process orders from end users, ar 8
resaller of Products and Services to and users,

1.3 “Adobe Techaology” means technology cwned by Adobe or licensed to Adobe by 2 third party
{including the Products and Services. Reports, software tools, algorithms, software (in source and
object forms), wser Interface designs, architecturs, toolkits, plug-ins, objects and Docurnentation,
netwark designs, processes, know-how, methodologhes, trade secrets, and any related intelleciual
property rights throughout the waorkd), and suggestions made to Adotee that are incorporated into any
of the foregoing (which will be deemad assigned to Adobe), a2 well 8 any of the derivatives,
madifications, improvements, enhancements, or extensions of the sbove, whenever developed.

L4 "Affiliate™ maeans, for @ Parly, any other entity that controls, i3 controlled by, or under comman
control with, the Party. For the purposes af this definition, the term “contral™ means the direct or
indirect power to direct the affairs of the other entity through at least 50% of the shares, wvoting
rights, participation, or pconomic interest in this entity.

1.5 “Agreement” means these General Terms, the applicable Product Specific Licensing Terms, and the
Sales Order,

16 “Clakm” means & claim, action, or legal proceeding filed against a Party.

1.7 “Computer” means 3 virtusl or physical device for storing or procesiing data, such 33 servers, desktop
coenputers, faptops, mobile devices, Internet-connected devices, and hardware products. ‘Where a
device contains mace than one wirtual emvironment (including virtual machines and wvirtual
processors], each virtud environment will be counted a5 & separate Computer.

1.8 “Confidential Information” means non-public or proprietary information about a disclosing Party’s
business related to technical, commerdal, firancial, emploves, o planning information that iz
dizciosed by the disciesing Party 1o the other Party in connection with this Agreement, and s {A)
identified in writing as confidential at the time of disclosure, whether in printed, textual, graphic, or
glectronic form; or [B) disclosed in non-tangible form, Identified a3 confidential an the time of
disclosure, summarized in & writing labeled 25 “confidential®, and delivered to the recelving Farty
within 15 days after disclosure. Any Adobe Technology and the terms and conditions of this
Agreement will be deemed Confidential Information of Adobe without any marking of further
desigriation. Any Customer Data will be deemed Confldential Informathon of Custormer sithout any
marking.or further designation, "Confidential infermation™ does not include information that; (1) has
become public knowledge through no fault of the receiving Party; (2} was known to the receiving
Pasty, free: of any confidentiality obligations, before Its disclosure by the disclosing Party; [3)
becormes known to the receiving Party, free of any confidentiality ebligations, from a source other
than the discloting Party; or (3} i independently developed by the receiving Party without use of
Confidential Information,

1.9 “Customer” mepns the entity identified in the Sales Order as "Custtarmer or othemaise identified in
thie Safes Order a4 the end wser customes,

14 November T019 3:80:57 P8
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Adobe Contract Mumber: bbbl

“Customer Content” means any material, such as swedia, video, text, or images, thet i imported into
the On-demand Senvices or Managed Services by or on behalf of Customer in connection with
Customer’'s use of the Products and Services, including for collzboration, content delivery, digital
publishing, targeted advertising, or indexing.

“Custormer Data™ means any information that is impoarted by ar on behalf of Customer into the On.
demand Services or Managed Services from Customer's internal dats stores of other third-party data
providers, od is collected via the Distributed Code, in connection with Customer's use of the Products
and Services.

“Customer Site™ means a0y current or future website or application that is owned and operated by
Customer, or is hosted ar operated by a third party or Adobe on Customer's behalf, and that containg
a privacy podicy or térms of use governing date colledtion practices that Customer controls,

“Dastributed Code” rmeans HTML tags, favaSoript code, object code, pluging, SDKs, AMs, or other code
provided by Adobe for use of the On-demand Senvices or Manaped Services,

“Docurnentation” means the technicel usage and praduct descriptions of the Products and Services
published by Adobe on https:heipx.adobe.com) product-descriptions himl, which may be updated
Tram tire ta time. “Documentation” does not indude any ferum o content by any third party.

“Effective Date™ means the effective date stated in the 5ales Order.

“Enterprise Licensing Terms” means these General Terms and the applicable Product Specific
Licensing Terms,

“Indemnified Technology” mesns On-demand Services, Managed Services or On-premise Software
|as applicable}, paid for by Customer.

"License Metric” means the per-unit metrcs specified by Adobe concerning the lcensed guantities in
the Sales Order, to describe the soope of Cuttomer's license 1o use the Products and Sendces.

“License Term” means the duration of the hicense for Products and Services, as stated In the Sales
Cirder, or anvy shorter term arfsing from a termination of this Agreement.

"Managed Services” means the technology senvices hosted by or on behaif of Adobe and prosided 1o
Custormer as a dedicated instance, &5 48t ot in the Sales Order.

“On-demand Sendices” means the technology services hosted by or on behalf of Adobe and provided
te Customer as a shared instance, as <&t out b the Sales Order.

"Om-pramize Software”™ means the Adobe software that is deployed by or on behalf of Customer on
hardware designated by Customier, as set out in the Sabes Order,

“Party” means Adobe or Customer, asapplicable,

“Products and Services” means the On-premise Software, On-demand Sendces, Managed Servicoes, of
Prafessional Services, as set aut In the Sales Order.

"Product Specifle Licensing Terms™ or “PSLT" means the Product Specific Licensing Terms document
that describes the addithenal Hcensing terms for specific Products and Services,

“Professional Services” means any consulting, training, implementation, or Lechnical services
provided by Adobe to Customer, as set out In the Sales Order,

“Report” meani any graphical or numerical display of Customer Data that contains Adobe's
proprietary design, look and feed, and is generated by the On-dermand Services or Managed Services,

“Sales Order” means the sales order form, statement of wark, or other written documaent for the
Products and Services that & elther (A} executed betwesn Adobe and Custamer; or (B) il no such
documents are executed batween Adobe and Customer and Customer s purchasing through an
Adobe Partner, ececuted between Customer and the Adobe Pariner.

14 NovembBar 2009 340:51 R
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Adobe Contract Numbser: ilihise—

1.2 "Sensitive Personal Data® is given the meaning wnder relevant privecy or data profection |aws relating
to this term or any similar berm {such as "sensitive personal Information”] wsed in the applicable laws,
of whire no such laws apply, means an individual's finsncial information (induding financal secount
information), sexuaf prefeérences, medical or health information, and persenal Information of children
protected wnder any child protection laws {such as the personal information defined under the 15
Children’s Online Privagy Frotection Act),

1.30 “Usar” means an indhidual {gither an employee or témiporany worker of Customer) who may use ar
access the Products and Services,

FAYMENT OF FEES

This section 2 has keen deleted, as Customer is ardering from an Adobe Partner; accordingly. | payment terms
are agreed between Customer and the Adobe Partnier.

DELIVERY

On-premise Software is deemed to be delivered and accepted by Customer on the earfier of the date the On-
premise Solftware it made available for electronic download ar, If applicable, the date that Adobe ships the
tangible media {eg., C0 or DVD) containing the On-premise Sofpware FOB origin, Gn-demand Services or
Managed Services ane deamed to be defivered and sccepted on the Licenss Term start date.

LICENSE AND RESTRICTIONS

4.1 License Grant for On-demand Services and Managed Services, Provided Customer purchases the
respective Prodwets and Serdces, Adobe grants Customer, during Uhe License Term, a Aon-
translerable, non-exclusive license, bo:

(A permit Users to access the Products and Services and where applicable, Reports, through the
applicable interfaces;

{8} install, implement, and use the Distributed Code on Custormer Sites; and

{C} develop and test Custorner Custormizatbons [as that term s defined in the PSLT for the applicable
Managed Services) to ovaluate potential configurations of the Managad Senvices,

all splely In connection with Customer's use of the Products and Services in atcordance with the
Documentation Tor its direct beneficlal business purposes. Unless atherwise specifically limited in the
Cales Ovder, User login 104 and passwords will be pravided to Custdmer in & guantity mutually agreed
upon by Customer and Adebe. Custormer must not share its login 1Ds and passwords, ang s
responsible for unautharized access to its login IDs and passwords. Customer must not afow the use
af the same login 1D simultaneausly by two or mare Users.

4.2 Ligense Grant for On-premise Software. Provided Customer purchases the respective. Products and
Services, Adobe grants Cusbomer, during the Licenie Tesm, & non-exclusive and non-transherable
llcense Lo

(&} install and use the Products and Senvices in accordance with the Documentation on Computers
for s direct beneficial business purposés, for the platforms and quantities set out in the Sales
Order; and

(B} make a reasonable number of copies of the On-prermise Software for archival purpoces snd install
and use the coples only when the primary copy has failled or Is destroyed. Custormer may also
install coples of the On-premise Software in a disaster recovery environment, on a cold backup
basis, for use solely in disester recovery, and nol for production, development, evaluation, or
testing. For purposes of the prior sentence, cold backup basts means that the backup coples are

4 Nowember I0L9 3:40:52 FM
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Adobe Contract Rumber: [N

compietely disconnected from any wse environment and not receiving automatic data updates,
4nd those backup copies réquire a manual activation process to pick vp the use environment load
during the fallure of the primary coples.

4.3 License to Decumentation. Customer may make and distribute coples of the Documentation for use
by Users in connection with use of the Products and Services In accordance with this Agreement, but
no more than the amount reasonably necessary. Any permitted copy of the Documentation must
contain the same copyright and other proprietary notices that appear in the Decumentatian,

4.4 License Restrictions. Except &5 permitted undar this Agreement, Customer must not:

(A} use the Products and Services In (1) violation of any applicable law (incleding, where applicable,
COPPAL or In connection with walawful materal [such as materlal that viodates any obscenity,
defarnation, hasadsment, privacy, of intellectual property lawes); or (2] & mannes that would cause
a maberial risk to the security or operations of Adobe or any of its customers, or Lo the continued
norma# operation of other Adobe customars;

{8} copy, use, distribube, repuldish, download, display, transmit; sell, rent, lease, host, or sub-license
the Products and Services;

[C} offer, use, or peemet the use of the Products and Sennces in a cormputer serice budiness, third-
party gutsourcing sendce, on 3 membership or subscription basis, on a serdice bureaw basls, on a
time-sharing basis, as part of a hosted service, or on behalf of any third party;

(O} attempt to interact with the operating system underlying the On-demand Services and Managead
Services, or modify, create derivative works of, adapt, translate, reverse enginesr, decompile, or
otherwise attempt to discover the source code n, any Adobe Technology. Thic restriction will mat
apply to the extent it limits any non-wahvable right Custormer may enjoy under applicable law;

[E} remowe, obscure, or alter any proprietary notices assoclated with the Praducts and Sendces
{inciuding any notices in Reports);

[F] use any softeare cormponents, modules, or other sefvices that may be delivered with the
Products and Senvices, but which are net licensed to Customar and identified in the Sales Order;
or

(G) wnbundie any components of the On-premdse Software for use on different Cornputers as the On-
premise Software s designed and provided to Customer for use 45 a single product,

Adobe reserves all other rights not expresshy granted in this Agreement.

4.5 Third Party Providers. I Custommer uses certsin features of the Products and Serdces in conjunction
with third party data, products, sendces, and platforms [e.g. social media platforms, media partners,
wirgless carriers, or d:_u'il:: operating systems), thea Customar iy responsible for complying with the
termd and conditions reguired by such third party providers, and &l such use is at Customer’s own
risk,

.6 Regional Service Limitations. Unless specifically Feented i the Sales Oeder, Customer 1% nal
permitted towusae or allow it Users to use the On-demand Services and Managed Services in mainland
Chiri, Russia and any other country whore usage is restricted by local laws,

5 THIRD-PARTY ACCESS

51 Use by Affiliates. Customer may allow jts Affiliates to use and acoess the Products and Services, onty
if, and as spacified in, a Sales Order,

14 Nowemiepr 2009 340:52 PR
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Adiobe Contract Numbser: RN

Outsourcing and Third-Party Access. Customer may aflow a third-party contractor to cperate, use or
sccess the Products and Services solely on Cusiomer’s behalf, but only . {A) upon Adobe's request,
Custorner provides Adobe with the identity of the contracior and the parpose for the contractor’s wse
or access to the Products and Services, and (B] the use or access by the cpntractor is only for
Customer's direct beneficial busingss purposes.

Customer Responsibility. H Customer allows any persen or entity to operate, use or access the
Produsts and Serdees, [ncheding under sections 5.1 (Use by Affiliates) or 5.2 (Outsourcing and Third-
Party Access), Custosner i responsible for ensurning that such person or entity complias with the terms
of this Agreament,

No Additienal Rights. For clarity, the rights granted under this section 5 (Third-Party Access) do not
metadify the License Metric or increase the nembér of licenses granted wnder this Agresment.

CUSTOMER CONTENT AND DATA

6.1

6.2

6.3

]

6.5

b6

Ownership. Customer owns (or where applicable, must enswre it has a valld license to] the Customer
Data and Custemer Content, subject to Adobe’s underlying intellectual properly in the Adobe
Technoiogy.

Parmitted Use. Customer grants Adobe and its. Affiliates a non-sxclusive, wortdwide, royaity-froe
lfpense to use, copy, transmit, sub-litense, Index, store, snd display Customer Data and Customer
Content solely: (A) to the extent necessary to perform its obligations or enforce its rights under this
Agreement; or {8) where required or authorized by law,

Anonymized and Aggregated Data. Unless otherwise stated in the PSLY, Customer grants Adobe and
its Affiliates a non-exclusive, perpetual, worldwide, royalty-iree license to use, copy, transmit, sub-
leense, index, model, pggregate [Including with other customers’ data), publish, display and distribute
any anonymous information derived from Customer Data (such as, but not limited to, web browses,
screen riselution, and mobile device-type infarmation),

Responsibllity. Customer retains complete control over the Installation and configuration of
Uastributed Code, and each Customer 5ite and Customer Confent. Custormer is responsible for
ensuring that all Customer Sites used with the On-demand Services or Managed Services, and all
Customer Data and Customer Cantent comply with all applicable laws and regulations. Customer will
tike reasonablie steps to identify and promptly remove ary Customer Data or Customer Cantent that
violates the requirements of section 4.4{A) ("Unkawtul Content”], in accordance with applicable laws
and regulations. If there i Unlawful Content, Adobe ey suspend services oF remove the Unlawhul
Content.

Consumer Generated Content. If content generated by consurners of Customer is. uploaded to
Adobe's On-dernand Services and Managed Services, the following terms apply:

[A] Adobe does not review 3 content uploaded to Adobe On-demand Services and Managed
Services, but Adobe may use avallable technologies or processes bo screen for certain types of
illegal content [for example, child pormography] or other abutive content o behavior {for
exarmple, patteis of sctivity that indicate spam or phishing]; and

i8] Adobe may access or disclose infarmation about Customer, its consurmers, or Customer’s win of
the On-demand Services and Managed Services when (U is required by law [swch a3 when Adoba
receives 3 valld subpoena or search warrant.

Data Retention, With respect to On-demand Services, Custamer Data may be permanenthy deleted
from Adobe’s servers 25 manths from the date of 115 collection or receipt, unbess specified atherwdse
in the respective P5LT,
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Usage Analytics.. Adobe may develop, modify, improve, support, and operate its Products and
Services based on Customer’s use, 55 applicable, of any Products and Services.

7.  CONFIDENTLALITY

Tl

T2

7.3

]

a1

B2

B3

No Use or Disclosure. The receiving Party will only use Confidential infarmation for the purposes of or
as permitted wnder this Agreement and will mot reproduce, disseminate, or disclose Confidential
Information to any person, except to its employees and authorized representatives [i.e., termporary
employees, consultants, and contractors] who need to. know the Confidential information for the
purposes of this Agreement and are bound by confldentiality obligations at least 25 restrictive as
those in this section 7 (Confidentiality]. 1SU reserves the right to disclose contract purchase
imfarmation as required by the State of Hlingis Freedom of Information At without pre-notification or
appreval from the Vendar,

Protection of informatlon. The recelving Party will treat Confidential Information with the same
degree of care as it treats its own information of simiar sensitivity, but newer with less than
reasanable care,

Permitted Disclosure. The receiving Party may disclose Confidential Information: (4) as approved in a
writing signed by the disclosing Party; (B) 08 necestary to comply with any law or valid order of 2 court
or other governmental body; o (C) 25 necessary o extablish the rights of either Party, but in the case
of [B) and (C}, only If the recelving Party promptly notifies the disclosing Party of the details of the
reqguired disclosure and gives the disclosing Party all assistance reasonably required by the disclosing
Party to enable the disclosing Party to take avaltable steps to prevent the disclosure or to ensure that
disclosure aoours subject to an aparopriate cbiigation of confidence.

Responsibility for Representatives and Affiliates, For the purpose of this section 7 {Confidentiality]
and the definition of “Confidential Infermation”, a reference t9 a Party means 3 Party and its
Affifiates. The recgiving Party is responsible for ensuring that iS5 reprisentatives snd Affiliates Fully
earmply with the ebligations of the recaiving Party under this sectign,

PRIVACY AND SECURITY MEASURES

Campliance with Privacy Laws. Adobe will comply with applicable privacy and data protection laws
regarding the processing and storage of Custemer Data in connection with its rale as described in the
Agraarment.

Security Measures. Adobe has implemented reasonable information security practices regarding the
protection of Customer Data, Including administrative, technical and physical security rmessures

consistent with the information found at www.adobe comfgo/devdcompliance, for the applicable
Cregemand Services or Managed Services.

Security Claims. In the svent of a Security Claim, Adobe will, 3t its expense;

(&) defend any thind-party Claln ageinst Custemer caused by Adobe's fallure to comply with section
B.2 {Security Measures) to the extent such failure resulis in the unauthorized acquisition by a
third-party of Custamers Data [“Security Clabm®), and

{8} indemnify Customer from and against any of the following, to the extent directly attributable to &
Security Claim;

(1) Adobe-negotiatéd settiement amounts (ko the extent Adobe is parmitted to setthe);
{2} darmages finally awarded by a court;
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(3} ecredit monitoring sendces (up Lo one year in duretlon), provided throwgh a nationally-
recognized credit monitoring service, for each individual affected by the incdent giving rise
to kthe Security Claim;

i4) forensic anabysis of the Incident giving rise to the Security Claim, to the extent the incident
emanates from the Dn-demand Services or Manaped Services;

(5] reasonable attorney's fees and costs associated with an investigation browght by a
governmental agency a5 a direct result of Adobe's fallure to comply with section 8.2 [Security
Meazures) to the extent such fadlure results in the unautharized acquisition by a third-party
of Custormier Data; and

{6) reasonable eut-of-pocket expences of Customer associated with satisfying applicable
statutory reguirements related to notifying affected individuals of the incident giving rise to
the Security Claim,

[5) Irrespective of how damages are characterized by & court of competent jurisdiction [ssuing the
final award or in the written tettlement agreement signed by Adobe, the damages described In
setion B.3(0] will constitute direct damages,

84 Conditions
(A Adobe will have o liability for any Security Claim to the extent such dabm arises from:

[1} any act or emission of Customer that impedes or privents Adobe's ability te comply with
settion B.2 {Security Meaduras);

{2t any Customer Customization (as defined in the applicable PSLY), or any wulnerability in the
Customes Contént or Customer Data; of

{3} Customer's breach of section 4.5 [Third Farty Providers].
(8] adobe's abbgations under sectieh B3 (Secunity Clalms) are conditioned upon Customes (ta the
extent permitted by appiicable law]:
{1} prompily notifying Adobe of amy Claim in writing:
(2] cooperating with Adobe in the defense of the Claim;
{3] granting Adobe sole controd of the defense or setttement of the Clalm; and
{4] refraining from making &ny admissons about the Claim.

85 Remaedies, The remedies in section 8.3 {Security Claims] are Customer’s sola and exclusive remadies
and Adobe's sole liability and obligation regarding Adobe's failure 1o comply with section 8.3 [Security
hteasures) and any confidentiality claims involving Customer Data that may arise from an Incident
giving rise to the Security Claim {notwithstanding section 11.3{8}L

BE Privacy Policy. In connection with Customer's use of the On-demand Services and Managed Servicas,
Customer will conspicuously display a privacy poficy or other notice, from the primary consumer
interface, that:

[A) - discloses Customer’s privacy practices;

[BY identifies the collection [via Distributed Code, where applicable) and use of information gathered
I connection with the Products and Services, as applicable; and

) offers individuals an opportunity o opt out of (or opt-in if applicable law requires) the callection
or use of data gathered in connection with the On-dermand Services or Managed Services. Adobe
reserves the right to recommend to Custormer that it modify Its privacy disclosures to address
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updates or changes to appicable law, Industry self-regulation, or best practices, and Customer
Jgrees to undertake 3 good faith effort to address such recommendation]s),

&7 Sensitive Personal Bata. Customer agrees not to collect, process, or store any Sensitive Personal Data
wsbng the On-demand Services or Managed Services, Cuitomir agrees not to transmit, discloss, orf
make available Sensitive Personal Data to Adobe or Adobe’s third-party providers.

Ba Professional Services. For Professional Services, Custormer will not provide access to Personal Data
unless specifically agreed to bn writing.

9 THIRD PARTY INTELLECTUAL PROPERTY CLAIMS

9.1 Adobe's Obligations. Adabe will defend, at its expense, any third-party Claim against Custamer during
the License Term fo the extent the Claim alleges that (Al the Indemnified Technology directly infringes
the third party’s patent, copyright, or trademark; or that (B) Adobe has mizappropriated the third
party's trade secret [Yinfringement Clalm"). Adobe will pay any damages finally swarded by 8 couwrt of
competent jursdiction [or settlement amounts agreed to in writing by Adobe).

- e Adobe’s Response. in the defense or settiement of any Infringement Claim, Adobe may, at 15 sole
option and expense:

(A} procure for Cujtomes & license Lo continue using the Produets and Serioes under the terms of
this Agresment;

(8] replace or modify the sllégedly Infringing Products and Services ta avold the infringemant; or

(C}  terminate Customer's license and access to the Products and Services (ar its Enfringing part).and
fefund:

(1] In the case of Produects and Services Scensed for a limited term, any prepald unused fees as
of the date of terminatian; or

(2} in the case of On-premise Software licensed for a perpeteal term, an amount egqual to the
pro-rata valee af the On-premise Software, caleuiated by depresiating the fee paid by
Customer for the On-premise Software on 2 stralght-line basis using a wseful life of 34
manths from the date of initial delivery of the On-premise Software;

but anby if Customer purges and destroys all copes of the On-premise Software [and any related
materiatc) and Distributed Code from all computer systems on which it was stored,

9.3 Conditiens, Adobe will have no lishility for any Infringement Clalm:
{A] that arises from any:
11) use of the Prodiects and Serdlces in viclation of this ﬁ.gréemmt_'.
{21 midification of the Products and Services by anyone other than Adobe;

(3] fatlure by Customaer to Install the lstest updated wersion of the Products and Services as
requested by Adobe to avoid infringement; or

[4] third-party products, services, hardware, software, or other materials, or combination of
these with the Products and Services, if the Products and Serdices would not be infringing
without this combination: or

1B} if Customer Fails to:

(1} notify Adobe In writing of the [nfringement Clalm promptly wpon the earfler of learning of or
receiving @ notice of it, to the extent that Adobe s prejudiced by this failure;

{2} provide Adobe with reasonable assistance requested by Adobe for the defense or seftdement
(a5 applicable) of the Infringement Claim;
14 Mowamaber F019 3-40:52 PM
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13} provide Adobe with the exelusive right to contrad and the authority to settle the Infringement
Clalm; or

4] refrain from making admissiens about the Infringement Claim without Adebe’s prior written
consent.

9.4 Sole and Exciusive Remedy. The remedies in this section 9 [Third Party Intelleciual Property Claims)
are Customaer’'s sale and exclusive remedies and Adobe’s sole llabity regarding the subject matter
giving rise to any Infringement Claim,

10. OTHER CL&IMS

0L Customer’s Obligations. Customer will, at its expense, defend or settie any third-party Claim against
Adobe to the extent it arises from:

(Al Customer's fallure to comply with Customer’s data privacy policy, the applicabla data proetection
laws, guidelines, regulations, codes and rules, and its obligations relating to Personal Data
contained in this Agreemeant;

{8} any Customer Customdzation (a5 defined in the applicable PSLT], Customer Content or Customer
Data (exchuding clalms arising from Adobe’s failure to comply with section B2 [Security
Measures)]; or

1€} Customer's breach of section 4.5 (Third Party Prondders).

Customer will pay any damages finally awarded by a court of competent jurisdiction {or settlement
armiounts agreed to in writing by Customer). The Limitation of Liability provision in the General Terms
does not apply to Custemer’s liabllity or oblsgations under this section.

102  Conditions. Customer's abligations under this section 10 (Other Claimsg) are conditioned upan Adobe
[to the extent permitted by applicable law): (1) promiptly notifying the Customer of any Claim In
writtng: [2) cooperating with the Customer in the defense of the Claim; (3) granting the Customer
ole control of the defende or settement af the Claim; and [4) refraining from making any admissiong
about the Claim.

103 Sode and Exclusive Remedy. The remedied in this section 10 ame Adobe's sole snd exdusive remedies
and Custormer's sabe Habllity regarding the subject matter giving rise o any sueh Claim,

11, UMITATION OF LEABILITY

111 MNeither Party will be liable to the other Party lor any special, indirect, moral, consequential,
incidental, punitive, or exemplary damages; boss of profits; loss of reputation, use, or revenue; loss
or corruption of data; or interreption of buginess,

11.2 The maximum aggregate lability of each Party for each and afl Clakms (individually and together)
under or rolating to this Agreement or its subject matter is limited to an amount equal to the

aggregate of the fees payable by Customer under this Agreement during the 12 manths before the
inittial Chaim,

113 Sections 11.1 and 11.2 (Limitation of Liabifity):

(A} apply regardless of the form or source of Claim or loss, whether the Claim or loss was
foreseesble, and whether a Party has bean advised of the possibility of the Claim or lofs; and

{8} do not apply in any breach of Section 7 [Confidentiality], Customer’s use of Adobe Technology

beyond the scope of any license granted under this Agreement, or Customer's failure to pay
any amounts owing o Adobe under this Agreament.

12, WARRANTIES
14 November 2019 3:40:52 FM
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121 Limited Warranty and Remedy for On-demand Services and Managed Services. Adobe warranis that
the On-demand Services and Managed Services, as delivered to Customar, will substantiaily
canfarm to the applicable Documentation during the License Term, to the extent that the On-
demand Services and Managed Services constitute Indemnified Technofogy. Customer must notify
Adobe of a clalm under this warranty within 20 days of the date on which the condition giving rise
to the claim first appeared. To the extent permitted by law, Customer's sole and exclusive remedy
and Adobe’s sole liability under or In connection with this warranty will ba a replacement of the
Distributed Code (as applicable), or if replacement is not commaercially reasanable, a termination of
the applicable On-demand Service or Managed Service and & refund of any pre-pald unused fees for
the applicable Dr-demand Service or Managed Sarvice.

12.3 Limited Warranty and Remedies for On-premise Software. Adcbe warrants that the On-premise
Software will substantlally conform to the applicable Documentation for 90 days following the
delivery of the On-premise Software, to the extent that the On-premise Software constitutes
indemnifled Technology. Customer must make these warranty clalms to Adobe within this 30-day
period. To the extent permitted by law, Customer's sole and exclusive remedy and Adobe’s sole
Kability under or in connection with this warranty will be, at Adobe's option, a replacement of the
On-premise Software, or refund of the fees Customer pald for the On-premise Software.

123 implied Warranties. To the maximum exent permitted by law and except for the express
warranties in this Agreement, Adobe provides the Products and Services on an "as-is" basks. Adobe,
its Affiliates, and third-party providers disclabm and make no other representation or warranty of
any kind, sxpress, implied or statutory, Including representations, guarantees or warranties of
merchantabilty, ftness for a particular purpose, title, non-infringement, or accuracy, Customer
acknowladges that (A) neither Adobe, its Affiliates nor its third party providers controls Customer
equipment or the transfer of data over communieations (acilities (Including the Internet); (B) the
Products and Services may be subject to lmitztions; interruptions, delays, cancellations, and ather
probdems inherent in the use of the communications facilities. (including search engines and social
media channels); and [C] it is fully responsible to install appropriate security updates and patches.
Adobe, its affillates, and its third party providers are not responsible for any Interruptions, delays,
cancellations, delivery failures, data loss, content corruption, packet loss, or other damage resulting
from these probilems.

13. LICEMSE ODMPLIANCE

13.1 Adobe may, at its expense and no mare than once every 12 moanths, appoint its own personnel o an
independent third pariy (or both] to werify that Customer's use, Installation, or deployment of the
Products and Services (or other Adobe Technology used in conjunction with the Products and
Serviced] comply with the terms of this Agreement.

13.2 For On-premise Software and any Distributed Code; the verification will require Custormer to provide
within 30 days of request (&) raw data from-a software asset managerment tool of all On-premise
Software and Distributed Code instefled or deployed by or at the direction of Customer, Inchwding
installathon or deployment on serders owned by Customer or provided by third parties; (8 al walid
purchase documentation for all On-premise Software and Distributed Code; and [T} any information
reasonably requested by Adobe.

133 Any warification may include an onsite audit conducted at Costomer’s relevant places of business
upon 7 days prior notice, during regulas business hours, and will not unressenably interfers with
Customer's business activities

134  If the werification shows that Customer, its Affiliates or third-party contractors of Customer of it
Affillates are deploying: installing or wsing the Products and Services [or other Adobe Technology used
in canjunction with the Products and Servicas): [A) beyond the guantity that was legitimately licensed;
or (B in any way not permitted under this Agreerment, so that additional fees apply, Customer rmust
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pay the additional license fees and any zpplicable related maintenance and swpport fees within 30
days of involce date. If use, deployment, or Installation exceeds 5% of that which s permitied under
this Agreement, Customer must pay Adobe’s reasonable costs of conducting the verification, in
addition to paying the additional fees.

14. SPECIFIC PROVISIONS FOR PROFESSIOMNAL SERVICES

141

14.2

14.3

144

License to Deliverables.

&) Without lirniting or modifying any license granted to Customer for the On-premise Software, On-
demand Services or Managed Serices, Adobe grants Cwstomer 8 non-exclusive, non-
sublicensable and non-transferable license to use the materials developed and prowlded to
Customer by Adobe in performing the Professional Services ("Daliverables”) solely for Customer's
direct beneficial business purposes.

{8} Adobe retains all rights, tithe and Interest [Including intellectual property rights) in and to the
Defiverables. To the extent that Customer participates in the creation or maodification of any
Adobe Technology or Dellverables, Customer walves and assigns to Adebe all rights, tithe and
interest (including intelleciual property rights) in the Adobe Technology or Deliverables. Adobe is
free to wie the residuals of Confidential Information for any purpose, where “residuals” meons
that Confidential Information disclosed in non-tangible form that may be retained in the
mamaries of representatives of Adobe.

Employment Taxes and Obkigatlons. Adobe 1z responsible for 21l tases and any employment

obligations arising from its employment of personned and contractors o perform the Professional
Services,

Warranty. Adobe warrants the Professional Services will be performed in @ professional and
workmanlike manner. Customar must notify Adobe in writing of any breach of this warranty within 30
days of deldivery of such Professional Serdce. To the extent permitted by law, Customer's sole and
enclusive remedy for breach of this warranty and Adobe's sole Bability under or In connection with
this wearranty will b re-perfarmance of the relevant Prolesdional Service.

Use of Subcontractors. Customer agrees that Adobe may use subcontractors in the performance of
the Professional Services. Where Adobe subcontracts any of its obligations concerning the
Frofessional Services, Adobe will not be relleved of its obligations to Custormer under this Agreement.

15. TERM AND TERMINATION

151

152

Term. This Agreement applies to each of the Products and Services fram the Effective Date wntil the
explration of the applicable Uicense Term or the terey for Professional Servioes, unless terminated
earlier under this Agreement. The term of the Agreemant lincluding original and renewal terms)
shall not excéed ten [10) years in total,

Termination for Cause

[A] Material Breach by Either Party. if either Party commits a material breach of this Agreerment, the
non-Dreaching Party may give written notice describing the nature and basis of the breach to the
breaching Party. If the breach is not cured within 30 days of the notice date, the non-breaching
Party may immediately terminate this Agreement, in whole or in pat.

i8] Breach of Confidentiality Provisions. If a Party is in breach of any confidentiality provisions of this
Agrepment, the non-bresching Party may terminate this Agreement, (n whele or in part,
immediately by giving the breaching Party written notice of the breach,
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(C) Other Bresches. Adobe may terminate this Agreement, in whole or in part, immediately upon
written notice to Customer, I required by law: or Customer bresches section 4.4 (D) of these
General Terms,

15.3 Effect of Termination or Explration,

[A] Ugpon termination or expiration of this Agreement or any License Term for the Products and
Services:

(1) the license pnd associated rights for the Products and Services will immediately terminate;

2) Customer must, at its expense: (3) remowe and delete 2l coples of the On-premise Software
and Distributed Code; and {b] rermove all references and (Enks to the On-damand Services or
Managed Services from the Customer Sites. Some or all of the Products and Services may
cease o operate withsut prior notice wpen expitation or termination of the License Term;
and

{3 Customer Data and Customer Content stored within the On-demand Services will be
awaiable ta Customer for 30 days after the termination or expiration in the same format thon
availabie within the reporting interface(s].

(B8] Custamer will be lishle for any fees for sny On-demand Services and Managed Services that are
st in use or which remain active after termination or expiration of this Agreament. These fees
will ba Invoiced to Customer at the rate set out in the Sales Order,

iC1 I Adobe reasonably determines that Custoreer's depioyment of the On-demand Sersces or
Managrd Senvices containg or creates a materfal nisk to Adobe Technology, Adobe’s Confidential
information, the security or business operations of Adobe, any customer of Adobe, or to the
continwed normal operation of other Adobe customers, then Adobe may, af any time, upon
writhen notice o Custormern, Immediately suspend or berminate Customer’s access, in whole or In
part, o the On-demand Services or Managed Services, until such rigk is resolved, Adobe will use
commercially reasonable efforts to mitigate any such security or operational risk prior to
sspansion or termination and only will look to such efforts a5 a final optien to avold such risks,

154  Survival. The termination or expiration of this Agreement will not aflect amy provisions afl this
Agreement which by thelr nature survive termination or expiration, inchuding the provisions that deal
with the following subject matters: definitions, payment obligations, confidentiality, term and
termination, effect of termination, Intellectual property, Boense compliance, limitation of Hability,
privacy, content monitoring, and the “General Provisians” secthon in these General Terms,

16. GEMNERAL PROVISIONS

161 Assignment,

[&] This agreement may not be assigned, i whole or in part, by elther party withous the prior written
conseént of the other party. However, if Cusiomer declines to agree to an assignment by operation
of law dug to a merger or acquisition by Adobe, Adobe may terminate this Agreement for its
convenience. Insuch event, fAdobe will refund aa a pro-rata basis any pre-padd, unused hicense
fees,

8] Any {attempted] assignment in derogation of this section will be null and waid.
16.2 Governing Law, This Agreemans is governed by and construed under the laws of the state of Hlinols.

16.3  Force Mapeureé, Mesther Party ks liable for fallure vo perform its obligations under this Agresmint
{except for any payment obligations] to the extent that performance ks delayed, prevented, restricted
or interfered with a3 3 result of any causes beyond its reasonable control, inchuding acts of God,
terrorism, labor action, fire, fiood, earthguake, fallure of third-party providers, denial al service
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attacks and other mallcious conduct, utility fallures, power outages, or governmental acts, orders, or
restrictions.

Injunctive Relief. Actual or threatened breach of egrtain sections of this Agresment (such a3, withaut
limitation, provisions on infellectual progerty (including ownershipl, license, privacy, data protection
and confidentinlity) may couse immediste, Frepacable kasm that = diffieult to caleulate and cannot be
rermedied by the payment of damages alone. Either Party will be entitled to seek prellminary and
permanent injuncthve relief and other eguitable reltef for ary such breach.

Motices. Any notice given under this Agreement must be in writing by email to the following
addresges  (or  addresses  notified  in writing by either  Party);  to  Adobe:
ContractMotifications @adobe com; and to Customer; at Customer’s email address stated on the Sales
Drder, or if Customer's Sales Order is with an Adobe Pariner, at Customer’s registered address.

No Agency. Mothing in this Agresment s intended to constiture a fiduclary relationshig, agency, joint
wenture, parthership, or trust between the Parties. No Party has authority to bind the other Party.

Customer's Purchasa Order, Any terms or conditions in Customer’s purchase order of any ather
related documentation submitted by or on behalf of Customer to Adobe [or any other party, such a3
an Adobe Partner] do not form part of this Agreement and are void, unless otherwise expressly
agreed inwriting and signed by both Custamer and Adobe.

Waiver, Maodification. Meither Party's waiver of the breach of any provislen constitutes a walver of
that provision in any other instance, This Agreement may rob be modifled nor any rights under it
waived, in whole or in part, except in writing signed by the Partles.

Order of Precedence. The Sales Order will prevail over the applicable Product Specific Licensing
Terms, which will prevail ower the General Terms (1o the extent of any inconsistency).

Entire Agreement. This Agreement containg the entire understanding of the Parties relating o the
subject matter and supersedes all earlier agreements, understandings, proposals, discussions,
negotistions, representations and warranties, both written and oral, regarding the subject matter.

Counterpart. This Agreement (or a component) may be executed in one or more counterparts, each
of which constitutes an original and all of which taken together constitutes the same agreement. Each
Party may sign this Agreement using an electronic or handwritten signature, which are of egual effect,
whethar on original or elecironic copies.

Severability. If any term of this Agreement is held imalid or unenforceable for any reason, the
remaindar of the term and this Agreement will continue In full force and effect.

Trade Rules. Customer acknowledges that the Products and Services may be subject to the trade
control laws and regulations of the United States and other national governmenits, and Customer will
comphy with them.

Adobe Partnar Transactions. If Customer orders Products and Services from an Adobe Pariner under
a Sales Order with the Adobe Partner (“Custemar Order™): [A] the terms of this Agreement apply Lo
Customer's use of the Products and Services; (B) the Enterprite Licensing Terms [or any part af it}
pravail gver any inconsistent provisions in the Custormer Order; and (C] the Adobe Partner is solely
respongible for any variations or inconsigtencies betwaen the Customer Order and the arder bebween
the Adobe Partner and Adobe for the transaction. if Customer does not accept the terms of this
Agresment, then Custamer must not we, or must immediately cease using; the relevant Products and
Senvices,

.5, Government Licensing. Far US Government end wsers; Quitomer acknowledges thal Products
and Services are "Commdrcial Item(s),” a5 that berm. i defined at 48 CF.R. section 2.101, condisting
of “Commerciy Compuler Software” and “Commércial Computer Software Documentation,” as the
terms are used in 48 CFER. séctien 12212 or 48 CEFR. section 227.7202, a4 spplicable. Custamer
agraes, consistent with 48 C.F.R. section 12,212 or 48 C.F.A. sections 227.7202-1 through 227,72032-4,
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as applicable, the Commercial Compuber Software and Commerdal Compuber  Software
Documentation are being licansed to LS. Government end users (A) anly 83 Commantial Items; and
18} with anly those rights as are granted to all ether end users pursuant to the terms and conditions
herein, Unpublished rights ang reserved under the copyright laws of the United States.

18 Mowemiar 2019 3:40:52 M
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SECURITY EXHIBIT

Adobe has implamented tecurity practices within the production ermdronments that store or process Customer
Data and Customer Content, which are at least as rigorous as those listed below for Adobe’s Products and Services

listed 84 SOC2 - S and 150 FT001 compliant at wenw . adobe comfpofcioudcormpliance
1. Information Systems and Technology Management
1.1 Production Configuration Management

(&) Adobe ensures security hardening and baseBne configuration standards have besn established
sccording to industry standards and are reviewed and updated periodically or when reguired due to
significantchange.

(B} Adobe uses mechanisms to detect devistions from baseling configurations on production
erviranments.

{Ch Installation of saftware or programs in the production environment it approved by appropriate
personnel,

1.2 Change Management

(Al Change scope, change type, and roles and responssbifities are pre-established and documented in a
change controd workflow; notification and approval requirements are also pre-established based on risk
assoclated with change scope and type.

{8 Based on risk, prior to ntroducing changes: into the production environment, approval from
appropriate personned & requined based on the following:

(1) change description is documented
(2] impact of change
[3] westresults aredocumented
(4] back-outprocedures are defined
[C] Changestothe production environment are implemented by authorized persannel,

2. ldentity and Access Management
11 Logical access

[A) Mecess provisioning to information systems reguires approval from appropriate personnel based on
documented specificationof:

{1} access privilegesgranted
{2} account type
(3} group mambership (fapplicable)

(B} Logkesl access that Is né lenger required In the event of a termination is documented, communicated
to management, andrevoked,

iC) Adobe performs account and access reviews on 3 quarterly basis; corrective action is taken where
applicable.

1.2 Authentication
{4} Adobecoreates unique identifiers for user accounts and prevents identifier reuse.

{8] User and device authentication to information systems s protected by passwords that meet Adobe's
paspword complexdty reguiremants, Adobe requires system users to change passwords at keast every
20 days.

id Movember W09 D058 P
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(C) Rermote connections to the corporate network are scoessed via VPN tRrough managed gabeways.
Jueragary 2097 Page Lol § Aesiaba Sepurity Practices
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23 Role Based Access Contral

A Inftial permission definitions, and changes to pormissions, assoclated with logical access roles are
approved by sppropriate persanned,

B} Accesste modify source code Is restricted to authorized personned,

(Ch Adobe restricts the use of shared and grows suthentication credentials. Authentication credentials for
shared and group accounts are reset averny 90 diye.

2.4 Metwork Operations.

(A] Metwork traffic to and from untrusted networks passes through a policy enforcament polat; firewall
rules are estabibshad in accondance 1o identified security reguinements and business | ustifications.

(B Production envirsnments ane bagically sagregated fram non-prodisction erviranments.
75 K&y Management
(4] Accesstothe cryptographic keystores is limited to authorized personmel,
3. Risk Management

i1 Adobe management perfosms an annual risk asessment. Results from risk assessment actiities are
revawed to prisritize mitigatian of isentified risks.

i1 Management assesses the design and operating effectiveness of internal controds against the established
contrals framework. Corrective actions related to identifled deficiencles are tracked to resolution.

3.3 Adobe establishes intemnal audit reguiements amd executes audits on information systems and processes
ak plannied intervals.

34 Maragement prepares o rerediation plan o farmally menage the resedution aof findings identified in risk
aswessment activities,

4. Security Governance

4.1 Corporate Bocuments. Adobe's key business functions and information security capabilities are supported
by documented proceduines that are communicated to autharized personnel.

4.k Informaticn Security Management. Adobe has an established governance framework that supports
rielevant aspects of information security with poScees and standards.

4.3 Security Leadership & Roles. Roles and responsibilitees for the gavernance of infarmation Security within
Adabe are formelly docurmented and cormemunicated by Managemant:

5. Service & Productlifecyde

51 Source Code. Source code is checked for valnerabilithees using static code anmalysis toods prior $o being
rieteasad intoproduction

g2 System implementations or software refeases are subject to the Service Lile Cycle (3L0), including
documaniaticn and seecution of

(A Establishanent and segregation of Roles and Responsibifnies (e, developenent, test, spproval and
retease are parformed by different parties)

{B] Detaitsof implementationfieles se requirements

{€) Functional testing of requéremants

0] Security testing and approval

(B} Legal review eid approval {applicabibe o Adobe product releases only)

[F} Management consideration of test results and approval prior to raleass/implementation

[G] Mechanisms are in place to ensure that the deployed code is the same code that has been approved
For deploymant
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6. Systems Monitoring
6.1 Adiche logs critical information system acthity.
LW Security Monitoring and Evaluation

{A] Adcbe defines security monitoring alert criveria, how slert criteria will be Nlagged and identifies
authorived persannel for flagged system alars,

(B} Adobe defines availability manitaring alest criteris, how alert criteria will be flagged and Identifies
suthorized perwonnel for flagged system alens.

63 System Design Docwsmantation

(Al Documentation of system boundaresand keyaspects of their functionality are publkshed to authartsed
Adobe personnel,

(B} Adobe publishes public-fating whitepapers that describe the purpase, design and boundaries of the
System and system components,

7. Vulnerability Management
73 infarrmatian Systems and Technology

(4] Adobe conducts vulnerability assessments, assigns risk ratings to the discovered vulnerabilities and
tracks legitimate vuinerabdities through remediation; scan toeals are updated priar ta running scans.

{B] AL least annually, Adobe conduets external penetration 1ests, a4signs risk ratings to discovered
vulmerabilities and traciks vidnerabilties through resabution,

<) Ifapplicable, Adobe has managed enterprise anthvirus deployments and ensures the following:
[1]  Signature definitions are wpdated
(2] Full seams are performed periodically and rest-time scans are enabled
(3] Alerts are fevigwed and resaobied by appropriate personmel,
1.2 Patch Management. Adobe Installs security-relevant patches, including software or firmwana updates.
7.3 Vulnerabdity Response. Adabe reviess reasonabbe customes vulnesa bility-related \nguiries,
8 Incident Response

Bi Adobe defwnies the pypes af incidents that need to be managed, tracked, and reported. Such management
includes the following:

(A} Procedures for the identification and management of incidents

(8} Procedures forthe resolution of confirmed incidents

[C) Eeyincidentresponse systems

(D] Encident coprdination and commnication strategy

(E] Contact method for internal pamaes to repont potential iIncidents

(F) Supportteam contact informatian

(G} Watification to relevant Adobe management in the évent of & security breach

(H] Prowisions for wpoating and communicating the plan

(1]  Prawsions for tralning af Suppost tearm

i Preseceation of intidant Informaticn

() Management review and approval; annual or when major changes to organization ooour.
% Adobe responds to confirmed bncidents and resolution i tracked with appropriate management channels,

i applicabls, Adebs coordinates the intident response with busingis contingensy activities.
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83 Adohe provides 3 contact method for external parties toc
4] Submit complaints and inguiries
{8} Reportincidents
2, SiteOperations
91 Physicabiceess Mensgement

{A] Physical access that is no longer required in the event of a termination or role change [s revoked
promptiy. If applicable, temporary badges are returned prior to exiting facility.

18] Inkial perevission definitions, and changes to permissions, assoclated with physical access rodes are
approved by appropriate personnel,

o3 Phygsical hooess Reviews. Adobe performs physical sccess scoount reviews on 3 quarterly basi including
dacurmented specification of the following:

(&} review accessiisting

{8} applicable, access that should be revobed

[C] firmat access lsting and reviewer agprovel
5.3 Physicad Sacurity

(A Physical aecess 1o restricted areas of the facility is protected by walls with non-partitioned callings,
sty red entry points and/or manned reception desks,

(B} intrusion detection and video surveillance sre installed a1 Adobe dsta center locations.-

(G} Physlcal access provisigning toan Adobe datacentor requires management approval and docurmented
spacification of:

{1) account pype: [visitor, vendor, or regular)
(2) access privilegesgranted
(3] Intended businesspurpose
[4] visitor identificathon method, if applicable
(5] temparary badge Bsued, I applicable
(6} access startdate
(7] acoess duration
L Envirgnmantal seciirity
[A) Temperature and humédity levels of data halls are monitored and maintadned at appropeiate levels.

(B} Emergency responders are automatically contacted when fire detection systemns are acthivated, The
design and function of fire detection @nd suppression systems is certified at appropriate nbervals

[C} Mdobe érmploys uninberruatible power supplies [UPS) and generatons o suppart critleal systems in the
ovent of a2 power dissuption or Faifure. The design and Tunction of relevant equipment is cevtified at
approphiateintervals

(0] Adobe power and telecommunication lines are protected from interference, interception and damage.
10. Employee Management
101 BackgroundChecks

(&) Mew hires in the U5, are requined to pass 2 background check as a condition of their empleyment,
Qutside the U5, Adobe conducts background checks on cartakn new emplayess n accordance with
Adabe’s background check policy snd applicable local laws,

(8] Adobe hires empheyers based on 3 docismented job description.
4 Movember 2019 3:40:52 PM
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10.2 Training andAwarenass

(A} Adobe personnel complete security awareness traindng, which Includes annual wpdates about relevant policies and
standands and how 1o report security events to the appropriate. response team. Records of training compdation ade
documented and retained for tracking purposes.

(B} Adobefulltime and empaorary empioyees and Interns complete a code of business conduct training.

11. Third Party Management

1.1 O a perigdic basls, management feviews contrgds within thilrd party assurandg reporls 1o ensure that they mest
organizational reguisgments; f control gaps are-identified in the assvrance reports, management takes action to address
irmipact the disclosed paps have on the orgeniation.
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P5LT - Adobe Creative Cloud and Adobe Document Cloud (2018v1)

PRODUCT SPECIFIC LICEMNSING TERMS FOR ON-PREMISE SOFTWARE
1. Multiple-User Acoess.

11 If On-premise Software licensed on a per-User basis is instalted on 8 Compuber sccessibbe by more than ene User, then
the total number of Users (not the concurrent number of users] capable of accessing the On-premise Software. must
ot guobed the Bcense guantity stabed in the Sabes Order.

B Custormer must not install or access [either directly or through commands, data, or instructions} the On-premise
Software for operations not initiated by an individual user (e.g., automated server procossing),

2.  Activation; Simultaneous Use. If Customer licenses the On-premise Software on a per-User basis, each User may activate the
On-premise Software on up (o 7 Compulters within Customer's direct contral, Customer is not permitted to use the On-premise
Software on these 2 Computers simultanesusly, IF Custormer licenses the On-premise Software on a per Computes basis, then
Custamer may Install each Ecensed copy of the On-premise Software onlby on 1 Compuber.

3. Update. The On-premise Software may sulamatically dewnload and install updates from time to time. Customer agrees Lo
receive such updates from Adobe as part of Customer’s wse of the On-gremise Software.

4. Content Files. Customer may use, display, modify, reproduce, and distribute any of the Adobe-provided sarmple files such as
stock Images or sounds {"Content Fikes”), except Customer must not distribute Content Fles on a stand-alone basis. Customer
iy not daim any trademark rights in, or derivative works of, the Content Files,

5. Embedded Use. Customer may embed or distribute, as applicable, any sofpware made avaitable to Customer through the On-
premise Software (including runtimes, add-ins, and utiities provided with the On-premise Software, for example.as part of an
application that is packaged to run on the Apple iD5 or Android™ operating systema) as part of developer applications,
electronlc documents or content, and may enly permit use of such software in connection with sech application, document or
content. Mo other embadding rights are implied or permitted.

6. Serlal Numbers. This section apples to Customer solely if Customer |5 utilizing serizl numbers to deploy On-premise Soltware
as of the Effective Date, Adpbe s updating its application lipensing technelogy, Once Adobe ports the On-premise Software to
this new technology starting in Dctaber J01E, niw versions of the Od-prémise Softwdre will not be accessible to those
Custpmers who use sefial numbers to deploy the Op-premize Software.

7.  After Effects Render Engine. Customer may install an unlimited number of Render Engines on Computers within its intranet ifat
least one Computer has the full version of the Adobe After Effects software installed. The term “Render Engine” mieans an
Installzble portion of the On-premise Software that enables the rendering of After Effects projects butdoes not Inchede the
complete After EFfects user interface.

& Adobe Runtime. if the On-premise Software includes Adobe AlR, Adobe Flash Player, Shockwave Flayer, Authorware Player, or
portion of the On-premise Software embedded in a presentation, information, or materials created and generated using the On-
premise Software (collectively “Adobe Runtime”], thendistributions of the resulting autput file or developer application on &
non-PL device may require Customer to obtaln licenses and be subject to additional royaliies, for which Customer s solaly
responsible.

8, AVC Distribution. The notkoes applicable to On-premise Software containing AVC import and export functienality are located on
the Third-Party Notice Page

10, Adobe Medis Encoder. Customer may instsll Adobe Media Encoder ("AME"] on 2 Computer within its intranet salely for the
purpose of encoding, decoding, or transcoding projects created by licensed instances-of the On-premise Software running on
other Computers within its intranet, provided that the nurmber of installations of AME does not excaed the number of Heenses
purchased for the On-premise Software. Custorner may not use the foregolng fmplementation of AME to offer, use, or parmit
the use of AME with [a) software other than the On-premise Software, [b) as part of a hosted senvice, (c} on behalf of any third
party, [d) on & service buréayw basis, or (e lor operations that ase not initisted by an individual.

11. uUse of Ssenvice.
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i 3 % | Usar-Generated Content. The On-demand Services may contala usér-generated content thiat is: (o) Inappropriate for
minars, (b} Alegal In some countries; or (c} inappropriate In certaln crcumstances. If Customer wants to prévent
viewing of or access to user-generated content, it should either {a) disable On-demand Services access in the Creative
Clowd Packager, whera that functionality is made available, or (&)} block access to the On-demand Services via its
netwark firewall. Adobe disclaims Eability for all user-generated content available via the On-demand Services.

112  Additlonal License Restrictions. Customer must not:
(A} place adwertisement of any products or senices through the On-demand Services;
(B8] wseany data mining or similar data gathering and extraction methods;
() circurmvent any acoess or use restrictions; or

(D) impersonate any person or entity, of falsely state or atherwise misrepresent Cuitamer's affdiation with a persan
of entity,

12, Modification, Adobe will make reasonable efforts to notify Customer before Adobe madifies or discoptinues the On-demand
Services or any portions or service features thereof at any time withowt lizbility. i Adobe discontinues an On-demand Service
in its entirety, then Adobe will provide Customer with a pro rata refund of prepaid fees or dmilar service for- that On-demand
Service.

13. Storage and Retention, Adobe will store Custorner Content and Customer Data during the License Term up bo any storage limit
specified in the applicable Sales Order. Adobe may create reasonilbie storage limits, such & limits on file size, storage space.
and other technical limits. If Customer exceeds those limits, Adobe will make reasonable efforts to notlfy Customer bo permit
transition of Custormer Content and Custormer Data pelor to deletion.

14, Third-Party Motlces, The creators or third party licensers of certain public stamdards and publicly available code (“Third Party
Materials”), reguire that certain notices be passed through to the end users of the On-premise Softwane. These third party
nokices are located at bt/ fwreranadobe.com/Eofthirdparty (or a successor website thereta). The inclusion of these third party
notices does not limit Adobe's obligations to the Customer for Third Party Materals integrated into the On-premise Software.

15. Digital Certificates. The On-prémise Software or On-demand Senvices may include technology that allows Customer to enable
electranic signatures or digital credential features ("Mey”]. Customer may not acoess, attempt to access, control, disable,
remove, use, or distribute the Key for any purpose. Digital certificates may be issued by third party certificate authorities, and
Custormer s salely responsible for deciding whether or not to rely on a certificate.

15. Exception to General Terms for Customer Data. Customer Data, as defined in the General Terms does not apply to Customer's
use of the Adobe Creative Cloud On-premise Software solution,

i7. Additional Definitions.

171 “Electronic Document”™ meant any document uploaded into Adobe’s electronic signature service

17.2:  “Participant™ mesns any Individual or entity who electronically reviews, aocepts, signs, approves, transmits, or
delegates actian to a third party regarding Electronic Documents via Customer’s electronic signature servion account.

173 A “Transaction” occurs each tme an Electronic Document, or collectien of related Electronie Documents up to 100
pages or 10 MB are sent to Participants through the On-demand Services.
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18, Privacy, Infermation Security, and Compliance.

181 Sensitive Personal Data. The Sensitive Personal Data section of the General Terms does not apply te Customer’s use af
the electronic signature sendoe.

182  Configurable Controds. Adobe makes certain security controls available and configurable by Customer, or Adabe's
customer support, It is Customer’s responsibility to determine what notices, consents, and conftrols Customer reguires
in order to comply with laws, standards, regulations, or obligations that Custemer may have to Customer's Pariicipants,
Once Customed sends an Electranic Dodument fof gignatufe, of trénsfers an Electronie Docwment aut of Adobe's
electronic signature sendce, or b9 3 third-party provider, that Electranic Document leaies Adohe’s servers, and Adobe's
security contrals no longer apply, Information received by Adobe in connection with the electrenic signature serdice |5
governed by the Adabe Privacy Polley (adobe.comfprivacy/policg.himl), incuding the Adobe electronle signature
services privacy termas (adobe.com/privacy/echosign.html, or successor websites),

18.3 Security, Adobe has iImplemented information security practices to halp protect Customer Cantentwhich s avallable
for review at: hitpyhwww adobe comfsecyrity htmd, Customer may not use the fax option in Adobe's electarnic

signature senice Lo process payment card infarmation, including eredit card mumbers and verification codes.

19, Legal Counsel. Customer will rely on its own legal counsel as to the use and viability of electronic signatures In a particular
country or for a particular use,

(&) Customer may use Typekit Sync Fonts that heve been synchronired to Customer s Computer to design and develog
Customer Docurnents and Custoemer may embed and distribute Typekit Sync Fonts within Customer®s Documents
5o that when athers view, print or interact with Customer’s Documents they will see Customer’s content displayed
{2nd can edit portions of Custemer’s Documents like (nputting text into fore felds, If applicable] with Typekit Sync
Fonts as Customer Intended; and

[B) Customer may only embed those characters [i.e. subset) of Typekit Sync Fonts that are necessary to display, print
and view [or edit, If applicable) the Customer Document.

20.2 Obligations, Limitations, Restrictions and Prohiblted Uses of the Distributed Code.

(A} Continuing access to the Distribubed Code. On-going access to the Distributed Code miy require @ recurring
Internet connecthon o providion, activate, or ynchronize the Distributed Code, of to suthorize, rengw or validate
Customer's access 1o the Distriputed Code. In some cases, Typekit Font that Customer designs into certain
published documaents or published websites (collectivaly “Pubdished Media®) will be viewabie by Custormer and by
third paried that access or view the Published Media anly for as long as Cuttomer malntalns an uninterrupted
subscription plan [incheding payment of ail subscription plan fees, if applicanle].

(8] Prohibited Uses of the Distributed Code, Custormer i3 expressly prabibited froem:

{1} Hosting the Distributed Code on Customer’s own sender or other seff-hosting option or sendce gther than a
Typekit-provided seif-hosting environment;

[} Albpwing external cutpit of the Distribated Code from within Customer's Published Media, or distributing any
portian of the Distributed Code on a standalone basis or in any way that would allow snother persan to use
the Distributed Code 1o auther new content outside of Customer’s Published Media;

(2} Adding army fenctionality o, or otherwise changing, altefing. adapting. transiating, converting, modifying,
creating, or making or hawing made any derivative works of any pertion of the Distributed Code; and

(4] Attempling to copy, move or remeve Distributed Code from the locations or folders on Customer's Compiiter
whene Adabe hay installed such Distributed Code, or othenwise attempling 10 3ccels of use the Distributed
Code other than by subscribdng directly to the On-gdemand Sendces using the means Adobe provides for such
PUrposes,

The prohibited uses above may not apply to certain components Incleded with the Distributed Code that are
under an open source Foende,
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Website Publishing, Customer may only use Typekit Web to design and develop the Customer Sibe and to encode a link to
selectéd Typekit Web within the Cusbarmer Site design so that visitors ta the Custemer Site will see the content displayed with
Typekit Web as intended.

- Use Restrictions.

121 W Customer Is an Agency, Adobe grants a limited right to Customer to use Typekit Web only in connection with services
Customer pravides as an Agency bo its clients.

22,2 Customer may not use any portion of the Distrbuted Code in 3 Resaller Platform withoust express prior written
permission from Adobe.

Definitions.

231 "Agency” means an individusl or commercial busingss that provides web or graphic design, advertising, marketing, or
simblar services to its own customers or cilents and which services may include creating or malntaining Customer
Content,

232 “Customer Documents”™ mean any publicly distributed form of digital document that wses Typekit Fonts, whether or
not embedded, induding for display, viewing, or consmption by anyone accessing the Customer Documents

233 "Customer Site" a3 used in this PSLT means websites, webpages or webpage content that Custodm er designs,
develops, or creates and that are publishad and Integrate, access, and publicly display TypekitFonts,

234 “Distributed Code” as vsad in this PSLT means the software files containing Typekit Fonts and any script ar code
provided by Adobe to enable Customer to receive the On-demand Services.

235  “meselier Flatform®™ means any service that allows its customers or clients to choose fonts for websites ar othar
products that it prevides on thelr behalf (e g., blogging platforms, social network profiles, ete )

236  “Typekit Sync Fonts” means those Typekit Fonts designated as desktop fonts made available for symcing to
Customer's Computer use solely for desktop publishing purposes [Le., for creating Customer Documents),

237 “Typekit Fonks" means the fonts licensed by Adobe to Customer made available from the On-Demand Services
eomprising the Adobe Typekit Deskiop and Typekit Web,

238 "Typekit Web” means those Typekit Fonts that facilitate Customen’s actess and use of the Distributed Code for
ereating a Customersite,
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ILLINDIS STATE UNIVERSITY CERTIFICATIONS FOR NO DOLLAR CONTRACTS

EQUAL EMPLOYMENT OPPORTUMNITY: The Contractor agrees to refrain from wunlyedul discrimination in employment and to comply
with all applicable state and federal equal employrment opportunity laws and regulations,

CERTIFICATIONS:
By acceptance of this Contract, the Contractor makes the foflowing certifications concarning its eligibiity to do business with the
Seate of Hinois:

1. Criminal Comnvictions. Contractor has not been barred from contracting a5 & result of comviction of any of the fallewing orrmes:

*  bid-rigging or bid rotating under 72001LCS 5/33E or a similar law of another state;
&  mducement to refram from bidding under 30 ILCS 500/50-25; or
s any other felany where sentence was completed less than 5 yeard prior to date of Contract {30 ILCS S00/50-10).

2, Educational Loan Default. If the Contractor i5 an individual, hefshe is not in default on an educational loan funded by the State
of Ilnois (5 IWCS 385/3),

4. Prohigited Sowrces of Lebor, I any foreign made equipment, matesials, or supplies are to be furnished to the Unlversity under
the Cantract, Contrackar certifies that none of them have been produced in whole or In part by,

& forced labor, convict labos, of indentured labor under penal sanction (30 ILCS 583710); or
#= thelabor of any child under the age of 12 [30 ILCS 584,/10).

4, Lead Polspning Prevention Act. If Contractor is the owner of residential badldings in llinos, Conteacter has nob committed a
wiltful ar Enowing viclation of the Lead Poisoning Prevention Act [30 ILCS 500/50-14.5].

5.  EPAVIolatien, Contractar has not been found by & court of the [Binais Pallution Contral Board Lo have committed & willlul e
knowing wiolathon of the Hlingls Envirpnmental Protection Act within 5 years of date of Contract {30 1LCS 500,50-14)

B : i If Contractor has contracts, bids, or proposals with
Hha EIHt nl ullm ﬂwc w-ually uhm in !M mnumw, ssu,um Cantractar cartifies that it 1% in compliance with the
registration requirements of the Elections Code (10 ILCS 5/9-35) and the restricthons on making politcal contributions and
refatied requirements of the Illngis Procurement Code [30 1005 S0020-160 and 50-37].

7.  Conflict of Interest. Contractor has no known conflicts of interest related to the University.
Emplovment of Cusrent or Former State University Employges, Contracter has not employed and is not negatiating possible

future employment with any university employes who participated in the negotiztion of this contract on behall of the
university. {30 ILCS 500/50-15.) Contractor is not in violation of the "Revolving Door® prohibitions of the [llinois Proouremant
Code [30 ILCS 500/50-20) and the State Officials and Employees Ethics Act (5 ILCS 430/5-45),
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Instructions for sending signed original agreemeants to Adobe:

Please return your signed original agreement per the appropriate Instructions below. If you have guestions regarding these
instructions, please contact your Adobe Account Manager or Asdobe Customer Service,

For Customers located in the Unied States, Canada and Mexico only plesse use one of the fellowing methads to return the signed
| original agreement to Adobe:

Mailing Address Emall FaX

Mall two signed agresment originaks to: Scan and email signed agreement to; | FAX signed agresment ta:

Adobe Inc. *Email: geordus@adobe com FaX: (B0L) 437-28E3

345 Park Avenue

San lose, California 95110-2704 USA

Attention: Contract Operations Group
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K-12 (Primary and Secondary) Education Additional Terms

Last updated June 26, 2019

These Additional Terms govern your use and deployment of Adobe products and services to students in the K-12
(primary and secondary) school environment (the "Student Services"). These Additional Terms are incorporated
by reference into the Adobe General Terms of Use ("General Terms") located at
https://www.adobe.com/legal/terms.html (these Additional Terms and the General Terms are collectively referred
to as "Terms"). To the extent the provisions in these Additional Terms conflict with the General Terms or the Adobe
Privacy Policy (located at https://www.adobe.com/privacy/policy.html), these Additional Terms will govern.
Capitalized terms not defined herein have the same meaning as defined in the General Terms.

1. Additional Definitions

1.1. “School” means a qualified primary or secondary educational institution, defined at:
www.adobe.com/go/primary-secondary-institution-eligibility-guidelines. For example, a K-12 educational institution
in the United States is a School.

1.2. “Student” means an individual enrolled in classes at a School.

1.3. “Student Assets” means the files, data, and Student-generated content created by Students through the use of
the Student Services.

1.4. “Student Data” means Student Personal Information and Student Assets.

1.5. “Student Personal Information” means any information, whether gathered by Adobe or provided by a
Student, a School, or a parent or guardian during the provision of the Student Services pursuant to these Terms, that
can be used to identify or contact a particular Student or that, alone or in combination, is linked or linkable to a
specific Student so as to allow a reasonable person in the School community who does not have knowledge of the
relevant circumstances, to identify the Student with reasonable certainty. To the extent U.S. law applies, Student
Personal Information may include “educational records” as defined in FERPA (20 US.C. § 1232(g)).

1.6. "You" or "you," as used in these Additional Terms, means a School and its teachers, administrators, or other
users authorized to access and use the Student Services on the School’s behalf.

2. Deployment of the Offering: Enterprise IDs or Federated IDs Only

2.1 Deployment. You may only deploy the Student Services using Enterprise or Federated IDs. Use of Enterprise
or Federated IDs is essential for us to meet our Student privacy commitments to you. Use of Enterprise or Federated
IDs also ensures you retain control over the Student Services and the Student Data provided to or generated
through the Services. Any deployment of an individual Adobe ID to a Student nullifies any commitment we make
regarding the use and protection of Student Data, and you must defend and indemnify us for any privacy or other
claims related to your license deployment using an Adobe ID for the Student Services. More information about ID
types is available at https://helpx.adobe.com/enterprise/using/edu-deployment-guide.html.

2.2 Use of Student Services. All users of the Student Services must comply with the applicable provisions of the
General Terms, including but not limited to those governing acceptable use.

3. Data Ownership and Authorized Access



3.1. Student Data Consents and Authority. By using the Student Services and offering the Student Services to Students, you
represent and warrant that (i) you have the authority to provide Student Data to Adobe, or to authorize Adobe to collect
Student Data through the Student Services, and to allow Adobe to process Student Data for the purpose of providing the
Student Services, and (i) you have provided appropriate disclosures to, and obtained consents from, your School, the School's
end users, the parents or guardians of Students, or any other required individual regarding the School's use of the Student
Services, to the extent such disclosures or consents are required by applicable law or by School agreements.

3.2. Ownership and Control. Adobe will access and process Student Data for the purposes of providing the Student Services
as described in these Terms. As between Adobe and School, School owns all rights, title, and interest to all Student Data
processed by Adobe pursuant to the Terms, and Adobe does not own, control, or license such Student Data, except so as to
provide the Student Services and as otherwise described in the Terms.

4. Compliance with Law and Obligations

4.1. United States. Both parties agree to uphold their responsibilities under laws governing Student Personal
Information, including, but not limited to, state student privacy statutes and regulations, the Family Educational
Rights and Privacy Act (“FERPA"), 20 U.S.C. § 1232(g), the Protection of Pupil Rights Amendment (“PPRA"), 20 U.S.C.
1232, and the Children’s Online Privacy Protection Act (“COPPA"), 15 U.S.C. 6501-6502.

(a) FERPA Compliance. If you are located in the United States, Adobe will collect and process Student Data as a
"school official" with a legitimate educational interest as defined under FERPA and its implementing regulations,
and we agree to abide by the limitations and requirements imposed by 34 CFR 99.33(a) on school officials.

(b) COPPA Compliance. If you are located in the United States, to the extent you allow children under 13 to
access the Student Services or any other Adobe application, you are solely responsible for obtaining any required
consent to allow Adobe to collect and process information from students under 13 for the purposes described in
these Terms, and you represent and warrant that you have the authority to provide such consent in accordance
with COPPA. You are responsible for ensuring your configuration of the Student Services and the features and
functionality of the Student Services you permit children under 13 to access are appropriate for use in a manner
consistent with COPPA.

4.2. Local Law Compliance. Schools and the use of Student Services may also be subject to laws and regulations
in the jurisdiction in which you are located. You are responsible for ensuring that you can use the Student Services
consistent with your local laws. In particular, it is the School's obligation to (a) determine whether legal obligations
arising from such local laws and regulations apply with respect to the School's use and deployment of Student
Services, (b) obtain any necessary consents from parents or legal guardians, to the extent such consents may be
required, and (c) configure the Student Services such that they are deployed in the School and made available to
Students in a manner consistent with these local laws.

5. Student Data Processing

5.1. Permitted Uses of Student Data. Adobe may use, transmit, distribute, modify, reproduce, display, and store
Student Data solely for the purposes of: (i) providing the Student Services as contemplated by the Terms, and as
otherwise described herein, (i) maintaining, supporting, evaluating, analyzing, diagnosing, improving and
developing Adobe's websites, services, and applications, as permitted by law, (iii) enforcing its rights under the
Terms, (iv) as permitted with consent of the parent or guardian, eligible Student, or the School, and (v) as otherwise
authorized by applicable law.

5.2. Use of De-ldentified Data. Notwithstanding anything to the contrary herein, you agree that Adobe may use
de-identified data, including Student Data from which all direct and indirect identifiers have been removed such that
there is no reasonable basis to believe the information can be used to identify an individual, as well as data relating
to access and use of the Student Services, for any lawful purpose, including, but not limited to, the development,
research, and improvement of educational sites, services, or applications, and to demonstrate the effectiveness of
the Student Services. Unless permitted or required by law, Adobe agrees not to attempt to re-identify any such data



and will not disclose it to any third party unless the recipient agrees in writing not to attempt to re-identify the
information.

5.3. Marketing and Advertising. Adobe is prohibited from using Student Data to: (i) inform or direct targeted online
advertising to Students or to a parent or guardian unless with the consent of the parent or guardian, (i) amass a
profile of a Student, other than for the purpose of providing Student Services or as authorized by School or the
Student, and (iii) for any other commercial purpose unless authorized by School or by the parent or guardian, or as
permitted by applicable law. Notwithstanding the foregoing, you agree that Adobe may (a) market or advertise
products and services directly to parents, guardians, or School employees, so long as the marketing does not result
from the use of Student Data, (b) direct online advertising to a Student or other individual based on that Student or
individual's current visit to that online location, provided that the Student's online activities are not collected over
time for the purpose of delivering targeted advertising; (c) use Student Data to recommend educational products or
services to parents/guardians and School's employees so long as the recommendations are not based in whole or in
part on payment or other consideration from a third party, (d) use aggregate or de-identified information to inform,
influence, or enable marketing, advertising, or other commercial efforts by Adobe; () use Student Data for adaptive
learning or customized student learning purposes, or (f) use Student Data to send emails or other communications
to Students relating to their account and use of the Student Services.

5.4. Student Data Retention and Deletion. Schools may access a Student account though the Adobe Admin Console
at any time in order to modify or delete Student Data. It is your responsibility to delete or remove Student Data from
the School Service when it is no longer needed for an educational purpose. Upon termination of your agreement with
Adobe, Adobe will retain Student Data for a reasonable period of time to permit Students to download to and store
Student Assets in a personal account. It will be the responsibility of the School to delete any remaining Student Data
upon termination of the agreement. If the School fails to delete Student Data, Adobe will dispose of or delete Student
Data when it is no longer needed for the purpose for which it was obtained. Adobe has no obligation to delete de-
identified data or Student Assets that have been transferred to a Student's personal account.

6. Restrictions on Access or Disclosure of Student Data

6.1. Permitted Disclosures. Adobe will not sell, disclose, transfer, share, or rent any data obtained under the
agreement in a manner that could identify an individual Student to any entity other than the School except: (i) to
the extent set forth in the agreement, or (i) with the consent, or at the direction of, the School, a Student's parent or
legal guardian, or a Student who is over the legal age of consent. Depending on the features and functionality
utilized by the School, some features of the Student Services may permit Students to share information or post
information in a public forum. School administrative users should use caution when adjusting permissions and
feature access through the Adobe Admin Console to ensure the features are configured appropriately for your use.

6.2. Third-Party Service Providers. You acknowledge and agree that, provided that they have a legitimate need to
access such information in connection with their responsibilities in providing services to Adobe and such access is
subject to contractual data protection terms, Adobe may permit its subcontractors, service providers, and agents to
access Student Data.

6.3. Third Party Access Requests. School will establish reasonable procedures by which a parent, legal guardian, or
eligible Student may request access, correction, or deletion of Student Data generated through the Student Services.
Upon request by the School, Adobe will work with the School as needed to facilitate such access. Should a third
party, including law enforcement and government entities, contact Adobe with a request for Student Data, Adobe
will redirect the third party to request the data directly from School, unless and to the extent that Adobe reasonably
and in good faith believes that granting such access is necessary to comply with a legal obligation or legal process or
to protect the rights, property, or personal safety of Adobe’s users, employees, or others.

6.4. Change of Control. In the event Adobe sells, divests, or transfers all or a portion of its business assets to a third
party, Adobe may transfer Student Data to the new owner provided that (i) the new corporate owner intends to
maintain and provide the Student Services subject to data privacy standards no less stringent than those provided
herein, or (ii) Adobe will give notice to School and an opportunity to opt out of the transfer of Student Data.



7. Data Security

7.1. School Obligations. School and users of Student Services will take reasonable precautions to secure
usernames, passwords and any other means of gaining access to the Student Services and to Student Data. School
will notify Adobe promptly of any known or suspected unauthorized access to School's account and/or to Adobe's
systems or services. School will assist Adobe in any efforts by Adobe to investigate and respond to any incident
involving unauthorized access to the systems.

7.2. Adobe Obligations. Adobe has implemented reasonable administrative, technical, and physical security
controls to protect Student Data and has provided data privacy and security training to employees who have
access to Student Data or who operate or have access to relevant system controls. However, despite our efforts, no
security controls are 100% effective and Adobe cannot ensure or warrant the security of your information. In the
event that we determine any Student Personal Information that we have collected or received through the Student
Services was acquired by an unauthorized party (a “Security Event”), we will promptly notify the School and shall
reasonably cooperate with the School's investigation of the Security Event. To the extent the School determines
that a Security Event affects its Student's Personal Information in a manner that triggers third party notice
requirements under applicable laws, the School shall be responsible for sending such notices, unless otherwise
agreed in writing between Adobe and the School. Except as otherwise required by law, Adobe will not provide
notice of the Security Event directly to individuals whose personal information was affected, to regulatory agencies,
or to other entities, without first providing written notice to School.

8. Governing Law

8.1. If your School is a U.S. public and accredited K-12 (primary and secondary) educational institution then, despite
any conflicting language in the General Terms, the Terms are governed by the laws of the state in which your
School is domiciled, except that body of law concerning conflicts of law.
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