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A1 

EXHIBIT A  

SCHEDULE OF DATA THAT MAY BE COLLECTED BY PLTW 

 
Category of Data 

 
Elements 

Data that may 
be collected by 

PLTW 

Application Technology 
Meta Data 

IP Addresses of users, Use of cookies, etc.  

Other application technology meta data-Please specify: 

device type 
 

Application Use Statistics  
Meta data on user interaction with application  

Assessment Standardized test scores  

Observation data  

Other assessment data-Please specify:  

Attendance Student school (daily) attendance data  

Student class attendance data  

Communications Online communications captured (emails, blog entries)  

Conduct Conduct or behavioral data  

Demographics Date of Birth  

Place of Birth  

Gender Optional  

Ethnicity or race Optional  

Language information (native, or primary language spoken by student)  

 Other demographic information-Please specify:  

Enrollment Student school enrollment  

Student grade level  

Homeroom  

Guidance counselor  

Specific curriculum programs  
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A2 

Year of graduation  

Other enrollment information-Please specify:  

Parent/Guardian Contact 
Information 

Address  

Email If provided    

Phone If provided    

Parent/Guardian ID Parent ID number (created to link parents to students) If provided    

Parent/Guardian Name First and/or Last If provided    
 

Schedule Student scheduled courses  

Teacher names  

Special Indicator English language learner information  

Low income status  

Medical alerts/ health data  

 Student disability information         
Testing 
accommodations 

Specialized education services (IEP or 504)  
Testing  
accommodations 

Living situations (homeless/foster care)  

Other indicator information-Please specify:  

Student Contact Information Address Optional  

Email  

Phone Optional  

Student Identifiers Local (School district) ID number  

State ID number  

Provider/App assigned student ID number  

Student app username  
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A3 

Student app passwords  

Student Name First and/or Last  

Student In App Performance Program/application performance (typing program- student types 60 
wpm, reading program-student reads below grade level) 

 

Student Program 
Membership 

Academic or extracurricular activities a student may belong to or 
participate in 

 

Student Survey 
Responses 

 
Student responses to surveys or questionnaires  

Student work Student generated content; writing, pictures, etc.  

 Other student work data -Please specify:  

Transcript Student course grades  

Student course data  

Student course grades/ performance scores   

Other transcript data - Please specify:  

Transportation Student bus assignment  

Student pick up and/or drop off location  

Student bus card ID number  

Other transportation data – Please specify:  

Other Please list each additional data element used, stored, or collected by 
your application: 

Student nickname 
Student post-graduate plans (optional) 

 

 

None  
No Student Data collected at this time. Provider will immediately 
notify LEA if this designation is no longer applicable. 
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EXHIBIT “H’ 
ADDITIONAL TERMS OR MODIFICATIONS 

The LEA and the Provider agree to the following additional terms and/or modifications. The following sections shall 
be modified as indicated and set forth below: 

Opening paragraph shall be modified to read as follows: 

This Student Data Privacy Agreement, (“DPA”), is an addendum to the Service Agreement, as defined below in 
Exhibit C, and is entered into by and between: Deer Park ISD, located at 2800 Texas Avenue, Deer Park, TX 
77536 (the “Local Education Agency” or “LEA”) and Project Lead The Way, Inc., , located at 5939 Castle Creek 
Parkway North Drive, Indianapolis, Indiana 46250 (the “Provider”), effective upon the date of full execution, 
(“Effective Date”). 
STANDARD CLAUSES 

Article I, Section 2 shall be modified to read as follows: 

Student Data to Be Provided. In order to perform the Services described in Exhibit “A” and/or any Service 
Agreement, the Student Data that may be processed by Provider shall be  identified in the Schedule of Data, 
attached hereto and incorporated herein as Exhibit “B”.  . 

Article II, Section 1 shall be modified to read as follows: 

Student Data Property of LEA.. As between Provider and LEA, all Student Data transmitted to the Provider pursuant 
to the Service Agreement is and will continue to be the property of and under the control of the LEA, however such 
controls shall not limit an eligible student, parent, legal guardian’s ability to use Student Data. The Provider further 
acknowledges and agrees that all copies of such Student Data transmitted to the Provider, including any 
modifications or additions or any portion thereof from any source, are subject to the provisions of this DPA in the 
same manner as the original Student Data. The Parties agree that as between them, all rights, including all 
intellectual property rights in and to Student Data contemplated per the Service Agreement, shall remain the 
exclusive property of the LEA. For the purposes of FERPA, the Provider shall be considered a School Official, under 
the control and direction of the LEA as it pertains to the use of Student Data, provided, that certain information 
provided to Provider by LEA about a student, such as student name and grade level may be considered Directory 
Information under FERPA, and thus not an Education Record.. 

Article II, Section 3 shall be modified to read as follows: 

Separate Account. Provider shall, at the request of the LEA, eligible student, parent, or legal guardian, allow for 
transition of an account by an eligible student, parent, or legal guardian and/or provide a mechanism for 
students to maintain their accounts. Prior to destruction of any Student Data by Provider, LEA will confirm in 
writing it has provided notice to its users of the possibility of continued use of accounts associated with the 
Services.   

Article II, Section 5 shall be modified to read as follows: 

Subprocessors. Provider shall enter into written agreements with all Subprocessors to whom it discloses 
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personally identifiable information of students in performing functions for the Provider in order for the 
Provider to provide the Services outlined in Exhibit A, whereby the Subprocessors agree to protect Student 
Data in a manner consistent with the terms of this DPA. 
 
Article III, Section 3 shall be modified to read as follows: 
 
Reasonable Precautions. LEA shall implement reasonable physical, technical, and administrative safeguards 
consistent with industry standards  to secure usernames, passwords, and other means of gaining access to the 
services and hosted Student Data.  
 
Article III, Section 4 shall be inserted as follows: 

Additional Obligations of LEA. 
a. LEA acknowledges and agrees that the Service Agreement between the LEA and Provider requires LEA 

to provide and update annual notifications, record-keeping, and other such privacy requirements and 
verifications relating to the Services, including any notices required by FERPA, COPPA and/or other 
applicable laws. LEA will obtain the appropriate consents and/or comply with applicable exceptions to 
or exemptions from any such consent requirements to allow for student use of the Services in 
compliance with all applicable laws. 

b. LEA shall obtain any necessary verifiable written consent from eligible students, parents, or legal 
guardians pertaining to student participation, to share the Student Data with Provider for operation of 
the Services, and use of internet resources, and shall properly implement any required filtering software 
or mechanisms to protect students from harmful or objectionable materials. 

c. LEA shall provide annual notification advising of the ability to transfer Student Generated Content and/or 
continue use of user accounts.  

 
Article IV, Section 2 shall be modified to read as follows: 

Authorized Use. The Student Data shared pursuant to the Service Agreement, including persistent unique 
identifiers, shall be used for no purpose other than the Services outlined in Exhibit “A” or stated in the Service 
Agreement, as consented to by the LEA, eligible student, parent, or legal guardian,  and/or otherwise authorized 
under the statutes referred to herein this DPA. 
 

Article IV, Section 3 shall be modified to read as follows: 

Provider Employee Obligation. Provider shall require all of Provider’s employees and agents to whom Provider 
provides personally identifiable information of students  to comply with all applicable provisions of this DPA with 
respect     to the Student Data shared under the Service Agreement. Provider agrees each such employee or agent is 
bound in confidentiality by the nature of their employment and/or contract.  

Article IV, Section 4 shall be modified to read as follows. 

a. No Disclosure. Provider acknowledges and agrees that it shall not make any re-disclosure of any 
Student Data that would identify an individual other than as directed or permitted by the LEA, this 
DPA, or as consented to by the LEA, eligible student, parent, or legal guardian. This prohibition 
against disclosure shall not apply to De-Identified Data or aggregate summaries thereof; Student Data 
disclosed pursuant to a request by government agencies or lawfully issued subpoena or other legal 
process; Subprocessors performing services on behalf of the Provider pursuant to this DPA; 
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authorized users of the Services; to protect the safety of users or security of the Services; or 
disclosures otherwise permitted by law. Provider shall not Sell Student Data to any third party.  

b. The parties acknowledge and agree that use of the internet and certain web sites is subject to 
requirements outside the control of Provider, including terms of use and privacy policies for 
resources that are not owned or controlled by Provider. Use of the internet and such websites is 
subject to such applicable terms and conditions, which shall supersede this DPA and as necessary 
and to the extent inconsistent.  

 

Article IV, Section 5 shall be modified to read as follows.  

De-Identified Data: Provider agrees not to attempt to re-identify de-identified Student Data. De- Identified Data 
may be used by the Provider for those purposes allowed under FERPA and applicable law, including the following 
purposes: (1) conducting or assisting the LEA or other governmental agencies in conducting research and other 
studies; and (2) research and development of the Provider's educational sites, services, or applications, and to 
demonstrate the impact and effectiveness of the Services; and (3) for adaptive learning purpose and for customized 
student learning.. Prior to publishing any document that names the LEA explicitly or indirectly, the Provider shall 
obtain the LEA’s written approval of the manner in which the De-identified Data is presented. Provider’s use of De-
Identified Data shall survive termination of this DPA or the Service Agreement and/or any request by LEA to return 
or destroy Student Data.  

Article IV, Section 6 shall be modified to read as follows:  

Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide a mechanism for the 
LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the date of said 
request and according to a schedule and procedure as the Parties may reasonably agree. Upon termination of the 
relationship between the parties and receipt of a written request from the LEA, Provider shall dispose of all 
identifiable Student Data  within sixty (60) days unless otherwise required by applicable law. The duty to dispose of 
Student Data shall not extend to Student Data that had been   De-Identified, or placed or transitioned to an account 
controlled by a student, parent or legal guardian, or which Provider has obtained consent to maintain from an 
eligible student, parent, or legal guardian. The LEA may employ a “Directive for Disposition of Data” form, a copy of 
which is attached hereto as Exhibit “D”. If the LEA and Provider employ Exhibit “D,” no further written request or 
notice is required on the part of either party prior to the disposition of Student Data described in Exhibit “D”. Upon 
written request from the LEA and provision of Exhibit D, Provider will initiate the actions set forth in Exhibit D. In 
the event that LEA and Provider do not employ Exhibit “D” to dispose of Student Data, Provider shall dispose of all 
Student Data without any action taken by LEA no later than five (5) years after the termination of the relationship 
between LEA and Provider. Notwithstanding anything to the contrary, in no event shall Provider be required to 
retrieve, delete, and/ or return any data, including but not limited to Student Data, that is stored on digital media 
and may be used for legal, archival or backup purposes. 

 
Article IV, Section 7 shall be modified to read as follows: 

Advertising Limitations. Provider is prohibited from using, disclosing, or selling Student Data to (a) inform, 
influence, or enable Targeted Advertising; or (b) develop a profile of a student, family member/guardian or group, 
for any purpose other than providing Service to the LEA or an educational purpose. This section does not prohibit 
Provider from using Student Data (i) for adaptive learning or customized student learning (including generating 
personalized learning recommendations); or (ii) to make product recommendations to teachers or LEA employees; 
or (iii) to notify account holders about new education product updates, features, or services; (iv) from otherwise 
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using Student Data as permitted in this DPA and its accompanying exhibits; or (v) to communicate with users of the 
Services. 
 
Article V, Section 4(1)(i) shall be modified in part to read as follows: 

i. The name and contact information of the LEA affected by the data breach. 

 

Article VII, Section 3 shall be modified to read as follows: 

Priority of Agreements. This DPA shall govern the treatment of Student Data in order to comply with the privacy 
protections, including those found in FERPA and all applicable privacy statutes identified in this DPA. In the event 
of a conflict between Exhibit “H”, the DPA Standard Clauses, and/or the Supplemental State Terms, Exhibit “H” 
will control, followed by the Supplemental State Terms. Except as described in this paragraph herein, all other 
provisions of the Service Agreement shall remain in effect. 
 

Article VII, Section 6 shall be modified to read as follows:  

Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN ACCORDANCE WITH 
THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. ALL ACTIONS, SUITS, 
OR LEGAL PROCEEDINGS ARISING OUT OF OR RELATED TO THE AGREEMENT SHALL BE BROUGHT ONLY IN THE STATE 
DISTRICT COURTS OF TARRANT COUNTY, TEXAS, OR, IF FEDERAL, IN THE UNITED STATES DISTRICT COURTS OF THE 
NORTHERN DISTRICT OF TEXAS, DALLAS DIVISION AND THE PARTIES CONSENT TO THE EXCLUSIVE JURISDICTION OF 
SUCH COURTS.  

 

Modification to EXHIBIT C – DEFINITIONS 

 
Provider: Provider is defined as Project Lead The Way, Inc. 
 

Service Agreement: For the purpose of this DPA, the Service Agreement is the underlying agreement between 
Provider and LEA. 
 
Student Data: Student Data includes any data, whether gathered by Provider or provided to Provider by LEA or its 
users, students, or students’ parents/guardians, that is descriptive of the student including, but not limited to, 
information in the student’s educational record or email, first and last name, birthdate, home or other physical 
address, telephone number, email address, or other information allowing physical or online contact, discipline 
records, videos, test results, special education data, juvenile dependency records, grades, evaluations, criminal 
records, medical records, health records, social security numbers, biometric information, disabilities, 
socioeconomic information, individual purchasing behavior or preferences, food purchases, political affiliations, 
religious information, text messages, documents, student identifiers, search activity, photos, voice recordings, 
geolocation information, parents’ names, or any other information or identification number that would provide 
information about a specific student.. Student Data further includes “personally identifiable information (PII),” as 
defined in 34 C.F.R. § 99.3 and as defined under any applicable state law. Student Data shall constitute Education 
Records for the purposes of this DPA, and for the purposes of federal, state, and local laws and regulations. Student 
Data as specified in Exhibit “B” is confirmed to be collected or processed by the Provider pursuant to the Services. 
Student Data shall not constitute that information that has been anonymized or De-identified, or anonymous 
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usage data regarding a student’s use of the Provider’s services, or data that an eligible student, parent, or legal 
guardian provides and/or directs Provider to use for a purpose that may fall outside a K through 12 school purpose. 

 

Subprocessor: For the purposes of this DPA, the term “Subprocessor” (sometimes referred to as the 
“Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics, 
storage, or other service to operate and/or improve its service, and who receives personally identifiable 
information of students from Provider to perform such services. . 

Subscribing LEA: An LEA that was not party to the original DPA and who accepts the General Offer of Privacy 
Terms set forth in Exhibit E, attached hereto and incorporated herein. 

Third Party: Intentionally deleted by agreement of the parties.  
 

Modification to EXHIBIT G -  

EXHIBIT G – SUPPLEMENTAL SDPC TERMS FOR TEXAS  
 

1. Covered Data. All instances of "Student Data" should be replaced with "LEA Data". The protections 
provided within this DPA extend to all data provided to or collected by the Provider. Notwithstanding 
the foregoing, Articles II and IV shall not apply to educator data as such educator accounts will be 
maintained for the purpose of allowing educators to use the teaching credentials earned from 
Provider’s professional development to survive Provider’s relationship with LEA. Furthermore, 
Provider’s obligations under Article IV, Section 6 and Exhibit D shall only apply to personally identifiable 
information of students 

 
2. Compliance with Texas Privacy Laws and Regulations. In performing their respective obligations under 

the Agreement, the LEA and the Provider shall comply with all Texas laws and regulations pertaining to 
LEA data privacy and confidentiality, including but not limited to the Texas Education Code Chapter 32, 
and Texas Government Code Chapter 560. 

 
3. Modification to Article III, Section 2 of the DPA. Article III, Section 2 of the DPA (Annual Notification of 

Rights.) is amended as follows: 
 

Annual Notification of Rights. If the LEA has a policy of disclosing Education Records and/or Student 
Data under FERPA (34 CFR § 99.31(a)(1)), LEA shall include a specification of criteria for determining 
who constitutes a school official and what constitutes a legitimate educational  interest in its annual 
notification of rights. 
Consider Provider as School Official. The Parties agree that Provider is a “school official” under 
FERPA and has a legitimate educational interest in personally identifiable information from education 
records received from the LEA pursuant to the DPA. For purposes of the Service Agreement and this 
DPA, Provider: (1) provides a service or function for which the LEA would otherwise use employees; 
(2) is under the direct control of the LEA with respect to the use and maintenance of education 
records; and (3) is subject to the requirements of FERPA governing the use and redisclosure of 
personally identifiable information from the education records received from the LEA. 

4. Modification to Article V, Section 4 of the DPA. Article V, Section 4 of the DPA (Data Breach.) is 
amended with the following additions: (6) For purposes of defining an unauthorized disclosure or 
security breach, this definition specifically includes meanings assigned by Texas law, including 
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applicable provisions in the Texas Education Code and Texas Business and Commerce Code. 
(7) The LEA may immediately terminate the Service Agreement if the LEA determines the Provider has 
breached a material term of this DPA. (8) The Provider’s obligations shall survive termination of this 
DPA and Service Agreement until all Data has been returned and/or Securely Destroyed. 

 

5. Modification to Article VII, Section 4 of the DPA. Article VII, Section 4 of the DPA (Entire Agreement.) 
is amended as follows: 

 
Entire Agreement. This DPA constitutes the entire agreement of the Parties relating to the subject 
matter hereof and supersedes all prior communications, representations, or agreements, oral or 
written, by the Parties relating thereto. This DPA may be amended and the observance of any 
provision of this DPA may be waived (either generally or in any particular instance and either 
retroactively or prospectively) only with the signed written consent of both Parties. Neither failure 
nor delay on the part of any Party in exercising any right, power, or privilege hereunder shall operate 
as a waiver of such right, nor shall any single or partial exercise of any such right, power, or privilege 
preclude any further exercise thereof or the exercise of any other right, power, or privilege. 

 
6. Reimbursement of Expenses Associated with Security Breach. In the event of a Security Breach that is 

attributable to the Provider, the Provider shall reimburse and indemnify the LEA for any and all costs 
and expenses that the LEA incurs in investigating and remediating the Security Breach, including but 
not limited to costs and expenses associated with: 

 
a. Providing notification to the employees or parents of those students whose LEA Data was 

compromised and regulatory agencies or other entities as required by law or contract; 

b. Providing credit monitoring to those employees or students whose LEA Data was exposed in a 
manner during the Security Breach that a reasonable person would believe may impact the 
employee’s or student’s credit or financial security; 

 
c. Legal fees, audit costs, fines, and any other fees or damages imposed against the LEA as a result of 

the security breach; and 

d. Providing any other notifications or fulfilling any other requirements adopted by the Texas State 
Board of Education, Texas Education Agency, or under other State or federal laws. 

 
7. No Exhibit E without unaltered DPA including Texas Addendum. Any alterations are only allowed in 

Exhibit “H”. Any terms under Exhibit “H” do not apply to Exhibit “E” and render Exhibit “E” null and 
void. 
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