




















































STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1 

EXHIBIT G: Supplemental SDPC State Terms for Utah 

1. Utah Student Data Audit Rights
Under Utah Code § 53E-9-309, a contract between an LEA and a third-party contractor must include an
agreement by the third-party contractor that, at the request of the education entity that is a party to the
contract, the education entity or the education entity's designee may audit the third-party contractor to verify
compliance with the contract. For the purposes of meeting the audit requirements of a contract subject to
Subsection 53E-9-309, Utah Administrative Rule R277-487 states that a third-party contractor may:

1. provide an LEA or the Utah State Board of Education Superintendent a self-assessment of their
compliance with the contract and the effectiveness of the information security program;

2. provide responses to a questionnaire provided by the LEA or the Utah State Board of Education
Superintendent;

3. provide a report of an industry-recognized privacy and security audit, such as an SOC2 or SOC3; or
4. submit to an onsite audit, if agreed upon by the third-party contract and the LEA or the Utah State Board

of Education Superintendent.
The Provider shall fully cooperate with any audits conducted, as described above. 

2. Subprocessor Identification.
Under Utah Code § 53E-9-309, a contract between an LEA and a third-party contractor must include a
description of a person, or type of person, including an affiliate of the third-party contractor, with whom the
third-party contractor may share Student Data. In the space below, Provider shall include a link to a list of
Subprocessors who, by virtue of their agreement with the Provider, may have access to Student Data or
process Student Data. If no link is available, Provider shall provide in the space below a detailed description of 
the Subprocessors who, by virtue of their agreement with the Provider, may have access to Student Data or 
process Student Data.

[Subprocessor Identification] 

Azure

3. Employee Data
Under Utah's Government Data Privacy Act (Utah Code§ 63A-19), LEAs are required to document and report
on the personal data shared with or collected by third-parties. Provider shall indicate below the data that will be
shared with or collected by Provider related to employees of the LEA as a part of providing the Services. 
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