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STANDARD STUDEN?DATA PNVACY AGREEMENT Version 2.1

This Student Data Privacy Agreement ("DPA) is entered into on the date of full execution (the "Effective Date")

and is entered into by and between:

lron County School District ,

located at 2077 W Royal Hunte Dr, Cedar City, UT (the "LEA")

and

q'R€+*+t€; {ff$S e*
located at lProvider Street, City, Statel (the "Provider).

{fy ffieew#* m,, fft^,ii,rffi {N N{S#F
,j

pffiffi&ffiffiLffi

WHEREA$, the Provider is providing educational or digital Services, as defined in Exhibit "A", to LEA, which

Services may include: (a) cloud-based Services for the digital storage, management, and retrieval of pupil

records; andlor (b) digital educational software that authorizes Provider to access, store, and use pupil records;

and

WHEREAS, the Provider and LEA have entered into a Service Agreement (as defined herein), to provide certain
Services to the LEA as set forth in the Service Agreement, and this DPA (collectively the "Agreement"),

WHEREAS, the Provlder and LEA recognize the need to protect personally identifiable student information and

other regulated data exchanged between them as required by applicable laws and regulations, such as the

Family Educationat Rights and Privacy Act (.FERPA") at 20 U.S.C. 12329 (34 C,F.R. Part 99);the Protection of
Pupil Rights ,{mendment ('PPRA") at 20 U"S.C. 1232h; and the Children's Online Privacy Protection Act
("COPPA') at 15 U,S.C. 6501-6506 (16 C.F"R. Part 312),

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective

obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

General Offer of Privacy Terms,
The Provider has signed Exhibit "E" to the SDPC Standard Clauses, otherwise known as "General Offer of
Privacy Terms' enabling other LEAs to enter into the same terms of this DPA with Provider.

Special Provrsrons. (Check if Required)

V] lf checked, the Supplemental State Terms attached hereto as Exhibit "G" are hereby incorporated by

reference into this DPA in their entirety.
ff ths Parties deslre to change any terms, use the 'Vendor-Specific' Agreement ar 'Distiet-Modified' Agreement"
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1

The designated reprosentative for the LEA for this DPA is:

Name: Troy Lunt Tile Technology Director lData Privacy Mgr

Address: 2077 W Royal Hunte Dr, Cedar City, UT

Phone: 435-586-2804

The designated representative for the Provider for this DPA is:

Name: J{tlt,( *'/ t :; Title: /n.'

(a*dwWz Ra
737 *

Date:

Email: troy.lunt@ironmail.org

cft
Address:

Phone;

lN WTNESS IVHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA: lron County School District

Signed By: Date:

Printed Name: Troy Lunt TitlelPosition: Technology Dir / Data Privacy Mgr

PROVItrER:

$ignod By:

Printed Name

4Rev c

Ec-l%/5 TitlelPosition:

Each Party is responsible to prompfly notrfy the other Party of changes to the notice information

Noticea to Frovider
affir.c* 4&{Ys *4e
FrqviderRote fr - ffi WrrWtX:
Provider Postal Address

With a
ftovider Legul Counwl

Provider Legal Counsel Poslal Address

PrwiderLegal Counsel E-mail lddrees

$ecurity Notices to Provider gequired

Provider Security Name

Provider Security Role

Provider Security Postal ,{ddress

Provider Security E-mail Addres$

Noticss to LEA
Iron Courfy SchQol Distriet

Oata Frivacy Coordinator

{
2077 W Royal Hunts Dr, Cedar City, UT

nycole. reynolds@ironmail.org

With a copy to (if provided):
LEA Legat Counsel

LEA Lesal Counsel Postal Address

LEA Legal Counsel E-mail Address

5.3) Security Notices to LEA (Resuired per section 5.3)

Troy Lunt

District Technology Director

2077 W Royal Hunte Dr, Cedar City. UT

troy. [unt@ironmafl .org

{
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SIANO RO STUDENT DATA PRIVACY AGREEMENT Version 2.1

$YeNmAffi& ffirAej$ffi$

r&KTI*Lffi I; PUffiP*Sffi AN* $C&PH

I.t Purpose of DPA.

The purpose of this DPA is to describe the duties and responsibilities to protect Student Data including

compliance with all applicable federal and *tate privacy law$, rules, and regulations, all as may be amended

from time to time. ln performing the Services, the Provider shall be considered a School Officialwith a legitimate

educational interest, and performing Services otherwise provided by the LEA. With respect to its use and

rtaintenance of Student Data, Provider shall be under the direct control and supervision of the LEA as set forth

in this DPA and the Service Agreement.

1.2 Deecription of Products and Services.

A description of all products and services covered by the Agreement, and information specific to this DPA, are
listed in Exhibit "A". lf a Provider needs to update any information on Exhibit "A" (such as updating with new
provided services), they may do so hy completing the Addendum template provided by the A4L Community and
sending a copy to the LEA.

Provider may add or delete products or seryices subject to this DPA under the following circumstances:
1. Deleted products or seryices: The products or services have been discontinued and are no longer

available from the Provider.
2" Added pmducts or services: The added products or services are either:

a. a direct replacemer*, or substantialty equivalent to the original products or services listed in
the DPA, or

b. the added products or services result in enriched new or enhanced capabilities, new modules,
technology advancements and or service categories relating to the listed products or services
that Provider did not have at the time the DPA was signed.

lf an added product or servic,e requires additional Data Elements, Provider must complete the relevant portion

of the Addendum template to update Exhibit "8".

Provider may flot make any ehange to Exhibit "A'via an Addendum, except adding or deleting products or
services. LEA i$ under no obligation to acquire added products or services and has no abili$ under the DPA to
prev*nt deletion of producto or services. The Provider must notify the LEA, in accorddnce with the notification
provisions o{this DPA, of the existence and contents of an Addendum modifying Exhibit "A'. The LEAwill have
thifty (30) days fnom receipt to obiect in writing to the Addendum. lf no wrttten objection is received it will become
incorporated into the DPA beilveen the parties.

1.3 Student Data to BeProuided.

ln order to perform the servicea, the Prsvider shall process $tudent Data as identified by the Previder in the

$chedute of Data, atacfred hereto as Exhihit "8". $tudent Data may be prcvided by the LEA or created by
students, as $ct forth fully in the definition of $tudertt Data in Exhibit "C'. lf a Provider needs to update any
information on Exhibit "8", they may do so by completing the Adde*dum tem$ate provided by the A4L
Community and sendirq s oopy to the LEA.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1

Provider mqy delete data elernents from Exhibit "B" if they are no longer used by the Provider.

Provider must add data elements to Exhibit "B", when a material change has occurred, regardless of whether

the added data elements are either one of the following:

1. used to better deliver the original products or services listed in the DPA, or

?. used to deliver added products or seryices that result in new or enhanced capabilities, new

modules, technology advancements and or service categories relating to the listed product$ or

services that Provider did not have at the time the DPA was signed. Such new products or seryices

must be designated in the Addendum template as changes to Exhibit "A'.

The Provider must notify the LEA, in accordance with the notification provisions of this DPA, of the existence

and contents of an Addendum modifying Exhibit "B". The LEA will have thirty (30) days from receipt to object to

the Addendum. lf no written objectlon is received it will become incorporated into the DPA between the parties.

1.4 DPA Definitions.

Capiialized terms used in this DPA shall have the meanings set forth in Exhibit "C". With respect to the treatment
of Student Data, in the event of a conflict, definitions used in this DPA shall prevail over terms used in any other

writing, including, but not limited to, the Service Agreement.

&ffiY$#kffi l$: *&TA #WNHffiSFI$p A$dm AL,TI-{*efrXffim AtrtrffiS$

2.1 Student Data Property of LEA.

As between LEA and Provider, all Student Data processed by the Provider, or created by students (as set forth

fuIly in the definition of Student Data in Exhibit "G"), pursrant to the Agreement is and will continue to be the
property sf and under the control of the LEA. The Provider further acknowledges and agreee that all copies of
such $tudent Data processed by the Provider, including any modifications or additions or ariy portion thereof
fuom any source, are also subject to the provisions of this DPA in the same mailner as the original Student Data.

The Parties agree that as befineen them, all rights, including all intellectual property rights irr and to Student Data

conternplated per the Seryice Agreement, shall remain the exclusive property of the LEA.

2.2 Farent Legal Guardian and $tudent Access,

The LEA ehall establlsh reasonable procedures by which a pqrent, legal guardian, or eligible student (as defined
in FERPA) may review Student Data and request deletion or modifimtion, and request delivery of a copy of the

Student Data. ln support of this, the Provider shall establish reasonabfe proeedures by which the LEA may

ascsss, and cort'set, if nec*ssary, Education Reorords andlor Student Data, and make a copy of the data available
to the LEA or (at the LEA'; direction) to the parent, l6gal guardian or eligible student directly. tf the LEA is not

able to review or update the Student Data it*elf, Frovider shall respond in a reasonaHy timely manner (and no

later than thirty (30I days from the date of the request or pursuant to the time frame required under stfite law for
an LEA to respond to a parent, legal guardion or student, whichever is sooner) to the LEA's request for $tudent
Data hetd by the Providert0 view or csriect as neces$ary.

ln tho event that a parent or legal guardian of a student or eli$ble student contacts the Provider to eonect, delete,
review or request delivery of a copy of any of the Student Data collec{ed by or generated through th$ $olices,

O4ccass 4 Leamlng (AtlL) Conununity, Alt Rlgrttl* Recerved. Page I 6



SIANDARD STUOENf DATA PRTVACY AGREEMENT Version 2.1

the Provider shall refer that person to the LEA, who will follow the necessary and proper procedures regarding

the requested information. ln the event that any person other than those listed contacts the Provider about any

Student Data, the Provider shall refer that person to the LEA, except as provided in Section 4.4.

2.2.1 This NDPA does not impede the ability of studente to download, export, or otherwise save or
maintain their own Student Generated Content directly from Provider or for Provider to
provide a mechanism for such download, export, transfer or saving to students, or the

student's parent or legal guardian. Nor does it impede the ability of Providers to offer LEAs

features to allow such abilitY.

2.2.2 ln the event that Student Generated Content is transferred to the control of the student,
parent or legal guardian, the copy of such Student Generated Content that is in the control of

such person is no longer considered Student Data.

2.3 Subprocessors.

Provider shall enter into a Subprecessor Agreement with all Subprocessors performing functions for the Provider

in order for the Provider to provide the $ervices pursuant to the Service Agreement, whereby the Subprocessors

agree to protect Student Data in a manner no less stringent than the terms of this DPA. Every Subprocessor
Agreement must provide thal the Subprocessor will not Sell the Student Data. The terms of a Subprocessor

Agreement shall not be materially modified by the $ubprocessor unless notice is provided to the Provider.

&ffiTE#tffi I$$: mffiT$ffiS ffiF LffiA

3.1 Provide Data ln Compllanee with Appllcable Laws.

LEA *hall u$e the $ervices and provide Student Data in compliance with allapplicable federaland state privacy

laws, rules, and regulations, alla$ may be amended from time to time.

3"2 Annual Notlfieation of Right*,

lf the LEA has a policy of disclosing Education Records and/or Student Data under FERPA (34 CFR $
S0.31(aX1)), LEA shall inalude a specification of crtteria for determining who canstitulss a $chool Official and
what conetitutcd a legitirnate edunational interest in its annual notification of rights.

S.3 Reaeonable Prscautions,

LEA shall employ adrninistrative, physical, and technical safeguards deeigned te protoct u$ernanus, passlvords,

and any other means of gaining aolsss to th€ $ervices and/or hosted Student Data from unauthorized acce$$,

dldoeure, ar acquisition by an urrauthorited person.

3.4 Unauthorized Aceess Notificatiorr and Assistance.

LEA shall notifu Provider withln seventy-two (72) hours of any confirmed Data Breach to the Serviees, LEA's

account or any Student Data that po$es a privacy or security risk. lf requested by Provider, LEA will provide

reasonable assistanee to Provider in any efforts by Provider to invesligate and respond to such Data Breach.

@Access 4 Learning {A4L} ComrnuniU. All Rphts Reserved. Page I S
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AffiTi#ilffi BV: ffiLJ?lH$ *F PffiSV&mffiR

4.7 Privacy and $ecurify Compliance,

The Frovider shall comply with all laws and regulations applicable to Provider's protection of Student Data privacy

and security, and at the direction of the LEA shall cooperate with any state or federal government-initiated eudit

of the LEA's use of the $ervices.

4.2 Authorized Use.

The Student Data processed pursuant to the Services shall be used by the Provider for no purpose other than

performing the Services outlined in Exhibit "A", or as instructed by the LEA.

4.8 Provider Employea Obligation.

Proyidar shall require all of Provider's employecs uflo have ecceasts Student Data to comply with allapplicable
provisions of th's DFA yuith respect to the $tudent Data shared under the $ervim Agreeffient. Frovider agr6€$

to require and maintain an appropriate confidentiality agreement fr+m each emptoyee with accees to $tudent
Data pursuant to the Service Agreeme*l.

4.4 No Disclosure.

Provider acknowledges and agrees that it shall not sell or disclose any Student Data or any portion thereof,
including without limitation, user content or other non-public information and/or personally identifiable information

contained in the Student Data.

4.4.1 Exceptions to tlo Disclosure.

4.4.1,1 This prohibition against discloeure will not appty to Student Data where disclosure is
directed or permifted by the LEA orthis DPA.

4"4"1.2

4.4.1"3

4.4.1.4

The provision to not sell Student Data shall not apply to a Change of Control.

This prohihftion against disclosure shall not apply to $tudent Data disclosed
pumuant to a judicial order or lawfully issued subpoena or uranant.

This prohibition againot disclosure shall not apply to $tudent Data disclosed ts
$ubpnoceesor$ performing $ervices on behalf of the Pravider pureuant to thie DPA.

$hould law enforcement or other govemment entities ("Requesting Party(ies)") provide

a iudicial order or lawfulty issued subpoena or wanant to the Provider with a request
for Student Data held by the Provider pursuant to the Servhes, the Provider shall notify
the LEA in advance of a compelled disclosure to the Reqqesting Party.

4.4.1.5

4.4.1 .g Notification under 4.4.1 .5 is not required if the judicial order or lawfi"dly ieeued

subpoana or wanant states not to inform the LEA of the request.

4.4.1-7 Should the LEA be pressnted wRh a judicial order or lawfully issued subpoena or
to di$clo$e Student Generated Content or other $tudent Data, the Provider shall
cooperate with ths LEA in delivering such data"

OAccess 4 Learnlng (A4L) Commun,ty. An Rigtts Reserved. Page J 7
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4.4.1.8 This prohibition against disclosure shall not apply to LEA-authorized users of the

Services, which may include parents and legalguardians.

4.4.1.9 This prohibition against disclosure shall not apply to protect the safety of users or
others, if and only if, an LEA employee who has specifically been authorized to

declare a health or safety emergency has done so and all requirements under 34

CFR SS 99.31(a)(10) and 99.36 have been fulfilled by the LEA.

4.4.1.10 This prohibition against disclosure shall not apply to protect the integrity or security

of the Seryice, where such disclosure is made to a Subprocessor engaged by

for the specific purpose of investigating a potential Data Breach as set forth in 5.4.

4.5 De-ldentified Data

Provider agrees not to attempt to re-identify De-ldentified Student Data without the written direction of the LEA.

De-ldentified Student Data may be used by the Provider for those purposes allowed under applicable laws, for
the purposes allowed for the processing of Student Data under this DPA, as well as the following purposes: (1)

assisting the LEA or other governmental agencies in conducting research and other studies; (2) research,

development, and improvement of the Provider's educational sites, Services, or applications, and to demonstrate

the effectiveness of the Services; and (3) for adaptive learning purpose and for customized student learning.

Provider's use of De-ldentified Student Data shall survive termination of this DPA or any request by LEA to return

or dispose of Student Data. Except for Subprocessors, Provider agrees not to transfer De-identified Student Data

to any third party unless the transfer is expressly directed or permitted by the LEA or this DPA. Such
Subprocessors must be subject to equivalent terms of the DPA including this one. Prior to publishing any
document that names the LEA, the Provider shall obtain the LEA's written approval of the manner in which De-

ldentified Student Data is presented. lf Provider chooses to create De-ldentified Data, its process must comply

with either NIST de-identification standards or US Department of Education guidance on de-identification.

4.6 Disposltlon of Data.

Upon written request from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer
Student Data obtained under the Service Agreement, within sixty (60) days of the date of said request and

according to a echedule and promdure as the Parties may reasonably agree.

lf the Provider ha$ a standard retention and destruation schedule, that schedule shall apply to Student Data as

long as this DPA is active. The Provider's practice relating to retention and disposition of Student Data shall be
provided to the LEA upon request.

At the terminatian of this SFA, the Provider shall, unless directed otherwise by the LEA, dispoee of, or delete

$tqdent Data obtained by the Provider under the Agreement within $ixty (60) days of termination (unless

otherwke required hy law). lf the Agreement has lapsed or is not terminated, the $tudent Data shall be deleted
when directed or permitted by the LEA, according to Providefs standard desFuclion schedule, or as otherwise

requked by law. The LEA may provide the Provider with special instructions for the di*position of the $tudent
Data, by transrnitting to Pruvider Exhibit uD", aftaehed hereto. The duty of the Provider tc dispose of or delete

$tudent Data shall not extend to De*ldentified Data pr to Student-Gensated Content that has been transfened
or kept pur$uant to Sedion 2.2.2.

OAcqess 4 Learning (A4L) Communtty" All Righfs Feserved. Page | 8



STANDARD STIJDENT DATA PRIVACY AGREEMENT Version 2.1

4,7 Advertising Limits.

Provider is prohibited from using, disclosing, or selling Student Data to (a) inform, influence, or enable Targeted

Advertising; (b) develop a profile of a student, family memberlguardian or group, for any purpose other than

providing the Service to LEA; or (c) for any commercial purpose other than to provide the Service to the LEA, or

as authorized by the LEA or the parenuguardian. Targeted Advertising is strictly prohibited. However, this section

does not prohibit Provider from using Student Data (i) for adaptive learning or customized student learning

(including generating personalized learning recommendations); or (ii) to make produot recommendations to

account holders that are not considered Targeted Advertising (this exception does not apply where the Provider

is relying on the LEA to provide consent on behalf of the parent under COPPA); or (iii) to notify account holders

about new education product updates, features, or Services that are not considered Targeted Advertising orfrom
otherwise using Student Data as permitted in this DPA and its accompanying exhibits.

Before rnaking product recommendations under section (ii) above, Provider must disclose the existence of those

recommendations to LEA in writing, in sufficient detail that LEA can fulfill any obligations under applicable law

{e.g. PPRA}.

ARTIS{-ffi V: ffiAT& $ffif;{",RlTY &FdS BRHASH PRSW$ISN$

5.1 Data $torage.

lf Student Data is stored outside the United States, Provider will provide a list of Countries where data is stored,

in Exhibit "B".

5.2 $ecurity Audits.

Provider will conduct a security audit or a$sessment no less than once per year, and upon a Data Breach. Upon
10 days' notice and Execution of confidentiality agreement, Provider will provide the LEA with a copy of the audit
report, subject to reasonable and appropriate redaction.

5.$ Pata Security,

The Provider agree$ to utilize administrative, physical, and technical safeguards deoigned to protect $tudent
Data frorn u*authorized access, disclosure, acquisttian, destruction, use, or modiflcation. The Frovider shail

adhere to any applicable law relating to data security of Student Data. The Provider shall implement an adequate

Cybersecurity Framewod< that incorpordes one or more of the nationally or lntemationally recognized standards

set forth in Exhibit "F". Additionally, Prcvider may choose to further detail its securtty programs and measures in

Exhibit "F". Provider shall provide, in thq Prearnble to the DPA, contact infonnation of an employee who LEA

may contact if there are any data *ecurity concerns or guestions.

$.{ Oeta Breach"

ln the eveflt that Provider confinns a Data Breach, the Provider shall provide notification to LEA within seventy-

two t?2) hours of confinnation of the Data Breach, unles$ notiftc€tiofl within theee time limits trould disrupt

investigation of the Data Sreach by law enforcement. ln such an €vent, nottfication shall be made within a

rcasonabls time after the Bata Breach. Provider shafl fotl(Fr/ the fo$owing procesB:

@Icceso 4 Learning {A4L) Communtty. All Nghts Reserved. Fage I I



ETANDARD ETUDENT DATA PRIVACY AGREEMENT VETSiON 2.1

(1) The Data Breach nqtification described above shall include, at a rninimum, the following

information to the extent known by the Provider and as it becomes avai{able:

(a) The name and contact information of the Provider subject to this section,
(b) the date of the notice,
(c) the date of the Data Breach, the estimated date of the Data Breach, or the date

range within which the Data Breach occurred,
(d) Whether the notification was delayed as a result of a law enforcement investigation,

if legally permissible to share that information,
(e) A general description of the Data Breach, if that information is possible to determine

at the time the notice is provided,
(0 A description of the Student Data reasonably believed to have been the subject of

the Data Breach;and
(g) ldentification of impacted individuals.

(21 Provider agrees to adhere to all applicable federal and state laws with respect to a Data Breach

related to the Student Data, including any required responsibilities and procedures for
notification and mitigation of any such Data Breach.

(3) Provider further acknowledges and agrees to have a written Data Breach response plan that is
consistent with applicable industry standards and federal and state law for responding to a Data

Breach, involving Student Data and agrees to provide LEA, upon reasonable written request,
with a sumrnary of said written Data Breach response plan.

(4) LEA shall prdvide notice and facts sunounding the Data Breach to the affecled students,
pargnts, or guardians.

(5) ln the event of a Data Breaeh originating from LEA's use of the Service or othenrise a result of
LEA's ac{ions or inactions, Provider shall reasonably cooperate with LEA to the extent necessary
tro expeditiou$ly $ecure Student Data and may reguest costs incurred as a result of such Data

Breach.

&Acoess { Learning {A1L} Communlty. Ail Rights Feserved. Page | 1O
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COTdTRACT TERIII{$

Term and Termination. ln the event that either Party seeks to terminate this DPA, they may do so by written

notice if the Service Agreement has lapsed or has been terminated- Either party may terminate this DPA and

any Service Agreement or contract if the other party breaches any terms of this DPA. This DPA shall stay in

effect for as long as the Provider retains the Student Dfrta, as set forth in section Article lV, Section 4.6. ln the

case of 6 "Change of Control" the LEA has the authority to terminate the DPA if it reasonably believes that the

successor cannot uphold the terms and conditions herein or having a contract with the successgr would violate

the LEAs policies or stato or federal law.

Data Disposition on Service Agreement Terminatiort. lf the Service Agreement is terminated, the Provider

shall dispose of all of LEA's $tudent Data pursuant to Article lV, Section 4.6 of the Standard Clauses.

Notices, All noticeE or other communication required or permitted to be given hereunder must be made in writing

and may be given via e-mail transrnission, or first-class mail, or mutually agreed upon method sent to the

designated representatives documented in the Preamble.

Priority of Agreements. This DPA shall govem the treatment of Student Data in order to comply with the
privacy protestions, including those found in FERPA and all applicable privacy statutes identified in this DPA.

With respect to the treatment of Student Data only, in the event there is conflict between the terms of the DPA

and the $ervice Agreement, Tenns of Service, Privacy Policies, or with any other bidlRFP, license agreement,

or wrtting, the terms of this DPA shall apply and take precedence. ln the event of a eonflict between Exhibit "H",

the $DPC $tandard Slauees, and/or the $upplemental State Terms in Exhibit "G', Exhibit "H" will cqntrol,
followed by Exhibit "G". Except ae described in this paragraph herein, all other provisions of the Service
Agreemerrt shall rernain in effect.

Enttre Agreement This DPA and the Service Agreement (theAgreement') constitute the entire agreement of
the Parties relating to the subject matter hereof and supersedes all prior communications, representations, or
agreements, orial or written, by the Parties relating ther€to. This DPA may be amended and the observance of
any provision of thie DPA may he waived (either generally or in any particular ifistance and either retroactively

tr praspectively) only with the signed wriEen coneent of both Par{ies.

$errerability. Any provi$on of this DPA that is p'rohlbited or unenbrceahle in any jurisdiction shall, as to such
jurisdiction, be ineffectlve tE the extent of tuch prohibition or unenforceability withcut invalidating the remalning
provisions of thi* DPA, and any such prohfbition or unenforceability in any jurisdiction sha$ not invalidate or
refider unenforceable euch provision in any other jurisdicftion. Nstwithstanding the foregoing, tf such provision

could be more nanowly drayvn so as not to be prohlbited or unenforceable in such jurisdiction while, at the samo

time, rnaintaining the intent of the Parties, it shall, as to such jurisdiction, be so narrow{y drawn without
invalidating the rernaining provisions of this DPA or affecting the validity or enforceability of such provision in any
other jurisdiction.

Governlng Law; Venue and Jurladiction. Th[s DPA will be gwerned by and c'onskued ifi accordance with the
laws of the state 0f thts LEA, wfthout regard to conflicts of law principles. Each party eonsents and submits to the
sole and orclusive jurisdiction to the state and federal courts far the ffitJnty of the LEA for any dispute arising
out of or relating to this DPA orthe transactlons contemplated hereby.

Succereofe Bound. This DPA is and shall be binding upon the respedive succe$$or$ in lnterest to Provider in

the event of a Cha*ge of Control. ln the event of a Change of Gontrol, the Prsvider shall provide written nqtice

to the LEA no lat*r than *ixty (fi0) dayt afterthe c,losing date of such Change of Control. $uch notice shall include

@Ic6cs$dlearning (A4L) Commuai'ty. All Rtghts Reserved. Faga I 11
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This DPA covers access to and use of aftsntte* il#yS 4/- L 's existing Services that collect,

process, or transmit Student Data, as identified below:

Enter re$ource name$

k/i,tj$/, Vrultt/,#**
//

@Access 4 Learning (A4L) Communtly. Alt Rtghts Reserved. Page I 13
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All Data Elements identified in this Exhibit are correct at time of signature. Data Elements Collected by
Product - lndicate Required (R) or Optional (O).

lP Addresses of users, use
of cookies, etc,

Other application
teohnology metadata

Meta data on user
interaction with application

Standardized test scores

Observation data

Voiee recordings

Other assessment data

Sludent school (daity)

att€fldance data

Student sla*s attendance
data

@Access l Loaming (A(L) Comnun@. All Nghts Reserved. Pase I 14

lf 'Other' checked, please

specify below checked
box:

4r::
i:::l(i
a'::::?l i!,t

ff 'Ather' checked, p/ease

spectfy below chec*ed
box:



SIANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1

cOnline communicatlon
captured (emails, blog entrias)

Conduct or behavioral
data

Date of birth

Place of birth

Gender

Ethnhity or race

Language information
{natve, or primary language
spoken by $tudeot)

Other demographic
information

Student school enrollment

Student gfade level

Homeroorn

Guidance counselor

$pecific cuniculum
prograrne

Year of graduation

6ther ertrollment
information

@Access 4 Leeming (At{L} Community. Ail Righls Res€rved. Page | 15
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specify betaw chocked
box:
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Address

Email

Phone

Parent lD number {created
to link parsnts to students)

First and/or last

Student scheduled courses

Teacher narnos

Engtish language leamer
information

Low-income status

Medical alert#health data

Student disability
informathn

$pecialized education
Services {tEP or 5o4)

Lhing situatione
(homele$s#6tor carp)

Othpr indicator information

@Access Lea rn I n g (A4L) Co mm an iU. Rights Resenred. Page | 18

lf 'Other' checked, p/ease

specify below checked
box:

F:ti11rr:li:ir:i$a
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Address

Email

Phone

Loca[ {school district) lD
number

State lD number

Provider/app assigned
student lD number

Student app usemame

Student app Basswords

First andlor last

Program/application
perfsrmanc€ (e.s. typins
program - studBnl types 00 wpm,
reading prograrn * su"tdent reads
behiv grade levd)

Academic or
extracunicN,rlar artivities a
student rnay belong to or
participate in

@Accesc 4 Learning (A4L) Comnuw. Atl Rights Reserued. Page ! 17

lf 'Other' checked, please
specify below checked
box:
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Student responses to
surveys or questionnaires

Student Eenerated
content; writing, pictures,

etc.

Other student work data

Student course grades

$tudent course data

Student course
gradedperformance
scores

Other transcript data

Student bua assignment

Student pick up andlor
drop off location

Student bus card lD
nurnber

Other transportation data

@Access 4 Learnlng (AilL) Communtty, All Rights Eeeerved. Page | 18

C

lf 'Other' checked, please

specify below checked
box:

lf 'Ofher' checked, please

specly below checked
bax:
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Other data collected

No student data collected
at this time. Provider will
immediately notifi/ LEA if
this designation is no

longer applicable,

lf Student Data is stored outside the United $tate,s, Provider shall list below the Countries where data is stored:

OAccees 4 Laarnlng {A4L) Gommuntty, AII Rrgftfs Reserved. Page | 19

lf 'Other' checked, please

spectfy belaw checked
bax:

ff 'ather' checked, please
list each additional data

element used, stored, or
collected by your
application below checked

box:
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Change of Control: Any merger, acquisition, consolidation or other business reorganization or sale of all or

substantially all of the assets of Provider or of the portion of Provider that performs the Services in the Service

Agreement.

Contextual Advertising: Contextual advertising is the delivery of advertisements based upon a current visit to

a Web page or a single search query, without the collection and retention of data about the consumer's online

activities over time.

De-ldentifted Data: Records and information are considered to be De-ldentified when allpersonally identifiable

information has been removed or obseured, such that the remaining information does not reasonably identify a

specific student, including, but not limited to, any information that, alone or in combination is linkable to a specific

student.

Data Breach: An unauthorized release, access to, disclosure or acquisition of Student Data that compromises

the security, confidentiality or integrity of the Student Data maintained by the Provider in violation of applicable

state or federal law'

Educatlonal Records: Edueational Records shallhave the meaning set forth under FERPA 20 U,S. C. 1232
g{aX5XA}. For addiUonal context see also the'Student Data'definition.

LEA: For the purpose of this DPA, the LEA i$ tlre educational entity that is a Party to tlris Agreement. An LEA
can be a ctate ag6ncy, an educational service agoncy, a charter school or school system or a private school or
echool systerfl, in addition to the federal definition of Local Education Agency (LEA).

t[etadata: Means information that provideo meaning and context to other data heing colleoted including, but
flot limited to datg and time records and purpose o{ creation. Metadata that have been stripped of all direct and

indirect identifiers aro nst considsred Perconally ldentiflable lnformation or Student Data.

Originating LEA; An educational entity othenrvise meeting the definition of LEA lhat originally execuks the DPA
in its entirety (including the marked checkbox enabling Exhibit "E') with the Provider.

$chool Offtcial: Fsr the purpose$ dthis DPA and pursuant to FERPA 34 CFR $ 99.31(b), a $chool Official is

a csntractor that {1} Perforrns an institutisn&l service or function for which the agency or instituUon urould

ntherwisa u$e employees; {2} ls under the direct control of tbe agency or institution wlth respect to the use and
maintenance of Student Data irduding Educational Records; and {3} ls zubjec{ to FERPA 34 CFR $ 99.33{a)

Soveming the usg afid redisclosure dFersonally ldentifiable lnforrnation fom Educational Records.

Service Agreament: Refers to the quotsr conesponding contract, purehase order or t+ms of service andlor
terms of use.

Student Datat $tudent Data includes any data, whether gathered, created or infened by Provider or provided

by LEA or its users, student$, or students' parentslguardians, for a school purpose, that is descriptive of the
studsnt including, hut notlimited to, information in the sludent's Educational Record, persistent unique identifiers,

or any other irformation or identification number that would provide information about a specific student. Student
Data include$ Metadata that has not been stripped of all direct and indirect identifiers. $tudent Data further
includes "Personally ldentifiable lnformation (Pll)," ae defined in 34 C.F.R. S 99.3 and as defined under any

applicable state law. $tudent Data ehall con$titute Education Records for the purposes of this DPA, and for the
purpo$es of federal, state, and lqcal laws arld regutations. Student Data as specified in Exhibit *8" is confirmed

@Access4 (AtlL) CammunW. All Rtghts Page | 20
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to be collected or processed by the Provider pursuant to the Services. Student Data shall not inelude properly

De- ldentified Data or anonymous usage data regarding a student's or LEA's use of Provider's Services.

Student Generated Content: The term "Student Generated Content" means materials or content created by a

student in the services including, but not limited to, essays, research reports, portfolios, creative writing, music

or other audio files, photographs, videos, and account information that enables ongoing ownership of student

content. "Student Generated Content" does not include student responses to a standardized assessment where

student possession and control would jeopardize the validity and reliability of that assessment.

Subprocessor: For the purposes of this DPA, the term "Subprocessor" (sometimes referred to as the

"subcontractor'') means a party other than LEA or Provider, who Provider uses for data collection, analytics,

storage, or other service to operate and/or improve its service, and who has access to or storage of Student

Data, including security, storage, analytics, and other processing activities necessary to perform a Provider

business purpose.

SubprocessorAgreemefit: An agreement between Provider and a third party Subprocessor. A Subprocessor

Agreement includes either a written agreement or an acceptance of terms and conditions (e.9., click through

agreements).

Subscribing LEA: An educational entity otherwise meeting the definition of LEA that was not party to the

original Service Agreement and who accepts the Provider's General Offer of Privacy Terms by executing Exhibit

tr,.

Targeted Advertising: Targeted Advertising means presenting an advertisement to a student where the

seleotion of the advertisement is based on Student Data or inferred over time from the usage of the Provider
fnt+rnet web s[te, online service or mobile application by such student or the retention of such studenfs ohline
activities or request$ over tirne for the purpose of targeting suheequent advertisements. "Targeted Advertising"

does not include Contextual Advertising.

@Acc+ss l Learning (AtlL) Community, All Righls Researed. Page | 21
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After this DPA takes effect, if the LEA has special requirements for the disposition of Student Data that are not

expressed in 4.6 Disposition of Data, the LEA may fill in this form and deliver it to the Provider.

The Provider and the LEA must not fill in this form at the initiation of the DPA.

The Provider shall act on Exhibit "D" from the designated representative of the LEA or their designee (Prearnble

or Exhibit uE'for Subscribing LEA),

I lnsert Name of District or LEA J ('LEA") instructs Provlder to dispose of Student Data obtained by Provider pursuant to

the terms of the DPA between LEA and Provider. The terms of the Disposition are set forth below:

1. Extent of Disposition
t I Disposition is partial. The scope of Student Data to be disposed of is set forth below or found in an

attachment to this Directive:

I lnsert categories of Student Data here l

I ] Disposition is complete. Disposition extends to all Student Data.

2. Nature of Disposition
I I Disposition shall be by destruction or deletion of Student Data

[ 1 Disposition shall be by a transfer of Student Data^ The Student Data shall be transferred to the following
site as follows:

I Insert or attach special instructions ]

3. Timing of Disposition
Student Data shall be disposed of by the following date:

I I As soon as comrnercially practicable

I l On Provider's standard destruction schedule

I I By[ lnsertDate ]

4. De-ldentified Data

t 1 The Provider certifies that they have De-ldentified the data, as defined elsewhere in this Agreement, and
disposed of all copies of Student Data that were not De-ldentified in accordance w*h this Schedule and
the DPA. The Provider will notify LEA in accordance with the notification requirements of the DPA using
this form.
As of [ trnserf Dafe ]

5. Other:

Signature(s) Notice of Verified Disposition of Data

Authorized Representative of
LEA

Date

@Acoess 4 Learnlng {A4L) Communtty. Al, Rights Reserrred.

Authorized Representative of
Pmvider

Date
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1 

EXHIBIT E: GENERAL OFFERS OF TERMS 

Page 1 of 2: OFFER OF TERMS 

Provider and the Subscribing LEA (named below) agree by signing this General Offer of Privacy Terms ("General 
Offer") that they are bound by the same terms as the DPA between Provider and 
Iron County School District ("Originating LEA") dated _8/25/2025___ _ 

Provider and Subscribing LEA agree that the information below will be replaced throughout the DPA with the 
information specific to the Subscribing LEA filled in below for the Subscribing LEA. This General Offer shall 
extend only to the terms set forth in this DPA and shall not necessarily bind Provider or Subscribing LEA to any 
other terms entered into between Provider and Originating LEA. Any commercial terms, such as price, term, or 
schedule of Services, relating to Subscribing LEA's use of the Provider's Services shall be determined solely 
between Provider and Subscribing LEA. 

If Provider makes changes to Exhibit ''A" or Exhibit "B" in accordance with sections 1.2 and 1.3 respectively, 
Provider must complete the Addendum template provided by the A4L Community and notify the Originating LEA 
and all Subscribing LEAs in accordance with the notification provisions of this DPA, of the Addendum's existence 
and contents. With regard to a Subscribing LEA, an Addendum is automatically incorporated into this DPA when 
Subscribing LEA is notified by Provider. If an Addendum modifies Exhibit "B", the LEA will have thirty (30) days 
from receipt to object. If no written objection is received it will become incorporated into the DPA between the 
parties. 

The Provider may withdraw the General Offer (for future use or for LEAs that have not already accepted it) in 
the event of: (1) a material change in the applicable privacy statutes; or (2) a material change in the Services 
and products listed in the Service Agreement. Notification of a withdrawal shall be submitted to 
ndpa reguests@A4L.org. 

Subscribing LEAs shall send the sign:d/ Exhibit "E" to Pr: ider at the following email address:
[Replace with vendor email] q�a f:1£_?t1tlj'/;. '. t"t!/Vf

The below signatory confirms they are authoriz • to bind their institution to this DPA as in its entirety. 

PROVIDER: 

Signed By: Date: 

Printed Name: Title/Position: 

© Access 4 Learning (A4L) Community. All Rights Reserved. Page 123 
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EXHIBIT E - Page 2 of 3: RESOURCE NAME(S):
/ ^Ay/,/? -,fi**e tdnurt'gS€&M

Ortginating LEA: lron County School District

Provider Narne:,4Rerffi

Enter resource names

O.Access 4 l*earnlng (4,4L) Qamtnunity. AII Rigftfs Reserued. Page | 24
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EXHIBIT E - Page 3 of 3: lnsert Name of Subscribing LEA .,SUBSGRIBING LEA"

Originating LEA: lron County School District

Provider Name:

A Subscribing LEA, hy signing a separate Service Agreement with Provider, and by its signature below, accepts

the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same

terms of this DPA for the term of the DPA between the Originating LEA and the Provider. *PRIOR TO ITS

EFFECTIVENE$S, SUtsSCRIEING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER.""

Please note, by signing this Exhibit you are also agreeing to any language that may be included in Exhibits to

the Originating DPA beyond this Exhibit "E'. The below signatory confirms they are authorized to bind their
institution to this DPA as in its entirety,

Subscribing 1-64' lnsert Name of Subscribing LEA

Signed By:

Printed Name:

Date:

Title/Position:

School District Name:

Designated Representative of LEA:

Title:Name:

Address:

Telephone: Email:

Hotices to gubacribing LEA: The Provider and Subscribing LEA are each responsible to prompfly nofify tfte
other Party of change$ to the notice information.

Securlty Notices to Subscribing LEA
Subscribing LEA Security Name

Subscribing LEA Security Role

Sr.rbgcribing LEA Security Postal Address

Subseribing LEA Security Poslal Email Address

lnse( Narne of Subscribing LEA

$ubacribing LEA Rob

Subscribing LEA Po$tal Address

Subscribing LEA E-mail Address

With a copy to (if provided):
Subscribing LEA Legal Counse{

Subscribing LEA Legal Counsel Postal Address

Subscribing LEA Legal Counsel E-mail Address

Olccess 4 Leaming (A4Q Cammanity. Aff Rights Recerved. Fage | 25
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Provider must mark one or more frameworks with which it complies.

The Provider may change which framework it complies with without invalidating or changing the DPA, but must

notify the LEA of such chanEe in accordance with the notification requirements of the DPA.

This space is provided for optional security programs and measures as noted in section 5.3:
A

4l o@Frart,€r,{ezdd t * /442q/#d{ #aWe fld/{

FRAMEWORK(S)

Global Education Security Standard - httpe;#sdpc.a4l.elqlqessl

NIST Cybersecurity Framework (CSF)

NIST SP 800-53 Security and Privacy Controls for lnformation systems and organizations

n NIST SP 800-171 Protecting Controlled Unclassified lnformation in Nonfederal Systems and
Organizations

ISO 27000 series, Standards for implementing organization security and management practices

CIS Center for lntemet Security Critical Security Controls

Cybersecuri$ Maturity Model Certification (CMMC, -FAR/DFAR)
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HXHItstT G: Supptrernental SmpC $tate Ternts for Utah

1. Utah Student Data Audit Rights
Under Utah Code S 538-S.309, a contract between an LEA and a third-party contractor must include an
agreernent by the third-party contractor that, at the request of the education entity that is a party to the
contract, the education entity or the education entity's designee may audit the third-party contractor to verify

compliance wlth the contract. For the purposes of meeting the audit requirements of a contract subject to
Suhsection 53E-9-309, Utah Administrative Rule R277487 states that a third-party contractor may:

1. provide an LEA or the Utah State Board ot Education $uperintendent a seltassessment of their
compliance with the contract and the effectiveness of the information security program;

2. provide responses to a questionnaire provided by the LEA or the Utah State Board of Education
Superintendent;

3. provide a report of an industry-recognized privacy and security audit, such as an SOC2 or SOCS; or
4. submit to an onsite audit, if agreed upon by the third-parS contract and the LEA or the Utah State Board

of Education Superintendenl
The Proyider shall fully cooperate with any audits conducted, as described above.

2. Subprocessor ldentification.
Under Utah Code $ 53E-9-309, a contract between an LEA and a third-party contractor must include a

description of a person, or type of person, including an affiliate of the third-party contractor, with whom the
third-party contractor may share Student Data. ln the space below, Provider shall include a link to a list of
Subprocessors who, by virtue of their agreement with the Provider, may have access to Student Data or
process Student Data. lf no link is available, Provider shall provide in the space below a detailed description of
the Subproces$ors who, by virtue of their agreement with the Provider, may have access to Student Data or
process $tudent Data.

[Subprocessor ldentification]

3, Employee Data
Under Utah's Govemment Data Privacy Act (Utah Gode $ 634-19), LEAs are required to document and report
on the personal data shared with or collec{ed by third-parties. Provider shall indicate below the data that witl be
ehared with or collected by Provider related to employees of the LEA as a paft of providing the Servhes.
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The Provider does not currently engage or contract with any Subprocessors who may have access to or process Student Data.
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No CollectionlP Addresses of users, Use of cookie$ etc.

No CollectionOther application technology meta data:
ptease specify

Application TechnologY
Meta Data

No CollectionMeta data on user interaction with applicationApplieation U se $tatistict

No CollectionOnline communications that are captured (emails,
bloq entries)

Communieations

No CollectionDate of Birth
No CollectionPlace of Birth
No CollectionSocialSecurity Number
No CollectionEthnicity or race

No ColleclionOther demographic information :

plsase specify

Demographics

No Collec.tionFersonalAddress
No CollectionPersonalEmail
No CollectionPersonal Phone

PersonalContact
Information

No CollectionDirect Deposit Information
No CollectionBenefit electiqns

No ColteqtionOther finaneial and benefit information:
pleaae sp@lt,

Financialand Bene{its
lnformation

No CollectionPerformance Evaluation lnformationPerformance evaluations
No CollectionEmployee scheduled courses
No Cotection

Schedule
Employee calendar

No CollectionMedicalalerts
No CollectionTeacher disability information

No Collection
information:

please specify

$pecial lnfonnation

No CollectionLocal (Schooldistrict) lD number
No ColleclionState lD

Vendor/App assigned lD number No Collection

No ColtectionEmployee app usemame
No CollectionEmployee app passwords

Employee ldentiliers

No CollectionProgramla pptication perform anceEmployee ln App
Ferformance

No Cdlectionresponses to surveys or
Na Collectionmntent; writing, pictures, etc.

No ColleciionOther
dease

employee work data:
specify

Employee work

No CollectiontranscriptsEducation degrees or
No CollectionLicenses or uedentials
No CollectionProfessional development records

No CdlectionOther lieenslng and pmfessional development data:
Seas* spedfy

Licensing and Frofessional
Development

NoCollection
ffihal aata element used, $tared
or collected by your application:
please speciry

Other

OCccess 4 Leamlng (AIL) Gommunlty. Att Rights Reserved. Page | 27

Category of Data Elements
Data Shared with or

Collected by
Provider:

Employee Survey Responses




