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EXHIBIT “G”
Illinois

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in Illinois. Specifically, those laws are to the
Illinois School Student Records Act ("ISSRA"), 105 ILCS 10/, Mental Health and Developmental
Disabilities Confidentiality Act ("MHDDCA"), 740 ILCS 110/, Student Online Personal
Protection Act ("SOPPA"), 105 ILCS 85/, Identity Protection Act ("IPA"), 5 ILCS 179/, and 
Personal Information Protection Act ("PIPA"), 815 ILCS 530/, and Local Records Act (“LRA”),
50 ILCS 205; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties; 

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for Illinois;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. Paragraph 4 on page 2 of the DPA setting a three-year term for the DPA shall be replaced
with: “This DPA shall be effective upon the date of signature by Provider and LEA, and
shall remain in effect as between Provider and LEA 1) for so long as the Services
are being provided to the LEA or 2) until the DPA is terminated pursuant to Section 15
of this Exhibit G, whichever comes first. The Exhibit E General Offer will expire three
(3) years from the date the original DPA was signed.”

2. Replace Notices with:  “Any notice delivered pursuant to the DPA shall be deemed effective,
as applicable, upon receipt as evidenced by the date of transmission indicated on the
transmission material, if by e-mail; or four (4) days after mailing, if by first-class mail,
postage prepaid.”

3. In Article II, Section 1, add:  “Further clarifying, in accordance with FERPA, ISSRA and
SOPPA, in performing its obligations under the DPA, the Provider is acting as a school
official with legitimate educational interest; is performing an institutional service or function
for which the LEA would otherwise use its own employees; is under the direct control of the
LEA with respect to the use and maintenance of Student Data; and is using Student Data
only for an authorized purpose and in furtherance of such legitimate educational interest.”

4. In Article II, Section 2, replace “forty-five (45)” with “five (5)”.  Add the following sentence:
“In the event that the LEA determines that the Provider is maintaining Student Data that
contains a factual inaccuracy, and Provider cooperation is required in order to make a
correction, the LEA shall notify the Provider of the factual inaccuracy and the correction to
be made. No later than 90 calendar days after receiving the notice of the factual inaccuracy,
the Provider shall correct the factual inaccuracy and shall provide written confirmation of
the correction to the LEA.”



5. In Article II, Section 4, replace it with the following:  “In the event the Provider is compelled
to produce Student Data to another party in compliance with a court order, Provider shall
notify the LEA at least five (5) school days in advance of the court ordered disclosure and,
upon request, provide the LEA with a copy of the court order requiring such disclosure.”

6. In Article II, Section 5, add: “By no later than (5) business days after the date of execution
of the DPA, the Provider shall provide the LEA with a list of any subcontractors to whom
Student Data may be disclosed or a link to a page on the Provider's website that clearly lists
any and all subcontractors to whom Student Data may be disclosed. This list shall, at a
minimum, be updated and provided to the LEA by the beginning of each fiscal year (July 1)
and at the beginning of each calendar year (January 1).”

7. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and
delete “or stated in the Service Agreement.”

8. In Article IV, Section 6, replace the whole section with:

The Provider shall review, on an annual basis, whether the Student Data it has received 
pursuant to the DPA continues to be needed for the purpose(s) of the Service
Agreement and this DPA. If any of the Student Data is no longer needed for purposes of
the Service Agreement and this DPA, the Provider will provide written notice to the 
LEA as to what Student Data is no longer needed. The Provider will delete or transfer 
Student Data in readable form to the LEA, as directed by the LEA (which may be 
effectuated through Exhibit D of the DPA), within 30 calendar days if the LEA requests 
deletion or transfer of the Student Data and shall provide written confirmation to the 
LEA of such deletion or transfer. Upon termination of the Service Agreement between 
the Provider and LEA, Provider shall conduct a final review of Student Data within 60 
calendar days.

If the LEA receives a request from a parent, as that term is defined in 105 ILCS 10/2(g), 
that Student Data being held by the Provider be deleted, the LEA shall determine whether
the requested deletion would violate State and/or federal records laws. In the event such 
deletion would not violate State or federal records laws, the LEA shall forward the request
for deletion to the Provider. The Provider shall comply with the request and delete the 
Student Data within a reasonable time period after receiving the request.

Any provision of Student Data to the LEA from the Provider shall be transmitted
in a format readable by the LEA.

9. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

10. In Article IV, Section 7, add “renting,” after “using.”



11. In Article V, Section 1 Data Storage: Illinois requires all Student Data to be stored within the
United States.

12. In Article V, Section 4, add the following:  “’Security Breach’ does not include the good
faith acquisition of Student Data by an employee or agent of the Provider or LEA for a
legitimate educational or administrative purpose of the Provider or LEA, so long as the
Student Data is used solely for purposes permitted by SOPPA and other applicable law, and
so long as the Student Data is restricted from further unauthorized disclosure.”

13. In Article V, Section 4(1) add the following:

vi. A list of the students whose Student Data was involved in or is reasonably
believed to have been involved in the breach, if known; and

vii. The name and contact information for an employee of the Provider whom
parents may contact to inquire about the breach.

14. In Article V, Section 4, add a section (6) which states:

In the event of a Security Breach that is attributable to the Provider, the Provider shall 
reimburse and indemnify the LEA for any and all costs and expenses that the LEA incurs 
in investigating and remediating the Security Breach, without regard to any limitation of 
liability provision otherwise agreed to between Provider and LEA, including but not 
limited to costs and expenses associated with:

a. Providing notification to the parents of those students whose Student Data was
compromised and regulatory agencies or other entities as required by law or contract;

b. Providing credit monitoring to those students whose Student Data was exposed in
a manner during the Security Breach that a reasonable person would believe may impact
the student's credit or financial security;

c. Legal fees, audit costs, fines, and any other fees or damages imposed against the
LEA

as a result of the security breach; and

d. Providing any other notifications or fulfilling any other requirements adopted by
the Illinois State Board of Education or under other State or federal laws.

15. Replace Article VII, Section 1 with: “In the event either Party seeks to terminate this DPA,
they may do so by mutual written consent so long as the Service Agreement has lapsed or been
terminated. One party may terminate this DPA upon a material breach of this DPA by the
other party. Upon termination of the DPA, the Service Agreement shall terminate.”

16. In Exhibit C, add to the definition of Student Data, the following:  “Student Data includes
any and all information concerning a student by which a student may be individually
identified under applicable Illinois law and regulations, including but not limited to (a)
"covered information," as defined in Section 5 of SOPPA (105 ILCS 85/5), (b) "school



student records", “student temporary record” or “student permanent record” as that term is 
defined in Section 2 of ISSRA (105 ILCS 10/2(d)) (c) “records” as that term is defined under 
Section 110/2 of the MHDDCA (740 ILCS 110/2), and (d) “personal information” as defined 
in Section 530/5 of PIPA.”

17. The following shall be inserted as a new second sentence in Paragraph 1 of Exhibit E:
“The provisions of the original DPA offered by Provider and accepted by Subscribing
LEA pursuant to this Exhibit E shall remain in effect as between Provider and Subscribing
LEA 1) for so long as the Services are being provided to Subscribing LEA, or 2) until
the DPA is terminated pursuant to Section 15 of this Exhibit G, whichever comes first.”

18. The Provider must publicly disclose material information about its collection, use, and
disclosure of Student Data, including, but not limited to, publishing a terms of service
agreement, privacy policy, or similar document.

19. Minimum Data Necessary Shared. The Provider attests that the Student Data request by
the Provider from the LEA in order for the LEA to access the Provider’s products and/or
services is limited to the Student Data that is adequate, relevant, and limited to what is
necessary in relation to the K-12 school purposes for which it is processed.

20. Student and Parent Access. Access by students or parents/guardians to the Provider’s
programs or services governed by the DPA or to any Student Data stored by Provider shall not
be conditioned upon agreement by the parents/guardians to waive any of the student data
confidentiality restrictions or a lessening of any of the confidentiality or privacy
requirements contained in this DPA.

21. Exhibits A and B. The Services described in Exhibit A and the Schedule of Data in Exhibit
B to the DPA satisfy the requirements in SOPPA to include a statement of the product or
service being provided to the school by the Provider and a listing of the categories or types of
covered information to be provided to the Provider, respectively.

22. The Provider will not collect social security numbers.



EXHIBIT “G”
Iowa

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in Iowa. Specifically, those laws are Iowa Code §§ 
22; Iowa Code §§ 715C, 281 I.A.C. 12.3(4); 41; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties; 

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for Iowa;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and
delete “or stated in the Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

3. In Article V, Section 1 Data Storage: Iowa does not require all Student Data to be stored
within the United States.

4. In Exhibit “C” add to the definition of “Student Data” significant information on progress
and growth, experiences, interests, aptitudes, attitudes, abilities, part-time employment, and
future plans.



EXHIBIT “G”
Missouri

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are also 
subject to several state laws in Missouri. Specifically, those laws are Sections 162.1475 and 407.1500 RSMo; and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the Services 
provided conform to the requirements of the privacy laws referred to above and to establish implementing 
procedures and duties; 

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their entirety for 
Missouri;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or stated in the
Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal background
checks.

3. In Article V, Section 1 Data Storage: Missouri does not require data to be stored within the United States.
4. Replace Article V, Section 4(1) with the following:

a. In the event of a breach of data maintained in an electronic form that includes personal information of
a student or a student’s family member, Provider shall notify LEA within seventy-two (72) hours.
The notice shall include:

i. Details of the incident, including when it occurred and when it was discovered;
ii. The type of personal information that was obtained as a result of the breach; and

iii. The contact person for Provider who has more information about the incident.
b. “Breach” shall mean the unauthorized access to or unauthorized acquisition of personal information

that compromises the security, confidentiality, or integrity of the personal information.  Good faith
acquisition of personal information by a person employed by or contracted with, or an agent of,
Provider is not a breach provided that the personal information is not used in violation of applicable
Federal or Missouri law, or in a manner that harms or poses an actual threat to the security,
confidentiality, or integrity of the personal information.

c. “Personal information” is the first name or initial and last name of a student or a family member of a
student in combination with any one or more of the following data items that relate to the student or a
family member of the student if any of the data elements are not encrypted, redacted, or otherwise
altered by any method or technology such that the name or data elements are unreadable or unusable:

i. Social Security Number;
ii. Driver’s license number or other unique identification number created or collected by a

government body;
iii. Financial account information, credit card number, or debit card number in combination with

any required security code, access code, or password that would permit access to an
individual’s financial account;

iv. Unique electronic identifier or routing code in combination with any required security code,
access code, or password that would permit access to an individual’s financial account;

v. Medical information; or
vi. Health insurance information.



EXHIBIT “G” 
Nebraska  

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s 
Services are also subject to several state laws in Nebraska. Specifically, those laws are Neb. Rev. 
Stat. Secs. 79-2,104; 79-2,153 to 79-2,155; 79-2, 539; 87-801 to 87-808; and 92 NAC 6; and 

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that 
the Services provided conform to the requirements of the privacy laws referred to above and to 
establish implementing procedures and duties;  

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in 
their entirety for Nebraska; 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

1. In Article II, Section 5, add, “Specifically, any written agreement with a Subprocessor will:
(1) prohibit the Subprocessor from using Student Data any purpose other than providing
the contracted service to or on behalf of the Provider; (2) prohibit the Subprocessor from
disclosing any Student Data provided by the Provider with subsequent third parties; (3) and
requires the Subprocessor to implement and maintain reasonable security procedures and
practices.”

2. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and
delete “or stated in the Service Agreement.”

3. In Article IV, Section 4, replace: “Provider will not Sell Student Data to any third party” with
“Provider will not Sell or rent Student Data to any third party.

4. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

5. In Article V, Section 1 Data Storage: Nebraska does not require data to be stored within the
United States.
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EXHIBIT “G”
Virginia

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are 
also subject to several state laws in Virginia. Specifically, those laws are Code of Virginia § 22.1-289.01 
and Virginia Code § 2.2-5514(c); and

WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the 
Services provided conform to the requirements of the privacy laws referred to above and to establish 
implementing procedures and duties; 

WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their 
entirety for Virginia;

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

1. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete
“or stated in the Service Agreement.”

2. All employees of the Provider who will have direct contact with students shall pass criminal
background checks.

3. In Article V, Section 1 Data Storage: Virginia does not require data to be stored within the
United States.

4. In Article V, Section 4, add:  In order to ensure the LEA’s ability to comply with its reporting
requirements under Virginia Code § 2.2-5514(c), Provider shall provide initial notification to the
LEA as soon as reasonably practical, and at a minimum within twenty-four (24) hours, where the
Provider reasonably expects or confirms Student Data may have been disclosed in a data breach.
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Purpose 

This policy sets forth cybersecurity expectations as part of the cybersecurity program at Student 

Transportation of America (STA) to safeguard and protect the confidentiality, integrity, and availability of 

the organization’s IT resources and information assets. 

Overview 

Pursuant to STA’s overall Cybersecurity Strategy, the objective of this unified policy document is to 

establish formal expectations for the protection of the organization’s information assets and the business 

activities that depend on them.  

This policy is governed by the Cybersecurity Program Charter and is further supported by standards 

outlining the specific requirements, practices, and configurations for security controls, processes and 

technologies.  

Scope 

The scope of this Cybersecurity Policy applies to all business units and divisions within the organization, 

and all users of company IT assets and data, including employees, contractors and third parties. 
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Policy Statements 

 

Access Control 
 

Access to information systems and data shall be limited to authorized users based on the principles of 

least privilege, deny-by-default, business requirements, and established security standards.  

 

Identification and Authentication 
 

Information systems shall be configured to uniquely identify, authenticate, and authorize users. STA shall 

establish a mechanism to continually validate user and device access, including that of system processes 

acting on behalf of users. 

Multifactor authentication (MFA) shall be enforced for any remote access to the internal network and 

information systems. 

 

Logging and Monitoring 
 

STA shall configure information systems and assets to enable audit logging and monitoring features 

necessary to log user actions and security events, correlate actions across information systems, and 

support incident detection and response activities. Logs shall be monitored, reviewed regularly, and 

retained in accordance with company standards. The results of monitoring activities shall be reviewed 

periodically to ensure appropriate follow-up. 

 

Security Awareness and Training 
 

A security awareness and training program shall be established and kept up to date to promote 

appropriate security behavior company-wide, foster a positive security culture, minimize risks, and 

advance strategic goals. 
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Network Security 
 

STA shall implement and maintain appropriate controls to protect against intrusion or the deployment of 

malicious code, monitor the security state of information systems, protect the integrity of critical 

processes, and generate alerts for adverse events. 

STA shall monitor, control, and protect connections between information systems. Networks shall be 

managed and controlled to protect communications at external perimeters and between key internal 

perimeters or zones.  

 

Risk Assessment 
 

STA shall establish an information security risk assessment program to identify, assess, track, remediate, 

and treat risks across the environment. The program shall include:  

• A formal risk management framework to identify, assess, and mitigate security risks and 

maintain risks in a current register for tracking and reporting.  

• A process to identify and periodically assess relevant and emerging threats and risks.  

• Identification and remediation of security posture weaknesses, technical vulnerabilities and 

misconfigurations.  

• A process to periodically test the effectiveness of technical security controls.  

 

Vulnerability Management 
 

A vulnerability management program shall be developed and maintained to identify, assess, and 

remediate/mitigate vulnerabilities found in information systems (e.g., servers, operating systems, end-

point devices, applications, and networking equipment) to prevent the loss of confidentiality, integrity, 

and/or availability. 

 

Third-Party Security Risk Management 
 

STA shall establish a third-party security risk management program to identify, assess and control risks 

related to the service providers and vendors. The program shall include:  

• A process for performing due diligence and onboarding of third parties. 

• A framework to periodically identify, assess, monitor, and control security risks for third parties. 

• Evaluating the adequacy of third-party security measures against company standards and 

expectations.  
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• Contractual agreements with third parties which detail expectations for security controls, 

notification in the event of an incident or breach, and handling of data.  

• A process to identify and assess supplier incidents and limit their impact on the company.  

• A process for third party relationship termination and data disposal verification. 

 

Incident Response 
 

An incident response program shall be established to detect and manage security incidents consistently 

and effectively. To enable incident response, the program shall include the following capabilities:  

• An incident response plan and supporting playbooks.  

• A process to identify, respond, track, measure, mitigate and recover from incidents. 

• Reporting of unusual or suspicious activity by users of information assets and services. 

• Incorporation of lessons learned from past incidents to reduce the likelihood or impact of future 

incidents.  

• Periodic testing to measure program effectiveness and evolve the incident response plan and 

capabilities. 

 

Configuration Management 
 

STA's information systems shall be maintained according to documented configuration baselines and 

security standards to reduce the risk of insecure configurations and vulnerability exploitation. The 

configuration management program shall manage changes to STA's information systems and maintain 

documentation of changes.  

A patch management and configuration management program shall be established to apply updates and 

correct misconfigurations as they are identified, in accordance with organizational standards. 

 

Physical and Environmental Protection 
 

STA shall implement protective measures to:  

• Restrict physical access to areas containing information systems and assets to authorized 

individuals.  

• Protect physical infrastructure supporting information systems from environmental hazards.  

• Provide suitable environmental controls and utilities for physical infrastructure.  

  



 
 

 

Information Security Department 
Cybersecurity Policy 

 

7 

 

Asset Management 
 

STA's information assets shall be acquired, inventoried, classified, and managed according to company 

standards throughout their lifecycle. Periodic activities shall include the following:  

• Keeping a current inventory of assets (both hardware and software) with a minimum set of 

attributes as defined in company standards.  

• Maintaining assets in accordance with vendor specifications and organizational requirements.  

 

Data Protection 
 

STA shall establish security measures to protect data and information (both digital and non-digital) in 

accordance with sensitivity and risk. Data must be handled in compliance with acceptable use, handling, 

and classification requirements. Information shall be secured both in transit and storage within the 

company and when transmitted across untrusted external networks, in compliance with applicable 

agreements and company standards.  

 

Business Continuity and Disaster Recovery 
 

STA shall establish, maintain, and effectively implement plans to respond to incidents, maintain 

continuity of operations and availability of critical processes and information resources, and recover 

information systems to a normal state following disruption. 

 

Cybersecurity Program Monitoring 
 

A process shall be established to periodically assess and monitor STA’s cybersecurity program capabilities 

to support continuous improvement. 
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Review and Maintenance 

This document and the policy statements within shall be reviewed periodically (at least annually[A1]) to 

ensure they remain in alignment with the organizational cyber risk management strategy, maturity goals, 

and evolution of the cybersecurity threat and risk landscape. 

Roles & Responsibilities 

Role Responsibilities 

Vice President, IT – 
Infrastructure & Security 

• Oversees the Cybersecurity Program and aligns the program 
with STA’s strategic objectives. 

• Advises senior leadership regarding cybersecurity risks. 

Cybersecurity Steering 
Committee 

• Custodian of this policy document and responsible for its 
content and lifecycle management. 

Enterprise Risk Management 
Team 

• Responsible for coordinating efforts to identify, monitor and 
mitigate key risks facing STA (including cybersecurity) in 
coordination with other business units and teams across the 
organization. 

 

References 

Reference Type Document / Reference Name 

Regulations and Frameworks • National Institute of Standards and Technology (NIST) 
Cybersecurity Framework (CSF) 2.0 

Policies and Standards • <Acceptable Use of Information Technology Resources> - future 
reference 

• <Standards> - future reference 
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Revision History 

 

Version # Reviewed By Review 

Date 

Approved By Approval 

Date 

Reason 

1.0 STA Cyber 
Steering 
Committee 

1/28/202
5 

STA Cyber Steering 
Committee 

1/28/2025 Updated Policy 
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