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DATA SECURITY AND PRIVACY  PLAN 
 

Vendor’s DATA SECURITY AND PRIVACY PLAN is as follows: 
 

SchFront LLC’s Information Security and Privacy Plan 

Purpose 
The purpose of this plan is to provide a security framework that will ensure the protection, 
confidentiality, integrity, and availability of SchFront LLC (“Company”) information assets, 
physical assets, Company information, and customer information (collectively, “Company 
Assets”). Standards and procedures related to this Information Security and Privacy Plan will be 
developed and published separately. 

Scope 
This plan is established and maintained by the Company Information Security Team. The plan 
includes the following elements: 

1. Information security policies and procedures to provide for the confidentiality, integrity, 
and availability of Company Assets; 

2. Computer access controls, including the identification, credentialing and authentication 
of employees, administrative consultants, contractors, non-employees, and clients; 

3. An incident response plan ("IRP") to cover physical assets; 

4. Laptop/mobile computing device controls for remote access of data; 

5. Annual risk assessment to identify and assess reasonably foreseeable risks based on 
present threats and vulnerabilities to the security and confidentiality of Company Assets; 

6. Investigation of improper behavior or potential criminal acts generated or transmitted 
electronically utilizing qualified personnel with investigative training, experience, and 
knowledge in pertinent laws and toolkits for doing forensics; 

7. Security Awareness Training and Education ("SATE"), which emphasizes the importance 
of protecting Company Sensitive Information and personally identifiable information 
("PII") during different states, as well as how and when to report a potential security 
breach or incident to Information Security; 

8. Monitoring and auditing of all aspects of the Information Technology Department 
(“Information Technology”) use and implementation of, and compliance with, the 
Information Security and Privacy Plan; 

9. Monitoring for intrusions or other unauthorized use; 

10. Annually revisiting Information Security policies and procedures for changes in laws, as 
well as technology and standards changes; and 
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11. Support the Human Resources Department with ensuring continuity between the 
Information Security and Privacy Plan and its operating procedures, such as background 
investigations, terminations, computer breaches, fraud, embezzlement, unlawful acts or 
other forms of dishonesty and violations of our policies. 

Governance 
1. The Information Security and Privacy Plan must have someone designated to perform 

oversight, conduct constant review and monitoring, complete maintenance and updates, 
and coordinate changes and deployments to stay in compliance with legal regulations, 
technical advancements, and industry best practices. The Information Security Manager 
will be responsible for this role. 

2. General Counsel will assist Information Security in matters regarding the safeguarding of 
Company Sensitive Information and PII and compliance issues to uphold the Information 
Security and Privacy Plan and keep it current. 

3. Information Technology plays a key role in the deployment of technology and 
implementation of appropriate access controls to maintain the confidentiality, integrity, 
and availability of our data. 

4. Information Technology and Information Security must work closely to coordinate 
security measures to negate the possibility of data security breaches early on in the 
software development lifecycle. 

5. Information Technology is responsible for ensuring that all Information Security policies, 
standards, and practices are implemented in the deployment and use of the Company 
network, as well as followed by employees and other users provided electronic access to 
Company Sensitive Information, PII or other Company data. 

6. Users, whether employees, administrative consultants, contractors, or third parties, are 
responsible for following our Information Security policies, standards, and practices. 

7. Everyone is responsible for notifying Information Security of any suspected data breach 
or computer incident/anomaly. 

Policy 
1. All Information Security policies are created to define our expectations for security 

practices in the Company computing environment. These policies assist us in meeting 
regulatory requirements mandated by the government and Customers by defining how 
data is to be handled and safeguarded while developed, stored or transmitted. 

2. Policies, standards and practices are established to provide definition and the means for 
guidance on implementation and maintenance of our information security posture. 
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3. Policies should be written in a manner which requires little change as technology 
advances. In most cases, policies should refrain from identifying specific technology or 
products unless it relates to a mandated requirement or standard. 

4. Policies, standards and practices should be reviewed annually to ensure they provide best 
practices for the handling and safeguarding of Company Sensitive Information and PII 
based on recent legislation. 

5. Approved policies will be made available on the Company Intranet. 

Compliance 
Violations of the Information Security and Privacy Plan may lead to the suspension or revocation 
of system privileges and/or disciplinary action up to and including termination of employment. 
We reserve the right to advise appropriate authorities of any violation of law. 

Exceptions 
Due to the ramifications of misconduct or consequences of the lack of an operational Information 
Security and Privacy Plan, only the Chief Administrative Officer or General Counsel may 
dissolve this Plan. 
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