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This Student Data Privacy Agreement {"DPA”f s entered Intd ori the date of full execution (the “Effective Date”)
and is entered Into by and between! - 2277 83000 & '

{ George Washington Acedemy_1, located ot |5t G00rae, UTBAT00 {(eha "Local ducation Agency” or “LEA") and
TUCNLEARNULG 1. located at [523 Nadine 81, Houston, TX | (the “Provider”};

WHEREAS, the Provider is providing edutational or digital services to LEA. :

WHEREAS, the Provider &hd LEA fecognizé the need to protect personally ideniifiable student information dnd
other regulated data exchanged between them as required by applicable laws and regulations, such 8¢ the Family
Educational Rights and Privacy Act {"FERPA") at 20 US.L. § 1232¢ (34 CER Part 99); the Children's Onling Privacy
.Prf;tectiﬁn Ret{"COPPA™) at 185 1.5.C. § 6501-6506 (15 CFR Part 312), applicable state privacy lawsand regulations
it : o

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing thelr respective
obligations and duties In order to comply with applicable laws and regulations,

NOW THEREFORE, for good and valuable consideration, LEA and Pro\iidér:a}gre; as follows:

1. Adescription of the Services to be provided, the categarles of Student Data that nray be provided by LEA
to Provider, and other information specific to this DPA are contained i the Standard Clauses hereto.

O I

€

kifﬂequired AR

2. Spedial Prov;ﬁ'ons;; Chec
if checked, the Supplemental State Terms and attached hereto as Exhibit "G” are hereby
cerparated by reference into this BPA In their entirety.

[T

If Checked, the Provider, has signed Exhibit "E’5 to 'tﬁe Standard Cla_usafs-, othetwise known a5

‘General Offer of Privacy Terms

3. inthe event uf a conflict hetween the SDPC Standard Clauses, the State or Spacial Provisions wilt control.
in the event there Is conflict between the terms of the DPA and any other writing, inchiding, but not:
fimited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA.
shall control, i : _ L _

4, ‘This DPA shall stay in effect for three years. Exhiblt E will expire 3 years from the date the original DPA
wis signed, L ' S :

%, The services to be provided by Provider to LEA pursuant to this DPA are detailed In Exhibit “A” (the
,ﬂsewi Ces“}; i L ’ . .

6. Notices, All notices or other communication required or permitted to be given hereunder may be given
via e-mail transmission, of flrst-class mall, sent to the designated representatives below.
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The designated representative for the LEA for this DPA Is:
; o )
Steve Erickson e
Po77 B 3000 & 4 _
Address: Bt George, UT 84790

435 6?3*2232 el saﬂnkscn@gwacademyérg

Name:

Phone,

The designatéd represéntative for the Provider for this DPA Is:

meAMirBar - g, CEO
address; 923 Nadine St, Hc.»uston ™
ohone: 7134093614, AMIR@UCNLEARN COM

IN WITNESS WHEREGF LEA and Provider execute this DPA as of the Effecttve Date
Gearge Washingtan Academy

- - : ; Date: 5’// 3/ Z02S
Printed Name: _ SFEVEA é:ri’t,iéso;\ Title/Position t?\.s",ﬁ .r;&,wl _b/rwvéf*

,,mwe,,rUCNL,&{QRN LLC ..

S L) . 08M2/2025
By:. . Date: " .
printed Name: AMIR BAR ) Titl"e/Poéiiic’mﬁ CEO
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ARD CLAUSE

Version 1.0

&
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3.

ARTICLE I PURPOSE AND SCOPE

+ Purpose of DPA. The purpose of this DPA is to descrihe the duties and respansrbsfitfes ta pmtect%tudenf:
Data including compliarce with alf applicable federal, state, and local privaty laws, rulés, and regulations,
all as may be amended from time to time, In performing these services, the Provider shall be considered
a School Official with a legitimate educational interest, and performing services otherwise provided by
the LEA. Provider shall be under the direct control and supervision of the LEA, ‘with respect to its use of
Student Data :

Student Data to Be Provided. In order to perform the Services described above, LEA shall provide
Student Data as identified in the Schedu!e af i)ata, attached hereta as xhigigg "ﬁ” B
DEA Beﬁnttion «The deﬂnition cf tarms used in this DPA s found in Exblbit "c", Inthe evént of a conflict,

definitions used in this DPA shall prevail over terms used in any nther writing, inciudmg, but nut limfted
to the Service Agreement, Terms of Service, Privacy Poiicles etc :

ARTICLE li: DATA OWNERSHIP AND AUTHORIZED ACCESS

Student Data Property of LEQ All Student Data transmitted to the Prcvi;:ier pursuant to the Semce
Agreement is and Will continue to he the property of and under the control of the LEA. The Provider
further acknowledges and agrees that all copias of such Student Data transmitted to the Provider,
including any modifications or additions ‘or any portion thereof from any source, dre subject to the
prevrsiuns of this DPATrithe same manner as the original Student Data, The Parties agree that as betwean
them, all rights, including all Intellectual property rights In and to Student Data contemplated per the
Service Agreement, shall remain the exclusive property.of the LEA. For the purposes of FERPA, the
Provider shall be considerad a School Officlal, under the control and direction of the LEA as it pertalns 10

the use of Student Data, notwlthstanding the abuve

Parent Access.: To the extent required by law the LEA shaii estabi!sh reasonable prucadures by whfe:h a
parent, legal guardian, or eligible student may review Education Records and/or Student Data correct
erroneous Information, and procedures for the transfer of student»generated content to a persoral
account, consistent with the functionality of services. Provider shall respond In a reasonably timely
manner (and no later thah forty five (45) days from the date of thé request or pursuant ta the time frame
required under state law for an LEA to respond to a parent or student, whichever is sooner) to the LEAs
request for Student Data in a student’s records held by the Provider to view orcorrect as necessary. In
the event that a parent of a student or other individual contacts the Provider to review any of the Student
Data accessed pursuant to the Services, the Provider shall refer the parent or individuat to the LEA, who
will follnw th@ necessary and proper procedures regarding the requested information,

;egg:;a_gg_agggw If Student-Generated Content Is staréd or maintained by the Provider, provider shall,
ot the request of the LEA, transfer, or provide a mechanism for thg LEA o transfer said Studeat~

_ Genaratad sf:antent 104 separate ccount c;raatad hy the student,
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identifiers, shall be used for no purpose other than t
Service Agreement and/or otherwise aut

w, Enfo! Requests. Should law enforcement of other government entities ("Requesting
Party(les)”) contact Provider with  reguest for Student Data held by the Providar pursuant to the Services,
the Provider shall notify the LEA in advance of a compelled disclosure to the Requesting Party, unless
tawfully directed by the Requesting Party not to Inform the LEA of the request.

'Mmsﬁigﬁ._'bray}agr':shall enter into written agreements with all Subpracessors performing functions
for the Provider in order for the Provider to provide the Services pursuant fo the Service Agreement,
whereby the Subprocessors agree to protect Student Data in & manner-no less stringent than the terms
of this DPA, S R _

ARTICLE ill: DUTIES OF LEA

rovide Data In Compliance with Applicable Lovss, LEA shall provide Student Data for the purposes of
obtaining the Sérvices in compliance with all applicable federal, state, and local privacy Jaws; rules, and -
regulations, all as may be amended from time to time. - C

Annual Notification of Rights. If the LEA has a policy of disclosing Education Records and/or Student
Data under FERPA (34 CFR § 99.31{a){1)), LEA shall Include a specification of criteria for determining who
constitutes a'school official-and what constitutésa _Iegi'_timate aducational interest in its annual
nqtiﬂtatinn of rights. IR S LRI T - - :
Reasorable Precautions: LEA shall take reasonable precautions 1o secure usern.ame's,_ pa§$wa?ds, and
any other means of gatnl'ng"a(;t:ess to the services and hostad Student Data. - C
Unauthorized Access Notification. LEA shall notify Pr_c;vlder rh.rompt-l'v of 'ar‘w: kﬁown_uhauthoriz;ed_ac::ess*
LEA will assist Provider in any efforts by Provider to Investigate and respond to any unauthorized access.

" ARTICLE IV: DUTIES OF PROVIDER -
privacy Compliance. The Provider shall comply with all applicable federal, state, and local laws, f.ules;e and
regulations pertalning to Student Data privacy and security, all as may be amended from tine to time.

the Service Agreament, Including persistent unlque
_ he Services outlined In Exhibit A or stated in the
horized under the statutes referred to herein this DPA.

Authorized Use. The Student Data shared pursuant to

Provider Employee gbligatlog. _Pm#fder .s.haﬂ require all of Provider's employees and agents who have
access to Student Data to comply with all applicable provisions of this DPA with respect to the Student

Data thared under the Service Agreement, Provider agraes to tequire and raintain an appropriate
confidentiality agreement from each employee or agent _wfit_h access to Student Data pursuant to the

S Service Agreement, . . C e _ R e

',MQ.QLSSLQMQ Provider acknawledges and .agr_ees-that it shafl riot make any re-gisclosure _gfiang'smdéht

Data or any portion thereof, Including without limitation, user content o other non-public information
pata other than as directed or

andfor personally identifiable Information contalned In the Student
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ypernitted by the LEA or this DPA, This prohibltiors agalnst disclosure shall not apply to aggregate

L

summaries of De-Identified information; Student Data disclosed pursuant to a fawtully [ssued subpoena

ot other legal process, or 1o subprocessors performing services on behalf of the Provider pursuant to this
DPA, Provider will not Sell Studant Data to any third party. - R . A AntinA

De-identified Data: Providet agrees notto attempt to re-ldentify de-identified Student Data. De-fdentified
Data may be used by the Provider for those purpases allowed under FERPA and the following purposes:
(1)-assisting the LEA or other ggve’mmen_’ta_lﬂ_ag‘engies in corducting research and other studies; and (2}
rasearch and -development of the. Provider's educational sites, services, of applications, and fo
demonstrate the effectiveness of the Services; and (3) for adaptive fearning purpose and for customized
student Jearning. Provider's use of De-Identified Data shall survive termination of this DPA 6¢ anyréduest
by LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees no to transfar de-
identified Student Datato any party unless {a) that party agrees in writing fot to attempt re-identification;

and (b} prior written notice has been given to the LEA who has provided prior written consent for such

transfer. Prior to publishing any document that names the LEA explicity or indirectly, the ?m_viﬁer' shiall

1.

services to the LEA , The Provider will cooperate reasonably with the LEA anc any loc

obtain the LEA's written approval of the manner in which de-identified data is presented.

Disposition of Data, Upon written request from the LEA, Provider shalt dispose of orprovide a mechanism
for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) days of the
date of said request.and according to a schedule and procedure as the Parties may reasonably agree.
Upon termination of this DPA, if g written request from the LEAIs received, Pravider shall dispose of all
Student Data after providing the LEA with réasonable priar notice, The duty to dispose of Student Data
shall not extend to Student Data that had been De-ldentified or placed In & separate. student account
pursuant to section Il 3, The LEA may erploy a "Directive for Disposition of Data” form, a copy of which

is attached hereto as Exhibit "D, If the LEA and: provider employ Exhibit “D,’ no farther written reguest

or notice s required on the part of efther garty prior to the disposition of Student Data described in Exhibit

HB ) .
AR . .

Advertising Limitations, Provider is prohibited from using, disctdsing, or selling Student Data to (a} inform,
influence, or enable Targeted Advertising;.or (b) develop a profile of a student, family member/guardian

or group, for any purpose other than providing the Service to LEA. This section does not prohibit Pravider

from using Student Data (1} for adaptive learning or customized fs’c'udent_ jearning {including generating
personalized learning recommendations);.or (i) to make product recommendations to teachers or LEA
employees; or {lij) to notlfy account holders about new education product updates, features, or services

or from otherwise using Student Data as parmitted in this DPA and its accompanying exhibits

~ ARTICLE V: DATA PROVISIONS

Data Storage. Where required by applicable law, student Data shall be stored within the United States.

* Ypon request of the LEA, Provider will provide a fist of the Jocations where Student Data is stored. -

© Audits, No more than once a year, of following uhauthorized access, upon receipt of a written request

from the LEA with at Jeast ten (10} business days’ notlce and upon the execution of an appropriate

confidentiality agreement, the Provider will allow the LEA to-audit the security and privacy measures that

sre In place 1o ensure protection of Student Data or any portion thereof as ft pertains to the delivery of
al, state, or fede‘lf‘a;l_

e
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3.

agency wlth aversight authority or jurisdiction In connection with arty audit o investigation of the Provider
and/or delivery of Services to students and/or LEA, and shall provide reasonable access to the Provider's
facilitles, staff, agents and LEA's Student Data and all records pertaining to the Provider, LEA and delivery
of Services to the LEA, Fallure to reasonably cooperate shall be deemed 2 material breach of the DPA,

Data Security. The Provider agrees to utilize administrative, physical, and technical safeguards designed
to protect Student Data from unauthorized access, disclosure, acquisition, destruction, use, or
modification. The Provider shall adhiera to any applicable law relating to data security. The provider shall
implement an adequate Cybersecurity Framework based on one of the nationally recognized standards
set forth set forth in Exhiblt “¥*. Exclusions, variations, or exemptions to the identified Cybersecurity
Framework must be detailed in an attachment to Exhibit “H”, Additionally, Provider may choose to
further detall its security programs and measures that augment or are in addition to the Cybersecurity
Framework In Exhiblt “F”. Provider shall provide, in the Standard Schedule to the DPA, econtact
information of an employee who LEA may contact if there are any data security concerns or quastions.

Data Breach. In the event of an unauthorized release, disclosura or acquisition of Student Data that

compromises the security, confidentiality or integrity of the Student Data maintalried by the Provider the
Provider shall provide notification to LEA within seventy-twa (72) hours of confirmation of the incident,
unless notification within this time limit would disrupt investlgation of the Incident by law enforcement.
In such an event, notification shall be made within a reasonsble time after the Incident. Provider shall

follow the following process: - .

(1) The securlty breach notiﬁcétich ées_cfibé_d above shall include, at a minimum, the following
Iinfarmation to the extent knawn by the Provider and as It becomes available:

. “The name and contack information of the reporting LEA subject to thls section,

fl. A list of the types of personal Information that were or are reasoniably belleved to have
 beenthesubjectofabreach, o

lil. 1f the information is possible to detérming at the time the notice Is provided, then either

(1) the date of the breach, (2) the vstimated date of the breach, or (3) the date range
within which the breach occurred, The notification shall also Include the date of the
notice, ' :

wWhether the notification was delayed as a result of a law enforcement [nvestigation, If

that information is possible to determing at the time the notice Is provided; and -

v. ' A general description of the breach Incident, #that information Is possible to determine

iv.

at the time the notlce Is provided. o

(2) Provider agrees to adhere to all federal and state requirements with respect to a data breach
related to the Student Data, including, when appropriate or required, the required responsibilities
. - and procedures for notification and mitigation of any such data breach, S

owledges and agrees to have a written incldent reﬁpnnsé plan that reflects

nsistent with industry standards and federal and state law for responding

best, practices and Is ¢o 7
to a data breach, breach of security, privacy Incident or unauthorized acqulsition or use of Student
vide

Data or any portion thereof, including personally Identifiable information and agrees to pro
LEA, upon request, with a summary of said written Incident response plan,

(3) Provider further ackn
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(4) LEA shall provide notice and facts. Surmandmg the breach.to the affacted stuﬂents, parents or
guardians, . : _

' {5} In the évent ofa hreech arlgknating fmm LEA‘; 4o af the Servlce, Prov!det' shaH cooperata with
LEA to the extent netessanf o expeditiausw sacure Student Data. _

ART!C!.E Vii. GE&ER&L OFFER GF TERMS

Provider may, by signing the attacﬁed farfﬁ of "General Offer af Privacy Ter’m&"’ (Genera¥ Offer; attached hereto
as Exhiblt “E”), be hound by the terms of Exhibit "E” to any other’ LEA wha slgns sha ae:ceptance on said Exhlblt,
The ferm Is limited ’bv the terms and cond{t!ons dascribed th&miﬁ, : ct : .

1.

3’

'4‘

ART!CLE Vi!' MISCEL[ANEOUS

}‘_g,.,,mgl_:igu In the event that elther Partv seeks to term inate this DPA, they may dcs 30 bg mutua[ wiitten
tonsent 50 long as the Service Agreement has lapsed or has been terminated. Either party may terminate
this BPA and any service agreement or cuntract if the other party breaehes anv tarms nftﬁis E)PA.@:««
Effect of Terminatfun Suerval i the Service Agreement Is terminated the va:der ﬁmﬂ destrw al[ of
LEA’s Student t}ata pursuant to Article IV, saction 6. - :

Prioritv nf Ag_reements, This BPA shai! guverrt the treatment of Student Data in order to com piy with the
privacy protections, including those found in FERPA and all applicable privacy statutes ideritified in this

"DPA. In the event there is conflict between the terms of the DPA and the Service Agreement, Terms of

Service, Privacy Policies, or with any other bid/RFP, license agreement, or writing, the tarms of this DPA
shall apply and take precedence, inthe eventofa conflict between Exhibit B, the SDPC Standard Clauses,
and/or the Supplemental State Tﬁarms, Exhibit H will control, fallowed by the Supplemental State Terms,
Except as described In this paragraph hereln, all other prnuisiuns ef the Senm:e Agreement shall rernain

- in effect

ntirg Ag geme m This DPA and the Service Agreemertt canstitute the entire agreement of tha Parties
relating to the subject matter hereof and supersedes all prier communications, representations, or
agreements, oral or written, by the Partles relating. thereto. This DPA may be amended and the
observance of any provision of this DPA may be walved (either generally or in any particular instance and
either retroactively or prospectively) only with the signed written consent of both Parties, Neither fallure
nor delay on the part of any Party In exercising any right, power, or privilege hereunder shiall opérate asa
walver of such right, nor shall any single or partial exercise of any such right, power, or privilege preclude
any further exercise thereaf or the exercise of any other right. power, or privllegek ,
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5.

G..

7.

9,

Severability. Any proviston of this DPA that Is prohibited or unenforceable in any jurfsdiction shall, as to
such Jurlsdiction, be Ineffective to the extent of sisch prohibition or unenforceability without Invalidating
the remalning provisions of this DPA, and any such prohiblition of tinenforceabllity in any jurisdiction shal
not nvalidate or render unenforceable such provision In any other jurisdiction. Notwithstanding the
foregoing, if such provision could be more narrowly drawn so as ot fo be prohibited of unenforceable In
such Jurisdiction while, at tha same time, maintaining the Intent of the Parties, ft shall, as to such
jurisdiction, be so narrowly drawn without Invalidating the remalning provisions of this DPA or affecting
the validity or enforceabllity of such provision in any other jurisdiction,

Gover Law: Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN

ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW

PRINCIPLES, EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR
RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

Successors Bound: This DPA Is and shall be binding upon the respective successors In interest to Provider
in the event of a merger, acquisition, conselidation or other business reorganization or sale of all or
substantially all of the assets of such busingss in thie event that the Provider sells, merges, or otherwise
disposes of Its business to a successor durlng the term of this DPA, the Provider shall provide written
notice to the LEA no later than sixty (60) days after the closing date of sale, merger, or disposal. Such
notice shall include a written, signed assurance that the successor will assume the opligations of the DFA
and any obligations with respect to Student Data within the Service Agreement. The LEA has the autherity
to terminate the DPA if it disapproves of the successor to whom the Provider is sefling, merging, or

otherwise disposing of its business,

Authority. Each party represents that it Is authorized to bind to the terms of this DPA, including
confidentiality and destruction of Student Data and any portion thereof contained therein, all related or
associated institutions, individuals, employees or contractors wha may have access to the Student Data

and/or any portion thereof.

Waiver. No delay or omission by either party to exercise any right hereunder shall be construed as a
walver of any such right and both partles reserve the right to exercise any such right from time to time,

as often as may be deemed expedient.
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EXHIBIT “A" :
DESCRIPTION OF SERVICES

We offer a webapp that helps .teécheré and ,f.stﬁaferifs assign and complete wﬁtirjg acfivitios
based on the Paragraphology approach that was created by the Jemicy $chaal. e
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E&l !IB!I MBH
SCHEDULE OF DATA

Categow n‘ bata -

A s N S A

- Elemantﬁ

: :ﬂppﬁtgﬂﬁh Technbhgy P Addresses of users, Use cf &okfes, ate,
eta Data Other application technology meta data-Please specify:

St

Application Use Statistics | Meta data on user Interaction with application
| Assessment Standardized test scores -

Observation data
Other assessment data-Please specify:

Attendance Student schoof {daily) attendance data

| Student class attendance data

Communications Orline commurications capturad {emails, blog entries)
Conduct Conduct or behavioral data o
Demographics Date of Birth

o | Place of Birth

Gender

Ethniclty or'race’

Langusge informatian (native, or prlmarv Ianguaga spoken by

student)
Other demographic Enfoa’mationvPIease specify

010

Enroflment Studertt school enrollment * R
Student grade level ' o 1
Hometaom Bt S R T

Guidance counselor -
Spedﬂc"c'éxrriciﬂism programs‘ ’

| Year of graduation - ‘o
- Other enrollment informatlnmPlease specify;

Pareni/ﬁuérdian Contact | Address
{ information ,

EEREIDD

Emall
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ek 1Used 7|

R Phone
Parent/Guardian I Parent 1D number (created to, iink parents to students).
Parent/Guardian Name | First and/or last S
Schedule Student scheduled COUrses
‘Teacher names o L
Spedal indicator Engliﬁh language iearher_info'rmatsun' ) '
Low Ircome status o
Medical alerts/ health data
Student disability Information - -
Specialized education setvices (IEP or 504)
| Living situations (homeless/foster care) N
Other indicator information-Pledsé specify: D
| student Contact Address
information .
_ . Email ‘
Phone T
Student Identifiers Lacal (Séhaol district) ID aumber v
" State 1D number
Provider/App assigned student ID numbar- /
Student app username W
Student app passwords W
{ Student Name . Flrst and/for Last ‘/
| StudentInApp - Program/application performance (typing program-student |
| performance types 60 wpm, reading program-student reads below grade D '
1 [ [evel)
Student Program Academic or extracurricular activities a student may belong to E]
Membership or participate In
Student ;";urve;y Studen; responses to surveys or queééinhmd!re’s []
Responses ' .
1 Student work Student generated content; writing, pictures, etc. v|
| K Other student work data -Please specify: '
o writing assignments B
| Transcript | studént course prades

Student course data




Student course grades/ performance scores

T Chedk Tt Gead™

Othar_transcrlp_t data - Please specify;

_ Traﬁsportajtioh _

| Student bus asstgnment -

{ Student plck up and/or drop off location

Student hus €ard iD nember

- Other transportation data ~ Please specify: .

Other

coltected by your application:

s v

- Please list edch additional data element used, stored, or

None .

"I NoStudent Data collected at this time. Provider wil
immaediately potlfy LEA If this designation Is no longer

B

. *_.appliﬁable,- S

Page 13 of 10
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EXHIBIT "
DEFINITIONS

De-dentifled Data and De-ldentification: Records and information are tonsidered fo be de-dentified wher alf
personally identifiable information has bieen removed or obscured, such that tha remaining information does ot
reasonably identify a specific Individual, including, but nat limited to, any Information that, alone or in
comblnation Ts linkable to & specific student and provided that the educatiorial agency, ot other party, hias made

" areasonable determination that a student’s identity is not personally Identiflable, taking into accolnt réasonable .

available information, RNt

Educational Records: Educational Records are records, files, documents, and other materials directly reloted to #
student and maintained by the school or lacal education agency, o by a person acting for such school or Tocal
education agency, induding but not limited to, records encompassing all the material kept in the student’s
‘cumulative folder, such as gereral identifying data, records of attendance and of academic work completed,
jrecards of -achievement, and results of evaluative tests, health data,: disciplinary status, test protocols and
individualized education programs. S T RS SRR ST :

Metadata: means Information that provides meaning and context to other data belng collected; including, but not

 lirnited to: date and time records and purpose of creation Metadatu that have been stripped of all direct and
indirect Identifiers are not considered Personally identifiable information.

Operator: means the operator of aninternet website, online service, n"nliha; application, or mobile gpp’licatfof:.wfth-
actual knowledge that the site, service, or application Is used for K-12 school purposes. Any entity that operates
aninternet website, online service, onling application, or mobile application that has entered into a signed, written
agreement with an LEA to provide 2 service to that LEA shall ke considered an “operator” for the purposes of this
section, RNV S PR oo _
Originating LEA: An LEA wha ariginally executes the DPA in its entirety with the Provider,

Provider: For purposes of the DPA, the term “Provider” means provider of digital educational software or services,

including cloud-based services, for the digital storage, management, and retrieval of Student Data. Withinthe DPA
the term “Provider” includes the term “Third Party” and the term “Operator” as used In applicable state statutes.

Student Generated Content: The term "s_tudent-genarated content” means materlals or content created by a
student in the services including, but not (imited to, essays, research reports, partfolios, creative writing, musicor
other audio files, photographs, videos, and account information that enables ongoing ownership of student

gontent.

School Official: fér the purposes of this DPA and pursuant to 34 CFR § 99,31{b), a School Official is a contractor '
§ an institutional service or function for which the agency or institution would otherwise use

that; {1) Perform _
employees; (2) Is under the direct controt of the agency or institution with respect to the use and maintenance'of

Student Data Including Education Records; and (3) Is subject to 34 CFR § 99.33(a) governing the use and re-
disclosure of personally identifiable Information from Education Records.

© Service Agreement: Refers to the Contract, Pur_chas'e'()rder or Terms of Service o Terms of Use.

Student Data: Student Data Includes any data, whether gathered by .Provld&r or provided by LEA or its user's,ﬂ:_i

students, or students’ parents/guardians, that Is descriptive ‘of the student including,

but not limited to,

Poge 140f 20
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~ storage, or other service to operate and/or Improve [ts service, and who has access to Student Data.

information in the student's educational record or email; first and last name, birthdate, home or other physical
address, telephone number, email address, of other information allowing physical or online contact, discipline
records, videos, test results, special education dats, juvenile dependency técords, grades, evaluations, eriminal
records, medical records, health records, soclal security Humbers, blometric Infotiation, disabilities,
socioecononic information, Tndividual purchasiog behavior oF prefefences; food purchases, political affiifations,
religlous Information, text messages, documents, student Identifiers, search activity, photos, volce fecordings,
geolocation Information, parents’ hames, ot any other Informatlon or identification number that would provide
information about a specific student. Student Data Includes Meta Data. Student Data further includes “persorially
identifiable information (PI1),” as defined In 34 C.E.R, § 99,3 and as defined under any applicable $tate law. Student
Data shall constitute Education Records for the purposes of this DPA, and for the purposes of federal, state, and
local laws and regulations, Student Data as specified In Exhibit “B” Is éonfirméd to be collected or processed by
the Provider pursuant to the Services. Student Data shall not constitute that Information that has been
anonymized or de-identified, or anonymous usage data regarding a student’s use of Provider’s services.

$dbpmces§cr.: For the purposes of -this DPA, the term -"‘Subprab’éssnr” (sometimes referred to as the
"Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics,

o B
Subseribing LEA: An LEA that was not party to the original Service Agreement and wha accepfs the Provider’s
General Offer of Privacy Terms. ' PR

“Targeted Advertising: means presenting an advertisement to a student where the sefection of the advertisement
is based on Student Data or inferred over time from the usage of the operator's internet web site, online service
or mobile application by such student or the retention of such student's online activities or requests over time for
the purpose of targeting subsequeént advertisements. "Targeted atvertising” does not include any advertising to
a student on an Internet web site based on the content of the web page orin response to a student's response or

request for information or feedback. g

Third Party: The term “Third Party” mearis a provider of digital educational software or services, Including cloud-
based services, for the digital storage, management, and retrieval of Education Records and/for Student Data, as
that term is used In some state statutes, However, for the purpose of this DPA, the term “Third Party” when used
to indicate the provider of digital educational software or services is replaced by the term “Provider.”
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EXHIBIT "D
DIRECTIVE FOR DISPOSITION OF DATA

”{lnsm I.EA Name] ("{:NZ» E}'w Provider to dispose of dats obtained by ?mvider pursuant to the terms
of the Service Agreement | hehmeen LEA and Provider, The tetms of the Dispasitior are get forth below:

'. 3. Ex;gn}; cf [}Isgesigigg

an attat:hment to this Directive:

\/ [Insert categories of data here]__ ,
Dlspasntion Is {:ompiete Disposition extends to all categones nf data.

2 Natur of is§ os;tlon '
1/ Disposition shall be hy destruction or de!ettan of data.

fQ“QWS
 insert or attach spacial lnstructions‘i

2, Schedule Qf Disposition
Data shallvg disposed of by the fottowing date:

VY Assoon as commercially practicable. B @ :
B\! [lnsert Date] ~ _ . e

4. Signatur

Authorized Representative of LEA

‘Authorized Representative of Company

; Disposition | is paﬁiai T‘he categaries af data to be dispased o? are set forth below ar are Eound i

. Disposition shall bebya traﬁsfer of data, The data shall be transfsrred to the foﬁowing site a5

S

o B
e gt
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EXHIBIT ¢
DATA SECURITY REQUIREMENTS

Adequate Cybarsecurity Frameworks
- 2f28/2020 S

The Education Security and Privacy Exchange {"Edspex”) works [n partnership with the Student Data Privacy
Consortium #rid industry leaders to maintain a list of kriown and credible cybersecurity frameworks which can
protect digital learning ecosystems chosen based on a set of gulding eybersecurity principles® ("Cybersecurity
Frameworks”) that may be utilized by Provider . . SRR S '

Lybersecurity Frameworks

Office of the Under Secretary of Defense for | Cybersecurity Matutity Model Certification
Actuisition and Sustalnment [OUSD(ABS)) - | (CMMC, ~EAR/DEAR)

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S)
[::l Natlonal Institute of Standards and NIST Cybersecurity Framawork Version 1.1
; Technology
@ National Institute of Standards and ' NIST SP 800-53, Cybersecurity Frarmework for
Technology Improving Critical Infrastructure Cybersecurity
(CSF), Special Publication 800-171
: International Standards Organization | Inforination technolagy — Security techniques
E: - [nformation security management systems
' (IS0 27000 sgries)
[:I Secure Controls Framework Council, LLC Security Controls Framework (SCF}
[::] Center for Internet Security CIS Critical Security Controls (CSC, ClIS Tap 20)

Please visit http/fwww.edspex.org for further detalls about the noted frameworks..
*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here
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EXHIBIT “g". |
Supplemental SDPC State Terms for [State]

VBISION . i

[The State Supplement Is an optional set of terms that will be generatad on an as-needed basls I collaboration
between the national SDPC legal working group and the State Consortia, The scope of these State Supplements
will be to address any state specific data privacy statutes and their requirements to the extent that they require
terms in additior to of different from the Natlonal Standard Clauses. The State Supplements will be writtén in.a
manner suich that they will not be edited/updated by Individual parties and will be posted on the SDPC websits to
provide the authoritative vetsion of the terms. Any changes by LEAs or Providers will be made in amendment form
int ais Exhibit (Exhibit "H" in this proposed structure).}

[THIS PAGE HAS BEEN INTENTIONALLY LEFT BLANK]
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Additional Terms or Modifications
Verslon

LEA and Provider agree to the following additional terms and modifications:

This Is & free text field that the 'pgrt’ies can use to add or modify terms In or to the DRA, if there ara no additional
or modified terms, this field should tead "None,”
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