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EXHIBIT “A”
DESCRIPTION OF SERVICES

LocknCharge secure charging stations, carts, and smart locker systems to efficiently store, charge, manage, and
distribute mobile devices like tablets, Chromebooks, and laptops.
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DATA PRIVACY AND SECURITY PLAN

Provider DATA PRIVACY AND SECURITY PLAN

The Educational Agency (EA) is required to ensure that all contracts with a third-party provider include a Data
Security and Privacy Plan, pursuant to Education Law § 2-d and Section 121.6 of the Commissioner’s Regulations.
For every contract, the provider must complete the following or provide a plan that materially addresses its
requirements, including alignment with the NIST Cybersecurity Framework, which is the standard for
educational agency data privacy and security policies in New York state. While this plan is not required to be
posted to the EA’s website, providers should nevertheless ensure that they do not include information that
could compromise the security of their data and data systems.

Outline how you will implement applicable data security and
privacy contract requirements over the life of the Contract.

We maintain a security and privacy programme aligned with
NIST CSF and ISO 27001, applying administrative, technical,
and operational controls to protect Pll and support the EA's
contractual and regulatory obligations.

Specify the administrative, operational and technical safeguards
and practices that you have in place to protect PII.

We employ:

« Administrative: Policies and access governance.

« Operational: Role-based access and activity monitoring.
« Technical: Encryption in transit and at rest, secure cloud
hosting, and vulnerability management.

Address the training received by your employees and any
subcontractors engaged in the provision of services under the
Contract on the federal and state laws that govern the
confidentiality of PII.

Employees and relevant subcontractors complete periodic
security and privacy training covering FERPA, Education
Law §2-d, and internal PII handling procedures.

Outline contracting processes that ensure that your employees
and any subcontractors are bound by written agreement to the
requirements of the Contract, at a minimum.

Employees are bound by confidentiality terms, and
subcontractors are contractually required to follow our
privacy and security obligations, including flow-down
requirements.

Specify how you will manage any data security and privacy
incidents that implicate PIl and describe any specific plans you
have in place to identify breaches and/or unauthorized
disclosures, and to meet your obligations to report incidents to the
EA.

We operate an incident response process for detecting,
containing, and remediating security events. The EA will be
notified of incidents affecting PII in accordance with
contractual requirements.

Describe how data will be transitioned to the EA when no longer
needed by you to meet your contractual obligations, if applicable.

When data is no longer required, we securely return it to
the EAin an agreed format, ensuring integrity and minimal
retention.

Describe your secure destruction practices and how certification
will be provided to the EA.

Data is securely destroyed following recognised standards
(e.g., NIST SP 800-88), with confirmation of destruction
provided upon request.

Outline how your data security and privacy program/practices
align with the EA’s applicable policies.

Our programme aligns with NIST CSF, ISO 27001, and can
accommodate the EA's specific data privacy and security
policies as required.

Outline how your data security and privacy program/practices
materially align with the NIST CSF v1.1 using the Framework chart
below.

PLEASE USE TEMPLATE BELOW.




EXHIBIT C.1 - NIST CSF TABLE

The table below will aid the review of a Provider’s Data Privacy and Security Plan. Provider should complete the
Provider Response sections in the table below to describe how their policies and practices align with each
category in the Data Privacy and Security Plan template. To complete these 23 sections, a Contractor may: (i)
Demonstrate alignment using the National Cybersecurity Review (NCSR) Maturity Scale of 1-7 ; (ii) Use a
narrative to explain alignment (may reference its applicable policies ); and/or (iii) Explain why a certain
category may not apply to the transaction contemplated. Further informational references for each category can
be found on the NIST website at https://www.nist.gov/cyberframework/new-framework. Please use additional

pages if needed.

Function

Category

Contractor Response

IDENTIFY
(ID)

Asset Management (ID.AM): The data,
personnel, devices, systems, and facilities
that enable the organization to achieve
business purposes are identified and
managed consistent with their relative
importance to organizational objectives
and the organization’s risk strategy.

We maintain an inventory of critical assets, including data, systems, and
devices, to support business operations. Asset classification and
management practices are aligned to NIST CSF and ISO 27001 to
ensure appropriate protection of sensitive information, including PII.

Business Environment (ID.BE): The
organization’s mission, objectives,
stakeholders, and activities are
understood and prioritized; this
information is used to inform
cybersecurity roles, responsibilities, and
risk management decisions.

Our organisational structure, mission, and key stakeholders are clearly
defined and inform our cybersecurity roles and risk management
activities. Cybersecurity priorities are integrated into business planning
and aligned with contractual and regulatory requirements.

Governance (ID.GV): The policies,
procedures, and processes to manage and
monitor the organization’s regulatory,
legal, risk, environmental, and operational
requirements are understood and inform
the management of cybersecurity risk.

We operate under a defined information security and privacy governance
framework aligned with NIST CSF and ISO 27001. Policies and
procedures address legal, regulatory, and risk obligations, and
governance practices are reviewed periodically to remain effective.

Risk Assessment (ID.RA): The
organization understands the
cybersecurity risk to organizational
operations (including mission, functions,
image, or reputation), organizational
assets, and individuals.

We conduct risk assessments to identify potential threats to systems,

data, and operations. Risks to Pll, organisational assets, and services
are evaluated using a structured approach consistent with NIST CSF.

Outcomes inform ongoing security and privacy controls.

Risk Management Strategy (ID.RM): The
organization’s priorities, constraints, risk
tolerances, and assumptions are
established and used to support
operational risk decisions.

A risk management methodology defines our approach to setting
priorities, tolerances, and operational decisions. This strategy ensures
that cybersecurity and privacy risks are managed in alignment with
business objectives and regulatory obligations.

Supply Chain Risk Management (ID.SC):
The organization’s priorities, constraints,
risk tolerances, and assumptions are
established and used to support risk
decisions associated with managing
supply chain risk. The organization has
established and implemented the

We maintain a third party risk management process that evaluates
security and privacy considerations in line with NIST CSF.
Subcontractors and cloud providers are required to adhere to contractual
privacy and security obligations, reducing supply chain risk exposure.




Function Category

Contractor Response

processes to identify, assess and manage
supply chain risks.

Identity Management, Authentication
and Access Control (PR.AC): Access to
physical and logical assets and associated
facilities is limited to authorized users,
processes, and devices, and is managed
consistent with the assessed risk of
unauthorized access to authorized
activities and transactions.

Access to systems, applications, and data is restricted to authorised users and

devices, with controls based on role, business need, and assessed risk. Logical
access is managed through standard identity and authentication processes aligned
to NIST CSF principles.

Awareness and Training (PR.AT): The
organization’s personnel and partners are
provided cybersecurity awareness
education and are trained to perform their
cybersecurity-related duties and
responsibilities consistent with related
policies, procedures, and agreements.

Employees and relevant contractors receive periodic training on security and
privacy responsibilities, including the handling of PIl. Awareness programmes
reinforce compliance with contractual, regulatory, and internal policy requirements.

Data Security (PR.DS): Information and
records (data) are managed consistent

with the organization’s risk strategy to

protect the confidentiality, integrity, and

Data is protected to maintain its confidentiality, integrity, and availability, following
a risk-based approach. Safeguards include encryption, access controls, and
monitoring aligned with ISO 27001 practices.

PROTECT availability of information.
(PR)
Information Protection Processes and Documented security and privacy policies, standards, and procedures are
Procedures (PR.IP): Security policies (that | maintained to guide the protection of organisational assets. These processes are
address purpose, scope, roles, reviewed periodically to remain aligned with regulatory and contractual obligations.
responsibilities, management
commitment, and coordination among
organizational entities), processes, and
procedures are maintained and used to
manage protection of information systems
and assets.
Maintenance (PR.MA): Maintenance and | System and component maintenance is performed in accordance with established
repairs of industrial control and procedures to ensure security is preserved during updates or repairs. Remote
information system components are maintenance, where required, follows secure access protocols.
performed consistent with policies and
procedures.
Protective Technology (PR.PT): Technical | Technical security measures, including monitoring, access management, and
security solutions are managed to ensure | endpoint controls, are implemented to protect systems and data. Controls are
the security and resilience of systems and | maintained in line with organisational policy and the NIST CSF framework.
assets, consistent with related policies,
procedures, and agreements.
Anomalies and Events (DE.AE): Anomalous activity and potential security events are identified through established
Anomalous activity is detected and the monitoring and alerting processes. Events are assessed to understand potential
potential impact of events is understood. | impact on systems, data, and operations.
Security Continuous Monitoring Key systems and assets are monitored on an ongoing basis to detect
(DE.CM): The information system and security-relevant events and confirm that protective measures remain effective.
DETECT assets are monitored to identify Monitoring practices align with NIST CSF and internal risk management
(DE) cybersecurity events and verify the processes.

effectiveness of protective measures.

Detection Processes (DE.DP): Detection
processes and procedures are maintained
and tested to ensure awareness of
anomalous events.

Documented detection processes and procedures are maintained and periodically
reviewed to ensure timely awareness of cybersecurity events. Processes support
incident escalation and response requirements.




Function

RESPOND
(RS)

RECOVER
({®)

Category

Response Planning (RS.RP): Response

processes and procedures are executed

and maintained, to ensure response to
detected cybersecurity incidents.

Contractor Response

Incident response processes and procedures are maintained to ensure prompt
and structured handling of detected cybersecurity incidents.

Communications (RS.CO): Response

activities are coordinated with internal
and external stakeholders (e.g. external
support from law enforcement agencies).

Incident response communications are coordinated with relevant internal
stakeholders and, where required, external parties in accordance with contractual
and regulatory obligations.

Analysis (RS.AN): Analysis is conducted
to ensure effective response and support
recovery activities.

Detected events are analysed to confirm incidents, determine impact, and support
appropriate containment, eradication, and recovery activities.

Mitigation (RS.MI): Activities are
performed to prevent expansion of an
event, mitigate its effects, and resolve the
incident.

Incidents are contained and mitigated to prevent further impact, aligned with
documented response procedures and risk management practices.

Improvements (RS.IM): Organizational
response activities are improved by
incorporating lessons learned from

current and previous detection/response
activities.

Incident response procedures are periodically reviewed and enhanced based on
lessons learned from previous events and post-incident reviews.

Recovery Planning (RC.RP): Recovery
processes and procedures are executed
and maintained to ensure restoration of

systems or assets affected by
cybersecurity incidents.

Documented recovery processes ensure timely restoration of affected systems
and services to support business continuity.

Improvements (RC.IM): Recovery
planning and processes are improved by
incorporating lessons learned into future

activities.

Recovery processes are periodically updated to incorporate lessons learned and
enhance resilience for future events.

Communications (RC.CO): Restoration
activities are coordinated with internal
and external parties (e.g. coordinating
centers, Internet Service Providers, owners
of attacking systems, victims, other
CSIRTs, and vendors).

Recovery efforts are coordinated with internal and, where necessary, external
stakeholders to ensure effective and timely restoration.
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