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See attached two pages for answers to these questions - 
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The following has been pulled from the Parents’ Bill of Rights section in the Education Law 2-d 
Rider packet.  Please review and answer questions 1, 2, 3 and 5. 

Supplemental Information Regarding Third-Party Contractors 

In the course of complying with its obligations under the law and providing educational services, Eastern 
Suffolk BOCES has entered into contracts with certain third-party contractors. Pursuant to such contracts, 
third-party contractors may have access to "student data" and/or "teacher or principal data.” Each 
contract Eastern Suffolk BOCES enters into with a third-party contractor where the third-party contractor 
receives student data or teacher or principal data will include information addressing the following: 

1. The exclusive purposes for which the student data or teacher or principal data will be used;

Answer: The data will be used to allow the applications in scope to provide the services
intended.

2. How the third-party contractor will ensure that the subcontractors, persons, or entities with
whom the third-party contractor will share the student data or teacher or principal data, if any, will
abide by data protection and security requirements;

Answer:   Heartland will ensure that its employees, subcontractors and third-party
service providers with whom Contractor shares PII abide by all applicable data
protection and security requirements by entering into written agreements whereby
such parties will perform their obligations in a manner consistent with the data
protection and security requirements outlined therein.

3. When the contract expires and what happens to the student data or teacher or principal data
upon expiration of the agreement;

Answer: Upon expiration or termination of the Agreement, Heartland shall:

• Securely transfer data to EA, or a successor contractor at the EA’s option and written
discretion, in a format agreed to by the parties.

• Securely delete and destroy data.

4. If and how a parent, student, eligible student, teacher, or principal may challenge the accuracy
of the student data or teacher or principal data collected;

Answer: Parents have the right to have complaints about possible breaches of student data 
addressed. Complaints should be directed to:   

Claudy Damus-Makelele, Associate Superintendent for Educational Services Eastern Suffolk 
BOCES, 201 Sunrise Highway, Patchogue, NY 11772   cdamus@esboces.org ;   

Or in writing to: 

Chief Privacy Officer, New York State Education Department, 89 Washington Avenue Albany, NY 
12234  CPO@mail.nysed.gov 

Vendor Name:
Heartland Payment Systems, LLC dba Heartland School Solutions

mailto:cdamus@esboces.org
mailto:CPO@mail.nysed.gov


5. Where the student data or teacher or principal data will be stored (described in such a manner
as to protect data security) and the security protections taken to ensure that such data will be
protected, including whether such data will be encrypted.

Answer: All data is hosted in the US in redundant data centers. 

Consistent with industry standards, Heartland applies PCI DSS guidelines to secure 
confidential data. As prescribed by the PCS DSS framework, Heartland implements the 
following initiatives to address data security issues, including access, data storage, 
privacy and protection. However, no means, or method of transmission which uses the 
internet is absolutely 100% secure, For these reason, Heartland cannot guarantee 
absolute security of your confidential data. 

Security Practices 

1. Install and keep updated a firewall between the public network and the
confidential information.

2. Change vendor-supplied passwords that come with network and information processing
systems.

3. Safeguard the confidential data stored for business purposes or regulatory purposes.

4. Encrypt all transmissions of customer data over any public network.

5. Maintain antivirus software in all of your computers.

6. Develop and maintain secure systems and applications.

7. Limit access to the confidential data to as few people as possible on the "need- to-know"
basis within your business.

8. Identify and authenticate access to system components.

9. Restrict physical access to the systems.

10. Track and monitor access to network resources and confidential data.

11. Regularly test security systems and processes.

12. Maintain a policy that addresses information security for all personnel.




