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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

This Stedent Data Privacy Agreement ("DPA") is entered into on the date of ful! execution (the "Effective Date’)
and is entered into by and bebween:

] (the “LEAT)

and

| Branching Mends, LLGS

located at [ 167 Columbls Avenue, 4th FL New York, MY 10023 2] (the “Provider”).
PREAMBLE

WHEREAS, the Provider is providing educational or digital Services, as defined in Exhibit "A°, to LEA, which
Services may include: (a) cloud-based Services for the digital sterage, management, and retrieval of pupil
records; andfor (b) digital educational software that authorizes Provider to access, store, and use pupil records,
and

WHEREAS, the Provider and LEA have entered into a Service Agreemenl (as defined herain), to provide certain
Services to the LEA as set forth in the Service Agreement, and this DPA (collectively the "Agreament”),

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and
other regulated data exchanged between them as required by applicable laws and regulations, such as the
Family Educational Rights and Privacy Act (FERPA”") at 20 U.5.C. 1232g (34 C.F.R. Part 99); the Frotection of
Pupil Rights Amendment ("FPRA" at 20 U.5.C. 1232h; and the Children's Online Privacy Protection Act
("COPPA") at 15 U.5.C. 6501-6506 (16 C.F.R. Part 312),

WHEREAS, the Provider and LEA desire 1o enter into this DPA for the purpose of establishing their respective
obligations and duties in order to comply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

General Offer of Privacy Ternms.
The Provider has signed Exhibit "E” to the SDPC Standard Clauses, otherwise known as "General Offer of
Privacy Terms” enabling other LEAs to enter into the same terms of this DFA with Provider,

Special Provisions, (Check if Required)

y | If checked, the Supplemental State Terms attached hereto as Exhibit "G" are hereby incorporated by
reference into this DPA in thair entiraty.

If the Parties desire lo change any lerms, use the Vendor-Specific' Agreement or ‘District-Modified’ Agreemant.

D
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STANDARD STUDENT DATA PRIVACY AGREEMENT Worsion 2.0
The designated representative for the LEA for this DPA is:

Name: Dr. Christopher Bernier Tile: - Superintendent -
Address: 1701 Prudential Drive, Jacksonville, FL 32207
Phone: 904-390-2000 Email: bernierc@duvalschools.org

The designated representative for the Provider for this DPA, is:

name:  David Magier ~mie: - Chief Operating Officer
nadress: 157 Columbus Avenue 4th FL New York, NY 10023

Phone: 646-450-5174 emai. david@branchingminds.com
IN WITHNESS WHEREOF cute this DPA as of the Effective Date.

Signed By: i Date: 8/4/25

Printed Nagde: Dr _Ehristopher Bernier  TiePasition:  Superintendent

PROVIDER: [ Branching Minds, LLG ]
Signed By: _E'd.[-f:&’r 'T-"ﬁa;ﬂ"-. Date: 7121125
rinted Name: David Magier Titerosition:  Chief Operating Officer

Each Party is responsibla to promplly natify the other Party of changes to the notice information.

Notices to Provider Notices to LEA
[ Chief Operating Ctficer =~ i) (T R T O N (1w (i SR SLa T
[157 Columbiss Averwa 4ih FL New York Ny 10023 ] Ly ey S it N B
I.\”h. Pt Fod Ry ] I:.E:'-_.I;Eﬁ.E o = ] 1
With a copy o (if provided): With a copy to {if provided).
[ Provider Leaal Counsel ) e _ i
[ Prowider Legal Counsel Postal Addrass 1 [ 761 Fristonkal Cvive, Frooem 343 I
[ Provider Legal Courrsel Email Address 1 [ Jackaorvile, FL 32207 |

Security Notices to Provider (Required per Section 5.3)  Security Notices to LEA (Requred per Section 5 3)

[ ey Goching ] [ 38 Hoore ]
[ mrmeton of informatan Gecurity || [T Saawmty 1
[ 157 Colunbnss Avnug &ih FL, Mow York, NY 10023 | [41:1'1.9- Boubrand Conler Dr,. Jacksonvibe, FL 30307 |
[ chaig gooding Sbranchingminds com 1 [ Pt oo o ]
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

STANDARD CLAUSES
ARTICLE I: PURPOSE AND SCOPE

11 Purpose of DPA.

The purpose of this DPA Is to describe the duties and responsibilities to protect Student Data inchuding
compliance with all applicable federal and state privacy laws, rules, and regulations, all as may be amended
from time fo time, In pedorming the Senvices, the Provider shall be considered a School Official with a legitimats
educational interest, and performing Services otherwvise provided by the LEA. With respect o its use and
maintenance of Student Data, Provider shall be under the direct control and supernvision of the LEA as set forth
in this DPA and the Serice Agreement.

1.2 Description of Products and Services.

A description of all products and services coverad by the Agreement, and information specific to this DPA, are
listed in Exhibit "A", If a Provider needs to update any information on Exhibit "A" (such as updating with new
provided services), they may do so by completing the Addendum template provided by the A4L Community and
sending a copy to the LEA,

Provider may add or delete products or services subject to this DPA under the following circumstances:
1. Daleted products or services: The products or services have been discontinued and are no longer
available from the Provider.
2. Added producis or senvices: The added products or servicas are aither:
a. a direct replacement, or substantially equivalent to the original products ar services lisled in
the DPA, or
b. the added products or services result in enriched new or enhanced capabilities, naw modubes,
technology advancements and or service calegories relating to the listed products or services
that Provider did not have at the time the DPFA was signed.

If an added product or senvice requires additional Data Elements, Provider must completa the relevant portion
of the Addendum template to update Exhibit "B,

Provider may not make any change to Exhibit A" via an Addendum, except adding or deleting products or
services. LEA is under no obbgation to acquire added products or services, and has no ability under the DPA to
prevent deletion of products or services. Subject to the limitations in this section, an Addendum is aulomatically
incorporated into this DPA when LEA is notified by Provider, in accordance with the notification provisions of this
DPA, of the Addendum's existence and contents.

1.3  Student Data to Be Provided.

In order o perform the services, the Provider shall process Student Data as identified by the Provider in the
Schedule of Data, attached hereto as Exhibit "B". Student Data may be provided by the LEA or created by
students, as set forth fully in the definition of Student Data in Exhibit "C°. If a Provider needs to update any
information on Exhibit "B, they may do so by completing the Addendum template provided by the AdL
Community and sending a copy 1o the LEA.

Provider may delete data elements from Exhibit “B" if they are no longer used by the Provider.
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STANOARD STUDENT DATA PRIVACY AGREEMENT —— Varsion e

Provider must add data elements 1o Exhibit "B”, when a material change has occurred, regardlass of whelher
the added data elements are gither one of the following:
1. used o better deliver the original products or services listed in the DFPA, or
2. used to deliver added products or services that result in new or enhanced capabilities, new
modules, technology advancements and or service categoies relating fo the listed products or
services thal Provider did not have at the time the DPA was signed. Such new products or senvices
must be designated in the Addendum template as changes to Exhibit "A”",

The Provider must notify the LEA, in accordance with the notification provisions of this DPA, of the exisience
and contents of an Addendum modifying Exhibit "B". The LEA will have thirty (30) days from receipt to object to
tha Addendum. If no written objaction is recaived it will become incorporaled into the DFA between the parfies.

1.4 DPA Definitions.

Capitalized terms used in this DPA shall have the meanings set forth in Exhibit “C”. With respect to the treatment
of Student Dala, in the event of a conflict, definitions used in this DPA shall prevail over lerms used in any ofher
writing, including, but not limited 1o, the Service Agreement,

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

2.1 Student Data Property of LEA.

As betwean LEA and Provider, all Student Data processed by Ihe Provider, or created by students (as sel forth
fully in the definition of Student Data in Exhibit "C"), pursuant to the Agreement is and will continue 1o be the
property of and under the control of the LEA. The Provider further acknowledges and agrees that all copies of
such Student Data processed by the Provider, including any modifications or additions or any porticn thereof
from any source, are also subject to the provisions of this DPA in the same manner as the original Student Data.
The Parties agree that as between them, all rights, including all intellectual property rights in and to Student Data
contemplated per the Service Agreemeant, shall remain the exchsive proparty of the LEA.

2.2  Parent, Legal Guardian and Student Access.

The LEA shall establish reasonable procedures by which a parent, legal guardian, or eligible siudent (as defined
in FERPA) may review Student Dala and request deletion or modification, and request delivery of a copy of the
Student Data. In support of this, the Provider shall establish reasonable procedures by which the LEA may
access, and comect il necessary, Education Records and/or Studeni Data, and make a copy of the data available
to the LEA or (at the LEA's direclion) to the parent, legal guardian or eligible studeni directly, If the LEA i5 not
able to review or updale the Student Data itself, Provider shall respond in a reasonably timely manner (and no
later than thirty (30} days from the date of the request or pursuant (o the time frame required undar state law for
an LEA to respond to a parent, legal guardian or student, whichever is sooner) to the LEA's request for Student
Data held by the Prowider 1o wview or correct as necessany.

Ir thve event that a parent or legal guardian of a student or eligible student contacts the Provider o comect, delete,
review or request dalvery of a copy of any of the Student Data collected by or generated through the Services,
the Provider shall refer that person to the LEA, who will follow the necessary and proper procedures regarding
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 20

the requested information. In the event that any person other than those listed contacts the Provider about any
Student Data, the Provider shall refer that person to the LEA, except as provided in Section 4.4,

2.2.1  This NDPA does nol impede the abilty of studenis to download, export, or othersise save ar
maintain thair own Studen! Ganerated Content directly from Provider or for Provider (o
provide a mechanism for such download, export, ransfer or saving to students, or the
student's parent or legal guardian. Nor does it impede the ability of Providers to offer LEAs
features to allow such ability.

2.22 Inthe event that Student Generated Content is transferred to the control of the student,
parent or legal guardian, the copy of such Student Generated Content that is in the control of
such person is no longer considered Student Data.

23 Subprocessors.

Provider shall enter into a Subprocessor Agreement with all Subprocessors performing functions for the Provider
in order for the Provider to provide the Services pursuant to the Service Agreement, wheraby the Subprocessors
agrea 1o protect Student Data in a manner no less stringent than the terms of this DPA. Every Subprocessor
Agreament must provide that the Subprocessor will not Sell the Student Data, The terms of a Subprocessor
Agreement shall not be materially modified by the Subprocessor unless notice is provided 1o the Provider.

ARTICLE lll: DUTIES OF LEA

31 Provide Data in Compliance with Applicable Laws.

LEA shall use the Services and provide Student Data in compliance with all applicable federal and state privacy
laws, rules, and regulations, all as may be amended from time to time.

3.2  Annual Notification of Rights.

If the LEA has a policy of disclosing Education Records andfor Student Data under FERPA (34 CFR §
99.31(a)1)), LEA shall include a specification of criteria for determining who constitutes a School Official and
what constitutes a legitimate educational interest in its annual notification of rights.

3.3 Reasonable Precautions.

LEA shall employ administrative, physical, and technical safeguards designed to prolecl usernames, passwords,
and any other means of gaining access (o the Senvices and/or hosted Student Data from unauthonzed access,
disclosure, or acquisilion by an unauthorized person.

34 Unauthorized Access Notification and Assistance.

LEA shall notify Provider within seventy-two (72) hours of any confirmed Data Breach lo the Services, LEA's
account or any Student Dala that poses a privacy or security risk. If requested by Provider, LEA will provide
reasaonable assistance to Provider in any efforts by Provider to investigate and respond to such Data Breach.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0
ARTICLE IV: DUTIES OF PROVIDER

41 Privacy and Security Compliance.

The Provider shall comply with all laws and regulations applicable to Provider's protection of Student Data prvacy
and security, and al the direction of the LEA shall cooperate with any state or federal government inftiated audit
of the LEA's use of the Services.

4.2  Authorized Use.

The Student Data processed pursuant to the Services shall be used by the Provider for no purpose othar than
performing the Services outlined in Exhibit “A°, or as instructed by the LEA,

4.3 Provider Employee Obligation.

Provider shall require all of Provider's employees who have access to Studant Data to comply with all applicable
provisions of this DPA with respect to the Student Data shared under the Service Agreement. Frovider agrees

to require and maintain an appropriate confidentiality agreement from each employee with access to Student
Data pursuant to the Service Agreament,

44 Mo Disclosure.

Provider acknowledges and agrees that it shall not sell or disclose any Student Data or any portion theraaof,
including without limitation, user content or other non-public information andfor personally identifiable information
contained in the Student Data.

4,41 Exceptions to No Disclosure.

4.4.1.1 This prohibition against disclosure will not apply to Student Data where disclosure is
directed or parmitted by the LEA or this DPA,

4.4.1.2 The provision to not sell Student Data shall not apply to a Change of Control.

4.4.1.3 This prohibition against disclosure shall not apply to Student Data disclosed
pursuant to a judicial order or lawfully issued subposna or warrant.

4.4.1.4 This prohibition against disclosure shall not apply to Student Data disclosed to
Subprocessors performing Services on behalf of the Provider pursuant to this DPA.

4415 Should law enforcement or other government entities ("Requesting Party(ies)”) provide
a judicial order or lawfully issued subpoena or warrant o the Provider with a request
for Student Data held by the Provider pursuant fo the Services, the Provider shall notify
the LEA in advance of a compelled disclosure to the Requesting Farty.

4416 MNofification under 4.4.1.5 is nol required if the judicial order or lawlully issued
subpoena or warrant stales not to inform the LEA of the request.

4.41.7 Should the LEA be presented with a judicial order or lawfully issued subpoena or
warrant to disclose Student Generated Content or other Student Data, the
Provider shall cooperate with the LEA in delivering such data.
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STANDMRD STUDENT DATA PRIVACY AGREEMENT Wirsion 2.0

4418 This prohibition against disclosura shall not apply to LEA-authorized users of the
Services, which may include parents and legal guardians.

4,419 This prohibition against disclosure shall notl apply to protect the safety of users or
others, if and only if, an LEA employee who has specifically been authorized to
declare a health or safely emergency has done so and all requirements under 34
CFR &5 99.31{a){10) and 99.36 have been fulflled by the LEA.

4.4,1.10 This prohibition against disclosure shall not apply to protect the integrity or security
of the Service, where such disclosure is made to a Subprocessor engaged by
Pravider for tha specific purpose of invastigaling a potential Data Breach as sel
forlh in 5.4.

4.5 De-ldentified Data

Provider agrees not to attempt to re-identify De-ldentified Student Data without the written direction of the LEA.
De-ldentified Student Data may be used by the Provider for those purposas allowed under applicable laws, for
the purposes allowed for the processing of Student Data under this DPA, as well as the following purposes: (1}
assisting the LEA or other governmental agencies in conducling research and other studies; (2) research,
development, and improvement of the Provider's educational sites, Services, or applications, and to demonstrate
the effectiveness of the Services; and (3) for adaptive learning purpose and for customized student learning.
Provider's use of De-ldentified Student Data shall survive termination of this DPA or any request by LEA to returm
or dispose of Student Data. Except for Subprocessors, Provider agrees not to transfer De-identified Student Data
to any third party unless the transfer is expressly directed or permitted by the LEA or this DPA. Such
Subprocessors must be subject to equivalent terms of the DPA including this ene. Prior toe publishing any
document that names the LEA, the Provider shall obtain the LEA's written appraval of the manner in which Da-
Identified Student Data is presented. If Provider chooses to create De-ldentifiad Data, its process must comply
with either MIST de-identification standards or US Department of Education guidance on de-identification.

4.6 Disposition of Data.

Lpan written reguest from the LEA, Provider shall dispose of or provide a machanism for the LEA to Iransfer
Student Data obtained under the Service Agreement, within sixty (60) days of the date of said request and
according to a schedule and procedure as the Parties may reasonably agrea,

If the Provider has a standard refention and destruction schedule, that schedule shall apply to Student Data as
long as this DPA is active. The Provider's practice relating to retention and disposition of Student Data shall be
provided to the LEA upon request.

At the termination of this DPA, the Provider shall, unless directed otherwise by the LEA, dispose of, or deleta
Student Data obfained by the Provider under the Agreement within sty (G0) days of termination (unless
otherwise required by law). If the Agreement has lapsed or is nol terminated, the Student Cata shall be deleted
when direclted or permitted by the LEA, according to Provider's standard destruction schedule, or as otharwise
required by law. The LEA may provide the Provider with special instructions for the disposition of the Student
Data, by transmitting to Provider Exhibit "D°, attached hereto. The duty of the Provider to dispose of or delete
Student Data shall not extend (o De-ldentified Data or to Student-Generated Content that has been transferred
of kept pursuant to Section 2.2.2.
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STANDARD: STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

4.7  Advertising Limits.

Provider is prohibited from using, disclosing, or sefling Student Data to (a) inform, influence, or enable Targeted
Advertising; (b) develop a profile of a student, family memberfguardian or group, for any purpose other than
providing the Service to LEA; or (¢} for any commercial purpose other than to provide the Service to the LEA, or
as authorized by the LEA or the parentfguardian, Targeted Advertising is striclly prohibited. However, this section
does not prohibit Provider from using Student Data (i) for adaptive leaming or customized student learning
(including generating personalized leaming recommendations); or (i} o make product recommendations to
account holders that are not considered Targeted Advertising (this exception does nod apply where the Provider
is relying on the LEA to provide consent on behalf of the parent under COPPA); or (i) to notify account holders
about new education product updates, fealures, or Services that are not considered Targeted Advertising or from
ofherwise using Student Data as permitted in this DPA and its accompanying exhibedls,

Before making product recommendations under section (i) above, Provider must disclose the existence of those
recommendations to LEA in writing, in sufficient detail that LEA can fulfil any obligations under applicable law
{e.g. PPRA)

ARTICLE V: DATA SECURITY AND BREACH PROVISIONS

5.1 Data Storage.

If Student Data is stored oulsida the United Stales, Provider will provide a list of Countries where data is stored,
in Exhibit “B".

5.2 Security Audits.

Provider will conduct a security audit or assessment no less than once per year, and upon a Data Breach. Upon
10 days' notiee and execution of confidentiality agreement, Provider will provide the LEA with a copy of the audit
report, subject to reasonable and appropriate redaction.

5.3 Data Security.

The Provider agrees to utiize administrative, physical, and technical safeguards designed to protect Student
Data from unauthorized access, disclosura, acsquisition, destruction, use, or modification. The Provider shall
adhere to any applicable law relating to data security of Student Data. The Provider shall implement an adequate
Cybersecurity Framework that incorporates one or more of the nationally or intemationally recognized standards
get forth in Exhibit °F". Additionally, Provider may choose o further datail its security programs and measures in
Exhibit “F*. Provider shall provide, in the Preamble to the DPA, contact information of an employee who LEA
may contact if there are any data security concerms or questions.

5.4 Data Breach.

In the event that Provider confirms a Data Breach, the Provider shall provide notification (o LEA within seventy-
two (72) hours of confirmation of the Data Breach, unless notification within these time limits would disrupt
investigation of the Data Breach by law enforcement. In such an event, notification shall be made within a
reasonable time after the Data Breach. Provider shall follow the following process:
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STANDARD STUDENT DATA PRIVACY AGREEMENT Wirsion 2.0

(1}

(2)

(3)

4

(5)

The Data Breach notification described above shall include, at a8 minimum, the fallowing
information to the extent known by the Provider and as it becomes available:
(a) The name and contact information of the Provider subject to this section,
(b} the date of the nolice,
{c) the date of the Data Breach, the estimated date of the Data Breach, or the date
range within which the Data Breach occurred,
{d) Whether the notification was delayed as a result of a law enforcemant investigation,
if legally parmissible to share that information,
(@) A general description of the Data Breach, if that information is possible to determine
al the time the notice is provided,
(A description of the Student Data reasonably believed to have been the subject of
the Data Breach; and
(g} Identification of impacted individuals,

Provider agrees fo adhere fo all applicable federal and state laws with respect to a Data Breach
related to the Student Data, including any required responsibifties and procedures for
natification and mitigation of any such Dala Breach.

Provider further acknowledges and agrees to have a writlen Data Breach response plan that is
consistent with applicable industry standards and federal and state law for responding to a Data
Breach, involving Student Data and agrees to provide LEA, upon reasonable written requeslt,
with a summary of said written Data Breach response plan,

LEA shall provide notice and facts surrounding the Data Breach to the affected students,
parents, or guardians,

In the event of a Data Breach originating from LEA's use of the Service or otherwise a result of
LEA's actions or inactions, Provider shall reasonably cooperale with LEA to the extent
necessary lo expeditiously secure Student Data and may request costs incurred as a resull of
such Data Breach.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0
CONTRACT TERMS

Term and Termination. In the event that either Party seeks to lerminate this DFPA, thay may do so by written
notice if the Service Agreement has lapsed or has been terminated. Eiher parly may terminale this DPA and
any Service Agreement or contract if the other party breaches any terms of this DPA. This DPA shall stay in
affect for as long as the Provider retains the Student Data, as set forth in section Ardicle IV, Section 4.6. In the
case of a *Change of Control” the LEA has the authority to terminate the DPA if it reasonably believes that the
successor cannot uphold the terms and conditions herein or having a contract with the successor would violate
the LEA's policies or state or federal Law.

Data Disposition on Service Agreement Termination. If the Service Agreement is terminated, the Provider
shall dispose of all of LEA's Student Data pursuant to Article IV, Section 4.6 of the Standard Clauses.

Notices. All notices or other communication required or permitted te be given hereunder must ba made in writing
and may be given via e-mail transmission, or first-class mail, or mulually agreed upon method sent to the
designated representatives documented in the Preamble.

Priority of Agreements. This DPA shall govemn the treatment of Student Data in order to comply with the
privacy protections, including those found in FERPA and all applicable privacy statutes identified in this DPA.
With respect to the treatment of Student Data only, in the event there is conflict between the terms of the DFA
and the Sarvice Agreament, Temns of Service, Privacy Policies, or with any other bid/RFP, licensa agreement,
or writing, the terms of this DPA shall apply and take precedence. In the event of a conflict between Exhibit "H,
the SDPC Standard Clauses, andfor the Supplemental State Terms in Exhibit “G", Exhibit "H” will caontral,
followed by Exhibit “G°. Excepl as described in this paragraph herein, all other provisions of the Serice
Agreement shall remain in effect,

Entire Agreement. This DPA and the Service Agreement (“the Agreement”) constitute the entire agreement of
the Parties relating to the subject matter hereof and supersedes all prior communications, representations, or
agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and either retroactively
or prospectively) only with the signed written consent of both Parties,

Severability. Any provision of this DPA that is prehibited or unenforceable in any jurisdiction shall, as o such
jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating the remaining
provisions of this DPA, and any such prohibition or unenforceability in any junsdiction shall not invalidate or
render unenforceable such provision in any other jurisdiction. Notwithstanding the foregoing, if such provision
could be more narrowly drawn so as not to be prohibited or unenforceable in such jurisdiction while, al the same
time, maintaining the intent of the Paries, it shall, as to such jurisdiction, be so narrowly drawn without
invalidating the remaining provisions of this DPA or affecting the validity or enforceability of such provision in any
other jurisdiction.

Governing Law; Venue and Jurisdiction. This DPA will be governad by and construad in accordance with the

laws of the state of the LEA, without regard to conflicts of law principles. Each parly consents and submits to the
sole and exclusive jurisdiction to the state and federal courts for the county of the LEA for any dispute arising

out of or relating to this DPA or the transactions contemplated hereby.

Successors Bound. This DPA is and shall be binding upon the respective successors in interest to Provider in

the event of a Change of Control. In the event of a Change of Contral, the Provider shall provide written notice
to the LEA no later than sixty (60) days after the closing date of such Change of Control. Such notice shall include
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STANDARD 5 TUDENT DATA PH'L{..EI;‘YAGEEEMEHT Varsen 2.0

a writtan, signed assurance that the successor will assume the obligations of the DPA and any ahligations with
respect to Student Data within the Service Agreement.

Authority, Each signatory confirms they are authorized (o bind their institution to this DPA in ils entirety,

Waiver. No delay or omission by either party to exercise any right here under shall be construed as a waiver of
any such right and both parties reserve the fnght to exercise any such right frem time to time, as often as may be
deemed axpediant.
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EXHIBIT A: PRODUCTS AND SERVICES

. ]'s existing Services that collect,

e Wi, LG

This DPA covers access to and use of [ Bf |
procass, or transmit Student Data, as idantified below:

Multi-tiered system of support web platform and associated professional development training.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.0
EXHIBIT B: SCHEDULE OF STUDENT DATA

All Data Elemants identified in this Exhibit are cormact at time of signatune.

Data Elements Collected by Product {required and oplional):

IF Addresses of users, usa
of cockies, elc.

Orther application
technology matadata

If ‘Cther’ checked, please
oy

Meta data on user b
interaction with application

Standardized test scores | X
X

Observation data

Woice recordings

Other assessment dala X

If ‘Other’ checked, pleaze |progress

specify balow checked monitor,
. student

behaviar

box.

Student schaol {daily) X
attendance data
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STANOARD 5 TUDENT DATA PRIVACY AGREEMENT

Student class altendance
data

Oinkne communication
captured jemais, biog eniries)

Conduct of behavional
ckata

Dala of birlh
Place of birth
Gender x
Eihnicity or race }{

Language information
(P, OF [HERANY lamguagn

Enrcliment

o Sl NSy

Student school enrollment

ek by Stud e}

Other demographic

information X

If ‘Other' checked, please | FHL,

specify below checked | ELL,

hox: hearing/
vision,
IEF, g/t

Eng prof.

Student grade level b 4
Homeroom

Guidancs counselor

Specific currculum
prodarams

Year of graduation
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Wirsion 2.0

CMiher enrolimeant

information X

If ‘Other checked, please | Courses/

spacily betow checked sections

porio v student

: e = anralime
i

Parent 1D number created
b link pasnats to shedonts)

Student schaduled courses

Teacher namas

;:-:,-: cial Indio i_iz-1:.-

English language learmar
informmation

=

Low-income status

Medical alertsfealh data

Student disabdy
information

Specialized educalion
Services (IEP or 504)

X | X

Living sifuations
(romalessieslor care)

CHiver indscator information
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armmrmmﬂra;mm

Local (schood distict) ID | X

b
State 1D number b 4
Providerapp assigned
student 1D number x
Student app username
Student app passwords
SRR s 7 R T RO 40 N RN
First andlor last X

Programiapphication
perfOrmmance {eg. lyping
peogram — studen fypas 60 wpm,
reading prograrm — Suden] reads
below grade bl

Academic or
exiracurnicular actvities a
student may belong to ar

participate in
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Student responses (o
surveys or guestionnaires

Student generated
content, wiiting, pictures,
ahe,

Other student waork data

I ‘ther’ checked, please
ﬁ:ﬁ‘ 1% -

Student course grades X
Student course data X
Student course
grades/performance X
scores

Other transcript data

If Other’ checked, please
i helow checked
hox;

Student bus assignmend

Student pick up andlor
drop off location

Student bus card 1D
number

Other transportation data

© Accoss 4 Learning (A4L) Communily. AN Rights Reserved

Page | 18



STANDARD STUDENT DATA PRIVACY AGREEMENT

If checked, please
o

ol el

Other data collected

Mo stuedent data collected
ak this time, Provider will
immediately notify LEA if
this dasignalion is no
longer apphcable,

If Student Data is stored outside the United States, Provider shall list below the Countries where data is stored;
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STANDARD STUDENT DATA PRIVACY AGREEMENT Viarsion 2.0
EXHIBIT C: DEFINITIONS

Change of Control: Any merger, acquisition, consolidation or other business reorganization or sale of all or
substantially all of the assels of Provider or of the portion of Provider thal performs the Services in the Senvice
Agreament.

Contextual Advertising: Contextual advertising is the delivery of advertisements based upon a current visit to
a Web page or a single search query, without the collection and retention of data about the consumer’s onling

activilies over time,

De-identified Data: Records and information are considered to be De-ldentified whan all personally identifiable
information has been removed or obscured, such that the remaining infomation does not reasonably idenfify a
specific student, including, but not limited to, any information that, alene orin combination is linkable to a specific
sludent.

Data Breach: An unauthorized release, access to, disclosure or acquisition of Student Data that compromises
the security, confidentiality or integrity of the Student Data maintained by the Provider in viclation of applicable
state or federal law.

Educational Records: Educational Records shall have the meaning set forth under FERPA 20 LS. C. 12 32
gla)(5)a). For additional context see also the "Student Data’ definition.

LEA: For the purpose of this DPA, the LEA is the educalional enfity thal is a Parly to this Agreement. An LEA
can be a state agency, an educational service agency, a charter school or sthool system or a private scheol or
school system, in addition to the federal definition of Local Education Agency (LEA).

Metadata: Means information that provides meaning and context to other data being collected including. but
not limited to date and time records and purpose of creation. Metadata that have been stripped of all direct and
indirect identifiers are not considered Perscnally Identifiable Information or Student Data.

Originating LEA: An educational entity otherwise meeting the definition of LEA that originally executes the DPA
in its entirety (including the marked checkbox enabling Exhibit “E”) with the Provider.

School Official: For the purposes of this DPA and pursuant to FERFA 34 CFR § 89.31(b), a School Official is
a contractor that: (1) Performs an institutional service or function for which the agency or institulion would
otherwise use employees; (2) |s under the direct conlrel of the agency or institution with respect to the use and
maintenance of Student Data including Educational Records; and (3) Is subject to FERPA 34 CFR § 99.33(a)
governing the use and re-disclosure of Personally |dentifiable Information from Educational Records.

Service Agreement: Refers to the quole, coresponding contract, purchase order or lerms of service andlor
terms of use.

Student Data: Student Data includes any data, whether gathered, created or inferred by Provider or provided
by LEA or its users, students, or students' parents/guardians, for a school purpose, that is descriptive of the
student including, but not limited to, information in the student’s Educalional Record, persistent unique identifiers,
or any other information or identification number that would provide information aboul a specific student. Student
Data includes Metadata that has not been stripped of all direct and indirect identifiers.  Student Data further
includes "Parsonally Identifiable Infermation (P11),” as defined in 34 C.FR. § 99.3 and as defined under any
applicable state law. Student Data shall constitule Education Records for the purposes of this DPA, and for the
purposes of federal, state, and local laws and regulations. Student Data as specified in Exhibit “B” is confirmed
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STANDARD STUDENT DATA PRIVACY AGREEMENT B Virsion 20

to ba collected or processed by the Provider pursuant to the Services, Student Data shall not include properly
De- Identified Data or anonymous usage data regarding a student's or LEA's use of Provider's Services.

Student Generated Content: The term “Student Generated Content” means materials or content created by a
student in the services including, but not limited to, essays, research reports, portfolios, creative writing, music
or ather audio files, photographs, videos, and account information that enables ongoing ownership of student
conlent. “Student Generated Content” does not include studenl responses to a standardized assessment wheng
student possassion and control would jeopardize the validity and reliability of that assassment,

Subprocessor: For the purposes of this DPA, the term “Subprocessor (sometimes referred to as the
*Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics,
storage, or other service to operale andfor improve its service, and who has access to or storage of Student
Data, inchuding security, storage, analytics, and other processing activities necessary to perform a Provider
businass purpose.

Subprocessor Agreeament: An agreement between Provider and a third party Subprocassor, A Subprocessor
Agreement includes either a written agreement or an acceptance of terms and conditions {e.g., chck through
agrearmenis).

Subscribing LEA: An educational entity otherwise meeting the definilion of LEA that was not party to the
original Service Agreement and who acceplts the Provider's General Offer of Privacy Terms by executing Exhibit
E.

Targeted Advertising: Targeted Adverising means presenting an advertisement o a student where the
salection of the adverisement is based on Student Data or inferred over time from the usage of the Provider
Internet web site, online service or mobile application by such student or the retention of such student's online
activities ar requests over time for the purpose of targeting subsequent advertisements, "Targeated Advartising”
does not include Contextual Advertising.
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STANDARD STUDENT DATA PRIVACY AGREEMENT Virsion 20

EXHIBIT D: SPECIAL INSTRUCTIONS FOR DISPOSITION OF DATA

After thizs DPA takes effect, if the LEA has special requiraments for the disposition of Student Data that are not
expressed in 4.6 Disposition of Data, the LEA may fill in this form and deliver it to the Provider,

The Provider and the LEA must mot fill in this form at the initiation of the DPA,

The Provider shall act on Exhibit D" from the designated represantative of tha LEA or their designee (Freamble
or Exhibit “E” for Subscribing LEA).

ounty PObliZ SERGOIE™ | ("LEA") insfructs Provider o dispose of Sludent Data obtained by Provider pursuant
to the terms of the DPA between LEA and Provider. The terms of the Dispesition are sel forih below:

1. Extent of Disposition
Disposiion is parial, The scope of Sludenl Dala fo be disposed of is set forh below or found in an
attachment to this Directive:

Insert categaries of Student Data here

Disposition is complete. Disposition extends 1o all Student Data.

2. HNa of Disposition
Disposition shall be by destructon or deletion of Student Data.

Cesposition shall be by a transfer of Student Data. The Student Data shall be transferred o the following
site as follows:
e S R |
Insert of attach special instructions
3. Timing of Disposition

Student Data shall ke disposed of by the following date:
Az 5000 a5 commercially practicable

|:| {n Provider's standard destruction schedula
[ ] ey InsertDate

4. De-ldentified Data
ﬁl Thie Provider cerlfies that they have De-lgentified the data, as defined elsewhere in this Agreament. and
disposed of all coples of Siudent Data that were not De-ldentified in accordance with this Schedube and
the DPA. The Provider will nofify LEA in accordance with the notification requirements of the DPA uging

this form.
As of Entar Date
& Other:
Signature(s) Motice of Verified Disposition of Data
Authorized Represenialive of Date Authorized Representative of Date
LEA Provider
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STANDARD STUDENT DATA FH'I.I"AE'F AEHEEMEJ".I'T Vigrsion 2.0

EXHIBIT E: GENERAL GFFERE OF TERMS

Page 1 of 2: OFFER OF TERMS

Provider and the Subscribing LEA (named below) agree by signing this General Offer of Privacy Terms ("General
Ofl‘ar“'} ﬂ'lal Ihay ane bound by l.he same flerms as fthe ODPFA between Provider and

J0T] ("Originating LEA") dated SINZS 2025 TN,

Provider and Subscribing LEA agree that the information below will be replaced throughout the DPA with the
information specific to the Subscribing LEA filled in below for the Subscribing LEA. This General Offer shall
extend only to the lerms set forth in this DPA and shall not necassarily bind Provider or Subscribing LEA to any
other lerms entared into babween Provider and Originating LEA. Any commercial terms, such as price, lam, or
schedule of Services, relating to Subscribing LEA's use of the Provider's Services shall be dafermined solely
between Provider and Subscribing LEA.

If Provider makes changes to Exhibit “A™ or Exhibit *B” in accordance with sections 1.2 and 1.3 respectively,
Provider must complete the Addendum template provided by the AdL Community and notify the Criginating LEA
and all Subscribing LEAs in accordance with the notification provisions of this DPA, of the Addendum’s existence
and contents. With regard to a Subscribing LEA, an Addendum is automatically incorporated into this DPA when
Subscribing LEA is notified by Provider. If an Addendum modifies Exhibit *B°, the LEA will have thirty (30) days
from receipt to object.  If no written objection is received it will become incorporated into the DPA between the
parties,

The Provider may withdraw the General Offer (for future use or for LEAS that have not already accepled /) in
the event of: {1) a material change in the applicable privacy statutes; or (2) a material change in the Services
and products listed in the Service Agreement. MNotification of a withdrawal shall be submitted fo

ndpa_requests@Adl org.
Subscribing LEAs shall send Ih& s-lgn-ed E:'I:hlh_d't "E' lo Provider at the following emal address:

ol i 1

' o -\.___

Thie below signatory confirms they are authorized to bind their institution to this DPA as in its entirety.

HEEE‘UHEE HAME[$}

I 5??%1% nﬁ:{rﬁﬁ&.ﬁf __ | —

._ .
P

PROVIDER: [ Branching Minds, LLG I
Signed BY: Dl Magee: e r2i2s I
Printed Name: o .1 magier Tille/Pasition: i operating Officer
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2 0

Provider Name: B
Page 2 of 2:
A Subscribing LEA, by signing a separate Service Agreemant with Provider, and by its signature below, accepts
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DPA belween the Originating LEA and the Provider. **PRIOR TO ITS
EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF AGCGEPTANCE TO PROVIDER.**
Please note, by signing this Exhibit you are alse agreeing to any language that may be included in Exhibits to

the Originating DPA beyond this Exhibit *E". The below signatory confirms they are authorized to bind their
instifution to this DPA as in its entirety.

Subscribing LEA: [ | S
Signed By Data:

Schoal Disinct Name:

Designated Representative of LEA:

Name: Dr. Christopher Bernier Te:  Superintendent -
Address: 1701 Prudential Drive, Jacksonville, FL 32207
Telephone:  904-390-2000 Email drberniersuperimendent@duvalschooks ong

Notices to Subscribing LEA: The Provider and Subscribing LEA are each responsible to promptly nolify the
other Party of changas to the notice information.

Eucl._lri‘_t_yr_ H_q!i:q!_. t_u_Eul:r_u_;_cri_l:ﬂn_g L_EA
I'__1..'._..: iz R o t AT e e ]
{3 b B R D
(5 ]
1 With a copy to (if provided):
I e Al gl |
| §701 Prisdanial Cirve, Jckonie, FL 1507 |
|

p—— — p—
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STANDARD STUDENT DATA PRIVACY AGREEMENT Varsion 2.0

EXHIBIT F: ADEQUATE CYBERSECURITY FRAMEWORKS

Provider must mark one or mong frameworks with which it complies.

The Provider may change which framework it complies with without invakdating or changing the DPA, but must
notify the LEA of such change in accordance with the notification requirements of the DPA_

FRAMEWORK(S)

Global Education Security Standard - htlps:Vsdpc.adl.org/gess!
}{ MIST Cybersecurity Framework (CSF)

NIST SP 800-33 Security and Privacy Confrols for Information systems and organizabions

NIST SP B00-171 Protecting Controlled Unclassified Information in Nonfederal Systems and
Organizalions

IS0 27000 seres, Standards for implementing organization secunly and managemant practices

CI5 Center for Intemel Security Critical Security Controls

Cybersecurity Maturity Model Certification (CMMC, ~FAR/DFAR)

This space is provided for optional security programs and measures as noted in section 5.3:
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STANDARD STUDENT DATA PRIVACY AGREEMENT — Wekoid

EXHIBIT G: Supplemental SCGPC State Terms for Florida

Providers/Operators are to comply with the Florida Student Online Personal Information Protection Act, Florida
Statute 1006.1494, This Act (effective 7/1/2023 and initiated from SB 662 in 2023) establishes new and different
tarms than those outlined in the Mational Student Data Privacy Agraement contained herein. Providers/Operators
are subject to all ofthe Act's privacy terms, including, but not limited to the following:

1.

An operator may not knowingly do any of the following:

a. Engage in targeted adverising on the operator's site, service, or application, or targeted advertising on any

C.

other site, service, or application if the targeting of the advertising is based on any information, including
covered information and persistent unique identifiers, which the operator has acquired because of the use of
that operator's site, sernvice or application for K-12 school purposes.

Lise covered information, including persistent unique identifiers, created, or gathered by the operator’s site
sarvica, or apphcation te amass a profile of a student, except in furtherance of k=12 school purposes.

Share, sell, or rent a stuedent’s information, including covered information

2. An operator shall do all the following:

&,

Collect no more covered information that is reasonably necessary to operate an Infernat website, onling
service, onling application, or mobile apphication,

Implement and maintain reasonable security procedures and practices appropriate to the nafure of the
covered information which are designed to protect it from unauthorized access destruction, use,
maodification, or disclosure,

Unless a parenl or guardian expressly consents 1o the operator retaining a student's covered information,
delete the covered information at the conclusion of the course, or corresponding program and no later than
90 days after a student is no longer enrolled in a school within the district, upon nolice by the school district.
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