EDUCATION LAW 2-d RIDER

New York State Education Law 2-d was enacted in 2014 to address concerns relative to securing
certain personally identifiable information. In order to comply with the requirements of
Education Law 2-d, educational agencies and certain third-party contractors who contract with
educational agencies must take certain additional steps to secure such data. These steps include
enacting and complying with a Parents’ “Bill of Rights” relative to protected data, ensuring that
each third-party contractor has a detailed data privacy plan in place to ensure the security of such
data, and that each third-party contractor sign a copy of the educational agency’s Parents’ Bill of
Rights, thereby signifying that the third-party contractor will comply with such Parents’ Bill of
Rights. This Agreement is subject to the requirements of Education Law 2-d and
EducAide Software (the “Contractor”) is a covered third-party contractor.

In order to comply with the mandates of Education Law 2-d, and notwithstanding any provision
of the Agreement between the Shoreham-Wading River Central School District (the “District™)
and Contractor to the contrary, Contractor agrees as follows:

1. Contractor will treat “Protected Data” (as defined below) as confidential and shall protect
the nature of the Protected Data by using the same degree of care, but not less than a reasonable
degree of care, as the Contractor uses to protect its own confidential data, so as to prevent the
unauthorized dissemination or publication of Protected Data to third-parties. Contractor shall not
disclose Protected Data other than to those of its employees or agents who have a need to know
such Protected Data under this Agreement. Contractor shall not use Protected Data for any other
purposes than those explicitly provided for in this Agreement. All Protected Data shall remain
the property of the disclosing party. As more fully discussed below, Contractor shall have in
place sufficient internal controls to ensure that the District’s Protected Data is safeguarded in
accordance with all applicable laws and regulations, including, but not limited to, the Children’s
Internet Protection Act (“CIPA”), the Children’s Online Privacy Protection Act (“COPPA”), the
Protection of Pupil Rights Amendment ("PPRA"), the Family Educational Rights and Privacy
Act (“FERPA”), and the Health Insurance Portability and Accountability Act of 1996
(“HIPAA”), and Part 121 of the Regulations of the Commissioner of Education, as it may be
amended from time-to-time if applicable.

“Protected Data” includes any information rendered confidential by New York State (“State”)
or federal law, including, but not limited to student data, student demographics, scheduling,
attendance, grades, health and discipline tracking, and all other data reasonably considered to be
sensitive or confidential data by the District. Protected Data also includes any information
protected under Education Law 2-d including, but not limited to:

“Personally identifiable information” from student records of the District as that term is
defined in § 99.3 of FERPA,

-AND-
Personally identifiable information from the records of the District relating to the annual
professional performance reviews of classroom teachers or principals that is confidential
and not subject to release under the provisions of Education Law §§3012-c and 3012-d.



2. Contractor and/or any subcontractor, affiliate, or entity that may receive, collect, store,
record or display any Protected Data shall comply with New York State Education Law § 2-d. As
applicable, Contractor agrees to comply with District policy(ies) on data security and privacy.
Contractor shall promptly reimburse the District for the full cost of notifying a parent, eligible
student, teacher, or principal of an unauthorized release of Protected Data by Contractor, its
subcontractors, and/or assignees. In the event this Agreement expires, is not renewed or is
terminated, Contractor shall return all of the District’s data unless otherwise provided, including
any and all Protected Data, in its possession by secure transmission.

Contractor’s Data Security and Privacy Plan Requirements

3. Contractor and/or any subcontractor, affiliate, or entity that may receive, collect, store,
record or display any of the District’s Protected Data, shall maintain a Data Security and Privacy
Plan which includes the following elements:

a. Outline how the Contractor will implement all State, federal, and local data security and
privacy requirements over the life of the Agreement, consistent with the District’s data
security and privacy policy;

b. Specify the administrative, operational and technical safeguards and practices in place to
protect personally identifiable information that Contractor will receive under the contract;

c. Demonstrate Contractor’s compliance with the requirements of 8 NYCRR Part 121.3(c¢);

d. Specify how officers or employees of the Contractor and its assignees who have access to
student data, or teacher or principal data receive or will receive training on the federal
and State laws governing confidentiality of such data prior to receiving access;

e. Specify how Contractor will utilize sub-contractors and how it will manage those
relationships and contracts to ensure personally identifiable information is protected;

f. Specify how Contractor will manage data security and privacy incidents that implicate
personally identifiable information including specifying any plans to identify breaches
and unauthorized disclosures, and to promptly notify the District;

g. Describe whether, how and when data will be returned to the District, transitioned to a
successor contractor, at the District’s option and direction, deleted or destroyed by the
Contractor when the Agreement is terminated or expires.

4, Pursuant to the Plan, Contractor will:

a. Have adopted technologies, safeguards and practices that align with the NIST
Cybersecurity Framework referred to in Part 121.5;

b. Comply with the data security and privacy policy of the District; Education Law § 2-d;
and Part 121;

c. Limit internal access to personally identifiable information to only those employees or
sub-contractors that need access to provide the contracted services;

d. Have prohibited the use of personally identifiable information for any purpose not
explicitly authorized in this contract;

e. Have prohibited the disclosure of personally identifiable information to any other party
without the prior written consent of the parent or eligible student:



i. except for authorized representatives of Contractor such as a subcontractor or
assignee to the extent they are carrying out the Agreement and in compliance with
State and federal law, regulations and its Agreement with District; or

ii. unless required by statute or court order and Contractor has provided a notice of
disclosure to the department, District Board of Education, or institution that
provided the information no later than the time the information is disclosed,
unless providing notice of disclosure is expressly prohibited by the statute or court
order.

f. Maintain reasonable administrative, technical and physical safeguards to protect the
security, confidentiality and integrity of personally identifiable information in its custody;

g. Use encryption to protect personally identifiable information in its custody while in
motion or at rest; and

h. Not sell personally identifiable information nor use or disclose it for any marketing or
commercial purpose or facilitate its use or disclosure by any other party for any
marketing or commercial purpose or permit another party to do so.

Contractor understands and agrees that it is responsible for submitting the above-referenced Data
Security and Privacy Plan to the District prior to the start of the term of this Agreement. A copy
of Contractor’s Data Security and Privacy Plan is attached hereto as Exhibit “C”. Further,
Contractor shall sign a copy of the District’s Parents Bill of Rights attached hereto as Exhibit
“A”.

Contractor’s Supplemental Information Requirements

5. Contractor understands that, as part of the District’s obligations under New York State
Education Law § 2-d, Contractor is responsible for providing the District with supplemental
information to be included in the District’s Parents’ Bill of Rights. Such supplemental
information shall include:

a. The exclusive purposes for which the student data or teacher or principal data will be
used;

b. How the Contractor will ensure that the subcontractors, persons or entities that the
Contractor will share the student data or teacher or principal data with, if any, will abide
by data protection and security requirements;

c. When the agreement expires and what happens to the student data or teacher or principal
data upon expiration of the Agreement;

d. If and how a parent, student, eligible student, teacher or principal may challenge the
accuracy of the student data or teacher or principal data that is collected; and

e. Where the student data or teacher or principal data will be stored (described in such a
manner as to protect data security), and the security protections taken to ensure such data
will be protected, including whether such data will be encrypted.

The supplemental information required to be provided is included as Exhibit “B” and is
incorporated by reference herein and made a part of this Agreement.

6. In the event of a breach of the within confidentiality and data security and privacy
standards provision and unauthorized release of student data or teacher or principal data,



Contractor shall immediately notify the District and advise it as to the nature of the breach and
steps Contractor has taken to minimize said breach. Said notification must be made in the most
expedient way possible and without unreasonable delay but within no more than seven (7)
calendar days of discovery of the breach. Notification required hereunder shall be made in
writing and must, to the extent available, include a description of the breach, date of incident,
date of discovery, the types of personally identifiable information affected, the number of records
affected, a description of Contractor’s investigation, and contact information for Contractor’s
representatives who can assist the District. Notification must be sent to the District’s
Superintendent of Schools with a copy to the District’s Data Protection Officer. Notifications
required under this paragraph must be provided to the District. at the following address:

Mr. Gerard Poole

Shoreham-Wading River Central School District
250B Rt. 25A

Shoreham, NY 11786

7. In the event that Contractor fails to notify the District of a breach in accordance with
Education Law § 2-d, and/or Part 121 of the Regulations of the Commissioner of Education, said
failure shall be punishable by a civil penalty of the greater of five thousand dollars ($5,000) or up
to ten dollars ($10) per student, teacher and principal whose data was released, provided that the
maximum penalty imposed shall not exceed the maximum penalty imposed under General
Business Law § 899-aa(6)(a).

8. Except as provided in Education Law § 2-d(6)(d), in the event Contractor violates
Education Law § 2-d, said violation shall be punishable by a civil penalty of up to one thousand
dollars ($1,000). A second violation involving the same data shall be punishable by a civil
penalty of up to five thousand dollars ($5,000). Any subsequent violation involving the same
data shall be punishable by a civil penalty of up to ten thousand dollars ($10,000). Each violation
shall be considered a separate violation for purposes of civil penalties and the total penalty shall
not exceed the maximum penalty imposed under General Business Law § 899-aa(6)(a).

9. Contractor agrees that it will cooperate with the District and law enforcement, where
necessary, in any investigations into a breach. Any costs incidental to the required cooperation or
participation of the Contractor or its employees, agents, affiliates, or authorized users, as related
to such investigations, will be the sole responsibility of the Contractor if such breach is
attributable to the Contractor or its subcontractors.

10. Upon termination of this Agreement, Contractor shall return or, at the District’s option,
destroy all confidential information obtained in connection with the services provided herein
and/or Protected Data. Destruction of the confidential information and/or Protected Data shall be
accomplished utilizing an approved method of confidential destruction, including, shredding,
burning or certified/witnessed destruction of physical materials and verified erasure of magnetic
media using approved methods of electronic file destruction. Contractor further agrees that the
terms and conditions set forth herein shall survive the expiration and/or termination of this
Agreement.



I1. In the event Contractor engages a subcontractor to perform its contractual obligations, the
data protection obligations imposed on the Contractor by State and federal law and Agreement

shall apply to the subcontractor.

12. Where a parent or eligible student requests a service or product from Contractor and
provides express consent to the use or disclosure of personally identifiable information by the
third-party Contractor for purposes of providing the requested product or service, such use by the
third-party Contractor shall not be deemed a marketing or commercial purpose prohibited by the
Plan.

Contractor: EducAide Software

Signature: K,D(’/M/@ @ Date: _(/28/2/2025

Printed Name: Daniel Levin Title: President




EXHIBIT “A”

Shoreham-Wading River Central School District
Parents’ Bill of Rights

Parents and guardians of students attending or seeking to enroll in the Shoreham-Wading River CSD are
advised that they have the following rights with regard to student data under New York State Education
Law.

1. A student’s personally identifiable information will not be released or sold by the District for any
commercial purposes.

2. A parent or guardian has the right to inspect and review the complete contents of their child’s
education record.

3. State and federal laws protect the confidentiality of personally identifiable information, and
safeguards associated with industry standards and best practices, including but not limited to,
encryption, firewalls, and password protection, must be in place when data is stored or
transferred. Third Party contractors are required to employ technology, safeguards, and practices
that align with the National Institute of Standards and Technology Cybersecurity Framework.

4. A complete list of all student data elements collected by New York State is available for public
review at https://www.nysed.gov/data-privacy-security/student-data-inventoryor by writing to the
Office of Information & Reporting Services, New York State Education Department, Room 863
EBA, 89 Washington Avenue, Albany, NY 12234,

5. Parents and guardians have the right to have complaints about possible breaches of student data
addressed. 89 Washington Avenue Albany, NY 12234

Complaints should be addressed to:

Alan Meinster, Assistant Superintendent for Curriculum, Instruction, and Assessment; DPO

250B Route 25A

Shoreham, NY 11786
(631) 821-8100

Or with NYSED
Chief Privacy Officer
New York State Education Department
Email: Privacy@nysed.gov

6. This Bill of Rights will be included with every contract entered by the District with an outside
contractor if the contractor will receive student, teacher, or principal data. This Bill of Rights will
be supplemented to include information about each contract that the District enters into with an
outside contractor receiving confidential student, teacher, or principal data, including the
exclusive purpose (s) for which the data will be used, how the contractor will ensure
confidentiality and data protection and security requirements, the date of expiration of the
contract and what happens to the data upon the expiration of the contract, if and how the accuracy
of the data collected can be challenged, where the data will be stored and the security protections
that will be taken.


https://www.nysed.gov/data-privacy-security/student-data-inventory
mailto:Privacy@nysed.gov

7. In the event of a data breach or unauthorized disclosure of students’ personally identifiable
information, third party contractors are required by law to notify the School District within seven
(7) days of discovery of the breach or unauthorized disclosure.

8. In the event of a data breach or unauthorized disclosure of students’ personally identifiable
information, the District will notify the public via written notice, electronic notice through the
District’s electronic communication platform, or Telephone notification.

9. Educational agency workers that handle PII will receive training on applicable state and federal
laws, policies, and safeguards associated with industry standards and best practices that protect
PII.

10. Parents may access the State Education Department’s Parent’s Bill of Rights at:
htt v/sit fault/fil ata-priva rity/parents-bill-of-rights 2

Contractor; EducAide Softwaye

Signature: KD(’ /M/Q QD Date: 7/28/2/2025

Printed Name: Daniel Levin Title: President
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EXHIBIT “B”
Contractor’s Supplemental Information

Name of Contractor

EducAide Software
product: www.problem-attic.com

Description of the
purpose(s) for which
Contractor will
receive/access PI1

Data is used for the sole purpose of scoring tests and reporting
test results to the teacher.

Type of PII that
Contractor will
receive/access

Check all that apply:
X Student PII
(1 APPR Data

Agreement Term

Agreement Start Date: 7/1/2025
Agreement End Date: 6/30/2026

Subcontractor Written
Agreement
Requirement

Contractor will not utilize subcontractors without a written agreement that
requires the subcontractors to adhere to, at a minimum, materially similar data
protection obligations imposed on the Contractor by State and federal laws and
regulations, and the Agreement. (check applicable option):

X Contractor will not utilize subcontractors.

1 Contractor will utilize subcontractors.

Data Transition and
Secure Destruction

Upon expiration or termination of the Contract, Contractor shall:

» Securely transfer data to District, or a successor contractor at the District’s
option and written discretion, in a format agreed to by the parties.
* Securely delete and destroy data.

Challenges to Data
Accuracy

Parents, teachers or principals who seek to challenge the accuracy of PII will
do so by contacting the District. If a correction to data is deemed necessary, the
District will notify Contractor. Contractor agrees to facilitate such corrections
within 21 days of receiving the District’s written request.

Secure Storage and
Data Security

Please describe where PII will be stored and the protections taken to ensure PII
will be protected (check all that apply):

Xl Using a cloud or infrastructure owned and hosted by a third-party.
[ Using Contractor owned and hosted solution.

L] Other: Please describe how data security and privacy risks will be mitigated
in a manner that does not compromise the security of the data:

Encryption

Data will be encrypted while in motion and at rest.




Contractor: _EducAide Software

Signature: \QW/Q@D Date:  7/28/2/2025

Printed Name: _Daniel Levin Title;  President




EXHIBIT “C»
Contractor’s Data Security & Privacy Plan

CONTRACTOR’S DATA PRIVACY AND SECURITY PLAN IS ATTACHED HERETO AND
INCORPORATED HEREIN.



https://www.problem-attic.com/privacy

Problem-Attic

Problem-Attic is a web-based program developed by EducAide Software. We are
pleased to make the program available to everyone in the educational community:
teachers, academic coaches, tutors, homeschoolers, researchers, etc.

Because of the wide appeal of Problem-Attic and its many possible uses (classroom
instruction, assessment, blended and self-paced learning), you should carefully read
this Privacy Policy and related Terms of Service to see what rules govern your
particular situation. If you do not accept the rules, then you should not make any
further use of Problem-Attic.

1. Collection of Information

EducAide Software (“EAS”) collects and stores certain types of personal information,
as follows:

¢ In order to make use of Problem-Attic (the “Program”), you must create an
account. If you choose to do so, then EAS will ask for your first and last name
and your email address. As an option, you may provide EAS with the name of
your school and/or a job description. EAS requires you to confirm your email
address for your account to be activated.

¢ After creating an account, you may use the features of the Program that are
freely-available without providing EAS any additional personal information.
You may, however, provide other information voluntarily through the Settings
options in the Program, or through separate communications with EAS, such as
a request for technical support.

¢ If you create an account, then EAS will collect information about your
documents. This includes, among other things, the questions you have chosen,
your formatting options, and whether you created/downloaded a PDF version
of the document or exported the questions to another program.

e Regardless of whether you create an account, EAS will collect information
about your general use of the Program, such as the pages that you visit and
whether you have taken the Problem-Attic Tour. EAS will also collect details
that are publicly-available about your web browser and computer, such as IP
address and operating system.

¢ If you become part of a school-wide subscription, then EAS will know the name
of your employer and possibly the grades and subjects that you teach. Also,
certain information about your use, such as number of documents and last log-
in, will become known to the person(s) in charge of the subscription at your
school.

2, Safeguarding and Use of Information

EAS stores the information it collects securely on its own or other host servers. (EAS
uses some third-party vendors to provide hardware, software, networking, storage,
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and related technologies required to run the Program.)

EAS may use the information it collects to improve Program performance and quality
of service, to study operation of the Program and user preferences, and to notify you
of changes to the Program, including service interruptions, bugfixes, new features, or
changes to Terms of Service or this Privacy Policy.

Except for the following two provisions, the information collected by EAS will not be
sold, traded, bartered, given away, or used for solication by a third-party without
your explicit permission.

EAS may share the information it collects with an agent or direct affiliate, such as a
content- or application-development partner or a company hired by EAS to assist
with emails, newsletters, marketing, and other customer and public relations
activities.

EAS may share the information it collects with third-parties, as EAS deems
necessary, to investigate, prevent, or take action regarding illegal activities, suspected
fraud, situations involving threats to another person, violations of Terms of Service,
or as otherwise required by law.

3. Cookies

A cookie is a small amount of data, often including an anonymous unique identifier,
which a web server sends to your browser and which gets saved on your local hard
drive. In order to use the Program, you may need to change your browser settings so
that it can save cookies.

EAS uses cookies to record your current session information and, at your option, to
store login information.

EAS does not put any cookies on your computer that track your other web-browsing
activities, that track websites you visit after using the Program, or that make any
attempt to uncover any additional personal information about you.

EAS makes use of third-party tools like Google Analytics for the purpose of
monitoring website traffic and improving performance. These third-party tools may
put their own cookies on your computer. EAS does not use them to collect
information about you, nor do we provide the third parties with your account details.
They may, however, be able to associate your IP address and email through data
which they collect independently.

4. Student Privacy

EAS designed Problem-Attic to be a teacher tool that is used only indirectly by
students. Here indirect means that a teacher creates a document and then provides it
to students. EAS cannot know, however, whether a user of the Program is actually a
teacher. It is possible for a student to sign up for an account and then create
documents for his/her own use. In that case, the student would be subject to this
Privacy Policy.

The Program has scoring options that students may interact with through a teacher’s
account. (These options are available to subscribing schools and for free trial in what



https://www.problem-attic.com/privacy

is called the Play Area.) If a teacher makes use of the scoring options, then EAS will
collect limited information from students and will use it only to create reports for the
teacher. EAS never stores personally identifiable information about students.

Here are further details about the scoring options and the safeguarding of student
information:

e The Program does not use class rosters. At the teacher’s option, students can
submit their answers with first name only, initials, or any other identifier.

e The Program does not authenticate students. For that reason, the results are
meaningful only to the teacher. To anyone else, the results are essentially
anonymized.

e The Program does not keep individual student records. All data which is
collected is ad hoc. It is for a single test or quiz, and teachers can delete it at any
time.

e The Program can be used for self-guided learning. In this case, no information
is collected and stored, and the purpose of scoring is to show students their
own results.

¢ The Program does not use cookies for online tests or other student-facing
pages, and it makes no attempt to identify or track website use by students who
visit those pages.

e The Program stores all information using industry best practices for security
and encryption.

5. Changes

EAS reserves the right to modify this Privacy Policy at any time. If we make any
significant changes, we will notify you by email (using the address you supplied when
you created an account), and we will announce the changes on the Problem-Attic
website and on your document home page, which you see after creating an account
and logging in. It then becomes your responsibility to review the changes and decide
if you agree with them. If you do not, then you should discontinue use of the
Program.

6. Contact Information

If you have questions or would like to comment on this Privacy Policy, please contact
us by phone or email.

EducAide Software

PO Box 1048

Vallejo, CA 94590 USA
800-669-9405 toll-free
707-554-6505 local

707-554-9600 fax

Email: support@problem-attic.com




Addendum to Privacy Policy

This is an Addendum to EducAide's Privacy Policy, which is posted here: www.problem-
attic.com/privacy. In this Addendum, we describe how EducAide, the developer of
Problem-Attic, collects and uses personally indentifiable information (PIl) and other
data.

1. EducAide's collection of Pll is limited to first and last name and email address.

Teachers and administrators — When signing up for an account, a teacher or
administrator provides a name and email address. The information is retained on the
Problem-Attic server for as long as the account stays open. If the account is closed by the
teacher or administrator (or closed by EducAide, due to inactivity), the name and address
and prior usage information is backed up and stored in an encrypted form.

Students — Because Problem-Attic is a teacher tool, students do not sign up for an
account or provide Pll through any kind of registration process. A teacher, when
delivering a test through Problem-Attic, may ask students to provide an email address for
scoring and reporting purposes. The teacher can delete this information at any time.
Regardless of what action is taken by the teacher, Problem-Attic automatically deletes the
information after 180 days.

2. EducAide does not make any use of student email addresses except: (i) to associate scores
on a test with particular students; and (ii) to email scores to the respective students, if
requested by the teacher.

3. EducAide never asks teachers to upload class rosters, and it does not connect to any student
information system (SIS). Furthermore, it does not track students' use of the internet with
cookies or other identifiers such as an IP address, and it does not maintain any individual
student records. For these reasons, test scores are effectively anonymized. They are are
reported to and understandable by the teacher (or student) but not known to EducAide.

4. Test scores and other data that EducAide collects, such as website traffic, is used solely for
the purpose of improving the program and the accuracy and reliability of test questions.
EducAide never sells or trades on email addresses or any other student data, and EducAide
never uses it to market any product or service to students.

5. No Pll is collected or used in any manner except what is described above. This minimizes
privacy issues and the risk of a security breach. In the event of a breach, the only potential theft
of Pll is first and last name and email address. Passwords are never stored and cannot be
ascertained by any breach, due to a secure, one-way hash. In the event of a breach, EducAide
will immediately notify teachers and other end-users and recommend a password reset.
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