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EXHIBIT "F" 

DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks 

2/24/2020 

The Education Security and Privacy Exchange ("Edspex") works in partnership with the Student Data Privacy 
Consortium and industry leaders to maintain a list of known and credible cybersecurity frameworks which can 
protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles* ("Cybersecurity 
Frameworks") that may be utilized by Provider. 

Cybersecuritv Frameworks 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

National Institute of Standards and NIST Cybersecurity Framework Version 1.1 
Technology 

National Institute of Standards and NIST SP 800-53, Cybersecurity Framework for 
Technology Improving Critical Infrastructure Cybersecurity 

(CSF), Special Publication 800-171 

International Standards Organization Information technology - Security 
techniques - Information security 
management systems (ISO 27000 series) 

Secure Controls Framework Council, LLC Security Controls Framework (SCF) 

Center for Internet Security CIS Critical Security Controls (CSC, CIS Top 20) 

Office of the Under Secretary of Defense for Cybersecurity Maturity Model 

Acquisition and Sustainment (OUSD(A&S)) Certification (CMMC, ~FAR/DFAR) 

Please visit http://www.edspex.org for further details about the noted frameworks. 

*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here
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