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Daniel Dannenberg (Jul 8, 2025 13:09 CDT)
Daniel Dannenberg Jul 8, 2025

Daniel Dannenberg Director of Technology
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§̈©ª«¬­®�̄®°±²̈³±�́§µ�¶·̧¹º»¶¼½¾º»¶½¶ºº¿½·À¹Á½ÀÂ·¾ÂÀÃ§̧ ·Ã§



��

�

�������	
��������
�������������������

����������� ��!��"#$�%&'(�)*+�'(�,-.�(&,//�01�0'-.'-2�345-�6&1�71(4186'91�(3881((57(�'-�'-6171(6�65�*759'.17�'-�6&1�191-6�5:�,�;17217<�,8=3'('6'5-<�85-(5/'.,6'5-�57�56&17�03('-1((�71572,-'>,6'5-�57�(,/1�5:�,//�57�(30(6,-6',//?�,//�5:�6&1�,((16(�5:�(38&�03('-1((�@-�6&1�191-6�6&,6�6&1�*759'.17�(1//(<�;1721(<�57�56&17A'(1�.'(45(1(�5:�'6(�03('-1((�65�,�(3881((57�.37'-2�6&1�617;�5:�6&'(�)*+<�6&1�*759'.17�(&,//�4759'.1�A7'661-�-56'81�65�6&1�BC+�-5�/,617�6&,-�('D6?�EFGH�.,?(�,:617�6&1�8/5('-2�.,61�5:�(,/1<�;17217<�57�.'(45(,/I�J38&�-56'81�(&,//�'-8/3.1�,�A7'661-<�('2-1.�,((37,-81�6&,6�6&1�(3881((57�A'//�,((3;1�6&1�50/'2,6'5-(�5:�6&1�)*+�,-.�,-?�50/'2,6'5-(�A'6&�71(4186�65�J63.1-6�),6,�A'6&'-�6&1�J179'81�+2711;1-6I�%&1�BC+�&,(�6&1�,36&57'6?�65�617;'-,61�6&1�)*+�':�'6�.'(,447591(�5:�6&1�(3881((57�65�A&5;�6&1�*759'.17�'(�(1//'-2<�;172'-2<�57�56&17A'(1�.'(45('-2�5:�'6(�03('-1((I�� K��L�MN� OMP��C,8&�4,76?�71471(1-6(�6&,6�'6�'(�,36&57'>1.�65�0'-.�65�6&1�617;(�5:�6&'(�)*+<�'-8/3.'-2�85-:'.1-6',/'6?�,-.�.1(67386'5-�5:�J63.1-6�),6,�,-.�,-?�4576'5-�6&1715:�85-6,'-1.�6&171'-<�,//�71/,61.�57�,((58',61.�'-(6'636'5-(<�'-.'9'.3,/(<�1;4/5?11(�57�85-67,8657(�A&5�;,?�&,91�,881((�65�6&1�J63.1-6�),6,�,-.Q57�,-?�4576'5-�6&1715:I�� R��STOU� I�V5�.1/,?�57�5;'(('5-�0?�1'6&17�4,76?�65�1D178'(1�,-?�7'2&6�&1713-.17�(&,//�01�85-(6731.�,(�,�A,'917�5:�,-?�(38&�7'2&6�,-.�056&�4,76'1(�71(1791�6&1�7'2&6�65�1D178'(1�,-?�(38&�7'2&6�:75;�6';1�65�6';1<�,(�5:61-�,(�;,?�01�.11;1.�1D41.'1-6I�
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���������� �!"��#$%��&'�#(�(�")*+,-./�-0�#)*)� �1+2+3*4� "5+67�80�$4+9�:/�;-<.�!/4*+2�=>>?@ABC@DE�FGAHED?DIJ�KGCB�LBCB� MN�=OOPGQQGQ�DR�SQGPQT�UQG�DR�ADDV@GQT�GCAW� X�YCHGP�B>>?@ABC@DE�CGAHED?DIJ�ZGCB�OBCB[N?GBQG�Q>GA@RJ\� �=>>?@ABC@DE�UQG�]CBC@QC@AQ� KGCB�OBCB�DE�SQGP�@ECGPBAC@DE�̂@CH�B>>?@ABC@DE� X�=QQGQQZGEC� ]CBEOBPO@_GO�CGQC�QADPGQ� �ỲQGPaBC@DE�OBCB� �YCHGP�BQQGQQZGEC�OBCB[N?GBQG�Q>GA@RJ\� �=CCGEOBEAG� ]CSOGEC�QAHDD?�bOB@?Jc�BCCGEOBEAG�OBCB� �]CSOGEC�A?BQQ�BCCGEOBEAG�OBCB� �dDZZSE@ABC@DEQ� YE?@EG�ADZZSE@ABC@DEQ�AB>CSPGO�bGZB@?QT�̀?DI�GECP@GQc� �dDEOSAC� dDEOSAC�DP�̀GHBa@DPB?�OBCB� �LGZDIPB>H@AQ� LBCG�DR�e@PCH� �N?BAG�DR�e@PCH� �fGEOGP� �gCHE@A@CJ�DP�PBAG� �hBEISBIG�@ERDPZBC@DE�bEBC@aGT�DP�>P@ZBPJ�?BEISBIG�Q>DVGE�̀J�QCSOGECc� �YCHGP�OGZDIPB>H@A�@ERDPZBC@DE[N?GBQG�Q>GA@RJ\� �gEPD??ZGEC� ]CSOGEC�QAHDD?�GEPD??ZGEC� X�]CSOGEC�IPBOG�?GaG?� �iDZGPDDZ� �fS@OBEAG�ADSEQG?DP� �]>GA@R@A�ASPP@AS?SZ�>PDIPBZQ� �jGBP�DR�IPBOSBC@DE� �YCHGP�GEPD??ZGEC�@ERDPZBC@DE[N?GBQG�Q>GA@RJ\� �NBPGECkfSBPO@BE�dDECBAC�MERDPZBC@DE� =OOPGQQ� �gZB@?� �NHDEG� �NBPGECkfSBPO@BE�ML� NBPGEC�ML�ESZ̀ GP�bAPGBCGO�CD�?@EV�>BPGECQ�CD�QCSOGECQc� �NBPGECkfSBPO@BE�lBZG� m@PQC�BEOkDP�hBQC� �

nopqrstu�vuwxyozx�{n|�}~����}�����}�}����~������~����n�~�n



���

�

������	
���
����
�����������������
��

������� ��!�"���� #$�%�&�'� �(�)*�+!�,'�-�. �/�0��1 '��%�23456785� 29765:9�;34567856�3<7=;5;� �>5?345=�:?@5;� �2A53B?8�C:6B3?9<=� D:E8B;4�8?:E7?E5�85?=:5=�B:F<=@?9B<:� �G<H�B:3<@5�;9?97;� �I56B3?8�?85=9;J�45?894�6?9?� �29765:9�6B;?KB8B9L�B:F<=@?9B<:� �2A53B?8BM56�5673?9B<:�;5=NB35;�OCDP�<=�QRST� �GBNB:E�;B97?9B<:;�O4<@585;;JF<;95=�3?=5T� �U945=�B:6B3?9<=�B:F<=@?9B<:VP85?;5�;A53BFLW� �29765:9�X<:9?39�C:F<=@?9B<:� Y66=5;;� �D@?B8� Z�P4<:5� �29765:9�C65:9BFB5=;� G<3?8�O234<<8�6B;9=B39T�C[�:7@K5=� �29?95�C[�:7@K5=� �P=<NB65=JYAA�?;;BE:56�;9765:9�C[�:7@K5=� �29765:9�?AA�7;5=:?@5� Z�29765:9�?AA�A?;;H<=6;� Z�29765:9�\?@5� ]B=;9�?:6J<=�G?;9� Z�29765:9�C:�YAA�P5=F<=@?:35� P=<E=?@J?AA8B3?9B<:�A5=F<=@?:35�O9LAB:E�A=<E=?@V;9765:9�9LA5;�̂R�HA@_�=5?6B:E�A=<E=?@V;9765:9�=5?6;�K58<H�E=?65�85N58T� �29765:9�P=<E=?@�I5@K5=;4BA� Y3?65@B3�<=�5̀9=?37==B378?=�?39BNB9B5;�?�;9765:9�@?L�K58<:E�9<�<=�A?=9B3BA?95�B:� �29765:9�27=N5L�a5;A<:;5;� 29765:9�=5;A<:;5;�9<�;7=N5L;�<=�b75;9B<::?B=5;� �29765:9�H<=c� 29765:9�E5:5=?956�3<:95:9d�H=B9B:E_�AB397=5;_�593e� Z�U945=�;9765:9�H<=c�6?9?�VP85?;5�;A53BFLW�3<6B:E�A=<E=?@;� Z�>=?:;3=BA9� 29765:9�3<7=;5�E=?65;� �29765:9�3<7=;5�6?9?� �29765:9�3<7=;5�E=?65;J�A5=F<=@?:35�;3<=5;� �U945=�9=?:;3=BA9�6?9?�V�P85?;5�;A53BFLW� �>=?:;A<=9?9B<:� 29765:9�K7;�?;;BE:@5:9� �29765:9�AB3c�7A�?:6J<=�6=<A�<FF�8<3?9B<:� �

fghijklm�nmopqgrp�sft�uvwxyzu{|}yzu|uyy~|v�x�|��v}���fwv�f



���

�

������	
���
����
�����������������
��

������� ��!�"���� #$�%�&�'� �(�)*�+!�,'�-�. �/�0��1 '��%�� 2345673�849�:;<5�=>�74?86<� �@3A6<�3<;79BC<3;3DC7�5;3;�E�FG6;96�9B6:DHIJ� �@3A6<� FG6;96�GD93�6;:A�;55D3DC7;G�5;3;�6G6?673�4965K�93C<65K�C<�:CGG6:365�8I�IC4<�;BBGD:;3DC7J� �

LC76� LC�2345673�>;3;�:CGG6:365�;3�3AD9�3D?6M�F<CND56<�ODGG�D??65D;36GI�7C3DHI�PQR�DH�3AD9�569DS7;3DC7�D9�7C�GC7S6<�;BBGD:;8G6M� �
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�BL��MKINKLKB�U��G�V�������
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������������ ¡�¢ �£�¤�¥¦§̈©ª¥«¬­©ª¥¬¥©©®¬¦̄ °̈¬̄±¦­±̄²�§¦²�



�

�������	

��


���
�
������
���
����

����������� !��"�#$!���%��&�!#$�'���() # �*�� !+,�#��-# #�.�/'�#+���0�'#��1� �*�� !+� -�2�1$'�2�$'�3�45677�8 �#��9����8��0$2���-+ ������0$2��'�#$1$! #$�'�#��:;"�<$#+$'�-�0�'#=>#<��(?9,�+�@�-��1�!�'1$�A #$�'��1�#+��$'!$2�'#B�@'��--�'�#$1$! #$�'�<$#+$'�#+$-�#$A���$A$#�<�@�2�2$-�@�#�$'0�-#$C #$�'��1�#+��$'!$2�'#�D=�� <��'1��!�A�'#��/'�-@!+� '��0�'#B�'�#$1$! #$�'�-+ ���D��A 2��<$#+$'� ��� -�' D���#$A�� 1#���#+��$'!$2�'#��8��0$2���-+ ���1����<�#+��1����<$'C����!�--.�(�,��+��-�!@�$#=�D�� !+�'�#$1$! #$�'�2�-!�$D�2� D�0��-+ ���$'!�@2�B� #� �A$'$A@AB�#+��1����<$'C�$'1��A #$�'�#��#+���E#�'#�F'�<'�D=�#+��8��0$2��� '2� -�$#�D�!�A�-� 0 $� D��.�$���+��' A�� '2�!�'# !#�$'1��A #$�'��1�#+�������#$'C�:;"�-@DG�!#�#��#+$-�-�!#$�'��$$��"��$-#��1�#+��#=��-��1����-�' ��$'1��A #$�'�#+ #�<������� ����� -�' D�=�D��$�0�2�#��+ 0��D��'�#+��-@DG�!#��1� �D�� !+��$$$��/1�#+��$'1��A #$�'�$-���--$D���#��2�#��A$'�� #�#+��#$A��#+��'�#$!��$-����0$2�2B�#+�'��$#+���(�,�#+��2 #���1�#+��D�� !+B�(9,�#+���-#$A #�2�2 #���1�#+��D�� !+B����(H,�#+��2 #��� 'C��<$#+$'�<+$!+�#+��D�� !+��!!@���2���+��'�#$1$! #$�'�-+ ��� �-��$'!�@2��#+��2 #���1�#+��'�#$!���$0��I+�#+���#+��'�#$1$! #$�'�< -�2�� =�2� -� ���-@�#��1� �� <��'1��!�A�'#�$'0�-#$C #$�'B�$1�#+ #�$'1��A #$�'�$-���--$D���#��2�#��A$'�� #�#+��#$A��#+��'�#$!��$-����0$2�2J� '2�0��"�C�'�� ��2�-!�$�#$�'��1�#+��D�� !+�$'!$2�'#B�$1�#+ #�$'1��A #$�'�$-���--$D���#��2�#��A$'�� #�#+��#$A��#+��'�#$!��$-����0$2�2J� '2�0$���+��'@AD����1���!��2-� 11�!#�2B�$1�F'�<'J� '2�0$$��"�2�-!�$�#$�'��1�#+��$'0�-#$C #$�'�@'2��# F�'�-��1 �J� '2�0$$$���+��' A���1� ���$'#��1�!�'# !#�1���8��0$2����(9,�8��0$2��� C���-�#�� 2+����#�� ���1�2�� �� '2�-# #����K@$��A�'#-�<$#+���-��!#�#�� �2 # �D�� !+���� #�2�#��#+��&#@2�'#�) # B�$'!�@2$'CB�<+�'� ������$ #�������K@$��2B�#+����K@$��2���-��'-$D$�$#$�-� '2����!�2@��-�1���'�#$1$! #$�'� '2�A$#$C #$�'��1� '=�-@!+�2 # �D�� !+��(H,�8��0$2���1@�#+��� !F'�<��2C�-� '2� C���-�#��+ 0�� �<�$##�'�$'!$2�'#���-��'-���� '�#+ #���1��!#-�D�-#��� !#$!�-� '2�$-�!�'-$-#�'#�<$#+�$'2@-#�=�-# '2 �2-� '2�1�2�� �� '2�-# #��� <�1�����-��'2$'C�#�� �2 # �D�� !+B�D�� !+��1�-�!@�$#=B���$0 !=�$'!$2�'#����@' @#+��$L�2� !K@$-$#$�'����@-���1�&#@2�'#�) # ���� '=����#$�'�#+����1B�$'!�@2$'C����-�' ��=�$2�'#$1$ D���$'1��A #$�'� '2� C���-�#�����0$2��:;"B�@��'���K@�-#B�<$#+� �-@AA �=��1�- $2�<�$##�'�$'!$2�'#���-��'-���� '��(�,�:;"�-+ ������0$2��'�#$!�� '2�1 !#-�-@���@'2$'C�#+��D�� !+�#��#+�� 11�!#�2�-#@2�'#-B�� ��'#-����C@ �2$ '-��I+���� �*�� !+��1�&#@2�'#�) # � '2M���"887�) # ��!!@�-�#+ #�$-� ##�$D@# D���#��8��0$2��� '2M���$#-�&@D���!�--��-B�8��0$2���-+ ���� =�1���������A�#�=���$AD@�-��:;"�1���#+��1@���!�-#��1�'�#$1$! #$�'�#��8 ��'#-B�;�$C$D���&#@2�'#-B�#� !+��-B� '2M�����$'!$� �-��(N,�/'�#+���0�'#��1� �D�� !+���$C$' #$'C�1��A�OPQRS�@-���1�#+��&��0$!�B�8��0$2���-+ ���!����� #��<$#+�:;"�#��#+���E#�'#�'�!�-- �=�#���E��2$#$�@-�=�-�!@���&#@2�'#�) # ��(T,�8��0$2��� '2�$#-�-@D���!�--��-�<$���!����� #��<$#+�#+��:;"B�#+��45&;)�6+$�1�8�$0 !=�U11$!��� '2�� <��'1��!�A�'#�<+����'�!�-- �=B�$'� '=�$'0�-#$C #$�'-�$'#�� �*�� !+��"'=�!�-#-�$'!$2�'# ��#��#+����K@$��2�!����� #$�'����� �#$!$� #$�'��1�#+��8��0$2���<$���D��#+��-������-��'-$D$�$#=��1�#+��8��0$2���$1�-@!+�*�� !+�$-� ##�$D@# D���#��8��0$2������$#-�-@D���!�--��-��� �N����� A�'2�#+��2�1$'$#$�'-�$'�;E+$D$#�VWX� -�1����<-.�� >� VYZ[\]̂_̀SŜ]X�$-��K@$0 ��'#�#��-@D!�'#� !#����/#�$-� �#+$�2�� �#=�<+��#+�����0$2���@-�-�1���2 # �!����!#$�'B� ' �=#$!-B�-#�� C�B�����#+���-��0$!��#�� ���<�8��0$2���#������ #�� '2M���$A���0��$#-�-��0$!�B� '2�<+��+ -� !!�--�#��&#@2�'#�) # ��
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This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the “Effective 
Date”) and is entered into by and between: Kankakee School District 111, located at 240 Warren Ave, 
Kankakee, IL 60901 USA (the “Local Education Agency” or “LEA”) and Sphero, Inc., located at 7121 B Shelby 
Ave, Dock 85, Greenville, TX 75402 USA (the “Provider”). 

 
WHEREAS, the Provider is providing educational or digital services to LEA. 
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and 
other regulated data exchanged between them as required by applicable laws and regulations, such as the 
Family Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34 CFR Part 99); the Children’s Online 
Privacy Protection Act (“COPPA”) at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws and 
regulations and 
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective 
obligations and duties in order to comply with applicable laws and regulations. 
NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA 
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto. 

 
2. Special Provisions. Check if Required 

 If checked, the Supplemental State Terms and attached hereto as Exhibit “G” are hereby 

incorporated by reference into this DPA in their entirety. 

 If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as 

General Offer of Privacy Terms 

 
3. In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control. 

In the event there is conflict between the terms of the DPA and any other writing, including, but not 
limited to the Service Agreement and Provider Terms of UseService or Privacy Policy the terms of this DPA 
shall control. 

 
4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA 

was signed. 
 

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A” (the 
“Services”). 

 
6. Notices. All notices or other communication required or permitted to be given hereunder may be given 

via e-mail transmission, or first-class mail, sent to the designated representatives below. 
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records, videos, test results, special education data, juvenile dependency records, grades, evaluations, criminal 
records, medical records, health records, social security numbers, biometric information, disabilities, 
socioeconomic information, individual purchasing behavior or preferences, food purchases, political affiliations, 
religious information, text messages, documents, student identifiers, search activity, photos, voice recordings, 
geolocation information, parents’ names, or any other information or identification number that would provide 
information about a specific student. Student Data includes Meta Data. Student Data further includes “personally 
identifiable information (PII),” as defined in 34 C.F.R. § 99.3 and as defined under any applicable state law. Student 
Data shall constitute Education Records for the purposes of this DPA, and for the purposes of federal, state, and 
local laws and regulations. Student Data as specified in Exhibit “B” is confirmed to be collected or processed by 
the Provider pursuant to the Services. Student Data shall not constitute that information that has been 
anonymized or de-identified, or anonymous usage data regarding a student’s use of Provider’s services. 

 
Subprocessor: For the purposes of this DPA, the term “Subprocessor” (sometimes referred to as the 
“Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics, 
storage, or other service to operate and/or improve its service, and who has access to Student Data. 

 
Subscribing LEA: An LEA that was not party to the original Service Agreement and who accepts the Provider’s 
General Offer of Privacy Terms. 

 
Targeted Advertising: means presenting an advertisement to a student where the selection of the advertisement 
is based on Student Data or inferred over time from the usage of the operator's Internet web site, online service 
or mobile application by such student or the retention of such student's online activities or requests over time for 
the purpose of targeting subsequent advertisements. "Targeted advertising" does not include any advertising to 
a student on an Internet web site based on the content of the web page or in response to a student's response 
or request for information or feedback. 
 
Terms of Use: means the terms and conditions available at sphero.com/terms. 

 
Third Party: The term “Third Party” means a provider of digital educational software or services, including cloud- 
based services, for the digital storage, management, and retrieval of Education Records and/or Student Data, as 
that term is used in some state statutes. However, for the purpose of this DPA, the term “Third Party” when used 
to indicate the provider of digital educational software or services is replaced by the term “Provider.” 
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5. In Article II, Section 4, replace it with the following: “In the event the Provider is compelled 

to produce Student Data to another party in compliance with a court order, Provider shall 

notify the LEA at least five (5) school days in advance of the court ordered disclosure and, 

upon request, provide the LEA with a copy of the court order requiring such disclosure, 

unless lawfully directed by the other party not to inform the LEA of the request.” 

6. In Article II, Section 5, add: “By no later than (5) business days after the date of execution 

of the DPA, the Provider shall provide the LEA with a list of any subcontractors to whom 

Student Data may be disclosed or a link to a page on the Provider's website that clearly lists 

any and all subcontractors to whom Student Data may be disclosed. This list shall, at a 

minimum, be updated and provided to the LEA by the beginning of each fiscal year (July 1) 

and at the beginning of each calendar year (January 1).” 

7. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and 

delete “or stated in the Service Agreement.” 

8. In Article IV, Section 6, replace the whole section with: 

 

The Provider shall review, on an annual basis, whether the Student Data it has received 

pursuant to the DPA continues to be needed for the purpose(s) of the Service 

Agreement and this DPA. If any of the Student Data is no longer needed for purposes of 

the Service Agreement and this DPA, the Provider will provide written notice to the 

LEA as to what Student Data is no longer needed. The Provider will delete or transfer 

Student Data in readable form to the LEA, as directed by the LEA (which may be 

effectuated through Exhibit D of the DPA), within 30 calendar days if the LEA requests 

deletion or transfer of the Student Data and shall provide written confirmation to the 

LEA of such deletion or transfer. Upon termination of the Service Agreement between 

the Provider and LEA, Provider shall conduct a final review of Student Data within 60 

calendar days. 

 

If the LEA receives a request from a parent, as that term is defined in 105 ILCS 10/2(g), 

that Student Data being held by the Provider be deleted, the LEA shall determine whether 

the requested deletion would violate State and/or federal records laws. In the event such 

deletion would not violate State or federal records laws, the LEA shall forward the request 

for deletion to the Provider. The Provider shall comply with the request and delete the 

Student Data within a reasonable time period after receiving the request. 

 

Any provision of Student Data to the LEA from the Provider shall be transmitted 

in a format readable by the LEA. 

 

9. All employees of the Provider who will have direct contact with students shall pass criminal 

background checks. 

 

10. In Article IV, Section 7, add “renting,” after “using.” 
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