
Illinois 

 
This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the 
“Effective Date”) and is entered into by and between: Kankakee School District 111 (the “Local 
Education Agency” or “LEA”) and GeoGebra GmbH (the “Provider”). 

WHEREAS, the Provider is providing educational or digital services to LEA.  

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student 
information and other regulated data exchanged between them as required by applicable laws and 
regulations, such as the Family Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34 
CFR Part 99); the Children’s Online Privacy Protection Act (“COPPA”) at 15 U.S.C. § 6501-6506 (16 
CFR Part 312), applicable state privacy laws and regulations and 

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are 
also subject to several state laws in Illinois.  Specifically, those laws are Illinois School Student Records 
Act ("ISSRA"), 105 ILCS 10/, Mental Health and Developmental Disabilities Confidentiality Act 
("MHDDCA"), 740 ILCS 110/, Student Online Personal Protection Act ("SOPPA"), 105 ILCS 85/, 
Identity Protection Act ("IPA"), 5 ILCS 179/, and Personal Information Protection Act ("PIPA"), 815 
ILCS 530/, and Local Records Act (“LRA”), 50 ILCS 205; and  
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their 
respective obligations and duties in order to comply with applicable laws and regulations. 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

 

1. Provider agrees to offer the LEA all the same terms and conditions found in the 
MA-ME-MO-NH-OH-RI-VT-NDPA, Standard Version 1.0, Data Privacy Agreement between the 
Provider and Cambridge Public Schools (“Originating LEA”) which is dated May 28, 2024 
(“Originating DPA”).  The terms and conditions of the Originating DPA are thus incorporated herein.  

  

2. Provider additionally agrees to the following additional terms contained in the Illinois Exhibit “G” 
attached hereto.   

 
3. Provider may, by signing the attached form of “General Offer of Privacy Terms” be bound by the 

terms of the General Offer of Privacy Terms to any other LEA who signs the acceptance on said 
Offer. The form is limited by the terms and conditions described therein.  
 

4. Notices. All notices or other communication required or permitted to be given pursuant to the 
Originating DPA may be given for the LEA via e-mail transmission, or first-class mail, sent to the 
designated representatives below. 
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The designated representative for the Provider for this DPA is:  

Name:  ____________________________ Title: ___________________________ 

Address: ____________________________________________________________ 

Phone: _________________ Email Address:  _______________________________ 

The designated representative for the LEA for this DPA is: 

Daniel Dannenberg, Technology Supervisor 
240 Warren Ave., Kankakee, IL 60901 
(815) 802-7730 daniel-dannenberg@ksd111.org

Kankakee School District 111 

By: _________________________________________________ 
Date: ____________________ 

Printed Name: ________________________________________  
Title/Position: _________________________________________ 

GeoGebra GmbH 

By: _________________________________________________ 
Date: ____________________ 

Printed Name: ________________________________________ 
Title/Position: ________________________________________ 
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Markus Hohenwarter Chief Executive Officer

Altenbergerstraße 69, 4040 Linz, Austria

office@geogebra.org

03th July 2025

Markus Hohenwarter

Chief Executive Officer

Daniel Dannenberg (Jul 8, 2025 13:10 CDT)
Daniel Dannenberg

07/08/2025

Daniel Dannenberg
Director of Technology



EXHIBIT “G” 
Illinois 

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are 
also subject to several state laws in Illinois. Specifically, those laws are to the Illinois School Student 
Records Act ("ISSRA"), 105 ILCS 10/, Mental Health and Developmental Disabilities Confidentiality 
Act ("MHDDCA"), 740 ILCS 110/, Student Online Personal Protection Act ("SOPPA"), 105 ILCS 85/, 
Identity Protection Act ("IPA"), 5 ILCS 179/, and Personal Information Protection Act ("PIPA"), 815 
ILCS 530/, and Local Records Act (“LRA”), 50 ILCS 205; and 

 
WHEREAS, the Parties wish to enter into these supplemental terms to the DPA to ensure that the 
Services provided conform to the requirements of the privacy laws referred to above and to establish 
implementing procedures and duties; 

 
WHEREAS, the Parties wish these terms to be hereby incorporated by reference into the DPA in their 
entirety for Illinois; 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 
 

 
1. Paragraph 4 on page 2 of the DPA setting a three-year term for the DPA shall be replaced with: 

“This DPA shall be effective upon the date of signature by Provider and LEA, and shall remain 
in effect as between Provider and LEA 1) for so long as the Services are being provided to the 
LEA or 2) until the DPA is terminated pursuant to Section 15 of this Exhibit G, whichever 
comes first. The Exhibit E General Offer will expire three (3) years from the date the original 
DPA was signed.” 

2. Replace Notices with: “Any notice delivered pursuant to the DPA shall be deemed effective, as 
applicable, upon receipt as evidenced by the date of transmission indicated on the transmission 
material, if by e-mail; or four (4) days after mailing, if by first-class mail, postage prepaid.” 

3. In Article II, Section 1, add: “Further clarifying, in accordance with FERPA, ISSRA and SOPPA, 
in performing its obligations under the DPA, the Provider is acting as a school official with 
legitimate educational interest; is performing an institutional service or function for which the 
LEA would otherwise use its own employees; is under the direct control of the LEA with respect 
to the use and maintenance of Student Data; and is using Student Data only for an authorized 
purpose and in furtherance of such legitimate educational interest.” 

4. In Article II, Section 2, replace “forty five (45)” with “five (5)”. Add the following sentence: “In 
the event that the LEA determines that the Provider is maintaining Student Data that contains a 
factual inaccuracy, and Provider cooperation is required in order to make a correction, the LEA 
shall notify the Provider of the factual inaccuracy and the correction to be made. No later than 90 
calendar days after receiving the notice of the factual inaccuracy, the Provider shall correct the 
factual inaccuracy and shall provide written confirmation of the correction to the LEA.” 

 
5. In Article II, Section 4, replace it with the following: “In the event the Provider is compelled to 
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produce Student Data to another party in compliance with a court order, Provider shall notify the 
LEA at least five (5) school days in advance of the court ordered disclosure and, upon request, 
provide the LEA with a copy of the court order requiring such disclosure.” 

6. In Article II, Section 5, add: “By no later than (5) business days after the date of execution of the 
DPA, the Provider shall provide the LEA with a list of any subcontractors to whom Student Data 
may be disclosed or a link to a page on the Provider's website that clearly lists any and all 
subcontractors to whom Student Data may be disclosed. This list shall, at a minimum, be updated 
and provided to the LEA by the beginning of each fiscal year (July 1) and at the beginning of each 
calendar year (January 1).” 

 
7. In Article IV, Section 2, replace “otherwise authorized,” with “otherwise required” and delete “or 

stated in the Service Agreement.” 

8. In Article IV, Section 6, replace the whole section with: 
 

The Provider shall review, on an annual basis, whether the Student Data it has received pursuant to the DPA 
continues to be needed for the purpose(s) of the Service Agreement and this DPA. If any of the Student Data is no 
longer needed for purposes of the Service Agreement and this DPA, the Provider will provide written notice to the 
LEA as to what Student Data is no longer needed. The Provider will delete or transfer Student Data in readable 
form to the LEA, as directed by the LEA (which may be effectuated through Exhibit D of the DPA), within 30 
calendar days if the LEA requests deletion or transfer of the Student Data and shall provide written confirmation 
to the LEA of such deletion or transfer. Upon termination of the Service Agreement between the Provider and 
LEA, Provider shall conduct a final review of Student Data within 60 calendar days. 

 
If the LEA receives a request from a parent, as that term is defined in 105 ILCS 10/2(g), that Student Data being 
held by the Provider be deleted, the LEA shall determine whether the requested deletion would violate State 
and/or federal records laws. In the event such deletion would not violate State or federal records laws, the LEA 
shall forward the request for deletion to the Provider. The Provider shall comply with the request and delete the 
Student Data within a reasonable time period after receiving the request. 

 
Any provision of Student Data to the LEA from the Provider shall be transmitted in a format readable by the 
LEA. 

 
9. All employees of the Provider who will have direct contact with students shall pass 

criminal background checks. 
10. In Article IV, Section 7, add “renting,” after “using.” 

11. In Article V, Section 1 Data Storage: Illinois requires all Student Data to be stored within the United 
States, Canada, United Kingdom and/or the European Union. 

 
12. In Article V, Section 4, add the following: “’Security Breach’ does not include the good faith 

acquisition of Student Data by an employee or agent of the Provider or LEA for a legitimate 
educational or administrative purpose of the Provider or LEA, so long as the Student Data is used 
solely for purposes permitted by SOPPA and other applicable law, and so long as the Student Data is 
restricted from further unauthorized disclosure.” 
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13. In Article V, Section 4(1) add the following: 

 
vi. A list of the students whose Student Data was involved in or is 
reasonably believed to have been involved in the breach, if known; and 

 
vii. The name and contact information for an employee of the Provider whom 
parents may contact to inquire about the breach. 

 
 
 
14. In Article V, Section 4, add a section (6) which states: 

 
In the event of a Security Breach that is attributable to the Provider, the Provider shall reimburse and indemnify the 
LEA for any and all costs and expenses that the LEA incurs in investigating and remediating the Security Breach, 
without regard to any limitation of liability provision otherwise agreed to between Provider and LEA, including but 
not limited to costs and expenses associated with: 

 
a. Providing notification to the parents of those students whose Student Data 
was compromised and regulatory agencies or other entities as required by law or 
contract; 

 
b. Providing credit monitoring to those students whose Student Data was exposed in 
a manner during the Security Breach that a reasonable person would believe may impact 
the student's credit or financial security; 

 
c. Legal fees, audit costs, fines, and any other fees or damages imposed against the 

LEA as a result of the security breach; and 

d. Providing any other notifications or fulfilling any other requirements adopted by the 
Illinois State Board of Education or under other State or federal laws. 

 
15. Replace Article VII, Section 1 with: “In the event either Party seeks to terminate this DPA, they may 

do so by mutual written consent so long as the Service Agreement has lapsed or been terminated. 
One party may terminate this DPA upon a material breach of this DPA by the other party. Upon 
termination of the DPA, the Service Agreement shall terminate.” 
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16. In Exhibit C, add to the definition of Student Data, the following: “Student Data includes any and 
all information concerning a student by which a student may be individually identified under 
applicable Illinois law and regulations, including but not limited to (a) "covered information," as 
defined in Section 5 of SOPPA (105 ILCS 85/5), (b) "school student records", “student temporary 
record” or “student permanent record” as that term is defined in Section 2 of ISSRA (105 ILCS 
10/2(d)) (c) “records” as that term is defined under Section 110/2 of the MHDDCA (740 ILCS 
110/2), and (d) “personal information” as defined in Section 530/5 of PIPA.” 

 
17. The following shall be inserted as a new second sentence in Paragraph 1 of Exhibit E: “The 

provisions of the original DPA offered by Provider and accepted by Subscribing LEA pursuant to 
this Exhibit E shall remain in effect as between Provider and Subscribing LEA 1) for so long as the 
Services are being provided to Subscribing LEA, or 2) until the DPA is terminated pursuant to 
Section 15 of this Exhibit G, whichever comes first.” 

 
18.  The Provider must publicly disclose material information about its collection, use, and 

disclosure of Student Data, including, but not limited to, publishing a terms of service agreement, 
privacy policy, or similar document. 

 
19.  Minimum Data Necessary Shared. The Provider attests that the Student Data request by the 

Provider from the LEA in order for the LEA to access the Provider’s products and/or services is 
limited to the Student Data that is adequate, relevant, and limited to what is necessary in relation 
to the K-12 school purposes for which it is processed. 

 
20.  Student and Parent Access. Access by students or parents/guardians to the Provider’s 

programs or services governed by the DPA or to any Student Data stored by Provider shall not be 
conditioned upon agreement by the parents/guardians to waive any of the student data 
confidentiality restrictions or a lessening of any of the confidentiality or privacy requirements 
contained in this DPA. 

21.  Exhibits A and B. The Services described in Exhibit A and the Schedule of Data in Exhibit 
B to the DPA satisfy the requirements in SOPPA to include a statement of the product or service 
being provided to the school by the Provider and a listing of the categories or types of covered 
information to be provided to the Provider, respectively. 

22. The Provider will not collect social security numbers. 
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This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the “Effective Date”) 
and is entered into by and between: �������	
���
���	���������� located at ����������	������������	
�������
������!�� (the “Local Education Agency” or “LEA”) and� "��"�����"��#��located at�����$�����������%��&'�
�����*	$+��!�,-/��(the�“Provider”).

WHEREAS, the Provider is providing educational or digital services to LEA. 
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and 
other regulated data exchanged between them as required by applicable laws and regulations, such as the Family 
Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34 CFR Part 99); the Children’s Online 
Privacy Protection Act (“COPPA”) at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable state privacy laws and regulations 
and 
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective 
obligations and duties in order to comply with applicable laws and regulations. 
NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows: 

1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions.  Check if Required
���If checked, the Supplemental State Terms and attached hereto as Exhibit “G” are hereby 

incorporated by reference into this DPA in their entirety. 

��If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as 

General Offer of Privacy Terms  

3. In the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.
In the event there is conflict between the terms of the DPA and any other writing, including, but not
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control.

4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA
was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A” (the
“Services”).

6. Notices. All notices or other communication required or permitted to be given hereunder may be given
via e-mail transmission, or first-class mail, sent to the designated representatives below.
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Chief Executive Officer

+43 677 6137 2693

Altenbergerstr 69, 4040 Linz, Austria

office@geogebra.org

2024/05/28

Markus Hohenwarter
Chief Executive Officer

Markus Hohenwarter

/Victoria L. Greer/ (May 28, 2024 11:10 EDT)

/Victoria L. Greer/
05/28/24

Victoria L. Greer
Superintendent of Schools
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EXHIBIT “A” 

DESCRIPTION OF SERVICES 
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EXHIBIT “B”   
SCHEDULE OF DATA 

Category of Data Elements Check if Used by 
Your System 
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Category of Data Elements Check if Used by 
Your System 
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Category of Data Elements Check if Used by 
Your System 
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All optional: teacher or student location,  
website (URL), profile info, profile picture,  
profile banner, external log in methods.  
Date of birth: only year 
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EXHIBIT “C” 
DEFINITIONS�
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EXHIBIT “F”�
DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks 
2/24/2020 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 
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EXHIBIT “I” – TEACHER DATA 

Category of Data Elements 
Check if used 

by your 
system 
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All optional: teacher location, website (URL),  
profile info, profile picture, profile banner, external log in methods. 
Date of birth: only year 
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